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Fig. 1.1: Ever-increasing SPAM.

SPAMOOO0OOOOOO0OOOOOOOOO SMTP(Simple Mail Transfer Protocol) O O O
oooooOoooooooooooooOoOoOobooosMTPOOOOOOOOOOOODDOOO
goobboooddoooooobobooooooobbbooooooobbbooooooo
oo SsMTPODOODOODODOODODODODODODOODODODOODOOODOOOO

ooooooog “cgoobooooboo”obbooboooobooboboooobbooonobo
ggdooooooooboobobobootbddooooooboboobobbdooooooobboobo
goooooobobobobobototbdooooooboboobobbbodooooooooooobo
goooooooobo“coorboooooob+«scoorooboooooooobboooooDon
ggdooooooooboobobootbddoooooobbooboobbdooooooobnbooboobo
000D0O00oOoSPAMOOD SPAMODOODOOOODOOODOODOODOODOOODOOODOO
gbobobobobobgbobooooobooooooooooooooooboooobo



g1d 0O0gd

gobooboboooooooo

gbooboobobobooboooboboboobooboobooboboobooobon
gobobobobobobobobobobobobobobobobobobobobobobo
oooooooooDoOoO0 «cooooopoo”booooooboboOoOoOobDboOoOoobOoboDbon
gobobooooooooo Ibbobobooboooooobobooboooo IboboboobO

gbobobobobobobobo

gbobooboobooobooooboooooobooboooooooobooboooooooooo
goboodgbboilboobboobuoobbooboobbooboobbooboobbon
gboobobooooooboboboobobbooboobooboobobobooboobon
gooooooboobobob 1010bobgoboboobob1ol1oboobobobon
gbobobooboooobobobbob0boobOdbFg 1200000000000000D0O0
gobooboooboobooboobboobooboboobooboobobooboobbon
IbooooooboooooboooooboooooooooooooooobbooooDboOooLo

goboogobobooobooo

EE 2 IELE [ ®izE

11 Re: [EIR{ 1R R A ¥ sailt Fa 205 BRIFET DR OERE 0411424 2214 hosass: T pempmich b rui

{ i
12 Re: [EIE{S1HE A S zailt A 08 HRIZRET S Dk REL 04,1124 2342 Hoomi Hal m® Sl ==
[ RE] Re: [EE{E 1B A S zailt A4 08 [iRIZRE TSR D RE 04/11/24 2358 Fem o5 el b o 8 e g i
14 RE [T EIEE AT sailt A D5 FRBE TSR FalL 04/11/25 0016 "oy b i iy e
S% 15 Re: [EE{SIE TR A zailt Fa1 08 HRZAEZ RN M REL 04,11,/25 00:25 WMimmd s el gy g
B 16 Re: [EE(E 1B R A zailt B4 05 R RES SR DR EEL 0411425 01:51 Tumrme 8 g e o oo e g =
17 RE [EEE1E T A S sailt A4 D5 RIZBE TSR FaL 0411425 07549 “Tm, T g o iy
B 18 RE [EIEE)EE A zailt FA 08 RCEE TSN OE R 04,/11./25 0814 Lo i 1 s b g e ] 1
& 19 Re: [EE{E 1B R A S zailt A4 08 JRIZRE TSR D REL 0411426 0919 LU = et it
&l 20 04/11/25 0953 gt ml ol g ey e iy
Q, 04,/11./25 10:01
22 0411725 1124 e =
B 23 RE [EEE1E AT sailt A 8 BRIZBEE TSR E FaL 0411526 121 <k R
B 24 Re: [BE{S1EE A S zailt FA 208 HRIZRET Sim A Dk REL 04,1125 21:41 W om s [Rpmy (o Bil] Bom g o g
B 25 Re: [EE{S 1B T A F zailt F A 08 EZRET R (DERE 0411726 10:47 e Y e e e e T
B 26 Re: [EE{E 1R A F zailtF A1 208 IR ZRET 2R DERE 0411726 14:47 Shmgass 1l iyl swrier—
&2?‘ Re: [ E{ S 1B A Feailt B2 208 B R DM RE 04,1126 1700 M LT il p———_—
P ol 70 Fe FEESEETE T # & il B 02 1B -REEZ 48 H ik BE Nd A1 4968 1004 Chralead = B R i b R o F e e 2 b
FEizE: Ju _— u =i u
288! Re [EIEE1ET AN zailt FA1 05 IR ZBEF SR DRREL
HES: 2004511 B258 10:01:10
) EBIEARETT. =
FEMEEED 7 4 —da, TEEECTEHEVLTILET,
=A]: W )
B - 1904EREE (1995/3)
2R B
A—ILEmE T E
v

inbox  |Ri% 018 <=5 2E FEEN B2E

Fig. 1.2: Sea of reply mail in a questionnaire.
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mitsuda> telnet mailhost.example.com 25
220 mailhost.example.com; Thu, 11 Nov 2004 02:50:26
+0900 (JST)
EHLO AlicePC.example.com
250-mailhost.example.com Hello AlicePC.example.com
[172. 20.*¥** ***] pleased to meet you
250-8BITMIME
250-SIZE
250-AUTH DIGEST-MD5 CRAM-MD5 PLAIN
250 HELP
Envelope —» MAIL FROM:<alice@example.com>
250 2.1.0 <alice@example.com>... Sender ok
Envelope —» RCPT TO:<bob@example.net>
250 2.1.5 <bob@example.net>... Recipient ok
DATA
354 Enter mail, end with "." on a line by itself
From: alice@example.com
To: bob@example.net
Subject: Test Mail
Date: Thu, 11 Nov 2004 02:50:26 +0900

Header <

N—
Empty Line —»
(— Hi Bob.

Body < This is a test mail.

_ Alice.

250 2.0.0 hB8H0QO0j000227 Message accepted for
delivery

QUIT

221 2.0.0 mailhost.example.com closing connection

Fig. 2.1: SMTP sample session.
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00000000000 00MIME(Multipurpose Internet Mail Extensions) 0 00000000
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oon
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(skip)

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="boundary_str"
Content-Transfer-Encoding: 7bit

--boundary_str
Content-Type: text/plain; charset="1S0-2022-JP"
Content-Transfer-Encoding: 7bit

Hello. The Photo of my trip to Kyoto is attached.
--boundary_str

Content-Type: image/gif; hame="Trip.gif"
Content-Transfer-Encoding: base64

ROIGODIhcwA4AQYAAP/////++Pj9+/749fn49/H2+eX27+/v7+HO0
4Nfi7Mjs3NXe5sTq2tjb4L3n1bjm0tDY4czY5bTkz67iy8jS3Krgx8z

(skip)
QZJhpFU4ggogyEseqACGjOPp+dDwhje0IQ6vfFwc4mDSN8RhDTF
VYVXGKjJIEqQJQAAAOW==

--boundary_str--

Fig. 2.2: Multipurpose internet mail extensions.
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example.com}

CPT TO:gbob@example.ne
MAIL FROM: xalice@example.com>

MTA I

—==85§ | Mail Box

RCPT TO:<bob@example.net>
MAIL FROM:<alice@examplexcom>

Alice

MUA

Fig. 2.3: Delivery of email messages.
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Fig. 2.4: S/MIME.
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2. The Recipient’s Mail
DNS Server Server does a DNS query
—— on example.com and is
returned a list of
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Fig. 2.5: Sender Policy Framework.
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Fig. 2.6: Problem of mail forwarding.
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DNS Server 2. The Recipient’s Mail Server does a
[=) DNS query on example.com and is
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a list of authorized IP addresses
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Fig. 2.7: Caller ID for E-mail.

2. The Recipient’s Mail
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— on example.com and is
returned a public key
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Fig. 2.8: DomainKeys.
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Fig. 3.1: Two-step authentication.
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Fig. 3.2: Summary of Handshake method.
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Fig. 3.3: Extention header(Winbiff).
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Fig. 3.5: Message flow in Handshake mail system.
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Fig. 3.6: Process flowchart of qmail.
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Table3.1: Internal structure of qmail-1.03.

gmail-inject preprocess and send a mail message

gmail-smtpd | receive mail via SMTP

gmail-queue | queue a mail message for delivery

gmail-send deliver mail messages from the queue

gmail-clean clean up the queue directory

gmail-lspawn | schedule local deliveries

gmail-local deliver or forward a mail message

gmail-rspawn | schedule remote deliveries

gmail-remote | send mail via SMTP

3.6.3 0LUUOOO
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ooooooooipgoooooobo20b000000bbo0ogobobodderonnO
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3.6.4 Example of use
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Invoked by
gmail-smtpd

NO
(Deal as conventional mail)

The mail has “X-

HSRS” field? Reject the mail
NO
NO
The mail has “xoSender serven) i | ISER” is the
HSID” field? same as “from” field?
YES
(Receiver server) YES
Recalculate ID
and verify it Calculate ID
Determine the Store ID in the
“Reply Server’ database
Check ID to Prepend “X-
“Reply Server’ HSID” field
Prepend “X-

HSResult” field

v

Invoke gmail-queue

Fig. 3.7: Process flowchart of qmail-queue wrapper.
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X-HSRS: mail-a

Date: Wen, 6 Oct 2004 15:35:55 +0900
To: bob@example.net

From: alice@example.com

Subject: Test mail

This is a test mail.

alice@example.com

(a) The user composes an email.

Received: (gmail 10973 invoked from network); 6 Oct 2004 15:36:35 +0900
X-HSID: b7bd84ee13d89f05dcc30e5f9ec471e9

Received: from AlicePC.example.com (192.168.1.1)

by 172.20.1.1 with SMTP; 6 Oct 2004 15:36:20 +0900

X-HSRS: mail-a

Date: Wen, 6 Oct 2004 15:35:55 +0900

To: bob@example.net

From: alice@example.com

Subject: Test mail

This is a test mail.

alice@example.com

(b) The email is signed.

Return-Path: <alice@example.com>

Delivered-To: bob@example.net

Received: (gmail 4800 invoked from network); 6 Oct 2004 15:37:33 +0900
X-HSResult: Success

Received: from mail-a.example.com (172.20.1.1)

by mail-b.example.net with SMTP; 6 Oct 2004 15:37:22 +0900

Received: (gmail 10973 invoked from network); 6 Oct 2004 15:36:35 +0900
X-HSID: b7bd84ee13d89f05dcc30e5f9ec471e9

Received: from AlicePC.example.com (192.168.1.1)

by 172.20.1.1 with SMTP; 6 Oct 2004 15:36:20 +0900

X-HSRS: mail-a

Date: Wen, 6 Oct 2004 15:35:55 +0900

To: bob@example.net

From: alice@example.com

Subject: Test mail

This is a test mail.

alice@example.com

(c) After successful verification.

Fig. 3.8: Example of use
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113 ) BOb
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— —
NG Carol Carol
CEEEE ] \ C.com
A.com
Carol Question —
\ — Question
Dave g I ——— Dave
Dave — ——
‘
Dave
D.com

Fig. 4.1: Alice must view reply mail separately.
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Tabled.1: Questionnaire mail distinction.
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- ID
<To> <To>
* Bob@B.com * Bob@B.com
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<~
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Bob

Z
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Y 6
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Particular address

— Alice’s Sending

<+—— Bob’s Reply

Fig. 4.2: Overview System of Automatic Tabulation.
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Fig. 4.3: View the CSV data.

4.5.4 0OUO00O0OOOO

gbobobobobobobobobobobobobobob1obooooooooo
000000000 00DOC00DOC00DODOCO0O0ODOO0O0ODOg “Subject:” 000000
goooboobobooooogobooboogoobooboobooboboobooobDoboOo 1D
gooooob ibbobooobobooboobobooobobobobobooboobooboon
gobooooogn

4.6 0U

00000000 300000MTADO gqmail0 00000000 PostgreSQLO OO OOOO
gobodboooboobooobooboobbooboooboo

4.6.1 0DOU0O0O0OO0

O00O0OCO0OO00O0OODOOOOOOO0O000000000“X-QUERY:”0O0D00O0O0O00O0O0OO
oooooOooooooOOoMTAOOOOOOOOOOOOOOOODOOOOOOOODOOOOO0O0
OO00O00OODOO000000O300000 “X-HSRS:’OOOOoOOOODOOOOSMTP-AUTH
0000000000000 DO0000O0000 “X-QUERY:”0O00D00OO “X-HSRS:”?OOO
OO0O0000ooooOooCOODATADOODOOOOOODODO



040 0000000000D00000000O0 39

554 X-QUERY must be put with X-HSRS
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“X-QUERY” 000000 n=8300000000000000O

Al0DD0OO0A200000A30D000000DODOOOO”

gobooboogoboboobooboobooboooo
BobOOOOGOODOODOOOOOOODOODO

--Ans. Begin--
A1 = Bob

A2 = Bonds

A3 = 24
-—-Ans. End---

V V V V V

--Ans. Begin--U---Ans. End——-00000000 Ax> = 0000000000O000O00O0
ooboo0odobO0---Ans. End-—-000000000000O0O0Bob OO “DOODO”0OO
Ubobodibi Ax>=00000000000000000b000o>xu0b0040b0obo40o06o0d4d

‘0000000000000 00O000O00DOooOn
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4.6.3 OUOUOOOLOOOOOOOO

oboobobooboboobon Fig. 440000
gobooboobbooboobbooboob soboobobooboobbooboo

IDOoogoooooboboboooooobobobobooooobDbobooOon
gbobooboobooobobooobooon

Oo0ooooO0 AQO0O0OOOOO0O0OOOOO00OODOOUOODOOO0OOODOOOODOD
gbobobobobobo
MTAOOO“X-QUERY:”0000COCCOOCCOOOOOOCOOO0O0O0O0O0O0OOO AD INSERT
OOo0O0O00O00000000000D0DOO000000000000000 CREATE TABLEDO
goboboboboboboboboboboboboboboo

000000000BebO0O0DDOO0O0DO0O0CO (1)00D (2)000 (3)ID0D0 (O
0ooo)

0000000000000 0IDO0O00 1000000000000 000000OO B[ID]O
goo

Return address

ID l time expire num
TR ARN v v T (3)
Table A m2 |/ o 2
D3 | T T o4

Table B[ID1] Table B[ID2] Table B[ID3]
From address 1 2 @ Fr 1 2 Fr 1 2 3 4

bob@B.com | Bob Bonds | 24
carol@C.com | Carol | Cruise [ 25
dave@D.com | Dave | Danson | 23

Fig. 4.4: Table Format.

4.6.4 MTAOOOOODO

MTAOOOOOOOOOOOOOOO0OO0OO0O000000000000oOOooOOooOoOD MTAO
00000000 MmO0O0O0O0O00DOCO0000O0ODO000ODODOOOFig. 37O00000O0DCOO
O00000OoooooOoMTAOODOOOO Fig. 450000
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Invoked by
gmail-smtpd

Reject the mail

The mail has “X-
HSRS” field?

The mail has “X-
QUERY” field?

Reject the mail

NO

“AUTHUSER” is the
same as “from” field?

The mail has “X-
HSID” field?

YES
YES
Calculate ID
Recalculate ID and verify it Store ID in the database
Determine the “Reply Server’ Prepend “X-HSID “ field

Check ID to “Reply Server’
Prepend “X-HSResult” field

The mail has “X-
QUERY” field?

NO

Create Table

\ A / Y

Invoke gmail-queue [«¢—————- Prepend “Reply—To” field

Fig. 4.5: Process flowchart of qmail-queue wrapper.

4.6.5 0OO00O0ODOOOOOOOO fml

OO0DO000O000OO00OCO00OCObOO0DOOOD replybODODOODOODOOODOOO
0000000000000 0O0O00 ml0O0D0000 4.042/000000

fml000000000000D00OGNU General Public License 0 000 MLM(O OO OOO
0000000)000000000 PerlO00000OO0O0OPerl0O00O0O0O0O0OOODOOO
000000000000 0000UNIXODOOOOOO OSOO0000OWindows NT 4.0
Mac OSX Server OO0 DO O0O0ODOOO0ODOOOOODOOODOOODOOODOOOOO
goog

OO0l O00MmOO0OO0000000000000000000mlOO0O0OO

$ makefml newml reply

00000000 reply0 00 MLODOOOOOOOOOO config.ph 0 $PERMIT_POST_FROM
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Oanyone 00 0000000000000 000000000OO0O0OSDONOTHINGODOO 1
gobooboooboOooooboooobooboboboooOmlObOOo0ooOOoDOOODO
goboogoood

4.6.6 DUO0OOOOOOODOOOIDOOOOO

0443000000000MTAOO00OCOOOOCDOOOOCOIDOODOOOOOOO “Reply-
Tor OODOOOOOODOOODOOOOOODO

Reply-To: reply-<ID>Q@A.com (A.comU MTAO OO ODOO)

O00O0reply<ID>UUO000OUOO0ODOOOOODreply000DOOOODOODOODOODO
00000000 0O@mall 00 0000000000000000 37jooooooooooo
000000 (reply) D0D0O0O0OO0O0O0O0ODO reply 000000 reply-anything 0 00000
goboooooooboooooooobooo

0000000000000 /var/gmail/users/assign 00000000000 0OOO0OOO
ooooOooo0ooooOobooOoooboooobooo

# vi /var/qmail/users/assign
+reply:fml:512:512: /var/spool/ml/etc/gqmail/alias:-:reply:
# /var/qmail/bin/gqmail-newu OO OO OOO

assign [0 qmail-newu 0 000000 OFig. 3.6 0 gqmail-Ispawn 0 0 0 0O O 0O Ogmail-local 0 O O
000000000000 00OOreply-0 00000000000 OudO gidO 512(fml0 uidO
gid) 0000000 fmlO000 O reply-anything0 0000000 /var/spool/ml/etc/qmail/
alias/reply/.qmail-reply-anything D00 000000

gmail-local 0 O reply-something 0 0 0 0 0 O O O O O .gmail-reply-something 0 0 0 00 0O O
0 0 0 O gmail-local O O .qmail-reply-default 00 000 00000000000 O0OOCOOODO0O
OO0reply<ID>0 0000000000 fmlplO0OD MmlDOO0OOOOOOOOODODODODODOO
oo0ooooon

# vi /var/spool/ml/etc/qmail/alias/.qmail-reply-default
| /usr/local/fml/fml.pl /var/spool/ml/reply

4.6.7 ODO0O0OOODOODOO

mlO000000000000000 mlO0000000000000000000000fml0O0
0000000000 0MmIO0O0O0O0000000000000 43|J0000000$START_-HOOK
000o000ooo0oooooooooooooon

Perl 0 0 PostgreSQLO OO DO OO OO Opgsqlperl50 00 PerlOOOO DO OO OO Opgsql_perld
0d00b00OO0bOOoCcO00ooO0oO00bO0bOO0O0bOobOO0obOOoDOOoObDOoCODOOooOooOOooOO
ooood

4.6.8 0DO0OOOODO

cconJ000 1000 1000000000000 000O0O00O00O0O0O0O0O0DOODOO0ODOO0
gooooooooobooboooooobooooooboo Ibobbooooooo IboOoOooO
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0000 BIDjOO0O0OOOOOCSVOOODODOODODODOMIMEOOOOOOOOOOOOO
gobogboobboobooobbaooodg

4.6.9 0OU0OO0O0OO0OOO

000000000 000D00DO“Subject:” 000000 interimO000000O0D0OCOOOO
gobobobobobobobobobobobobobobobobobobobobobobo
0000000000000 00DOOoO00O0OO0OO0DAllce0DOOOODOOOOO
0000000000000 DO0C000O0000O00DO0O000O00DOO0 AliceOODODO
BebOOOOOOOOOODOOOOOODO

Receive a mail

YES
Subject is “interim”?

Return error mail
The message is
“Ask the final result
to sender directly”

Return error mail
The message is
“Get an e~mail back
to sender directly”

ID exists in the
database?

ID exists in the
database?

Insert the data Return the
into the table interim result

Fig. 4.6: Process flowchart of tabulation program.

000000000000 Fig. 4600000000000000 “Subject:”> 000O0OODO
goooooooboboobooooobuoboooobobobooobobobDOooDoO “Toy”
00000000000o0oUo IDO0000O0OU0O0U BID)ODODODODOOOOOOO BID]
gbooooooboboobooboooboobooibgboboooooboboooobooon
0000000000000 0O00D00O0Alce0DO0O0ODOOOODOODODODOOOODDOO
O0000000oDooOC0oO0O00O Alieeb0ooooooo

4.6.10 Example of use

gooooboobooboobooboobooboobooobDOo0oboUULbDU Fig. 47
O000OAlice00OFig. 4.7(a) 0000000000000 000 MTAQO “Reply-To:” 0000
000000000000 0D0O00DOD0O0OFig. 47(b) 000000000 BobOOOOOOOO
BobO0OUOOOUOOOOOOD “C0O00000OO00000O00DODOOOO Fig. 4.7(c)000
gobobobobob
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X-HSRS: mail-a

X-QUERY: n=3, d=5

Date: Wen, 6 Oct 2004 15:35:55 +0900

To: bob@B.com, carol@C.com, dave@D.com
From: alice@A.com

Subject: Question — about your name and age.

Reply to a question below quoting the message.
What is your first name(A1), last name(A2) and age(A3).
Alice.

(a) Alice composes an questionnaire email.

Reply-To: reply-c2356d1324f9238fea56a2435c0017ee@A.com
X-HSID: c2356d1324f9238fea56a2435c0017ee

X-HSRS: mail-a

X-QUERY: n=3, d=5

Date: Wen, 6 Oct 2004 15:35:55 +0900

To: bob@B.com, carol@C.com, dave@D.com

From: alice@A.com

Subject: Question — about your name and age.

--Ans. Begin--
Al =
A2 =
A3 =
---Ans. End---

Reply to a question below quoting the message.
What is your first name(Al), last name(A2) and age(A3).
Alice.

(b) Bob, Carol and Dave receive the mail.

Date: Thu, 7 Oct 2004 18:12:34 +0900

To: reply-c2356d1324f9238fea56a2435c0017ee@A.com
From: bob@B.com

Subject: Re: Question — about your name and age.

> --Ans. Begin--

> Al = Bob

> A2 = Bonds
>A3 =24

> ---Ans. End---
>

> Reply to a question below quoting the message.
> What is your first name(A1l), last name(A2) and age(A3).
> Alice.

(c) The reply mail(quote the text in the reply).

Fig. 4.7: Example of use
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gooob0ooboobooob0o0bboUObU0dFig. 480000Fig. 480000000DOO
gboosboboobobooboboooboboboobooibobooooboobobooobobo
goooooo

(=] 2
gl 22
£ 23

01,20 0040 “reply@uzsailt ac.jp” <reply@uz zail t.
Errar - 1D 39444d4383a03025021 2141 d4cb368193 does not exist. 01/20 0040 “reply@usz.sail tu-tokvoacip” <reply@us sailtu v

H{2E ! "reply@uz zailtu-—tokyvoac jp” <replyuz zailtu-—tokvo.ac o
FEFE: mitsuda@®aidaku-tokvoac.ip
2878 Final Result ID =c34cB2h7e3R3ah3d51 083520651 4740
B 200551 B188 171359

resultm 181 7oy

ihbox ik 0B |[F-4 0@ TR iR

Fig. 4.8: Result of a questionnaire.

4.7 OO
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