ETHH . 200643 H
HIL o FEEWREER
K4 TONGPRASIT BENJAMAS
FAEREE T 0 46328
G CE B : Tamper Resistant VLSI Technology Based on Floating—Gate-MOS
Logic Circuit
(Ta—=F 47« =1« MOS ITEEDSNWetF 2 U T ¢ WEITHRLY VLSI

Ef-Ss)

F—U— R
FREHERSY . £l H
s e . #Hoz

Abstract

The smartcard technologies play an essential role in various areas. The
cryptographic algorithms have been developed to protect the sensitive data from being
retrieved by other parties. A key using in cryptographic algorithm becomes an attractive
target for the security attack.

This paper presents two solutions to prevent the circuit from being tampered. The
first solution against power analysis attack is “power-balanced reconfigurable circuit”.
The power consumption of proposed reconfigurable circuit has no correlation to the
circuit’s internal state. Another solution proposed in this paper is “physical key
generation circuit”. There is no binary data stored in the circuit. This circuit produces
key by making use of the capacitors’ variation due to the properties variation during
manufacturing process.



