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Abstract 
 
The smartcard technologies play an essential role in various areas. The 

cryptographic algorithms have been developed to protect the sensitive data from being 
retrieved by other parties. A key using in cryptographic algorithm becomes an attractive 
target for the security attack. 

This paper presents two solutions to prevent the circuit from being tampered. The 
first solution against power analysis attack is “power-balanced reconfigurable circuit”. 
The power consumption of proposed reconfigurable circuit has no correlation to the 
circuit’s internal state. Another solution proposed in this paper is “physical key 
generation circuit”. There is no binary data stored in the circuit. This circuit produces 
key by making use of the capacitors’ variation due to the properties variation during 
manufacturing process. 


