ooon

Jooooobooond
Jooobon

Static Range Analysis for Vulnerability Detection

gobd oo odod

oo bbooogoon
gooooon

g gd






BN

gobbbbbooooooobbbbbbooooooooobboo
gboboboboooobbobooooobobbooobboooooboon
gobbbbbouoooooobbbobbobooooooobobbo
gobbobobbudooooobbboboodooooooboobo
gbbouogdbuoodgbboogbbbooobboboobbbooobb
goodboudgboogbuogbboobogobuogbuoobooboobo
gbbbuoooobbbooobbbuoooobbbuoobbon
gobbobbbodgoooooboboobbbouogooooon
gobbbbbbbuodoooooooobbbobboboobbbo
gobbobobboooooooobbobbbooooooooboob
gboudgbbuodbuoobboboboobuobboobbobbogobo
gbooboooon
gobbboobobououooooobbbobobbbououuooooadd
gobbobobbooooooobbbboboodooooooboob
gobbobbbouooooooobbbbbbooooooobbobbo
gobbobobbouooooooobbobbodooooooboob
gboboooogn
goobboobobbobooudoooooooobobb 2000000
gobbobbbouooooobbbbbboodoooooobbbobo
gobboboboouoooooobbobooboboodooouobobooobn
Dbhoobbooboobboobboooboobbooboobbo
gobboobobbouoooooobbobbouodooooobbon
oboobooboboobooobuoobboobboobboobd
gboobobobobbobboobooboobuoobuooboobon
Dbobooboobooboobo
gobobobboouoooooooobbobbouoooooooobon
goboboobobbooooooobobbbbooooooooooboobooobo
gobboobbouooooooobbobbouooooooboobo
gobobobobobbooooooobobboobobboodooooooboboo



goboboooooboooobbboooon



010
1.1
1.2
1.3

020
2.1
2.2

030
3.1
3.2

040
4.1
4.2
4.3

4.4

050
5.1
5.2

gogobobooodd
I 0
I

ggooood
I
I

gogooood

0
I
goooog ... o
43.1 0O00O0OO0OODOO .00 o ..
432 000 ... oo o
433 OO0 ... o
434 000000OOOO .00 0 0 ...
I

ooooooogo

DO000O000 ... e
DO000O000 ... e
5.2.1 Buffer Overrun . . . . . . ... .. .. ... ...,
5.2.2 Format String . . . . .. ...
5.2.3 Directory Traversal . . . . . .. .. ... ... ...



el O0OOO0OODOOOOOODOD

6.1 Buffer Overrun . . . . . . . . . . . ...

6.1.1 Stack 00O O Buffer Overrun
6.1.2 Heap OO OO Buffer Overrun

6.2 Format String . . . .. ... ... oL

6.3 Directory Traversal . . . . . ... ... ... ... ... ..
6.4 O0O00OOO ... .
6.0 OODODODOO ... .

o740 OOO0O

71 0000000 .00
72 00000 .00 o

gooo

gooo

O0AD0O0OO0O0OO0ODO0ODOO

i

22
22
22
23
24
25
26
27

28
28
28

29

31

34



2.1

4.1
4.2
4.3
4.4
4.5
4.6

5.1

[]

goboboogon

gooobog

00000000 buffer overrun

gobobooogobobodad
gobbooggbbobogo
gobobooodon
gboboboooobbooooon
goboboooobbooooon

il



6.1

O

gbobobooogboo

v



10 Uood

1.1 00

gobbbbbooooooobbbbbbooooooooobboo
gboboboboooobbobooooobobbooobboooooboon
gobbobbbouoooooobbobbboouoooobbboo
gobbobobbuodooooooboboboobobbodooooobobooobo
gbbogdbuoogbbooobbooobboboobbbooobn
goodgbuodoboobogbbooboobuoobuoobooboobo
gbbbuoooobbbooobbbuoooobbbuoobbon

gobbobbbodgoooooboboobbbouogooooon
gobbbbobbboduooooooobbbobbboobbbo
gobbobobbobdogoooobboobboodoooooboon
gboudgbbuodbuogbboboboobuobboobbobboobo
gbooboogon

1.2 00000

gobobobobboogoooooobboobbboodooooon
gbobuoogobood

e NOUOOOOLODLDOUOOOODLDODOODO

e JOU0ODLO0ODLDOUOODDOUOOLODLOOLOUODLDOODLDOO
gboodao

O200000000000000000000D0O00ODOODDO
googoobbobooogbobbbdoooboboooooobooo
gbbogdboodgbbboodgbbbooobbboobobbooobb
gbbogdbboodbboogobboooobooobobagobn
gobbbbbouoooooobbbbbboouoooooobobobo



goboboobbboooooooobobobobbodoooooooboboobon
gboooooooood

1.3 O00O0od

gboogobogbboobooboobo2bbogbooooobogan
gbogbobuodgbbodgboboudgbbuoobbogoboosbaanb
oooboboboboboboooboooooboboboboobo4d
gbodgbboobodobboobsuobbooboobbooboab
gboogbodedboooboooboboogboouboobbodan
oboooboobboobboobbooboorTobbooobobd
gboooogooood



20 Oootudbooodd

gobboobobboouoooooobbbobobbbuooooooon
goboboooobboboooon

2.1 O0O0O0OOoOoooon

00000000000000000002000000001000
00000000000000000000000000000000
0000000000 1000000000000000000000
0000000000000000000

000000000CO00000000000000000000
00000000000000gets()d strepy()00000000000
00 [p)00CO00000000000000000000000000
000000000000000000000000000000 [7]0
00000000000000000000000000000000
0000 assert 000 000000000000000000000 [20

0000000000000000000000000000000
00000000000000000000000000000000
000000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
0000000000000000000000000 B0o00000
000000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
oooooo 6o



buffer overrun ‘

denial of service

directory traversal
format string E
cross-site scripting
default configuration miss E
race condition H—
%

integer overflow

others |

0 500 1000 1500

U21:00000000

22 OJ0O0OOOOOO

Obhoooboob1b0bboobbooobooobooobooon
0000000 210 Common Vulnerabilities and Exposures[1] 0 O O
gobobobbbbbbbbbobbbbbbududuoooooooon
gboogbobouogbbodgbbogbooboboobboobobn
00020%000000000000000000000000O0O00O0O
000000000000 0oooooo2%bo0o0000ooooo
0080% I 000NN 0ND0ND0N0N0N0NN0N0N0NN0NNNNNooooO
gobboboobuooooboboobbbotodoooooooobboo
Dbhooboooboobboobuoobbooboobbuoobbo
gobobooobooboboboobbbbobougoooooooobboboobDb
Dbogoboboobbooboobbooboooboobbooboo
gboboooooboobuoobuoooobboooobon

gogoooobobbbobobbtbotbdddoooooooooooon
goboobbobouooooobobbbboooooooobobobn
gooboooooboboooobobboooboobooon

2000



030 booutuun

3.1 Uooguog

gobbooboboouooogobbbbbbbouoooooooon
gbodgobodbuogbuooboobogboobbobobobbon
gooobobbbbbobobobbbbbbbbdooooooooon
gboboboooooogbobbuoooobbbuoooobbooo

gbobodbobbobuogboboobobbobooobobod
gbogboobogbuogbogboobbooboobooboobd
gobbobbbouoooooobbbbooooooobbbobbo
gobobooobboodgooogobboobbboougoobooon
gobbobbbouooogobbbbboouoooooobobb
gobobbouooggoboboloogooobobbuoooobooo
looobbgoobobbouoooobboogd

gobdbdgbobobobobooooubobobobobobooon

3.2 UOOOO0OO0

oboobbooboobbooboobboobbooboobn
gobobbbouooooooobbboobbouooooooboon
goobobobobboooooooobboboobobobobodooooooobooboo
gobbooboobobouoooooobbbobbodooooooboboon
gboboboooobbbuoooobobboooon

gobbobbbouooooooobobbobbououoooooboo
gooboboobbooooooobboboobbbtbodoooooooboboo
gobboobobouoooooobbboobobbouoooooboboobn
gbobobooooboboboooobobbuooooboood

gobboboboboboouoooooobbbbobboodoooooon
gobooo



e JOUI0ODOODLDDOODLOOODLUODLDOODLObOOODLOOO
gbobooooon

e O UO0ODLOOODODDOUODDOUOODLDOODLULDDOUOODDUOOD
gooboogoobboboooon

e JOI0ODDOOODLDDODOOOUDLDLDOODLDOUODLDbDOODLDOO
goo

gbobooobobboooobb 20000000000

e JUUOOONO

e JUUUOLOOUOU

gobbobobbouooooooobbboobbodoooooooboobo
gboboboooobbboooobbboooooobooon

Dbo40000000000000O0O0s0D000Db0O0DOO0ODOD
gbooooogn



40 Oooodoh

gobboobobboouoooooobbbobobbbuooooooon
goboboooobboboooon

4.1 0OO0OO0OOO

20000000000000DLO0OO0O0DOOODOODODLDO0OD
gbogoboboobboboobogbagbobobobooboboan
Dboobbooboobboobboooboobboobuoobobo
gobboobooboboboouoooooobobbouoooooobboo
Dbobooboobooboobobbobooboobg

DoOobbodedoObO200000000 3000400000000
DoOoboobooboobooboobo

a = [0,20][30, 40]
000000000000000000000000000
a = [20, 20]

gbbooodbbbuooobobbooodgd

4.2 OJO0O0OOOO

goboboobobbouooooooobobbbobobbobouooooooonon
Dbobooboobooboobobbobooboon

gobobooobbooouooooboboobbbooooooooon
oboobooboobooboobo

0410 1000000000000O00O0000O00O0ODO0ODODOO0
Dbhoobobooobooobooboooboooboboobbo



goodboooboooobogbooboboobboboooboobn
0000000000 f(r)OOOODODO0D0D0OODOOr0000000
goboboobooboobbbotbodddoooooooooooobooboboobooD
Doobooboboboboo441bgboooooooobooboonbg
O0000r»O0000000CO0ODODO f(mOODOD 000000000

l‘lzf(l‘o)
041000000

gobobboobobuouooooooobbbobobbouooooobon
gobobdboooooog200oo0an

oobobooooobo420000000000b00b00000DO0n
0000000000000000000042000002>a(xer)O
r<a(rer)0000000O0O0O0OODOO »0r;00000000
gogoboboogd

gogobbbbbououoooooobbboobbbuoooooon
0000000000000 00000000 4300 f(r)dg(r)00
0000000ooooooo0dU0U0dAre)DDODOODOO00O0OOoOO
000 f(ro)Ug(r,) OO OO

4.3 0OO0OOOOO

gogoobbbbbbbbobbbbbbbboddoooooooon
ggbobobbobbuooooooobboobobbooooooooobobo
gbooobooboobboobooboboobbooboobbo
ggobbobboboodooogobobbouooooooboon
gbbooobogobobooboooboooboooboobobo



T —f(l‘o) Iri= f(l‘o)
X 2 a (xXEr) x<a(xX€E€r)
l } { h(r) J

r:=g(f(rn)), xza r;=h(f(n)), x<a

g(r)

042 00000000000000



r: = h(f(r) Ug(r))

U43: 00000000000000

10



gobobobbobooooooooobboobbbodoooooobooon
gbooboooon

4.3.1 O00O0OOOOOO

Ooobogbobbooboboobobobobo42000000000
gobobobooboboouoooooboboboouoooooobboo
obooboboboboboobuo 4410000000 o0b0O0ODOO
gbooboooobobuoooob qooobbboogon

gobbbbbuodoooooobbbbbboooooooooboo
gboboboooobbobuoooobbbuoooboboboooobon

[a,b] + [¢,d] = [a+ ¢, b+ d]

ODoO0oO0ooO0oooo0oOooDooOoooo AODDOOOD

4.3.2 00O

4200000000000000000010000000000 44
000000000000000420000000000000000
00f(r)000000000000 rUg(f(re) 000000000
f(rOg(r)0O00000 f(r)0000000000 f(r)00000

ro Ug(f(ro)) Ug(f(g(f(re))))U---

gbobobooogooboobod

m:{m, P )
9(f(rn-1)), n#0,

gogdggoobbbobbobboddooooooobbboooibib ez <
a(rer)J000000NOOOODOOOOOOODOOOO»NOOODO
O00000ONOOOODOODOO0O0O0-0000000 r,,n=[0,N—-1]
gbogodbgooobobooboobuoobooboboobooND
goboboooobbodad
gogobbbbboboduoooooobbbbbbooduooooon
ggboboobboooooooobbobbouoooooboboobo

11



To

f(r) J

\ a (x€r)
v =f(ra), x<a

{ g(r) }

rn=g(f(rm1)), n =[1, N-1]

(

X 2 a (xXEr)

044 0000000000

12



oobooobooobtd 20 2, =2, +1000000000000
gobobobbuoooooobobbobobbuooooooobboooobo
ONOODODOOObOoboobob-0buoooobobtd0y=2+4+3
ggbboooobbtbyuoobbbuooobbbooobboood
ggogbbooboobbbobooogbotbddoooooooobobooo
ggbooogd

e U r0bobO0ODbOO0ODODDOODLDOODbLODOOODOOO
oboboobooboobooboon

e OO OODLDOODLDDOUODLOOODLDODLDDLOUOOOLDOD
gboobogoobobooooboboogao

e JbOUOOOOOLOOOLOODDLDODOODDLDOObDDLOOn
gbbbooooobbbooodobbboooob

e JU0O0O0O0DOODOODOOODOODLODOUOOODOODOO
Doobobobobooboobobobuoooobobooobog
oboooobobo

gobobobbouoogoobobbboobbouooooooboon
oboobboobooboobbuoobboobboobuoobbo
gbboboooobbobuoooobobuooooboouooon

Dbhooboooboobbooboooboobboobooon
goo

Ty, = Q%p_1+ b

Doobooobdbil1bobolgboboobobooooooboobn
gobogbuooboobobboboobooobog

{:EO—I—bn, a=1,
Ty =

a”xg—}—@, a# 1.

gobobobhboouoogoooobbbobbbodooooooboo
goo

e JOUUOUOLODLDOUOUODLDOOOLDLDUDDUOUODLDLOOD
gbooooggn

e OUOOUOOODLDLOOUOODLDLDLDOOOODLDDOO

13



e 000D UODOODUOODDUODDODODDONODOODO
e IO NDODODDODODODOODOODOODODO

e JONODDOODOODODOODLDODOODUODOODODO
oooo

4.3.3 00O

gobobooboboodoooooobooboobbooooooooooboo
OO bufferoverrun 000000000 0O0OOOO0OOOOOOODOOO
gooobobbobbobogbuoobuodbuoobooboboon
gobboobobbbououooooobbobobbouooooobboobn
goboboooobbbooobbobooooboo

ooob410000000000000O0DOODOOO0ODbODbDO0
gobbobobbodoooooobobbobboodoooooobooon
ooooob4s000000000000000000o0boobon
gooogoo

store [20,30], ([1004,100c])

oboobooooobbbogoleo4to 0ocobbbooooobobd
oooboboboobogboobobloo4tb 100chobonooOn
000000000000 00o0ooooD 0300000000000
0O

store [12,13], ([1008,1008])

gbobogdgb oosgbboogobbuoobbuoooboooonbon
gboboboodgbobbooodabbn

Doob4e6000000000D00O0OODODODODOOOOOOO
gbobbobbbououoooooobbbbbbuoooooobbobn
gobooboboboouoooooobboobbouooooooboon
gbobooaobbod

4.3.4 O0O0O0OOOOOO

gboobobobobooooboboboobooboboboon
Dooooobodobobooboboobbbuoobboobbuooobobo
obobooboobooboobon

14



1000

1004

1008

100c

1010

[10,10] [10,10] [10,10]
[11,11] [11,11][20,30] [11,11][20,30]
[12,12] w [12,12][20,30] [12,13]
[13,13] [13,13][20,30] [13,13][20,30]
[14,14] [14,14] [14,14]

store [20,30] ([1004,100c]) store [12,13] ([1008,1008])
045 000000000000000O0

1000 [10,10]

1004 [[11,11][20,30]

1008 (12,13] ﬂ load ([1000,1008]) = [10,13][20,30]

100c [[18,13][20,30]

1010 [14,14]

046 0000000D00O00DOOODOODO

15




gooboobobooooooooobbobobbboooooooooo
000000000010 000000000oooooojoflooon
OO000O0O00DOOo0o0ooOoOoooooboooobobobboOoooosuoooo
gbobuogbbodgbooobuoobbougbbooboobobogd
O0reedJ000000OOO0O0OOO0ODOOOOODOOODODODOODOO
OO00O00000b0bO0OOreed0 00000 DODODODODOO
0000000000000 00000O0O00ooooooOof0d
gbbobuoooobbbuooobbobuoooon

4.4 0OO0O0OOO

goboboobboouooooooboobbbooooooooog
obobbobo432000000000000000000O00O0O0
gobboboobobboougooooobobbobbououoooobboo
gboboboboobouoobobobobobooboooboboon
goboboboobouoooooobbobbbouoooooooboo
obobobooboobooboobooboobobboboobob

Dod42000000000000000O0000OODOODOOO0
Dboobooboboobboooboobbooboobbooboo
goboobobobouoooobobbobobbooooooooooobo
goooboobobboooooog 1o oooooog 20
gboobobbboouooooooooobobbbooobbbobooobbb
gooobobodoligoooboobo200000bbooboon
gobobobouooooobobbbbbouoooooobbooobo
goooboboodooooobboobobbboodooooooobooboobo
gbobobbbodoooobobbbbouoooooobobooobbo
gobboooobbbooooobobodad

16



st botdubood

Doooo40boboooooooboobobobobobobbon
goboboobbodoooooobbobboodoooooboobo
gobbobobbboouooooobbbobboooooooobbobo
gbooooggd

5.1 UO0OOOOOO

400b0oobboooboobbooboobbooboobobod
gbbooboogogbbbod

store [20,30] ([1004,100c])

jmp ([2000,2010))

gobbobobobbbboboudoooooooobbbbobobbobbb
gobbobobbouoooogobbobboudoooooboon
0000000000000 0000ooooOoo,lojooooood
gbooboogobobboooobboboogobbbouoooon

gbobbobbbouodgooooobbbbbbboooooooon
gobboobobouoooooobbobobbooooooooobobo
gbobbobbbouoooooobobbbbbbooooooooobobobb
gbooobobbouooobboboogobbboaoobon

gobbobbboouoooobbbbbbbbodooooooan
gobobboboouoooooobobbboouoooooobooo
obhoobobooobooboobbooboobbooboobbod
gboobooogoboobod

Dbobobooboooboooboobboobboobooon
gboogboooboboo3gbogboobbobbobbooboon
oboboobooo

17



e JUOUODODO
e OUOOOODLODOO
e OO UOOOODO

gobobobobbuodgooooobobobboodoooooooboo
gboooboooobon

5.2 U0OOOOOO

02100000000000000000000000 buffer over-
run00000020%000000000000000 denial of servicel
directory traversalld format string 0 0 0 00O O O O denial of service O [
0000000000000 bO0DbOO0bO0DO0DOOoDOOoDOOobDODOo0n
000000000000 0000000000D000DO0oDOooDO0n
O000000D0000D0O00000 denial of serviceDOO 30000
O O buffer overrun directory traversal [ O format string0 00 0 00O O

5.2.1 Buffer Overrun

Bufferoverrun U 0 0000000000000 DO0OOOOODOOOO
gbboogboboboobuodbooboobbobobbooobao
gogbbobuooobbbooaoboo

5100000000D000DO0Od bufferoverrund 0O O00OO0OOO
gobbbbbbouooooooooobbbobbbooooobbobo
goodbuodgboobbobbobboobooboobbooboo
gbbobobuodoboboboobboobuoobbobbodbobo
ggogbobbbobobbbuooogbbobuoooooooooboboo
gboboooboboobobooboboboboobobobooboobgd
gobbobotougooooooooooobooouoooobooon
gbgobgobobboboobooboobooboobobbo

Buffer OverrunO0 00O Bufferoverrun OO O00OOO0OOCO0OOOOO

gobboogobobuoogbobobuooobobobuoodbb434000
gbgbooboobboboobobooboboge4b0bOooDn

18



Lower address

Direction

to write

Upper address

N

buffer

Buffer

Return address

=

Malicious code

Tampered address

O 5.1: 00000000 bufler overrun

Return to
malicious code

0, ittt OO 0051 00000000000000000000O
oboboboobooobooboobooboob

Dbhooboooboobooobuoobboobbooboobo
OO0DO0O0DO00oO0dD0Obufferoverrun D000 00O00OO0OODOOO
obooboobbooboobbooobuoobboobooobbod
Dohooboooboobbooboobobooboobbooobbo

gooboooobbboooobobobobbboooobobon

5.2.2 Format String

Format string0 00 0000COOOOOOOO0OOO0O printf0 0
0000000000000 0000bO0bOO0DbDO0bOOoDOobDOobOoon
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00 printf 0 0O

char buf[10];

scanf ("%s",

buf) ;

printf("%s\n", buf);
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000000000000 0000000000%\n00ODO000ODOO0OO
goo

char buf[10];
scanf ("%s", buf);
printf (buf) ;

0000000000000 DO0bO00obO0ooo0oboOOoOobogd buf
OO0o00o0bOoobooooooooboobprintf000OODOODODOOO
goobooooboood

O00printf 0000000000000 0%n00000000000
gbodgbdooboboobooboboobooboboobuoobo
O0000000000%m$n0000 mO00O0000000000O00OO
0000000000 0OD0ODO000 buf0 AAAA%m$n000D00O0O0O
printf OO0 DO O00OOD0O0O0000 mODOO0O00OO00ODOOO0O0OOODO
AAAAOODODOOOO0400000000000buf00O00O0 AAAAD
0000000000 0OmO0DOOO0DOO0ODOO0ODDOO AAAA
00000 0x414141410 000000000000 AAAA%I1000A%2%n
gbobooboboboboboboboboboouoboooo 10040
0000000000000 0O00O0b0format string0D 0000000
gobbbooogbbbuoooobbbuooobbn

Format String0 00O Format string0 00000000 0OOOO0OO
O0o000000o0oDOoDOooDooooooooooooDoooooo
000000000 DOO0DO0D0D0DOO00O0000bOO0oDbOO0oDOOooDgog
O000000DOO0oDoooooooooooOooDoDoooooogog
0000000000000 DO0D00oO0oooboOoooOoooog
000000000 bOO0oOO0DODOooDooooooooooDooooon
O00000000DOO0DOO0DO0ODOO00O0DO00O0DO00OoOooOOooOd
Oo00ooo o, i |0 000 0000000000000 0000

5.2.3 Directory Traversal

Directory traversal 0 0 00 000000000 OOOOOOOOOOO
0obobob0obob0oooboboboob0oboboboboboboo
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O000000000000000 /home/hoge0 00000000000
goobobobobboodoooooobboobboooooooboo
000000000./0000000000000000O0000000
gooood

Directory Traversal [ [ [0 Directory traversal 0 00O 000000
O0000000000DO0DO0DO0DO00000DO00O00D0o00oO
0000000000000 00000O000000D00DbO0O0 opend
0000000000000 000000DO0000D0D0DO0o0D0o0On
open 0000 write 000D O00DOD0O00ODOO0ODDOOODOOODODOODODOO
O0000000D00000000000D0O0000000 open write
OO00000oooooooooooooooooooooooooog
O00000000Oopend writeJO0O0OO0OO0OOD0OD0ODOOO
OO000D0O0000oo0oooooDoooooooaon
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6.1 Buffer Overrun

Buffer overrun 00000 stack OO0 OO0 OO heapO OO OOOO 2
OO0D0O0DOO0o0o0n

6.1.1 StackU 0O OO Buffer Overrun

OO0D00D0O00O bufferoverrun 00000 521000000000
O0o0boooboooooodd bufferoverrun D00 O00O0OO0ODODO
goooooogno

int test(){
char buf [10];
read (0,buf,100);
return O;

}

int main(){
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test();
return O;

3

OO00000000OOreed0 0D O0DODO 10000000000000 but
booooodbbbtestD 0000 oOoooooooog
gbbooodgbbbuoooobbodoogbbobooon

ranged jump target: [0, fffffffffffffffc] at 120003184

00000000000000000000O0 o, fiffftfc) 00 0 O
gboogbobodggobbilz2ooodis4atdbpogooogboooooan
gbboboudd recurn0 0 g g

6.1.2 Heap U 0O 0O Buffer Overrun

Heap O O OO buffer overrun OO0 O O Ostack DO OO OO0O0OO0OO0O
O000OStackODOOOOOO0OOOOOOOODOOODODOOODODOOO
O000000000000O0heap0000D0O00D0O0O0OOODO Oheap
0000 buffer overrun 0000000

class base{
protected:
char buf[10];
public:
virtual “base(void){return;};
virtual void rd(void){return};
+;
class test: public base{
public:
virtual “test(void){return;}
void rd(void){
read(0,buf,100);

return;
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}
};
int main(){
base *t = new test();
t->rd();
delete t;
return O;

DO00D000000 newODODOOOheapO OO0 testD OO OO0
OO0D00D00OO0test000O0 baseJODODOOOOOODOODOOOOO
gobboobbboogooooobbobboudooooobooon
gbbuoggbbuoodbooobboodobbooobbbooobobn
gboooogobooboogoooon
guodgobbbbbbbboduooooobbbbobobbuoooon
OO00O00D0000O0O 000000000 0O0DODO0O0OOObLf00O0O
gbobbobbbodooooobobbobobbbouoooooobboboo
gobobbouogooooobbbbbooooooooobooboobo
gbobbobbbouoooobobbbbbodoooooooboboobo
DO00D00O000D0OdeletetD0000ooobonoonooobonbogon
gboboodgobood
gboobooooboboboooobbooogboobooon

ranged jump target: [0, fffffffffffffffc] at 12000b96¢

O00 stackOOOO bufferoverrun D 0000000 0OOOOOOOO
O0O0OoO0ooooouooog

6.2 Format String

Format string0 00000 5220 00000000000printf00
gobobbooooooooobbobobobbboboooooooboon
Oooooooooboood
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int main(){
char buf[10];
read(0,buf,10);
printf (buf) ;

return O;

gbbbooobobbboooobbbuoooobbboooobon

unfixed data is stored to unfixed address at 12000b0c4
unfixed data is stored to unfixed address at 12000bOcc
unfixed data is stored to unfixed address at 12000b0dc

Doobobooboboboobobo43200000000000
OO000000O0D0O00Oprintf000000ODOODOODOOODOOODOOO
gobobobbobooobbobbobobbbbbooodoooooobboo
OO0 NULLOOOOOOODOOobOOoobooo432000000000
gbobodbgbboobugbboobobooboboobbobob
OO0Oformat string0 000000000 0OO0OOOOOOODO 100
DbhoooboogbobgloobbgooboobsTuobboobbuoobbo
000000000000 1% 00000 17.5%0000

6.3 Directory Traversal

Directory traversal 0 D 0 00000000 0O0O0OOO0OODOOOOO
00000000000 0000DO0DO0DO0D00D000O0D0o0o0oon
OO00000b00O00b0o0O0ob0o0ooO0oooO0obooobooooooboOoo
0000000000000 0O00DO0DOO0DO0DOD0DoO0oD0O0oDoo0oon
OO0000000OD0open0000DODOOO0ODOODOOOODOODODOO
000000000000 0DO0DbO0O00OooDoon

int main(){
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char buf[5];
read(0,buf,5);
open(buf) ;
return O;

gbobboogbobboooobbbuooobbobooon

open system call:
o, ££f1, [0, ff], [0, ff], [0, ff], [0, ff]

gbobooboogdgsbbbogobboogobboooobbboooon
500 100,ff]0cpen00000000000O0OOOOOOOOO

6.4 UOOOOnO

goobobobbobbobooos3spobbbbbotouoooooood
ooooooooboobobobobobobbelnnooooooon
gobbobobooogoooobbobbbodoooooooooboboooo
gbbobuoooobbbuooobbbouoooobobood

gel:000000bbDOOn

|D0O0 [KB] | 0000 5] | 000000 [MB]

Buffer overrun 144 0.13 9.96
Format string 192 7.76 88.2
Directory traversal 144 0.12 9.98

Buffer overrun O directory traversal 0 0 0 0000 0O00OOO0OO
00000000000 0000DO00DO0DO0Do0ooooooooon
O0D00DO00D000000D0O00O Format string 00 printf 00 0O O
O000O0000doOOoDooooooobOdbOooDoooboDOooooooon
0o0oOoooooon
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gbhogbooboobil1booboobogboobooboobooon
O00000O0O0O0O0000O0O0OO0C0C0OO0OO OMmUOOUOoOoooooO
gobbobooboboooooooobboobbobooooooobobooon
gbooboogobobod

6.5 UUogong

OOOO0DoOO0OObuffer overrun OO0 0000 O0ODOOOOOOODO
OO0O0D000OD0Oformat string0 00000000 OOOCOOOOO
DooobobodboboobboobbooobboObbUon directory
traversal D OO 000000000000 O0O0O00O0O0O0ODOODODOO
gobbobobouooogobbbboodooooooobboboobn
goo

goboobbbuooooooobbboobbboooooooon
Om)00000O0ODO0ODOODODOOOODUODOODOOOODOOOOOOD
gboobooogobobod
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70 0O4Oon

71 O0O0O0Oooon

gobboobbouoooooobbbbobbbouooooooon
gobbobobbooooooobobboobbboodooooooboon
gobbobobbouoooooobbobbbodoooooobobo
gobbobobbbooooooobobobbbuooooooobobooon
gboobooooooood

goobbobobobobbbooddoooooooobbbooob 200
gobobobbbuoooooobbbbouoooooobbobobbo
gobbbobobodoooooobbobboddouoooooooon
gbbuoggbboodbbooobbboobobbuooobboogb
gbobuoggbbogdgbboggobbooobobuooobboogn
gbogbuodgbobobboobboobobobbobbobobobbod
gboboggobbogoobbuooobobobuooobobobooboboon
gbbbooodgbobboooobbobodao

gobobobbooudgooooobobbbooogooooooboo
gbobbobbbouooooobbbbouooooooobboboobo
goboboobobodoooooobbobbouoooogoboobo
gbobbobobbuooooooobbbbbbouoooooobboo
gboobobooooooboooobbooogn

7.2 Qoo

gbooboooobobboooobobboooon

e IUDOOODOO

600000 format string0 000000000 0OOOOOOOO
gbobobooggbbboogbbobuoobbooo 44b00d
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gbobooobbooobboooobboobboobboobba
gboboboooobbbouoooobbodao

gbooboboooobbooboooon

gbobodgbbuoooboodgbbuoboboogbboonboyd
gbboobboodbbuoabbuoobooobboobbodgboo
gbobodgbbuogobobodgbbboooboobboogbbd
gbboooboobobuoabodbbooboooboobobon
gboboodbobobooobooogbobboooboogbod
gbbodbbuooobooobbuodboodobboobboo
goobodgg
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0O 0OA 0O0000oOoddd
BN

gobobbbbbobtuoduooooooobobboobobbbbob
gbooboooobobbooogboboboooobooo

00 la,b] + [c,d] = [a+ ¢,b+ d]
00 [a,b] — [c,d] = [a—d,b— (]
00 [a,b] X [c,d] = [a X ¢,b x d]
00 : [a,b]+[e,d]=[a+d,b=+]
000 : [a,b%[c,d] = [a%c, b%d]
ooo la, b]&]c, d] = [a&ee, b&d]
000 [a, b]|[c,d] = [alb, c|d]
0oooooo [a,b] << [c,d] =[a << ¢,b << d]
ooooood [a,b] >> [c,d] = [a >>d,b>> (]

goobobobobobbbbbooooooobobbboooooooon
goboboboobbooooooobobbobobouoooogooboob
gogoobobbobbooooooobobobbotbdodooooooo
gogoobbobbbbobdoooooooooobobboobbobn
gobobbooooobooo

(10, 20] x [2, 3] = [20, 60]

000000000 20,600000000000 21020000000
gbooobobobobon

gobobobobbuougooooobobboobbboodoooood
gboobboobodoboboobbooboboobboobbooobod
goo
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gobobobobboodooooobboobbboooooooooboo
gobbobooobbbobotodooooooooobboobbboon
gbobobooogooboobod
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