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O 1.1: (a) Breakdown of disclosed vulnerabilities by software type in May 2006
(b) current vulnerability types disclosed in Web-based applications.  (Source:
SecurityFocus.com|2])
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public bool Authenticate(string id, string password)
{
string query = “select count (*) from users where id ="'" + id
+ ™ and password = '” + password + 7' ”;
using (SqlConnection conn = new SqlConnection(connectionString))
using (SqlCommand cmd = new SqlCommand (query, conn))

{
conn. Open () ;
int result = (int)cmd. ExecuteScalar ()
return result 1= 0;
}
}
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private Regex allowed = new Regex (""[a-zA-Z]1*$"):

public bool Authenticate(string id, string password)

{
if (allowed. IsMatch(id) || !allowed. [sMatch (password))
{

}
string query = “select count () from users where id ='" + id
+ " and password = ' + password + 7' ”;
using (SqlConnection conn = new SqglConnection (connectionString))
using (SqlCommand cmd = new SqlCommand (query, conn))

{

return false:

conn.Open() ;
int result = (int)cmd. ExecuteScalar () ;
return result 1= 0;

}
}
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public bool validate(string str)

{
}

public Data SearchBook (string title)
{

1y o1

return str != null && str.Contains ("' ”) == false:

if (lvalidate(title))
{

}

string query = “select * from books where title = + title +
using (SqlConnection conn = new SqlConnection (connectionString))
using (SqlCommand cmd = new SqlCommand (query, conn))

{

return null;

14

conn. Open O ;
return cmd. ReadData() ;
}

return result;

}

public Data SearchBook (string title, string vyear)
{

if (Ivalidate(title) || !validate(year))

{

}

string query = “select * from books where title =

+ title + 7" and year = “ + year:
using (SqlConnection conn = new SqlConnection (connectionString))
using (SqlCommand cmd = new SqlCommand (query, conn))

{

return null;

v

conn. Open () ;
return ocmd. ReadData() ;

}

return result;
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private string escape (string str)

{
]

return str.Replace ("™, “""'");

public bool Authenticate(string id, string password)

string query = “select count (k) from users where id = '” + escape(id)
+ " and password = '“ + escape (password) + 7' ”;

using (SqlConnect ion conn = new SqlConnection (connectionString))

using (SqlCommand cmd = new SqlCommand (query, conn))

{
conn. Open () ;
int result = (int)cmd. ExecuteScalar () ;
return result = 0:
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command .Parameters.Add("@title", title);

command . Parameters.Add ("@year", year);

goobobbobobDbOo0dddetitle, eyear 10O DOOOOOOO title, year [
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public Data SearchBook(string title, string yearString)
{
int year = tolnteger (yearString):
string query = “select * from books where title = @title”
+ 7 and year = @year”;
using (SqlConnection conn = new SqlConnection (connectionString))
using (SqlCommand cmd = new SqlCommand (query, conn))

cmd. Parameters. Add ("@title”, title):
cmd. Parame ters. Add ("@year”, year):
conn. Open() ;

return cmd. ReadData() ;

}

return result;
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29! public string GetCustomers( string companylName,
30 string contactlName,
31 string city,

32 string region,

33g String country )

34| {

35 CustomersThlSelect30LStmt sl =

36 new CustomersThl3electIQLStmt ()

37

38 // add a where condition for CompanyName

39 f// 1f the user specified a ConmpanyName

40 if [ {companyMName '= null)

41 &£& (companyNamwe.Length > 0))

42 {

43 3gl. AddWhereCondition(

44 new CompanyNameWhereCond (companyName] ) ;
45 }

46

47 // similar code would be placed here for each
45 // of the other five possible conditions

49

50 return sql.Get3SQL():

51:1}
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selectl23 gender, avgl23 (age)
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OO00b00b0obOOooO0oob0obDooobobooDbD SQLIADOOoboOobOooDoooo
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Traditional Method

Connection c = DriverManagerAgetConnection(strDBconn);
Statement s = conn.createStatement();

String q = ’’SELECT * FROM reports WHERE id=’’ + id;
ResultSet RS = s.execute(q);

RS.close();
conn.close();

Guarded Method

Connection ¢ = SafeDriverManager.getConnection(strDBconn) ;

Statement s = conn.createStatement();

String q = SQLGuard.init() + ??SELECT * FROM reports WHERE id=’’ + SQLGuard.wrap(id);
ResultSet RS = s.execute(q);

RS.close();
conn.close();
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public ResultSet getUserInfo(String login, String password) {
Connection conn = DriverManager. getConnection ("MyDB”) ;
Statement stmt = conn. createStatement() ;
String queryString = 77;
queryString = “SELECT info FROM userTable WHERE “;
if ((I login.equals("”)) && (! password. equals(""))) {
queryString += “login="" + login + “' AND pass="" + password + “'”

else |
queryString+="login="guest'”;

ResultSet tempSet = stmt. execute (queryString):
return tempSet:

0 2.5: AMNESIAOOOO

login

= ! guest ! C
SELECT, info FROM userTable WHERE
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login B pass
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CREATE PROCEDURE [EMP]. [RetrieveProfilel]
@Name varchar (50), @Passwd varchar (50) WITH EXECUTE AS CALLER
AS
BEGIN
DECLARE @SQL varchar (200) :
SET @SQL= 'select PROFILE from EMPLOYEE where
IF LEN(@Name) > O AND LEN (@Passwd) > 0
BEGIN
SELECT @SQL = @SQL + 'NAME = """ + @Name + """ and ':
SELECT @SQL = @SQL + *PASSWD = "'’ + @Passwd + "'’ ;
END
ELSE
BEGIN
SELECT @SQL = @SQL + 'NAME = '’ Guest''’:

EXECUTE (@SAL)
END
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CREATE PROCEDURE [EMP]. [RetrieveProfile]
@Name varchar (50), @Passwd varchar (50) WITH EXECUTE AS CALLER

BEGIN

DECLARE @n var char (50), @p varchar (50) :
IF LEN (@Name) > O AND LEN (@Passwd) > 0
BEGIN
SET @n = @Name;
SET @p = @Passwd:
END
ELSE
BEGIN
SET @n = 'Guest’:
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END
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NAME = :name and PASSWD = :passwd OPTIONAL')
USING :name = @n, :passwd = @p:
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043 000000000000 0O00O0 ubOobOoOobOobOobOobOoobooboOon

gbogobuodgbbodbooobooobuoobbuoobboobooboboon
OO00Oo0oo0Oo0ooooOobooboOoboobosQuuobooooobooooono
000000000000000000000000200000000000000
O41200000000000000000000SQLOOOOOOODOOODO
gbobobuoodgbbbooobbobuoooboboboooobboooobboood
OO0 RDBMSOODODOODOOODOOODOOO RDBMSO O EXECUTEQ O O O PREPARE [
gbobboogadgn

4.3 UO0OOOOOOO

OOO0O0ORDBMSOOOOOOOD SQLOOODOOODOOOO0ODOOO RDBMSOO
OO00o0oobooboboobooobooOosSQrLuoooobogRDBMSOODOODOO
OOob00o0oooboooooooobboobooboooosSsQLuooooooooo
000000000000 0000000D000Db000 SQLO RDBMSOOOODOO
O0O00RDBMSOODOOOOOOOOODOOOODOOOOOOOODOOOODOOO
O RDBMSO SQLOOO0OODOOO0OOOOO0OODOODOOOOODODOnD sQLO
gbbobuoooboboboooobbbooobbbuooobobboooobbobao
OO0O00O0DORDBMSOOOOODOOOOODOOOODOOOOODOOOODO
OO0000O SAFEMODEODOODOOOOODODOODOO SAFEMODEODOOODOO
O0O0O00O0O0RDBMSOOOOODOOODOOO

e JOOOSQLUIODOUDODOUDOUODEXECUTED D ODOOODOODOODODO
sQLOODOooooood

e 420 (1)IOTODODODO SQLOODOO MACOOOODOOOODOO

200 0 SEXECUTE ’SEXECUTE @query’ @query = query 00000 SQLIADDDOOOOOO
0000 SEXECUTEO OO OOODODOOOD SQLOOODOO0O0DO00DOO0O0ODO00O0OOqueryD OO
goooooo

29



Chapter 4 O0O0OO0OO0OO0OORDBMSOOOO

e JO00IDOO0ODODODODOD SAFEMODEDODOODOODOO

0000000000000 0b0OWebOOOODOOOODOOODOOO RDBMSODO
O00000DOoO0oOoOooDooOoOoooDO SAFEMODEOODODOOOOODOO
OO0000obO0ooboobOoobOogRDBMSOOOODOOODSQLODOOODOoODO
gboboboooobbooogbboboooobbbuooobobobooboooon
SQLObO0000bo0oobo0obooooobooooDoooDobboooDobDoooDooo
SAFEMODEODOOOOO0OOOOOOODORDBMSOOOOOOOODOOOOOODO
OO00oobooboboooogogobo RDBMSOODODOOOOOOoOoOooOooDOOoO

4.4 SQLOOOODUOOOOOUOOOOOOOOO

44.1 O0O0O0OOOO
gboboboogdo41.20000
e SQLUIDODODOODOODO
e O0OUOOODLDLDDOUOUODLDLDDOO
e JUOUOOONO
e JUUOOOOOO

OO0 WebOOOOOOODDOOODOOOOOODODOODOOODOOODOODO SQL
OOooooSQrLboboboboboobooooSQrooboooooooonooDn
OOoooOoboobooosQuoobooboobooobboobooboobooooo
OO000OWebOODOODOODODO SQLIAODDODOOOODODOOOOODOODODOO
O0000Db0O0420430000000000000 RDBMSOO0O0ODOOOOO
O00O0OWebOOODOODOOOSQLIAODOOOOOOOOOOOOOOOOOO
gboboboooobbobuooobbbuoooobbboooobbobooogn
O0D000Db0o00o0b0o0obO0obOoooOoOowebOOOODOODO SQLIADT
gooboooobbboooboboboooobbooon

OO0 4.1. WebODODODOOOOODODOOO ROBMSODODOOODO SQLO SQLOOOO
gbbboooobbboooobbbdao

gbooobooobbooobboobbboobo1goobb1bbood
gboboboooobboood

OO0 4.1. WepODOOOOODODOOODDOOODO SAFEMODEOOODOOOOOOO
OO00o0obDOobD RDBMSODOODOOOOOOO

00 4.1. SAFEMODEQOOODOOODOO RDBMSOOODOOODOOODODOOOOO
OSQLO SQLOODO0O0DD0O0D0O0DO0DbOO0O0OOooooDonDoooo

30



Chapter 4 O0O0OO0OO0OO0OORDBMSOOOO

gobboooo4i1bo00i1goobbo20gggooboooobooog

00 4.2. SAFEMODEQOOODOOODOO RDBMSOOODOOODOOODODOOOOO
0 SQLO SAFEMODEDO OOUOOOOO RDBMSOOOODO SQLP00O0ODOO0
SLOOO0ODO0OO SQLO0DOOoOoooOooD serLoooooo

OO0 4.2. SAFEMODEOOUODOODODO ROBMSODODOO SQLO SQLOODOO
goboboooobbooooboboboo

00 4.3. RDBMSO SAFEMODEOODOUODOODOODODODODODODOOO
SQLOODODOO0O0DO SQLOODODOODLOO0O0DOO0O SQLO sQLOooOooooooooo
gbbboodaobood

gobob420000000000 2000000000000

00 4.3. SAFEMODEO O OOOOOOOOO RDBMSOOOOOO SQLO OO
goo

00 4.4. 000 SQLO SQLOODO0OOOODOODOOOOOOOooboOoboboOoo
gboob4300000000000 10000010 000O0O00O0O00O0O0O0

O0 4.5. 000 SQLODO0O0OO0ODO SQLOOODOO0O0OODODODO0OO SQLO SQL
gbbbooogbbbuoooobbbooodon

OO0 4.4. RDBMSO SAFEMODEOODOUODOODOODODODOODODODOOOO
SLOOOO0D0O0OO0OO0 SQLODOoOO0ooOoooooooon

gboboooo41045000440000000004100000WebO DO
000000 SQULIADODOOOO0ODOOO0OoDoOOoOoooOooon

OO0 4.6. RDBMSO SAFEMODEOODOUODOODOODODODODODODOOOO
SQLODOO0D0000O0 SeLOoDOooOoooooooboooboboooooooo
00000 SQLO0004.210000000 RDBMSOOOOODOO SQLOOO
OO0 SLO0b004.22000000000000DO

O00oDO0o0obOoOO0obobO0o0obO0ooDooOoDDbD 46000 42000SAFEMODE
OO0O0o0O0oOoOooRDBMSOOOOODOOOOODOOOOSQLUODODOOOOD SQL
gobooo

e JOIOO0OODOODODODOLOOODODODODOSQLOODO

e SAFEMODEDODODODOOODOODOODOD SQLODOODO SQLOOO

SSAFEMODEOD 00000000 DODOOO0OOOOOODOOOODOOOOD
0000000000000 0D0D0D00D0D0D000000000000000O0O0OOOOOOO
oood

31



Chapter 4 O0O0OO0OO0OO0OORDBMSOOOO

{RES :
RLSQLAEMSSITEShSSAL
DHH EHEMEMACERE>- 1D

. ~ . A TERITENDSQLIZEE
RET : N3SQLOEH DHTHB
AMEMACERDSQLO BRI (861 %

( {78 : {R5ES
SAFEMODEAS S 1 —H 1S &L 1= |:> —_— BIOLSQLOMEN SR LT
| saLicEEhaSQLOMEILHN | SQLAER#E FIAL THERE

N 1-SQLIESQLIAIZ & 2 E,

[ Rmo: ) @ EBHTLEL,
HESQLOBE A SIERENBSQLIC & a

L EENDSQLOSEE (TERRD

J {R5E2:
SAFEMODEMNE#LS1E
SAFEMODEAS 1 —H A
- FEL-SQL, RLESQLE
{RE4 : BTk TEREN=SQLL A

»,

WEERITTVEL,

RE:
#IZSAFEMODET
ol n iy 62

{RE3: i
SAFEMODEAMES A 21—+

MNEHEL-SQLIEEHTHD g
77— avIESQLIA

Ty
>

I2&2SQLOHEE

B

044 SQLOODOOODOOOOOOODOOOOOOODOOO

e 0002000000000 SQLOIDOIDNDD SQLOIDOIDODODD SQL
00000000000000000000000SQLOOOOONOOnod
0sQLOOO

Dbobbooboooboobuon 440
OO0 47. 00000000000 OOODOOOODO SsQLOobOOobOobooooog

00 4.8. SAFEMODEODOOODOODOODOODOODOOODODOODOODO SQLO
OoOoooooboogooosSeLoboooooooon

00 49. 000 SQLODODOODOOO SQLODOODOODOOOOOO SQLOoDOO
OO0 SQLOO0DO0O00DODOO0004.220000

gboo3000bboooboboooboboobboooboboonobOoonnD Web
000000000 SQLIADDDOOOoO0OoooooooooooooooDooo
gboobobbobboo440000000

4.4.2 0O0O0O0OO0O

0440000000000000D0O04.2, 0046, 00490300000000
OO0D0o0ooobOoOoRrRDBMSOOOODOOODOOOOODOOODOODOOOODO

32



Chapter 4 O0O0OO0OO0OO0OORDBMSOOOO

gooobobobboboboboboobbbbbobbbbbod 41,0043, 0047, 00
480400000 WebODOODODOOODOODOOOOOOODOOODOODODODOD
OO000000ob00ob0obOoboboonD 4400045041 00000 SQLODOO
O0SQLOOOO00ODOOO0O0O0OOoOOD SQLIAOODODOOOOoOooDoogoooooo
WebOODOUOOOOODODOOODODODOOOOOOODOOOOO WebOOOooog
OO0OSQLIADODOO0DODOO0OOO00OO00DO00D00oOoobOoOOobObOOooDO
OO0O00000RDBMSO WebODOUODOUODODODOODOODOO RDBMSOODOODOO
0ob0d42,0046,00490004400045000000000000000
041,0043, 0047, 004800000000 000000b00bLO0ODbODbODO
WebOOOOOOOOOOODOODOOOODOODODO40000000004.3,00
4800SAFEMODEOOOOOOOO RDBMSOOOOO0O0O0O0O0OO RDBMSODO
OO00booobooOWebOOODOOOOOOOOODOOOODOOODOOODOODOOO
gbbobuooobobboooobbbooobbbooobbbuooobobobooo
000000000 RDBMSOOOOOOOOOOO SAFEMODEOODOOODOOO
O0O0000O00oOoRDBMSOOOOODOOODOOOOODOOOODOOO4300
OOOSAFEMODEOOOOOODODOOOOODOOOODODOOOODOD SAFEMODE
OoO0O0ooOo00oDbDo00obbo0o0obo0oooboboboOooDoOoOoDob SAFEMODE
gbbobuoooboboboooobbbooobbbuooobobbooogbbobao
O000004300000000SAFEMODEDODOODOOOO MACOOODOO
O0000O0Db00O000000oDO0obOOoMACOOODODOODOODO SAFEMODEO
0000000 RDBMSOOODOOOOOODOOOOOOOOOSAFEMODEDOODO
OO0000RDBMSOOOODOOOOOOORDBMSOOODOOODOOOOWebDO O
gbboboogbbbooobboboooobbboooobboooobboood
Ob04r70o0o0boo0boooboobg Webboooooooooo g

e WebOODOOODOOOORDBMSOOOOOOOOOOOSAFEMODEO OO
gbboboooobbobuoooboboboooon

e SAFEMODEODOOOODOOORDBMSOUOOOOODOOOOO RDBMSOO
OO00O0000O0OWebOOOOODOOOODOODOODODODODODODOO
goo

00000000000 20000°M0000000000000000WebO0OO
OO000DO0OSQLIADODOOOOODOOobOobooooogoo
goboboooobbbo42, 0046, 004900044000 4500000
O0o0oo0oboboonD 42,00 46,00 490 RDBMSOUODODOODOOOO
gbbbuoodgbbbuoooobbooobobbboooobbboogbboood
Obobooobooboobobboobod42, 0046, 0049000000000
gbogdgbbuogobooobobboo4400b450b000nobooobobad
gbodobbooboooboobbooboosgbbos1bgobooobo

2000000 1000000000000000000 200000000000

33



Chapter 4 O0O0OO0OO0OO0OORDBMSOOOO

OO000Db0O00OO00 Uub0o0o00b00ob0ob0o0ob0OoosSQLIAODODOoon
4400045000000000 SQLIAODODOOOOOODOOOOOOOOOOO
OO0000D0O000O000O00O0DOO00000bO0ODO SQLIAODDOODOODO
gboboboooobboooobobon

34



Chapter 5 UU0UOU0OOOOOOOO

0000000000000 RDBMSOOOOODOOOOO JDBCO ADO.NET OO
O0000D00000000D00000O RDBMSO SQLOODODOOODOOODDOO
O0000000SQLODDOO0ODO0O0ODO0O0DOSQLOUDDObODOO0ODO MAC
0000000 SQLOODO0ODOOO0bOOODO RDBMSOODODOODOOODOODOO
gugodooouoooobbbbbbboooooooououobooobooooobn
0000000000000 00O0000bO0 SQLUDODODOOobOoOooobooobooon
00000 MACOODDOODOODOODODOODODODODDODODDODOODOODO
guoooooooooobbbbbbbooboooooooooooobbbobbn
OO00boOobDSQLO0b0oooobobooboooooboobobooobuobooo
gdooooooooobobbbbbbooooooouououooobooooobn
guoddooooooobbbbbbboooooddguououooooooobo
Oo000oOo00O0ooooooocooOoOooooooooo

goggobobbbbodogooobbobbooooboboobbboooooog
guoooooooooobbbbbbbuobooooooouooooooobooobbn
O0000.NET Framework D OO OO0 ADONETOOOOO RDBMSOOODOO
goboooboobobooooboooooobbooobboooonbobooon
O0000Javad00OD0ODO0O0O JDBCO Python OO0 OO Python Database API[30]
O00000obOoob0ooooboobooooo RDBMSOOODODOOoDOOooOooO
guogoooooobbobboooodoa

5.1 UOUOOOU0OOOOOOOOOOO

OO0o00o0b0oooooooooobD RDBMSOOOOOODOOOODO RDBMSODOO
gbouogboobobodgboobobodboobobuooboobboobuooboon
goboooooboboooobboooobbbooobobbooobbbooon
OoboboooboboboboooooooboooobooonbD RDBMSOOOOO
gbobbuoogbbbooobbbouooobbbuooobbbuooobobobooon
OO00oOoooDoOoSQLuboobbobobooboooboooboboDoooDOoOoD SQL
OO00000000ooOosSQuLibooooooobobobOo SsQuuoboboonDo
OO00000oDOOo00oo0ooooobooooooDboboooooDoosQLobon
OO0o00oooobobobobobobooboobo sSsQuLuoooooogonD SQLoO
gooogbobobobbob1410000b0obobbobobobobobo
OO0bO00b0o0oo0obo0oobooo0oooobooboOoobD ADONETODOODDO
gboogobuogbbdadgsigboooboonobooboboosiogoboon
gbooboboobbooboobboobbooboobbooboobbons20

35



Chapter 5 0000000000O00O

oooootd

public bool Authenticate(string id, string password)

{
// ROBMSIZHE#i 9 1= DIFHERTE 7 7 1 )L B ERAAH
string connectionString = LoadConfiguration(“connection_string”);
/] —ED V) TIIBREL /NS A—F L2 TLVSHSAL
string query = “select count(*) from users where id = @id”
+ ” and password = @password”;
/] BREREINSEHFEA TV FEERD
using (SqlConnection conn = new SqlConnection (connectionString))

{
// RDBMS~DEEHEDRHIED
conn. Open () ;
/] ATz rASaT Y KA TSy FEERG
// ARVEATO o MISULEET@
using (SqlCommand cmd = new SqlCommand (query, conn))

{
/] REEDING A —ENEFEMNE
cmd. Parameters. Add ("@id”, id);
cmd. Parameters. Add ("@password”, password) ;
// SALOET®
int result = (int)cmd. ExecuteScalar () ;
return result 1= 0;
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public bool Authenticate(string id, string password)
{
// ROBMSIZE#id B 1-ODIEMERTE T 7 1 LD SFHAAH
string connectionString = LoadConfiguration(“connection_string”):
/] —BDTFINARERINSG A—2 EHE2TLVHSOL
string query = “select count (x) from users where id = @id”
+ ” and password = @password”;
// BEERISEHEL T FEERD
using (SqlConnection conn = new SqlConnection (connectionString))
{
// RDBMS~D#E#HDBHIEQ
conn. Open () ;
/] A Iy pASaATY EA TSy FEERG
// ARV EX T o MZSAULEETD
using (SqlCommand cmd = new SqlCommand (query, conn))
{
// SALOBER =R T HMACDIEE
cmd. Mac = “XXXXXXXXXXXXXXXXXXXXXXXXXXXXX”;
/] REMEDINT A—F~EZEMNE
cmd. Parameters. Add ("@id”, id);
cmd. Parameters. Add (“@password”, password) :
// SALD=EST
int result = (int)cmd. ExecuteScalar () ;
return result 1= 0;

054 0000000000000O00O0DOODOOOO
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// BEZFRALTEDOXFINSOLOFHER L LTHASINEZMERR

[BuiltinSql]

public const string query = “select count(*) from users where id = @id”
+ 7 and password = @password”;

public bool Authenticate(string id, string password)
{
// ROBMSIZEfi 9 2 1O DIEHRERTE T 7 1 LD LERARAH
/] COREFBRICMCHBMSNIT7ALDIRRLEEND
string connectionString = LoadConfiguration(“connection_string”);
/] REBREROSESA T FEER
// MACOREEAEEA TP = MIEUVRFITONS
using (SqlConnection conn = new SqlConnection (connectionString))
{
// RDBMS~ ({5 BHgk
conn. Open () ;
// BEA T Y bhSav U KA Ty FEER
// ARV FX TV MZSULEET
using (SglCommand cmd = new SqlCommand (query, conn))

/] REMEDING A —F ~EZEEM

cmd. Parameters. Add ("@id”, id);

cmd. Parameters. Add ("@password”, password) ;

// SQLDZEFT

/] AT FZHEUR T SNNACARETRIA SIS
int result = (int)cmd. ExecuteScalar () ;

return result = 0;
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public bool Authenticate(string id, string password)
{
string query;
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{
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}
else
{
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}
using (SqlConnection conn = new SqlConnection (connect ionString))
using (SqlCommand cmd = new SqlCommand (query, conn))

{
conn. Open() ;
cmd. Parameters. Add ("@id”, id);
cmd. Parameters. Add ("@password”, password) ;
int result = (int)cmd. ExecuteScalar 0 ;
return result 1= 0;

O 81l: 00gggoobuoooobon

O0D000000SQLOODbOO0O0OO0bO0oooobooboboOooSQLuobooog
gbbobuoodgbbbuoodobbbuooobbbooobbbooobbbooon
gbbobuodgbbbuooobobbuooobbbuoooobboooobbobood
gobobbobobobbbobouooooogoboobobboo200bbboobbood
OO0000O00SQLIA0DOO0ODObOOOoOobooobobOobooboobooDo
goboboooobbbooooboboboogoboobbbuoooobboooon
OO000O0DOOo0ooooboOobDo SsQLADDOoooOOooooDoooooooDo
000000000000000000000000000000oO0oO0ooO'oDoO
OOobo0ooboooooboooooboobboooooooboooosSQrLuooo
gbobbogdgbbobuoooobobooobbbuooubobbuooobbobooon
OO000000O0bO0O0obOoO0obobO0oooOoo sSsQLbOoobOOo0ooDbooDoOoDo
gbbooogbbbuooobbbuoooobbboodobbbuooobobbooo
gbbobuoogbbbuoooobbboogbbbuooobobbboooobbboood

000 WAFO IDSO0000000O0DODODO000000000000OOODODDOOODO00
goboobooooobooboooooooon

20



Chapter 8 00O

gbobobuooooboboooobbuoooobbbooobbbuooooobobooo
gbbbuodgbobbuooobbbuoooobbboodobbbooobbboos
gbbbuoooobbboooobbbuooobbboood

8.2 [HUOUOUOOOOOOONO

gbbobuoooboboboooobbboogbbbuooobobbooogbbboo
gobbobuooogboboobuoooobbobuoooduoooobobooooon
gbooboggoobuoogboboboooobboooobboooobobooon
gboobobobobobobobobbobbo20b00b0o0b0o0bobobo
gbbbuoodgbobbuoooobbbooobbbuooobobbooogbbobao
gbbbuooobobbuooobbbuoooobbbooobbbuooobbbooo
gbobobuoodgobbooobbboooobbbooobobbuoooobobooo
gbobobooooboboooobobobooobboboooobbboooobbooo
obobooboobooboboboboobobboboboobooboobobo
gbbbuoodgbobbuoooobbbooobbbuooobobboooobbbao
gooo
gogggoobbbbobobobobobbbbbboododddooooooooood
gboboooobbobuooobbobuoooobbboooboboboooobobooo
gbbbuoodobobboooobbboodgbbbuoodobobboooobbbao
gbbbuooobobbuooobobbuoooobbbooobbbuoooobbooo
gbbobuoogobbboogbbbuooobobbuooobobobuoooobboood
gbobobuoodoobobooooboboooboboboooobbbooogboboboo
gobobooooboboooobobboooboboboooobbboooobboboo
gbbbuoodobobbuoooobbbooobbbuooobobbooobbbooo
OOoooobooobooobooboboob WebOODODOOODOOODOODOODO
RDBMSOUOOUODOODORDBMSOOOODOOOODOODODOOOOOOOOOODOO
OSQUIAD0O0ODOO0ODOOO0OOO0bOO0obOOo0ooo0ooboooboDooboboOoDbobo
gbobbooboobooboobobbobbooboon
O000bO0b0obo0oooooobooboobobo WebOOooooooooO
OOoobOoooobOobobooboboboobooboboboobobobuononOo Webo OO
gbboboogbbbooobbobuooobbbuoooboboboooobboood
OboobOoboooboboboobobooobobuoboobobowWebooooboo
Oob0oobooboooboobobobooboobobooobogwebdboooooQ
gbbbuoodgbobobuoooobbuoooobbbooobbbuooobobbooo
gbbobuoogbbbuoooobbooobbbuoooobbboooobboood
gbobobuooobbbuooobbobuoooobbbooobobbuoooobobogo
OO000D0O0DbOb00OO0OSQUACODOODOODOObOobOoooO

o1



Chapter 8 00O

83 0O

gboogobogboooos20bgobugbbodgboobbobuadgboon
gboboboooobboooobboboooobbobbbuooobbboooon
gbbobuoodgobbooobobobuooobbobuooobobobooooboboood
gboboobooboobobbobooboobobbobooboobobn
D000 wgoobboobooobooboobooooooooobosQuoooooon
gbbobuoooboboboooobbbooobbobuoooobbooobobbooo
gbooboboboobobobobobobobobboobobbobD wooooo
OO0000D0OSQULIAODOODOODOODOOO0OO0bOOoDOobOUoOobDOoDbDOooDOoo
gbbbuodgbobbuooobbbuoooobbboodobbbooobbboos
gbbbuoobobbuoooobbbooobbbuooobobbooogbbobao
gboboboooobbboooobbobooooboo

O0O00000o0D SQLIAODODODOOOobOOoOobOoooDbooboooDbOoo
SQLO HTMLOODOODODODODODOODOOOOOO0OO0ooOooooboobobooo
gbbobuoodgbbbuooobobbboooobbbooobbboodobboood
OOoobOoooobOobobooboboboobooboo SQuuboooobooooon
WebOOOOOOOOOOOOOODOOODOO HTML, XPath, XSLT, XML, OSO O
OO0,LDAPOODOODOOSQLOOODOOOODOODOODOODOODbDOUOOODO
gooboooobbbooobboboooobbbooobobboooobbooon
gbbbuoodbobbuooobbbuoooobbboodobbbooobbbooo
00000000000 HTMLOODOOUOOOOODOOOOOODOOD SQLIA
gboboggbogobouooobuogbbuoobbuoobuonoboobboobboon
obooooobooob HTMLOODOO0OOODO HTMLOODDODOODOoOoDOo
gbooboboboboboboboobobobobobobobooobobobo
gbobobooggn

0000000000000000000000000000200000000
gbbooogbbobuooobbboooobbbooobbobuoooobbogao
Oooobodg WebOOOOOooooooOO Bobboobooboobooboo
gbobbbuooogbobboboooobobbbbooodoobbi1bbbbdooodn
gbbbuodobobbooobbbuoooobbbooobbbuoooobbooo
OOoboooboooboooboobobooboog webdO OO OooboooooDO
gbobobuoodgbobbooobbobuoooboboboooobboooobbooon
0000 WebOOOOoooobobobobooboooooboobobobooo
gbboooodn

D00000000000000D000000000000000000000000 SQLOO
oooooobooooooboon

92



O

0000000000000 0O000000O0DO000o0oDOooDooooooooog
0000000000 0000O bOo0o00o0 obooooooooooooogon
OO000b0o0o000O0O0b0o0oOo0obO0obOOobOoobOO0oDOobOOobooDbOoDo
O000DO0000D0000D0O0DbO000D

0000000 20000000000000000DO00000DOODOO0O0OO
00 000 Jacob Schuldt O O O Vadim Zendejas O O 00 Phan Thi Lan Anh O 00O O
OO00D0D00000D0D0oo00ooooooooooooooooooooooon
000000000000 bObO0bOO00bO00obO0oooO0oooO0ooODOobOOOoDboOoOon
0000000000000 0000O00O0DO0O000DOO0DODO0oDOO0DOOooOoDOooDg
0000000000 0000000000000000O000D0000000O0000
000000000000 000NHKOOOOOOOOODODODOoDODOooOooooo
OOo00bOo0ob00obO0ooO0oboooOobD0ob0obOoobOOoDobOobDoobOoDo
000000000000 0D00DbO0bO0oO0D0OooDOooon

23



[]

1]

2]
3]

[11]

[12]

EREEN

Mike Andrews. The state of web security. IEEE Security and Privacy, Vol. 4,
No. 4, pp. 14-15, JULY/AUGUST 2006.

http://www.securityfocus.com/.

OWASP Top Ten Project. OWASP Top 10 2007. http://www.owasp.org/index.
php/Top_10_2007.

gobbboogd.bbbuooobobo, 2008.

SPI Labs. SQL injection are your web applications vulnerable? In SPI Dynamics
Whitepaper, 2006.

W. G. Halfond, J. Viegas, and A. Orso. A classification of sql-injection attacks
and countermeasures. In In Proc. of the Intern. Symposium on Secure Software
Engineering, 3 2006.

Ke Wei, M. Muthuprasanna, and Suraj Kothari. Preventing sql injection attacks
in stored procedures. In ASWEC °06: Proceedings of the Australian Software En-
gineering Conference, pp. 191-198, Washington, DC, USA, 2006. IEEE Computer
Society.

JDBC. http://java.sun.com/javase/technologies/database/.

ADO.NET. http://msdn.microsoft.com/library/default.asp?url=
/library/en-us/dnanchor/html/adonetanchor.asp.

Russell A. McClure and Ingolf H. Kriiger. Sql dom: compile time checking of
dynamic sql statements. In ICSE °05: Proceedings of the 27th international con-
ference on Software engineering, pp. 88-96, New York, NY, USA, 2005. ACM
Press.

00000,0000.000000000000000000000.0000
000000.CSEC, [000000000000], Vol. 2007, No. 71, pp. 177-184,
2007.

Stephen W. Boyd and Angelos D. Keromytis. Sqlrand: Preventing sql injection
attacks. In In Proceedings of the 2nd Applied Cryptography and Network Security
(ACNS) Conference, pp. 292-302, 2004.

o4



[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

goog

Gregory Buehrer, Bruce W. Weide, and Paolo A. G. Sivilotti. Using parse tree
validation to prevent sql injection attacks. In SEM ’05: Proceedings of the 5th
international workshop on Software engineering and middleware, pp. 106—113,

New York, NY, USA, 2005. ACM Press.
SNORT. Snort.org. http://www.snort.org/.

Nilesh Burghate K. K. Mookhey. Detection of sql injection and cross-site scripting
attacks. http://www.securityfocus.com/infocus/1768.

Elisa Bertino, Ashish Kamra, and James P. Early. Profiling database application
to detect sql injection attacks. In IPCCC, pp. 449458, 2007.

Fredrik Valeur, Darren Mutz, and Giovanni Vigna. A learning-based approach to
the detection of sql attacks. In In DIMVA (2005, pp. 123140, 2005.

William G. J. Halfond and Alessandro Orso. Amnesia: analysis and monitoring for
neutralizing sql-injection attacks. In ASE “05: Proceedings of the 20th IEEE/ACM
international Conference on Automated software engineering, pp. 174-183, New

York, NY, USA, 2005. ACM.

Sruthi Bandhakavi, Prithvi Bisht, P. Madhusudan, and V. N. Venkatakrishnan.
Candid: preventing sql injection attacks using dynamic candidate evaluations. In
CCS ’07: Proceedings of the 14th ACM conference on Computer and commumni-
cations security, pp. 12-24, New York, NY, USA, 2007. ACM.

Zhendong Su and Gary Wassermann. The essence of command injection attacks in
web applications. In POPL °06: Conference record of the 33rd ACM SIGPLAN-
SIGACT symposium on Principles of programming languages, pp. 372-382, New
York, NY, USA, 2006. ACM.

National Institute of Standards and Technology. Web application vulner-
ability scanners.  https://samate.nist.gov/index.php/Web_Application_
Vulnerability_Scanners.

Yao-Wen Huang, Shih-Kun Huang, Tsung-Po Lin, and Chung-Hung Tsai. Web
application security assessment by fault injection and behavior monitoring. In
WWW ’03: Proceedings of the 12th international conference on World Wide Web,
pp. 148-159, New York, NY, USA, 2003. ACM.

Gunther Birznieks. Cgi/perl taint mode faq. http://gunther.web66.com/FAQS/
taintmode.html.

Perl. http://www.perl.org/.

95



goog

[25] Ruby. A programmer’s best friend. http://www.ruby-lang.org/.

[26] Michael Martin, Benjamin Livshits, and Monica S. Lam. Finding application
errors and security flaws using pql: a program query language. In OOPSLA "05:
Proceedings of the 20th annual ACM SIGPLAN conference on Object oriented
programming, systems, languages, and applications, pp. 365-383, New York, NY,
USA, 2005. ACM.

[27] V. Benjamin Livshits and Monica S. Lam. Finding security vulnerabilities in java
applications with static analysis. In SSYM’05: Proceedings of the 14th conference
on USENIX Security Symposium, pp. 18-18, Berkeley, CA, USA, 2005. USENIX
Association.

28] C. J. Date. Database in Depth: Relational Theory for Practitioners. O’Reilly
Media, Inc., 2005.

[29] Claude Rubinson. Nulls, three-valued logic, and ambiguity in sql: critiquing
date’s critique. SIGMOD Rec., Vol. 36, No. 4, pp. 13-17, 2007.

[30] Python Database API Specification v2.0. http://www.python.org/dev/peps/
pep-0249/.

[31] PostgreSQL. The world’s most advanced open source database. http://www.
postgresql.org/.

[32] Npgsql. .Net Data Provider for Postgresql.  http://npgsql.projects.
postgresql.org/.

[33] Mihir Bellare, Ran Canetti, and Hugo Krawczyk. Keying hash functions for
message authentication. pp. 1-15. Springer-Verlag, 1996.

[34] http://www.logos.ic.i.u-tokyo.ac.jp/~yunabe/svsql/.

[35] GotoCode. Open Source Web Applications with Source Code in ASP, JSP, PHP,
Perl, ColdFusion, ASP.NET / C#. http://www.gotocode. com.

26



oo

gobooo

iogoo, 000D, “00ob0ob0oboooooobooo sSsQuuoboobooobooo
ooboooobooor,b0bboobooboobooboogboooooooo
00 0000000 oo,(ooo).

gbooboogooboood

i 000, 0000, “00000ob0o0ob0oooobooo sQuuobooboooboog
00000000000 7,20090 0000000000 QOOOOOOO (SCIS
2009) 0 OO CDROM, 1E1-2. 0O, 10020090 .

iii 000, 0000.“0000b00obooboo0booobooooooooboog
000000720080 0000000000000 0O0O0O0O (SCIS2008)00
O CDROM, 1C1-2. 0O, 1002008 0.

ivodoo,0000.“SQuLodboodoodoooooooobooooooooon
000 APIDOO”, Computer Security Symposium 2007 (CSS 2007). 0 O, 10-
110 020070.

gobobooooon

viooo,00o00.SQrLbodooboobooooooooooooooooo
000000000007, Computer Security Symposium 2007 (CSS 2007). O
0,100020080.

o7



