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Abstract

Cryptographic technologies are essential to make our daily lives more secure and/or more
convenient. For instance, in an environment where any sent message can be eavesdropped,
by using public-key encryption (PKE) or symmetric-key encryption (SKE), we can send any
message without giving no information about the message to the eavesdroppers. And, in an
environment where any sent message can be maliciously modified, by using digital signature
or message authentication code (MAC), we can send any message in a way such that any
modification of the message is detected. Especially, public-key cryptosystems such as PKE
and digital signature are convenient because the key-change in advance is no necessary.

The current cryptographic schemes are required to be theoretically secure or provably
secure. A reason behind the fact is that there are at least a few examples of cryptographic
schemes such that although they are assessed to be secure from specialists’ empirical points
of view, standardized and widely used, later they were shown to be theoretically insecure.
When we do the proof of security, we formally construct a security model, and then reduce
the hardness breaking the security model to the hardness solving a mathematical problem
which are believed to be hard to solve. For instance, the most desirable security notion of
digital signature is one named strongly existentially unforgeability against chosen message
attack, or sSEUF-CMA in short. Intuitively, this formalization states that any adversary,
who is given a signature-verification-key (public-key) in advance, is successful in forging
a signature only with an extremely small probability (i.e., negligible probability), even if
he can adaptively use signing oracle which takes a message and returns a signature on the
message.

In the real world, cryptographic devices are always threatened by secret-information
leakage caused by malicious entities. The most serious threat is Side-Channel Attack (SCA)
which utilizes physical information observed from the device such as power consumption,
electromagnetic radiation, acoustic emanation and temperature to identify the secret-key
of the device. The standard security models, including SEUF-CMA of digital signature
mentioned above, do not consider such information leakage at all. Thus, as soon as 1 bit of
such information leaked, they lose their security guarantees.

Leakage-Resilience guarantees that even if some partial related information of the secret-
information are leaked, the security is maintained. In security models considering leakage-
resilience, we model the information leakage by an efficiently computable function f. The
function should be restricted, and various security models which differ in such a restriction
have been proposed. Especially, a security model named Hard-to-Invert Leakage Model
(HL Model) which requires f to be computationally hard-to-invert is considered to be theo-
retically/practically meaningful.
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We present solutions to the following three open problems concerning the hard-to-invert
leakage-resilience.

The first one is regarding Identity-Based Encryption (IBE) with HL-resilience. The
IBE scheme proposed by Yuen et al. at EUROCRYPT’ 12 has been known as the only one
claimed to be correctly proven to be secure in a security model with HL-resilience. Firstly,
to show that their security proof is defective, we present some concrete counterexamples of
adversaries which can be the evidence of the deficiency. Moreover, we propose an original
IBE construction and prove that it is secure in a security model considering HL-resilience.
As a result, our IBE scheme is the first one whose HL-resilience is correctly proven.

The second one is regarding Digital Signature with HL-resilience. We propose a generic
construction of digital signature, and show that it is strongly unforgeable, i.e., SEUF-CMA
secure, and resilient to polynomially hard-to-invert leakage. Then, we show that it can be
instantiated under a standard assumption, namely the decisional linear (DLIN) assumption.
Currently, there are some signature schemes proven to be secure in a model considering
HL-resilience. We emphasize that our instantiation of signature scheme is not only the first
one resilient to polynomially hard-to-invert leakage under standard assumptions, but also
the first one proven to be secure in a strong unforgeability model considering HL-resilience.

The third one is regarding Attribute-Based Signature (ABS) and Identity-Based Sig-
nature (IBS) with HL-resilience. Currently, a lot of ABS/IBS schemes secure in a model
with no leakage-resilience have been known. However, no scheme proven to be resilient to
some leakage under standard assumptions has been known. We propose generic construc-
tions of ABS/IBS schemes and prove that they are secure in HL model. Then, we show
that they can be instantiated under the DLIN assumption and the symmetric external Diffie-
Hellman (SXDH) assumption. It should be noted that our schemes are the first ones with
HL-resilience under standard assumptions, and more generally, the first ones with leakage-
resilience under standard assumptions.
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Chapter 1

Introduction

1.1 Background

In the modern society, cryptographic technologies are used everywhere in our daily lives.
Without them, current level of security and convenience of the society cannot be achieved.
For instance, public-key encryption (PKE) and symmetric-key encryption are the core tech-
nologies to realize the secrecy or confidentiality of communication. Digital signature and
message authentication code (MAC) are the core primitives to realize the authenticity of
digital messages. Not only such fundamental cryptosystems, but also various applied cryp-
tosystems are widely used.

In the past, security of cryptosystems were empirically evaluated. That means that cryp-
tosystems can be assessed to be secure if they cannot be broken by trying various known
cryptanalysis techniques. However, there are a few schemes which had been assessed to be
empirically secure, standardized and widely used in the society, but later, were found their
cryptanalyses, e.g., PKCS #1 v1.5 encryption [Ble98], ISO/IEC 9796-1 signature [CNS99]
and ISO/IEC 9796-2 signature [CNS99]. Through the bitter experiences, the current cryp-
tosystems are required to be theoretically secure. The security is generally called as provable
security. Intuitively, we do the proof of security by formally constructing a security model,
and then proving that breaking the security model is at least as hard as solving a math-
ematical problem believed to be computationally hard to solve, e.g., Factoring, Discrete
Logarithm (DL).

For the case of digital signature, the security proof is done as follows. Practically-
ideal security of digital signature is that any entity without the true signature-generation-
key (secret-key) cannot forge any valid signature. The most desirable (or the strongest)
theoretical model capturing the security is a security notion named strongly existentially
unforgeability against chosen messages attack or sSEUF-CMA in short. Its formal definition
is given in Sect. 2.9. Informally, the notion means that any adversary, who is given the
signature-verification-key (public-key) in advance, succeeds to forge a valid signature only
with an extremely small probability, i.e., negligible probability, even if he can adaptively use
a signing oracle which takes a message and returns a signature on the message. Here, the
adversary is assumed to be Probabilistic Polynomial Time Algorithm (PPTA). And then, we
prove that if we assume that there exists an adversary breaking the model, i.e., succeeding



forging a signature with a non-negligible probability, we can construct another algorithm
solving a mathematical problem such as the DL problem. In this case, the signature scheme
remains to be secure as long as the DL problem is computationally hard to solve.

Practically-desirable security of PKE must be something like that any entity without the
decryption-key (secret-key) cannot get any information about the original plaintext from its
ciphertext. A theoretical model capturing the security is a notion called Semantic Security
(SS). However, since SS is difficult to prove, we do not use it for the actual proof, but an-
other notion called Indistinguishability (IND) which was proven to be equivalent to SS. Rig-
orously, based on the strength of adversary, there are some IND-notions. The strongest one
is ciphertext-indistinguishability against adaptively chosen ciphertexts attack (IND-CCA)
[RS91]. For its formal definition, refer to Sect. 2.6. Informally, that means that any PPT ad-
versary who receives the encryption-key (public-key), chooses two plaintexts, then receives
a challenge-ciphertext of randomly chosen one of the two plaintexts, cannot correctly guess
the actual plaintext of the ciphertext, even if he can adaptively use decryption oracle, which
takes a ciphertext and returns its decryption result, before and after receiving the challenge-
ciphertext. For cryptographic schemes other than digital signature and PKE, their security
models are properly formalized in a practically-ideal manner.

The security models given above are blackbox-wise, which means that any adversary
cannot observe the secret-information such as the secret-key. Specifically, in SEUF-CMA
notion, although the adversary can acquire indirect information about the secret-key through
the public-key or the signatures generated on the signing oracle, he can acquire neither direct
information about the secret-key nor direct information about the randomnesses used to
generate the signatures. However, in the real world, such information can be leaked because
of various causes or attacks. Thus, practically, security models without such assumptions
are more desirable. Specifically, leakage-pattern of secret-information can be categorized
into Full Leakage which is a pessimistic pattern and Related-Information Leakage which is
a more realistic pattern.

Full leakage can occur because of various causes. For instance, virus (malware) in-
fection, non-thorough key-management, and intention by malicious insiders, can be the
cause. There are some security models considering the situation where the secret-key is
fully leaked. For instance, Threshold Security [Des87, DF89] divides a secret-key into
multiple shares and guarantees that the security is maintained as long as the number of
shares fully leaked is less than a constant number. Forward Security [And97, BM99] con-
siders a situation where secret-keys are periodically updated and during an arbitrary period
t, the secret-key is fully leaked, and guarantees that the security for the previous periods
i € [1,¢# — 1] is maintained. Key-Insulated Security [DKXY02] assumes that information
needed to update the secret-key is stored in a leak-free device and guarantees that even if the
secret-key, stored in a non-leak-free device, is fully leaked at arbitrary periods ¢, the security
for the other periods # ¢ is maintained.

In the real world, related-information leakage is more possible and more hard to pre-
vent than full leakage. Of course, related-information leakage can occur because of the
same reasons as full leakage, such as virus infection and intention by malicious insiders.
Another serious cause is Side-Channel Attack (SCA) which acquires information about
the secret-key of the device through the side-channels. Specifically, many SCAs observe



physical information from the device including related-information about the secret-key,
and utilize the information to identify the secret-key. More specifically, Timing Attack
[Koc96, Sch00] utilizes the running time consumed to process a cryptographic operation
such as decrypting or signing. Power Analysis Attack [KJJ99, Cor99, MDS99, GPT14]
utilizes the power consumption of the device during processing a cryptographic operation.
The other known SCAs utilizes physical information such as electromagnetic (EM) radi-
ation [GMOO1, AARRO02, GPT14], acoustic emanation [ST04, GST14] and temperature
[HS13] of the device. In addition to SCA, Cold-Boot Attack [HSH*08], which identifies
the secret-key by utilizing a device’s characteristic such that, for some time after its power
down, information about the secret-key remains in its memory, is also a serious threat of
related-information leakage.

For some SCAs, countermeasures against the attacks are known. Some countermeasures
are algorithmic or software-based, e.g., masking, blinding. Some other ones are physical or
hardware-based, e.g., shielding. It should be noted that any countermeasure accompanies
some negative effects such as degradation of efficiency such as computational cost and in-
creasing of monetary cost. Although various SCAs were proposed, it must be true that new
SCAs are continuously proposed in the future. Thus, even if we take every known coun-
termeasure to realize a cryptosystem, there is no guarantee that it is secure against even
SCAs which will be found in the future. Moreover, some physical information are almost
impossible to completely prevent by any countermeasure. Thus, we obtain the following
conclusion: Even if we take every known countermeasure to realize a cryptosystem with
accompanying some efficiency degradation and monetary cost increasing, it must be impos-
sible for us to perfectly prevent all SCAs including currently known SCAs and SCAs found
in the future, i.e., impossible to make the leakage caused by all SCAs zero.

1.2 Leakage-Resilient Cryptosystems

Leakage-Resilience is a property that guarantees that even if some related-information about
secret-information such as the secret-key is leaked because of various causes such as side-
channel attack (SCA), the security is maintained. Our common ultimate goal in the com-
munity is that we achieve the security against as many types of possible related-information
leakage as possible.

In security models considering leakage-resilience, it is common that a side-channel at-
tack is modelled as an efficiently computable (i.e., polynomial time computable) function
f. Precisely, each adversary in a security model can arbitrarily choose such a function f
and learn leakage information f(sk), then utilizes it to try to break the model. Obviously,
if the adversary is allowed to choose a function which reveals the correct secret-key such
as the identity map, he never fails to break the model. So, a restriction on the function f is
required. Such a restriction differs in each one of the models. Our goal is making a scheme
secure in a model with a looser restriction on f .

We are mainly interested in a leakage-resilient security model called hard-to-invert leak-
age (HL) model. We give a explanation for the model in Subsect. 1.2.4. Before that, we
broadly categorize existing models which are closely related to HL model into three mod-
els, namely bounded leakage model, continual leakage model and noisy leakage model, and



introduce each model in Subsect. 1.2.1, Subsect. 1.2.2 and Subsect. 1.2.3, respectively.
Specifically speaking, for each model in the subsection, we explain the restriction on the
leakage function f, relation among some models including the model, and some important
known results on the model.

1.2.1 Bounded Leakage (BL) Model

Bounded Leakage (BL) Model was firstly presented by Akavia et al. at TCC’09 [AGV09].
In BL model, the output’s bit-length of the function f is restricted by a variable /(k) called
leakage bound ! which is smaller than the actual bit-length of the secret-key |sk|. Formally,
each adversary can choose as f only function which satisfies a condition that f : {0, 1} —
{0, 1}'® where (k) < |sk|. The cold-boot attack [HSH*08] which had been presented right
before the work [AGV09] motivated the authors of [AGV(9] to invent the model. Only
Computation Leaks Information (OCLI) security model [MRO04] cannot deal with the cold-
boot attack [HSH*08] since the model assumes that only computation leaks information and
no leakage occurs from memory unrelated to the computation. On the other hand, BL model
can be secure against wider class of side-channel attacks including the cold-boot attack.

Given a cryptographic scheme secure in BL model, we define its leakage-ratio of secret-
key as I(sk)/|sk|. We say that the leakage-ratio is optimal if it is written as 1 — o(1). The
leakage-ratio of secret-key is an information whom we use to compare some schemes secure
in BL model each other. Also, for instance, the following information can be used for the
comparison. Firstly, if it is a scheme such as IBE, ABE, IBS or ABS, whether the master-key
can be leaked, or more generally, how large is the leakage-ratio for it. Secondly, whether
leakage from the randomness used to generate the secret-key and/or master-key is allowed,
or more generally, how large is the leakage-ratio for each one of them. Thirdly, if it is a
digital signature scheme such as digital signature, IBS or ABS, whether the scheme is Fully
Leakage-Resilient (FLR) [KV09] 2.

Akavia et al. [AGV09] proved that PKE schemes such as [Reg05] and [GPVO08] are
secure in BL model. Because of the simple or easy-to-understand definition of the model,
until the present time, (at least) hundreds of schemes proven to be secure in the model have
been proposed. Some examples, including schemes secure in bounded retrieval (BR) model
or continual leakage (CL) model, are given below.

PKE [AGV09, NS09, BG10, BKKV10, DHLAW10b, LLW11, QL13, QL14, CQX18],
digital signature [KV09, BKKV10, DHLAW10a, DHLAW10b, BSW11, GJS11, KKSI11,
LLW11,MTVY11, FNV15], message authentication code (MAC) [CQX18], IBE [CDRW 10,
LRWI11, KP13, LTZY16], ABE [LRW11, ZSW*13, Zhal4], functional encryption (FE)
[YAX" 16, WCLH18], inner-product encryption (IPE) [KP13], zero-knowledge proof [GJS11,
Panl14, Kiy15], identification (ID) [DHLAW 10a], authenticated key agreement (AKA) [DHLAW10a],
multiparty computation [BGJK12], secret sharing [BDIR18] and fully homomorphic en-
cryption [BLL14] have been proposed.

'In Sect. 1.2, k denotes the minimum entropy of the secret-key sk.

’In a broad sense, we say that a signature scheme is fully leakage-resilient (FLR), if it permits not only
leakage from the secret-key, but also leakage from the randomnesses used to generate signatures on the signing
oracle. In a narrow sense, full leakage-resilience (FLR) means that the schemes allows all leakage from the
secret-key, the randomnesses used to generate signatures and the randomness used to generate the secret-key.
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We obtain the following notable facts. Firstly, as schemes achieving the optimal leakage-
ratio, PKE schemes [QL13, QL14, CQX18], IBE schemes [KP13] and digital signature
schemes [BSW11] were proposed. Secondly, as schemes achieving the strongest security,
IND-CCA secure PKE schemes [NS09, QL13, QL14, CQX18], adaptive IND-CCA secure
IBE scheme [LTZY16] and sSEUF-CMA secure digital signature schemes [WT14, HHP16]
are known. Thirdly, FLR signature schemes were proposed in [BSW11, GJS11, MTVY1l,
FNV15]. Fourthly, as schemes secure against master-key leakage, IBE scheme and ABE
scheme were proposed in [LRW11].

Bounded Retrieval (BR) Model. The terminology Bounded Retrieval (BR) Model ini-
tially appeared in the works [DCLWO06, Dzi06] which proposed protocols secure against
intrusion attacks. The first public-key cryptosystem secure in BR model was proposed by
Alwen et al. at CRYPTO’09 [ADWO09]. Specifically, they proposed a few schemes including
digital signature secure in the random oracle model. Subsequently, Alwen et al. [ADN*10]
proposed IBE schemes secure in BR model at Eurocrypt’10.

Alwen et al. [ADW09, ADN*10] defined public-key cryptographic schemes secure in
BR model as bounded leakage-resilient schemes which satisfy the condition such that we
can increase its leakage bound /(k) only by increasing the size of secret-key, where no degra-
dation of the other efficiency measures, such as public-key size, ciphertext size, signature
size, decryption cost and signing cost, occurs. Also, they mentioned that schemes secure in
BR model are useful, since they can be secure against hacking or malware attacks.

IBE schemes secure in BR model were proposed in [ADN*10, CZLC16, HLAWW16].
Among the IBE schemes, there is no one which simultaneously achieves the optimal leakage-
ratio and security in the standard model. So, presenting such a scheme is an open problem.
Signature schemes secure in BR model were proposed in [ADWO09, FNV15]. Among the
signature schemes, there is no one which simultaneously achieves the optimal leakage-ratio
and FLR in the standard model. Thus, presenting such a scheme is also an open problem.

1.2.2 Continual Leakage (CL) Model

Continual Leakage (CL) Model was independently proposed by Brakerski et al. [BKKV10]
and Dodis et al. [DHLAW 10a] at FOCS’ 10 as a generalization of BL model.

In BL model, total amount of leakage is bounded by the leakage bound /(k). However,
as soon as more information than the bound is leaked, its security guarantee is lost. On the
other hand, in CL model, total amount of leakage is unbounded. In the model, we consider
a situation where the secret-key is updated periodically. We assume that there are ¢ periods
in total and express the secret-key at i-th period as sk;, where i € [1,¢]. For every i € [1,1],
the model permits sk; to leak any information about the key as long as bit-length of total
amount of the leakage is less than /(k). Note that total number of update of secret-key is
unbounded. As a result, total amount of leakage is also unbounded.

In Subsect. 1.2.1, we introduced some indexes which are useful when we compare some
schemes secure in BL model each other, such as whether its leakage-ratio is optimal. Every
one of the indexes is also useful when we decide whether a scheme secure in CL. model
is superior to the other one. Additionally, the following indexes are also useful. The first



one is whether the master-key can be updated. The second one is whether leakage from the
randomness used to update the secret-key and/or the master-key is considered.

Various schemes secure in CL model have been proposed. Specifically, PKE [BKKV10,
LLW11], digital signature [BKKV10, DHLAW10a, BSW11, GJS11, KKS11,LLW11, WT15],
IBE [BKKV10, LRW11, KP13], ABE [LRW11,ZCG™" 18], functional encryption (FE) [YAX*16],
IPE [KP13], Identification [DHLAW10a], Authenticated Key Agreement [DHLAW 10a] and
IBS [WTHI16] have been proposed.

Floppy Model, a.k.a. Invisible Key-Update Model. In a broad sense, Floppy Model,
a.k.a. Invisible Key-Update Model [ADWO09], is categorized as a CL model. Rigorously,
the model is based on a stronger assumption than the normal CL model. Specifically, in
the model, it is assumed that we can prepare a leak-free device in whom some information
needed to update the secret-key are stored.

Although the strong assumption of the model can be a big disadvantage for schemes
secure in the model, there have been proposed some schemes secure in the model with good
properties whom any previous scheme secure in CL model has not achieved. For instance,
PKE schemes by Agrawal et al. [ADVW13] proven to be secure in the floppy model under
DDH assumption and achieve the optimal leakage-ratio are schemes which do not utilize
bilinear groups (pairing).

Introducing Forward Security into CLL Model. CL model has a disadvantage. Specifi-
cally, the model assumes that the situation where the secret-key is entirely leaked at a period
t never occurs. However, in the real world, such a situation can happen. As soon as such a
situation occurs, any scheme secure in the model loses its security guarantee for all periods.

Forward Security [And97, BM99] guarantees that for every polynomial integer ¢ € N,
even if secret-key at period 7 is revealed entirely, its security guarantee from period 1 to z— 1
is maintained. The model also has a disadvantage such that it assumes that all secret-keys
during period 1 to t — 1 do not leak any information about the keys. Thus, the model loses
security guarantee in a case where at least one of the secret-keys during period 1 to 7—1 leaks
some information about the keys and the secret-key at period ¢ leaks its entire information.

Bellare et al. [BOS17] introduced forward security into CL model to make a model
without each one of such disadvantages. Specifically, their model guarantees that for every
polynomial integer ¢ € N, even if every secret-key during period 1 to r — 1 leaks its partial
information whose bit-length is less than /(k) and the secret-key at period 7 leaks its full
information, the security is maintained. By the way, they proposed PKE and digital signature
schemes secure in the model.

1.2.3 Noisy Leakage (NL) Model

We remind us that BL model and CL model assume that bit-length of leakage from the
secret-key is smaller than the leakage bound I(k) s.t. I(k) < |sk|. We consider whether the
assumption is realistic. It must be reasonable to conjecture that most of real side-channel
attacks, especially ones utilizing physical information such as running time [Koc96, Sch00],
power consumption [KJJ99, Cor99, MDS99, GPT14], electromagnetic radiation [GMOO01,



AARRO2, GPT14], acoustic emanation [ST04, GST14] and temperature [HS13], leaks a
great amount of information, whose bit-length can be a lot bigger than |sk|. According
to [Stall], some side-channel attacks such as differential power analysis [KJJ99] can leak
information on the order of gigabits per second. Because of the reasons, we cannot help
saying that the assumption of BL model is unrealistically strong.

Noisy Leakage (NL) Model was invented as a generalization of BL model. The model
removes the restriction of BL model on bit-length of f’s output. Formally, in NL model, the
function f must be a function f : {0, 1}*¥' — {0, 1}* such that the loss of minimum entropy
of sk caused by f is smaller than I(k) < k 3. Obviously, /(k) cannot be I(k) > k since that
means that f can be a function revealing sk such as the identity map. Thus, as BL model,
every function f in NL model does not information-theoretically reveal sk.

The concept of NL model was initially presented by Dziembowski and Pietrzak at
FOCS’08 [DP08], and symmetric-key encryption scheme secure in the model was given.
Subsequently, Naor and Segev at CRYPTO’09 [NS09] presented the first PKE scheme se-
cure in NL model by proving that their PKE scheme proven to be secure in BL model is also
secure in NL model. Signature schemes secure in NL. model and BL. model were proposed
in [GJS11, FNV15]. Another signature scheme whose security in NL. model and BR model
was guaranteed in the random oracle model was proposed in [FNV15].

1.2.4 Hard-to-Invert Leakage (HL) Model

We remind us that in NL model [DP08, NS09] (or BL model [AGV09]), f cannot information-
theoretically determine the secret-key sk. Based on the assumption, we evaluate NL. model
(and BL model) from practical/theoretical points of view.

First, we consider whether the assumption is reasonable from practical point of view.
According to [Stal 1], some practical side-channel attacks can information-theoretically de-
termine the secret-key sk. In that sense, the assumption is unrealistic.

Next, we theoretically evaluate the assumption. It is obvious that, because of the as-
sumption, functions which information-theoretically reveal sk such as one-way permutation
(OWP) are prohibited for the adversary to query. Theoretically, a model with a looser restric-
tion on f than NL model (and BL model), such that such functions like OWP are allowed
for the adversary to query, is more desirable.

To eliminate such an assumption of NL model (or BL. model), or to generalize the mod-
els, Hard-to-Invert Leakage (HL) Model, a.k.a. Auxiliary (Input) Leakage (AL) Model, was
invented by Dodis et al. at STOC’09 [DKLO09]. The model requires f to be hard-to-invert.
Formally, f must satisfy a condition that no probabilistic polynomial time algorithm, given
f(sk), can find sk with a probability larger than u(k), where u(-), whom we call auxiliary pa-
rameter, is a negligible function satisfying u(k) > 27*. Note that the larger the parameter (k)
is, the larger the set of leakage-functions is. Based on the parameter u(k), we consider three
categories for the function, namely polynomially/sub-exponentially/exponentially hard-to-
invert functions, whose formal definitions are given in Sect. 2.4.

3Note that meaning of the function I(-) differs between BL model and NL model. In BL model, it denotes
maximum bit-length of f. In NL model, it denotes maximum loss of minimum entropy caused by f.
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Dodis et al. [DKLO09] proposed symmetric-key encryption schemes secure in HL. model.
Subsequently, the first PKE schemes secure in the model were proposed by Dodis et al. at
TCC’10 [DGK™*10]. The other PKE schemes were proposed in [BG10, SHGL16]. Note that
the above PKE schemes were proven to be secure against chosen plaintext attacks (CPA).
A methodology to transform any CPA-secure PKE scheme in HL model into one secure
against chosen ciphertext attacks (CCA) was proposed in [ZCQ12].

The first IBE scheme (claimed to be correctly proven) secure in HL. model was proposed
by Yuen et al. at Eurocrypt’12 [YCZY12]. ABE schemes have been proposed by Zhang
et al. [ZWTM13] and [WY15]. The first digital signature scheme secure in HL. model was
proposed by Faust et al. at Asiacrypt’12 [FHN*12]. The other digital signature schemes
have been proposed in [YYH12, WMHT16].

1.3 Contributions

We can fairly say that it has been our common knowledge that HL (hard-to-invert leakage)
model is practically and theoretically the most desirable one among various models con-
sidering leakage-resilience. In this thesis, we give concrete solutions for some especially
meaningful open problems regarding the model, whose details are described in the latter
half of this section. In the research field on leakage-resilient cryptography, until the present
time, BL (bounded leakage) model has been the hottest topic. It is just a fact that at the
current time, papers on BL model greatly outnumber ones on the other models. One of the
reasons behind the fact must be that the simplicity of the definition of the model allows us
to use it the most easily. As we explained in the previous sections, HL model and BL model
are neither independent nor unrelated. The former one is a generalization of the latter one as
said in [DGK™*10], and actually, most of schemes proven to be secure in the former one, in-
cluding some schemes introduced in this thesis, are proven to be secure in the latter one. We
think that we can fairly say that our works are very meaningful, because it is highly possible
that they further develop not only the research field on hard-to-invert leakage-resilience, but
also the research field on leakage-resilience on the whole.

Specifically, we consider three open problems and present concrete solutions for them,
as follows.

IBE with HL-Resilience [B2, C2]. One of the identity-based encryption (IBE) schemes
proposed by Yuen et al. at Eurocrypt’12 [YCZY 12] has been believed to be the only
one whose hard-to-invert leakage-resilience was correctly proven. Firstly, we show
that their security proof is defective. Specifically, we introduce some concrete coun-
terexamples which can be the evidence for the deficiency. Thus, constructing IBE
schemes secure in HL. model is an open problem. Actually, we construct a concrete
IBE scheme which is a modified variant of the IBE scheme proposed by Kurosawa
and Phong [KP13] and proven to be secure in BL. model. Then, we prove that our
IBE scheme is secure in HL. model. As a result, our IBE scheme is the first one which
is correctly proven to be secure in HL model. A talk on this work was presented at
CANS2018 [B2], and a talk on a work closely related to this work was presented at
SCIS2017 [C2].



Digital Signature with HL-Resilience [B1, C6, D1, E2]. Digital signature schemes secure
in HL model have been proposed by Faust et al. at Asiacrypt’12 [FHN*12] and the
other ones [YYHI12, WMHT16]. By modifying the result by Faust et al., we gener-
ically construct a signature, and prove that it simultaneously achieves the strong un-
forgeability and polynomially hard-to-invert leakage-resilience. Then, we instantiate
it to give a concrete construction secure under a standard assumption, namely the
decisional linear (DLIN) assumption. We emphasize that the instantiation of digital
signature is not only the first one which is resilient to polynomially hard-to-invert
leakage under standard assumptions, but also the first one which is strongly unforge-
able in HL model. A talk on this work was presented at ISC2018 [B1], and a talk on
a work closely related to this work is going to be presented at SCIS2019 [C6].

ABS/IBS with HL-Resilience [C3, CS5, E1]. Although various identity-based signature (IBS)
schemes [PS06] and attribute-based signature (ABS) schemes [MPR11, OT11, SAH16]
secure in the non-leakage setting have been proposed, IBS or ABS scheme proven to
have some leakage-resilience under standard assumptions has not been proposed. We
generically construct IBS scheme, and prove that it is existentially unforgeable in HL
model. We generically construct ABS scheme whose predicate is represented as a
general circuit, and prove that it is existentially unforgeable in HL model and com-
putationally signer-private. Then, we instantiate them under standard assumptions,
namely the DLIN assumption and the symmetric external Diffie-Hellman (SXDH)
assumption. We emphasize that they are the first ones secure in HL model under stan-
dard assumptions, and more generally, the first leakage-resilient ones under standard
assumptions. Talks on works closely related to this work were presented at CSS2017
[C3] and CSS2018 [C5].

1.4 Organization of This Thesis

Except for the fist chapter, this thesis has five chapters. As we introduced in the last section,
we have three contributions. The details of the contributions are given in Chapter 3, Chapter
4 and Chapter 5, respectively. Chapter 2 is Preliminaries, where some pieces of information
which are necessary or useful for the reader to comprehend our works are given. Specifi-
cally, notations whose meanings are not necessarily obvious for the reader, and syntaxes and
definitions of security notions or properties of some cryptographic schemes such as digital
signature, IBE, IBS and ABS, are given. Chapter 6 is the conclusion of this thesis.



Chapter 2

Preliminaries

2.1 Basic Notations

For a,b € N, [a, b] denotes {x € N | a < x < b}. For 1 € N, 1" denotes a security parameter.
We say that a function # : N — R is negligible if for every ¢ € N, there exists x, € N such
that A(x) < x¢ for every x > xg. G is a function which takes 11 as input, and randomly
outputs (p, G, g), where p is a prime number whose bit-size is 4, G is a multiplicative cyclic
group whose order is p, and g is a generator of G. PPTA means probabilistic polynomial
time algorithm. For a set A, a < A indicates a procedure which we extract an element a
from A uniformly at random. Given a matrix A of size m X n whose (i, j)-th element is
denoted by a; ;, g* denotes a matrix of size m X n whose (i, j)-th element is g%/. I,, denotes
the identity matrix of size m. For a set A, let |A| denote the bit-length of each element of the
set. For n € N, 0" denotes the bit-string composed of n number of 0.

2.2 Bilinear Groups of Prime Order

G, denotes a generator of (asymmetric) bilinear pairing with groups of prime order. G,
takes 1, where A € N, as input, and outputs (p, G, G, Gr, e, g, &), where p is a prime whose
bit-length is A, G, G and G are multiplicative groups of order p, g is a generator of G, g
is a generator of G, and & : G x G — Gy is a map which is computable in polynomial
time and satisfies the following conditions: é(g,g) generates Gy. For every a,b € Z,,

e(g", 8" = e(g. )™

2.3 Hardness Assumptions

2.3.1 Discrete Logarithm (DL) Assumption

For A € N, let (p,G, g) « G(1"). DL assumption holds (on the group G), if there exists a

negligible function negl(A) s.t. for every PPT A, it holds that Pr[x «— A(p, G, g, g") | x <E
Zp] < negl(d).
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2.3.2 Decisional Linear (DLIN) Assumption [BBS04]

For 1 € N, let (p, G, g) « G(1"). DLIN assumption holds (on the group G), if there exists a
negligible function negl(A) s.t. for every PPT A, it holds that

r I r I U U
Pr[l « A(p, G, g, 81,82, 83,8, 85,85 ") | 81,82, 83 — G, 11,12 — Zp]

r T u U U
—Pr[l <« Ap,G, g, 81,8238, 85-83) | 81,82,83 «— G, r1,ry,u — Z,]| < negl(d).

2.3.3 Decisional Diffie-Hellman (DDH) Assumption

For 1 € N, let (p, G, g) « G(11). DDH assumption holds (on the group G), if there exists a
negligible function negl(A) s.t. for every PPT A, it holds that

IPt[l « Ap,C.g.8".8" 8" | riry & Z,]
U
=Pr[l « A(p,G,g,8",87,8) | ri,r,u «— Z,]| < negl(d).

2.3.4 Symmetric External Diffie-Hellman (SXDH) Assumption

For 4 € N, let (p, G, G, Gr, e, g,8) « ng(l/l). SXDH assumption holds (on the groups G
and G), if the DDH assumption holds on both of the groups G and G.

2.4 Polynomially/Exponentially Hard-to-Invert Functions

Following [FHN™*12], we define polynomially/(sub-)exponentially hard-to-invert functions.
We consider an efficiently computable function 4 : R — {0, 1}*. Let x € R denote input
variable of 4. Let k denote minimum entropy of x which is randomly chosen from R.

Definition 1. % is a polynomially hard-to-invert leakage function, if there exists a negligible
function negl(-) s.t. for every PPT B, it holds that Pr[x « B(h(x)) | x & R] < negl(k).

Definition 2. & is a sub-exponentially hard-to-invert leakage function, if there exists a con-
stant 1 > ¢ > 0 s.t. for every PPT B, it holds that Pr[x «— B(h(x)) | x i R] < 27K,

Definition 3. 4 is an exponentially hard-to-invert leakage function, if there exists a constant
¢ > 0 s.t. for every PPT B, it holds that Pr[x «— B(h(x)) | x & R] < 27¢k,

2.5 Goldreich-Levin Theorem for Large Fields [DGK"10]

The following Goldreich-Levin theorem for large fields was proven by Dodis et al. [DGK™*10].
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Theorem 2.5.1. Let p denote a prime number. Let H denote an arbitrary subset of GF(p).
f: H™' — {0, 1}" is an arbitrary function. If there is a distinguisher D running in time t
such that

0 =

Pr [D (f(s),r,rs) =1]s ad H™! r d le,x’”] -

2

v U igm U
Pr[Z)(f(s),r,u): s & gy &zl ,u<—z,,]

then there is an inverter B running in time t' = t - poly(m, |H|, 1/9) such that

U mx1 63
Pf[‘“f(s”:s's”’ ]2512.—,%.,92'

2.6 Public-Key Encryption (PKE)

Syntax of PKE. Public-key encryption (PKE) consists of the following 3 polynomial-time
algorithms, where Gen and Enc are probabilistic and Dec is deterministic.

Gen(11) — (pk, sk). Key-generation algorithm' takes a security parameter 11 as an input,
and outputs a public-key pk and a secret-key sk. pk determines plaintext space M
uniquely.

Enc(pk, M) — C. Encryption algorithm takes pk and a plaintext m € M as inputs, and
outputs a ciphertext C.

Dec(sk,C) — M / L. Decryption algorithm? takes sk and a ciphertext C as inputs, and out-
puts a plaintext M or L, where L indicates a failure of decryption.

Every PKE scheme must be correct. An PKE scheme Zpxr = {Gen, Enc, Dec} is correct, if
for every A € N, every (pk, sk) <« Gen(1%), every M € M and every C < Enc(pk, M), it
holds that Pr[M < Dec(sk,C)] = 1.

Standard Security Notions of PKE. To define ciphertext indistinguishability against adap-
tively chosen ciphertexts attack (IND-CCA) for a PKE scheme Xpxr = {Gen, Enc, Dec}, we
need the following game which is played between an adversary A and challenger CH.

Key-Generation. CH runs (pk, sk) < Gen(1%), and sends pk to A.
Query. A is allowed to use the decryption oracle Decrypt adaptively.

Decrypt(C): A queries a ciphertext C € C. CH returns M / L « Dec(sk, C).

'In this paper, the pair of keys (pk, sk) can be substituted by another pair of keys (ek, dk), where ek is an
encryption-key and dk is a decryption-key.

2 Although Dec needs the public-key pk or the encryption-key ek as an input since the key includes infor-
mation such as the prime p and the group G, we often omit the key as the input.
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Challenge(M,, M;). ‘A sends two plaintexts My, M; € M. CH sets b l {0, 1}, then
returns C* < Enc(pk, M},).

Query 2. Ais allowed to use the decryption oracle Decrypt adaptively.

Decrypt(C): A queries a ciphertext C € C which is not the challenge ciphertext C*.
CH returns M |/ L « Dec(sk, C).

Guess(b’). Asends b’ €{0,1} to CH.

Definition 4. A PKE scheme Zpgp is IND-CCA secure if for any PPT adversary A, Advgg;fgl(/l) =
|2 - Pr[d’ = b] — 1] is negligible.

Remark. Weaker security notion named ciphertext indistinguishability against chosen
plaintexts attack (IND-CPA) is defined basically in the same manner as IND-CCA except
that the adversary in the security game cannot use the decryption oracle in each one of the
phases Query and Query 2.

2.7 Labeled Public-Key Encryption (LPKE)

Syntax of LPKE. Labeled public key encryption (LPKE) consists of three polynomial
time algorithms. Gen and Enc are probabilistic. Dec is deterministic.

Gen(1") — (pk, sk). Key-generation algorithm! takes 1* as input, and outputs a public-key
pk, and a secret-key sk. Plaintext space M, ciphetext space C, and label space L are
uniquely determined by pk.

Enc(pk, M, L) — C. Encryption algorithm takes pk, a plaintext M € M, and a label L € L
as inputs, and outputs a ciphertext C.

Dec(sk,C,L) — M / L. Decryption algorithm? takes sk, a ciphetext C € C, and a label
L € £ as inputs, and outputs a plaintext M or L.

Every LPKE scheme must be correct. An LPKE scheme X, pxr = {Gen, Enc, Dec} is cor-
rect, if for every A € N, every (pk, sk) < Gen(1%), every M € M, every L € L, and every
C « Enc(pk, M, L), it holds that Pr[M <« Dec(sk,C, L)] = 1.

Standard Security Notions of LPKE. To define weak ciphertext indistinguishability against
adaptively chosen label and ciphertexts attacks (IND-wLCCA) for an LPKE scheme Z; pgr =
{Gen, Enc, Dec}, we use the following game which is played between an adversary A and
challenger CH.

Key-Generation. CH runs (pk, sk) < Gen(14), and sends pk to A.

Query. A is allowed to use the decryption oracle Decrypt adaptively.
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Decrypt(C, L): A queries a ciphertext C € C and a label L € L. CH returns
M | L « Dec(sk,C,L).

Challenge(M,, M, L*). A sends two plaintexts My, M; € M, and alabel L* € L. CH sets
b al {0, 1}, then returns C* « Enc(pk, M,, L").

Query 2. Ais allowed to use the decryption oracle Decrypt adaptively.

Decrypt(C, L): A queries a ciphertext C € C and a label L € £ such that L # L*.
CH returns M /| 1L < Dec(sk,C, L).

Guess(b’). A sends b’ € {0, 1} to CH.

Definition 5. An LPKE scheme X pxr is IND-wLCCA secure if for any PPT adversary A,
AdvR3 " A) = |2 Pr[b’ = b] — 1| is negligible.

Remark. Stronger notion named strong ciphertext indistinguishability against adaptively
chosen label and ciphertexts attack (IND-LCCA ) is defined basically in the same manner as
IND-wLCCA except that the adversary can query (C, L) to the decryption oracle at Query 2
ifC+C*VL=#L"

2.8 Identity-Based Encryption (IBE)

Syntax of IBE. Identity-based encryption (IBE) consists of the following 4 polynomial-
time algorithms, where Dec is deterministic and the others are probabilistic.

Setup(1*) — (pk, mk). Setup algorithm takes a security parameter 1 as an input, and out-
puts a system public-key pk and a master-key mk. pk determines the ID space 7 and
plaintext space M uniquely.

KeyGen(pk, mk, ID) — sk. User’s secret-key generation algorithm takes pk, mk, and ID €
7 as inputs, and outputs an secret-key sk for ID.

Enc(pk, M, 1D) — C. Encryption algorithm takes pk, a plaintext M € M, and ID € I as
inputs, and outputs a ciphertext C.

Dec(pk, C, sk) — M / L. Decryption algorithm? takes pk, a ciphertext C, and a secret-key
sk as inputs, and outputs a plaintext M or L, where L indicates a failure of decryption.

Every IBE scheme must be correct. An IBE scheme Z;5z = {Setup, KeyGen, Enc, Dec}
is correct, if for every 1 € N, every (pk,mk) < Setup(1*), every ID € I, every sk «
KeyGen(pk, mk, ID), every M € M and every C < Enc(pk, M, ID), it holds that Pr[M «
Dec(pk, C, sk)] = 1.

3For some IBE schemes, the decryption algorithm takes not only (pk, C, sk), but also an ID, as input.
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Standard Security Notions of IBE. To define ciphertext indistinguishability against adap-
tively chosen ID/plaintexts attack (IND-ID-CPA) for an IBE scheme X,z = {Setup, KeyGen,
Enc, Dec}, we need the following game which is played between an adversary A and chal-
lenger CH.

Setup. CH runs (pk, mk) < Setup(14), and sends pk to A.
Query. A is allowed to use the key-revelation oracle Reveal adaptively.
Reveal(/D): A queries an ID ID € I. CH returns sk «— KeyGen(pk, mk, ID).

Challenge(M,, M, ID*). A sends two plaintexts My, M; € M and an ID ID* € 1. Itis
required that /D* was never queried to the key-revelation oracle. CH sets b d {0, 1},
then returns C* «— Enc(pk, M,).

Query 2. Ais allowed to use the key-revelation oracle Reveal adaptively.

Reveal(/D): A queries an ID ID € I which is not the target ID ID*. CH returns
sk — KeyGen(pk, mk, ID).

Guess(b’). Asends b’ € {0, 1} to CH.

Definition 6. A IBE scheme X3 is said to be IND-ID-CPA secure or adaptively secure if
for any PPT adversary A, Advyy "7"P4(2) = 2 Pr[b’ = b] — 1| is negligible.

Remark. Weaker notion named ciphertext indistinguishability against selectively chosen
ID and adaptively chosen plaintexts attack (IND-CPA) or selective security is defined basi-
cally in the same manner as IND-ID-CPA or the adaptive security except that the adversary
is forced to choose the target ID /D" before receiving the public-key pk.

2.9 Digital Signature

Syntax of Digital Signature. Digital signature consists of the polynomial time algorithms
{Gen, Sig, Ver}. Gen and Sig are probabilistic, and Ver is deterministic.

Gen(1') — (pk, sk). Key-generation algorithm takes 14, where 4 € N, as an input, and
outputs a public-key pk and a secret-key sk. The message space M is uniquely deter-
mined by pk.

Sig(pk, m, sk) — o. Signing algorithm takes the public-key pk, a message m € M, and the
secret-key sk as inputs, and outputs a signature o.

Ver(pk,m,o) — 1 / 0. Signature-verification algorithm takes the public-key pk, a message
m € M, and a signature o as inputs, and outputs 1 or O.

Any signature scheme must be correct. A signature scheme Xg; = {Gen, Sig, Ver} is correct
if for every (pk, sk) « Gen(14), every m € M, and every o « Sig(pk, m, sk), it holds that
Pr[1 « Ver(pk,m,o)].
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Standard Security Notions of Digital Signature. We consider strong existential unfro-
geability (in non-leakage setting) for signature schemes. Specifically, we define strong exis-
tential unforgeability against adaptively chosen messages attack (SEUF-CMA) for signature
schemes.

At first, we define a game w.r.t. a signature scheme Xg = {Gen, Sig, Ver}, which is
played between an adversary A and challenger CH as follows.

Key-Generation. CH runs (pk, sk) « SIG.Gen(11). CH sends pk to A. CH initializes
the list Ly, 1.e., Lg = 0.

Query. A is allowed to use signing oracle Sign, adaptively.

Sign(m € M): CH generates o < SIG.Sig(pk, m, sk), then sends o to A. After that,
CH sets Lg = L U {(m,0)}.

Forgery(m*,o*). CH receives (m*,c*) sent by A. We say that A wins the game if [1 «
SIG.Ver(pk,m*,0*)] A [(m*,0") ¢ Ls]. We define his advantage Advgflgg,[_ CMAQ) as
Pr[A wins.].

Definition 7. X is sSEUF-CMA-secure, if for every PPT A, Advg; g;‘ CMA(Q) is negligible.

Remark. Its weaker version, i.e., weak existential unforgeability against adaptively cho-
sen messages attack (WEUF-CMA), is defined in the same manner as SEUF-CMA except for
the winning condition of the adversary A in the game. The adversary is said to win the game
if the signature o™ is a valid signature on the message m*, i.e., [1 « SIG.Ver(pk, m*,c")],
and the message m* has not been queried to the signing oracle Sign.

2.10 Identity-Based Signature (IBS)

Syntax of IBS. Identity-based signature (IBS) consists of polynomial time algorithms
{Setup, KeyGen, Sig, Ver}. Ver is deterministic and the others are probabilistic.

Setup(1%, 1)) — (pk, mk). 1%, where 1 € N, denotes a security parameter. / € N denotes
bit-length of an ID. Thus, the ID space is defined as 7 := {0, 1}. Setup algorithm
takes 1% and 1’ as inputs, and outputs a system public-key pk and a master-key mk.
The message space M is uniquely determined by pk.

KeyGen(pk, mk, ID) — sk. Key-generation algorithm takes pk, mk and an ID ID € I as
inputs, and outputs a secret-key sk.

Sig(pk, m, ID, sk) — o. Signing algorithm takes pk, a message m € M, anID ID € 1, and
a secret-key sk as inputs, and outputs a signature o.

Ver(pk,m,ID,o) — 1 / 0. Signature-verification algorithm takes pk, a message m € M, an
ID ID € I and a signature o as inputs, and outputs 1 or 0.
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Any IBS scheme must be correct. An IBS scheme X35 = {Setup, KeyGen, Sig, Ver} is
correct if every 1 € N, every [ € N, every (pk, sk) < Setup(14, 1)), every ID € I, every
sk — KeyGen(pk, mk, ID), every m € M and every o « Sig(pk, m, ID, sk), it holds that
Pr[1 « Ver(pk,m,ID,o)] = 1.

Standard Security Notions of IBS. We define weak existential unforgeability under adap-
tively chosen ID/messages attack (in non-leakage setting) (EUF-CMA) for IBS schemes.
We consider the following game for an IBS scheme Zjgs = {Setup, KeyGen, Sig, Ver} which
is played by an adversary A and a challenger CH.

Setup. CH runs (pk, mk) <« Setup(14, 1'). CH initializes a list L as en empty set 0.

Query. A is allowed to adaptively use secret-key-generation oracle Generate, secret-key-
revelation oracle Reveal, and signature-generation oracle Sign as follows.

Generate(I/D € I): Aissues ID € I. CH generates sk «— KeyGen(pk, mk, ID). If
a list L;p for the ID has not been generated, CH generates it and sets it to {sk}.
Else if such a list £;p has already been generated, CH sets L;p = L;p U {sk}.

Reveal(/ID e 7,i e N): Aissues ID € I and i € N such that i € [1,|L;p]]. CH
retrieves the i-th secret-key from £;p, then returns the secret-key.

SignIDe 7,ieN,me M): Aissues ID € I, m € M and i € N such that i €
[1,1L;pl]. CH retrieves the i-th secret-key sk from L;p, then generates o «
SIG.Sig(pk, m, ID, sk). After that, CH returns o and sets Lg := Lg U {(m, ID)}.

Forgery(m* € M,o",ID* € I). A sends a message m* € M, a signature o* and an ID
ID* € 1. Here, ID* must be an ID which was never queried to Reveal. We say that
A wins the game if [1 « Ver(pk,m*,ID*,0")] A [(m*,ID*) ¢ Lg]. Its advantage

Adv{UTZCMA(2) is defined as probability Pr[A wins.].

Definition 8. X g5 is EUF-CMA secure (or adaptively secure), if for every PPT A, Advggg %CMA @)
is negligible.

2.11 Attribute-Based Signature (ABS)

General Circuit [SAH16]. A general circuit is constructed by NAND-gates of fan-in two.
Formally, a circuit is determined by integers L, N and functions /;, I,. L denotes total number
of input wires. N denotes total number of (NAND-)gates. Total number of wires in the
circuit is L + N. We number each wire. Precisely, we give the input wires the numbers
1,---,L,theinternal wires L+1,--- , L+ N—1, and the output wire L+N. [, : [L+1,L+N] —
[I,L+N—-1](resp. I, : [L+1,L+ N] — [1,L+ N —1]) takes an internal wire or the output
wire i € [L + 1, L + N] as input and outputs left (resp. right) input wire of the gate which
generates the wire i.
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Syntax of ABS. We give syntax of attribute-based signature (ABS) whose predicate is
represented as a general circuit. It consists of polynomial time algorithms {Setup, KeyGen
, Sig, Ver}. Setup, KeyGen and Sig are probabilistic, and Ver is deterministic.

Setup(1%, 1£) — (pk, mk). 14, where A € N, denotes a security parameter. L € N denotes the
bit-length of an attribute, and the universal set of attributes is denoted by U = {0, 1}-.
The setup algorithm takes 1 and 1% as inputs, and outputs a system public-key pk and
a master-key mk. The message space M is uniquely determined by pk.

KeyGen(pk, mk, W € U) — sk. The key-generation algorithm takes pk, mk and an attribute
W as inputs, and outputs a secret-key sk.

Sig(pk,m,¢ = {L, N, I, I}, sk) — o. The signing algorithm takes pk, a message m € M,
a predicate ¢ represented as a general circuit {L, N, I, I}, and a secret-key sk for an
attribute W such that (W) = 1 as inputs, and outputs a signature o.

Ver(pk,m,¢ = {L,N, I}, ,},0) — 1 / 0. The signature-verification algorithm takes pk, a mes-
sage m € M, a predicate ¢ represented as a general circuit {L, N, I, I}, and a signature
o as inputs, and outputs 1 or 0.

Any ABS scheme must be correct. An ABS scheme X gs = {Setup, KeyGen, Sig, Ver} is
correct if for every A € N, every L € N, every (pk, sk) <« Setup(14,15), every W € U,
every sk «— KeyGen(pk,mk, W), every m € M, every ¢ s.t. (W) = 1 and every o «
Sig(pk, m, ¢, sk), it holds that Pr[1 <« Ver(pk,m,¢,o)] = 1.

Standard Security Notions of ABS. In this paragraph, we give definitions of two standard
security notions of ABS. The first notion is related to unforgeability. The second one is
related to signer-privacy.

Firstly, we give definition of a security notion of weak existential unforgeability under
adaptively chosen predicate/messages attack (in non-leakage setting) (EUF-CMA) for ABS
schemes. We consider the following game for an ABS scheme X155 = {Setup, KeyGen, Sig, Ver}
which is played by an adversary A and a challenger CH.

Setup. CH runs (pk,mk) < Setup(1%, 1%). The universal set of attributes is set as U =
{0, 1}E. A list Ly is set as a set 0.

Query. A is allowed to adaptively use secret-key-generation oracle Generate, secret-key-
revelation oracle Reveal, and signature-generation oracle Sign as follows.

Generate(W € U): Aissues W € U. CH generates sk «— KeyGen(pk, mk, W). If
a list Ly for the attribute has not been generated, CH generates it and sets it to
{sk}. Else if such list Ly has already been generated, CH sets Ly = Ly U {sk}.

Reveal(W e U,i e N): Aissues W € U and i € N such that i € [1,|Lw|]. CH
retrieves the i-th secret-key from Ly, then returns it.

Sign(We U,ie N,me M,p): Aissues W € U, m € M, a predicate ¢ and i €
N such that i € [1,|Lw|]. CH retrieves the i-th secret-key sk from Ly, then
generates o « SIG.Sig(pk, m, ¢, sk). After that, CH returns o, and sets Ly :=
Ls U{(m, ¢)}.
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Forgery(m* € M,o", ¢*). A sends a message m*, a signature o and a predicate ¢*. The
predicate must be one such that every attribute W queried to Reveal satisfies ¢*(W) =
0. We say that A wins the game if [1 « Ver(pk,m*,¢*,0")] A [(m*,¢") ¢ Ls]. The
advantage Advglii ’}fMA (A) is defined as probability Pr[A wins.].

Definition 9. X,gs is EUF-CMA secure (or adaptively secure), if for every PPT A, Advggi ’},,fMA @)
is negligible.

Secondly, we give definition of perfect signer-privacy [MPR11, SAH16].

Definition 10. X s is perfectly signer-private , if for every A,L € N, every (pk, mk) «
Setup(14, 15), every W, € U, every W, € U, every sk, «— KeyGen(pk, mk, W), every
sky — KeyGen(pk, mk,W,), every m € Mand every ¢ s.t. (W) = ¢(W,) = 1, distribution
of oy « Sig(pk,m, ¢, sky) and distribution of o < Sig(pk, m, ¢, sk,) are identical.

2.12 Non-Interactive Zero-Knowledge Proof (NIZK)

Syntax of NIZK. Non-interactive zero-knowledge proof (NIZK) Xyzx for a language L
consists of three polynomial time algorithms {Gen, Pro, Ver}. Each one of Gen and Pro is
probabilistic. Ver is deterministic. R; denotes the witness relation.

Gen(1") — crs. Common Reference String (CRS) generation algorithm takes 11 as an in-
put, and outputs a CRS crs.

Pro(crs, x,w) — m. The proof-generation algorithm takes the CRS crs, a statement x, and
a witness w as inputs, and outputs a proof 7.

Ver(crs, x,m) — 1 / 0. The proof-verification algorithm takes the CRS crs, a statement x,
and a proof 7 as inputs, and outputs 1 or 0.

Any NIZK scheme must be correct. An NIZK scheme Zyizx = {Gen, Pro, Ver} is correct
if for every 1 € N, every crs « Gen(1%), every (x,w) such that (x,w) € Ry, and every
7w « Pro(crs, x,w), it holds that Pr[1 <« Ver(crs, x,7)] = 1.

Standard Security Notions of NIZK. We give the definitions of soundness and zero-
knowledge for an NIZK scheme.

Definition 11. An NIZK scheme Znizx = {Gen, Pro, Ver} is sound if for every A € N, every
crs «— Gen(1%), and every PPT A,

Pr[A(crs) — (x,m) s.t. [Ver(crs,x,m) = 1] A [x ¢ L]]

is negligible.
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Definition 12. An NIZK scheme 2nizx = {Gen, Pro, Ver} is zero-knowledge if for every
A € N and every PPT A, there exists a PPT S = (S, S;) such that

‘Pr [ﬂog”<x’w)(crs) — 1] Gen(1") —» crs] -

Pr[ AT ers) - 118114 = (ers, )|

is negligible, where Of*(x,w) returns Pro(crs,x,w) (resp. L), if (x,w) € Ry (resp. (x,
w) ¢ Ry), and Oi””d(x, w) returns S,(crs, x, td) (resp. L), if (x,w) € Ry (resp. (x,w) & Ry).
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Chapter 3

IBE with Hard-to-Invert
Leakage-Resilinece

3.1 Introduction for Chapter 3

3.1.1 Background

Identity-based encryption (IBE) is one type of public-key encryption (PKE), and has an
advantage such that we can use an identifier /D € {0, 1}* (e.g., a mail address, telephone
number) as the public key. The idea of IBE was presented by Shamir [Sha84] at Crypto’84.
The first concrete IBE scheme which utilizes a bilinear map was proposed by Boneh et al.
[BFO1]. Although the IBE scheme by Boneh et al. was proven to be secure in the random
oracle model, large number of IBE schemes have been proven to be secure in the standard
model, e.g., [CHKO3, BBO4a, BBO4b, Wat05, Wat(09]. Large number of lattice-based IBE
schemes have been proposed, e.g., [GPV0S, ABB10].

3.1.2 Related Work

Several schemes secure in auxiliary leakage (AL) model (or hard-to-invert leakage (HL)
model) have been proposed. Symmetric-key encryption scheme [DKL09] and digital sig-
nature scheme [FHN*12, YYH12, WMHT16] have been proposed. PKE scheme has been
proposed by Dodis et al. [DGK*10]. An IBE scheme has been proposed by Yuen et al.
[YCZY12] at Eurocrypt’12. They [YCZY12] proposed not only the IBE scheme secure
in AL model, but also an IBE scheme secure in continual auxiliary leakage (CAL) model
which combines AL model and CL model. ABE schemes (secure in AL model) have been
proposed by Zhang et al. [ZWTM13] and Wang et al. [WY15].

3.1.3 Our Results

Firstly, we present an IBE construction and prove that it is fully secure, i.e., adaptively
secure, and resilient to auxiliary leakage under the decisional linear (DLIN) assumption
[BBS04] in the standard model. Secondly, we show that the proof of security of the IBE
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scheme by Yuen et al. [YCZY12] proposed in Eurocrypt’12 is wrong. Yuen et al. insist
that the IBE scheme is correctly proven to be fully secure and resilient to auxiliary leakage
under the decisional subgroup (DSG) assumptions [LW10] in the standard model. As far as
we know, among the previous works, the IBE scheme has been the only one which is proven
to be resilient to auxiliary leakage. Therefore, our IBE construction is the only one proven
to be fully secure and resilient to auxiliary leakage under standard assumptions. Below, we
explain each result in more detail.

Result 1: Presenting an IBE construction fully secure and resilient to auxiliary leakage
under the DLIN assumption. Our security model for IBE scheme is a model adding a
leakage oracle leaking information from a secret-key for the target ID to the standard full se-
curity model without leakage-resilience such as one in [Wat05]. The leakage oracle is added
between the two phases “Phase 1” and “Challenge”. The leakage oracle takes as inputs an
ID ID* as the target ID and a function f, then generates a secret-key sk* for ID* and returns
f(sk*). The leakage function f is a function included in a function class F i £+ (£(1))
parameterized by variables such as the system public-key pk and master-key mk generated
in the security game, the target ID /D", and a negligible function £(1). And, the definition of
F vk, 2,10+ (£(A)) 1s as follows. It consists of every function f s.t. for every PPT 8, it holds
that Pr[B(pk, mk, L, ID*, OUT, f, f(sk*)) — sk*|(sk*, OUT) « KeyGen,y(pk, mk, ID*)] <
£(2), where the algorithm KeyGen),(pk, mk, ID*) is a key-generation algorithm such that
the secret-key sk* is generated in the same manner as the “normal” key-generation algo-
rithm KeyGen and the variable OUT includes some information about the secret-key sk*.

Our IBE scheme is a modified variant of one presented by Kurosawa and Phong [KP13]
which has been proven to fully secure and resilient to bounded leakage under the DLIN
assumption. We introduce an assumption “assumption X parameterized by (an integer) [
which is implied by the DLIN assumption. We prove that our IBE construction is secure in
our security model (mentioned earlier) with auxiliary leakage parameter £(1) = 27" under
the assumption X parameterized by m, where the integer m is set to m := (41)!/¢ by using a
constant 0 < € < 1. Actually, m is related to the number of elements included in a secret-key
for each ID. Specifically, secret-key space is Z>", where p is a prime. Although both the
IBE constructions presented in our work and the work [KP13] are proven to be secure under
the DLIN assumption, reduction cost to the assumption achieved by each work is different.
Ours is determined by the parameter m only. On the other hand, one in [KP13] is determined
by the bit-length of an /D and the total number of oracle queries made by an adversary in
security game. The difference can be interesting.

Result 2: Showing that security proof for the IBE construction proposed by Yuen et al.
[YCZY12] is wrong. Although Yuen et al. describes a proof sketch in [YCZY12], they
have not disclosed the full version of the proof. Based on the proof sketch, we show that
their proof is wrong. Specifically, we introduce several concrete examples of polynomial-
time adversary as counterexamples, each one of which becomes an evidence that their proof
is wrong'. The proof by Yuen et al. is done by a hybrid argument using a sequence of

"Note that each one of our counterexamples indicates that their current proof is wrong, but not that their
scheme cannot be proven to be secure in their security model. Thus, it is possible that their scheme is proven
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games. They insist that a lemma guarantees that two successive games are indistinguishable
since it can be reduced to an indistinguishability-type assumption, i.e., a DSG assumption
[LWI10]. However, each one of our counterexamples distinguishes the two games with a
non-negligible advantage. Thus, the lemma at least does not hold.

Yuen et al. also presents an IBE scheme resilient to continual auxiliary leakage. We
can show that properly modified variants of the counterexamples for the scheme resilient to
auxiliary leakage work effectively against it as well®.

Although the ABE schemes by Zhang et al. [ZWTM13] and Wang et al. [WY15] have
been considered to be the only ABE schemes proven to be resilient to auxiliary leakage, we
show that their security proofs are defective. For details, see Sect. 3.6.

3.1.4 Organization

This chapter is organized as follows. In Sect. 3.2, definition of indistinguishability in HL.
model of IBE schemes is given. In Subsect. 3.3.1, concrete construction of our IBE scheme
is given. We prove its security and consider its leakage-resilience in Subsect. 3.3.2 and
Subsect. 3.3.3, respectively. In Sect. 3.4, the results by Yuen et al. [YCZY 12] are described.
Especially, definition of indistinguishability in HL model of IBE schemes used in their paper
is given in Subsect. 3.4.3, and their concrete construction of IBE scheme is given in Subsect.
3.4.4. In Sect. 3.5, we introduce some counterexamples against the security proof by Yuen
et al. In Sect. 3.6, we discuss the deficiency included in security proofs for ABE schemes
proposed by Zhang et al. [ZWTM13] and Wang et al. [WY15]. Sect. 3.7 is the conclusion
for this chapter.

3.2 Definition of Indistinguishability in HL. Model of IBE

We define ciphertext indistinguishability in the auxiliary leakage (AL) model for an IBE
scheme X;3r = {Setup, KeyGen, Enc,Dec}. Before its concrete definition, we define a
probabilistic polynomial-time algorithm KeyGen}, as follows.

o KeyGen)y(pk, mk,ID) — (sk, OUT): This algorithm takes the system public key pk,
the master key mk, ID € 1, and an input-information IN € {0, 1}* as inputs, and
outputs a user’s secret key sk for ID, and an output-information OUT € {0, 1}* which
actually is an information about the secret-key sk.

The algorithm is used in the definition of the ciphertext indistinguishability of an IBE
scheme. The secret-key generated by the algorithm must be generated in the same man-
ner as the secret-key generated by the normal secret-key generation algorithm KeyGen.
Let us define the ciphertext indistinguishability for IBE. Firstly, we define a security
game &(A)-AL-IND-ID-CPA for an IBE scheme I1;3; = {Setup, KeyGen, Enc, Dec} and its
algorithm KeyGen),, which is played between an adversary A and challenger CH. Here,
AL-IND-ID-CPA indicates ciphertext indistinguishability against adaptively chosen ID and
plaintexts attacks in the auxiliary leakage model. The parameter £(-) whom we call auxiliary

to be secure if the proof is done in another manner.

23



leakage parameter, is a negligible function s.t. £(1) > 27%, where k denotes the minimum
entropy of the user’s secret key. Concrete definition of the game is as follows.

Setup. CH runs (pk, mk) «— Setup(1*). CH sends pk to A. CH initializes the list L by
an empty set 0.

Query. A is allowed to use the key-revelation oracle Reveal adaptively.

Reveal(/D): A issues an ID as a query. CH runs sk <« KeyGen(pk, mk, ID), then
returns sk to A. Then, CH sets L := LU{(ID, sk)}.

Leak(ID*, f € Fpimi £ (€(Q))). A sends an ID ID* which was not queried to Reveal in
Query and a function f € F i i, £,10+(£(4)). Definition of the function class i k2,10 (£(A))
is given below the game. CH computes a secret user-key for the ID ID* by running
sk* «— KeyGen(pk, mk, ID*). Then, CH computes f(sk*;r), where r is a randomness
of the function.

Challenge(M,, M;). A sends two distinct plaintexts My, M, € M. CH sets b al {0, 1},
runs C* «— Enc(pk, M,, ID"), and sends C* to A.

Query 2. A uses the oracle Reveal adaptively in the same manner as Query except that
he cannot query /D" to the oracle.

Guess(b’ € {0, 1}). A sends a guess b’ € {0, 1} for b.

Advantage of A is defined as Advy ™ = BETEA) = |Pr[b = b'] - 1/2]. The func-
s IN >

tion class F ik, £,10-(£(A)) consists of every probabilistic or deterministic polynomial-time

function f : {0, 1}** — {0, 1}* such that for every PPT 8, it holds that Pr[B(pk, mk, L, ID*,

OUT, f, f(sk*)) > sk*|(sk*, OUT) « KeyGen)y(pk, mk, ID*)] < £(1).

Definition 13. A scheme X;pr = {Setup, KeyGen, Enc, Dec} is (£(1))-AL-IND-ID-CPA

w.r.t. KeyGen),, if for every PPT A, Advﬁﬁ;ﬁggg’&g—cm (1) is negligible.

Differences from the Security Model in [YCZY12]. Our security model is different from
one in [YCZY 12]. For the definition of the latter model, see [YCZY 12] or Subsect. 3.4.3 of
this paper.

Actually, our security model is weaker than one in [YCZY12]. For instance, the fol-
lowing three properties make our security model weaker. Firstly, our security model lacks
leakage-resilience for the master-key. Secondly, ours does not allow the adversary to use
adaptively in the phase 1 an oracle which reveals secret-keys for IDs other than the target ID
ID* and an oracle which leaks some information from secret-key(s) for /D*. Thirdly, ours
does not allow the adversary to use the leakage oracle multiple times.

On the other hand, our security model is superior to one in [YCZY 12] in some respects.
One of them is related to the definition of the leakage function class.

In [YCZY 12], the authors define the leakage function class in a way that any PPT cannot
find any secret-key for the target ID /D* with a probability larger than a concrete negligible
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function. It is hard for us to present concrete examples of functions which satisfy the defini-
tion. It is uncertain whether even a function which outputs only 1 bit of a secret-key for /D*
really satisfies the definition. Actually, in [YCZY12], any specific example which satisfies
the definition is not given.

We define the leakage function class in a way that any PPT which is given a leakage-
information from a single secret-key sk* for ID* cannot identify sk* with a probability larger
than a concrete negligible function. A benefit whom we obtain by using such a definition
is that it is possible for us to present some concrete examples of functions which satisfy
the definition. Note that in the definition, the inverter 8 is given a variable OUT which
includes some information about the target secret-key sk*. It is obvious that if OUT = sk*,
no function satisfies the definition. So, we should make the information about sk* which is
revealed by OUT as small as possible. In Subsect. 3.3.3, we consider what kind of leakage
functions satisfy the definition. We show that not only a function which reveals 1 bit of sk™,
but also various concrete functions, can satisfy the definition.

3.3 Proposed IBE Scheme

In Subsect. 3.3.1, concrete construction of our IBE scheme I,z is given. In Subsect. 3.3.2,
its security, i.e., ciphertext indistinguishability, is proven. In Subsect. 3.3.3, we consider the
leakage allowed for our IBE scheme.

3.3.1 Concrete Construction

The scheme I1;3; = {Setup, KeyGen, Enc, Dec} is defined as follows.

Setup(14,1"): Run (p, G, Gr,@,g) < g,,g(lﬁ), where G, denotes a generator of symmetric
bilinear pairing with groups of prime order. Each one of ID space and plaintext space
is set as 7 = {0, 1}* and M := Gy, respectively. For € € R such that 0 < € < 1, set

m = (4)V¢. Ay and E are set as A, l Z7" and E l Z*!, respectively.
For i € [0, n], set r; l Z,. Set Ay € Z", A; € Z*", where i € [1,n], and D € Z>¥!
as Aj = roAo, A; := riA, and D := A(E, respectively.

Return (pk, mk), where pk := (p, G, Gr, ¢, g, g, g%, g%, -+, g™, gP) and mk = (ry,
STERENN % )}

Hereafter, for an ID € 1, ID[i] € {0, 1} denotes the i-th bit of ID. An ID € I is asso-
ciated to a matrix F(ID) € Z2?" which is defined as F(ID) = [AolA} + L. IDIiA;| =
Ao |Lul(ro + Z IDLi1 )L, |

KeyGen(pk, mk,ID): For i € [m + 1,2m], set v; <E Z,. Fori € [1,m], setv; = E; -
(ro + X4y IDIk]r)Vinsi, where E; is the (i, 1)-th element of the vector E € Zg“. Set
sk := g¥, where the (i, 1)-th element of v € Z>"*! is set as v; >. Return sk.

%It obviously holds that [Iml(ro + Z?ZIID[i]r,-)Im] v = E. Note that by pre-multiplying this equation by Ay,
we obtain F(/D)v = D.
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Enc(pk, M, ID): Setz Z Z,°*. Calculate C, := g”™"” € G**" and C; = &(g, 8)™-M € Gr.
Return C := (Cy, ().

Dec(pk, C, sk): C is parsed as (Cy, C). By using ¢ € Z**", C| is written as g* € G"*". By
using v € Z,*", sk is written as g € G*™*!. Calculate K := &(g,£)*" € G7. Return
G, /K.

The IBE scheme is correct. We consider a ciphertext for an ID /D and a plaintext M gener-
ated properly, i.e., C = (C},C,) = (gD ¢&(g, g)™ - M), and a secret user-key for the same
ID ID generated properly, 1.e., sk = g'. When C is decrypted by using sk, the calculated
value of K becomes K = &(g, )PV = &(g, g)™ since F(ID)v = D. Hence, M is correctly
obtained.

The algorithm KeyGen is defined as follows, where [ is a polynomial function.

KeyGen(pk, mk, ID): For i € [m + 1,2m], set v; « Z,. For i € [1,m], set v; == E; — (ry +
et IDIk] ) Vi, where E; is the (i, 1)-th element of the vector E e Z;”Xl. For every
i € [1,m], do the following:

e Set H; .= {v;} and H,,,; := {v,u4i}. For every j € [2, 1], do the following:

- Set Vin+i,j (E Zp \ Hm+i and Vij = Ei - (7"0 + ZZ:] ID[k]rk)va-’j. Set Hi =
H; Ulv;} and H,.i = Hypii U (Vi )

Set H* := H{ U--- U H,,. Set sk := g", where the (i, 1)-th element of v € Z>"*! is set
as v;. Return (sk, H").

Obviously, for any ID € I, the secret user-key outputted by KeyGen; is generated in the
same manner as the secret user-key outputted by KeyGen.

3.3.2 Proof of Indistinguishability in HL. Model

In this subsection, security, i.e., ciphertext indistinguishability in AL model, of the IBE
scheme I1;z¢ is proven. Before entering the details of the proof, we introduce a new com-
putational assumption. The assumption X parameterized by an integer / is an assumption
which insists that for every PPT A and A € N,

Pr [ﬂ(p’ G’g’ gAb) - b | (p’ G’ g) — g(]’l),x,y,l <E ZIIJXI’ S, t’ <E Z[”

X X
Ao=lylez A =| vy |ez b0 |-102
Z SX + 1y

is negligible. Validity of the assumption is guaranteed by the following theorem whose proof
is given below.

Theorem 3.3.1. For any [ € N, the assumption X parameterized by l is implied by the DLIN
assumption.
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Proof of Theorem 3.3.1. For a PPT A, an integer 4 € N, and integers 0 < i,j < [, we
define

Advg{(/l) = ‘Pr I:ﬂ (p’ G’ g, gX’gy’g(le+ty| o SXiHDY} Zigl Zl)) N
(p.G.8) — G, x.y,2 — ZV, 5,1 zp]
—Pr [ﬂ (p’ G, g, gx’ gy,g(xxwtyl o SXjHLY) Zjel Z[)) 51

(p.C,g) — G X, y,2 = ZV, 5,1 & z,,] : 3.1)

where for every integer k € [1,1], the (1, k)-th element of X, y and z are denoted by x;, yi
and z;, respectively. Theorem 3.3.1 is proven by the following two lemmas whose proofs
are given below. O

Lemma 3.3.1. For any integer 4 < i <l and any PPT A, AdVij’i_l(/l) is negligible under the
DLIN assumption.

Lemma 3.3.2. For any PPT A, Adwf;’lo(/l) is negligible under the DLIN assumption.

Proof of Lemma 3.3.1. We prove the lemma by contradiction. We prove that if we assume
that there is a PPT A which makes Adv;ﬁ‘l(ﬁ) non-negligible, we can construct a PPT S
which breaks the DLIN assumption, cf. Subsect. 2.3.2.

S behaves as follows. S receives (p, G, g,81,82.83.8,-8585) as an instance of the

U
DLIN problem. S sets X,y,Z « Z},X’. The vectors X, y and z are parsed as (x; --- X)),
(1 -+ ypand (z; --- z;), respectively. S sets a matrix g* to
g 8" g-& & .. g
;g}zl | ;géf" 8 g“; g}zf*‘ o8 | (3.2)
g]1 1 _gzzyl . g]1 i-1 gzzyz—l g3b . gll i _gzzy: ggm . g;.z

For i € {1,2,3}, let g% denote the i-th row vector of gA. S gives (p, G, g, g%, g%, g%) to A,
then outputs the output &’ € {0, 1} by A.

If 5, :=r; + rp (resp. s, d Zy), A s given an input which distributes identically to the
input whom the former (resp. latter) PPT A in the Adv’;(_l defined by (3.1) is given. Hence,
AdvEFN(2) = Adv(). O

Proof of Lemma 3.3.2. Consider a PPT S which attempts to break the DLIN assumption.

U
S receives (p, G, g1, 82, 83, &> 85> &3’) as an instance of the DLIN problem. S sets X,y «—
Z,'. S sets a matrix g* to
7 , 887
g g -8 | (3.3)

rixi ny1 ryx2 rny2 r1X3 rny3

g g 8" & gy 8" g,

S gives (p, G, g, g%, g™, g*) to A, then outputs the output b’ € {0, 1} by A.
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If 5, :=r| + rp (resp. s, hud Z,), A is given an input which distributes identically to the
input whom the former (resp. latter) PPT A in the Advi,;lO defined by (3.1) is given. Hence,
AdvZN () = Advy’ (D). O

The indistinguishability in HL model of the IBE scheme 1,5z is guaranteed by the fol-
lowing theorem.

Theorem 3.3.2. IBE scheme ;g is (27")-AL-IND-ID-CPA-secure with respect to KeyGen,
under the assumption X parameterized by m.

Proof of Theorem 3.3.2. Game;, where i € {0, 1, 2}, is defined as follows.

Game,: This is a normal (27")-AL-IND-ID-CPA game for the IBE scheme T, and KeyGen,
which is played between a PPT adversary (A and challenger CH.

Game,: This game is the same as Game, except that the challenge ciphertext C* = (C}, C3)
is generated as follows: C = gl¥'"™¥'l € G and C} = &(g, V'™ - M, € Gy,
where y* Al Z,", r* = 1o + XL ID*[i]r;, and v* € Z>™! is the exponent of the
secret-key sk* = gV for ID".

Game,: This game is the same as Game; except that CJ of the challenge ciphertext C* is set

to C5 := e(g, g)" - My, where u <H Zp.

For i € {0,1,2}, W; denotes the event where A outputs b’ such that &’ = b in Game;.
The advantage of an adversary A playing the game of (Z‘me)—AL—IND—ID—CPA for the

IBE scheme I1,3; and KeyGen; satisfies Advgl_B"Q(‘e;‘lé;/;\{;—lD—CPA ) = |PeWo] — 1/2] <
| Pr[Wo] — Pr[Wi]| + | Pr[W1] — Pr[Wa]| + | Pr[W,] — 1/2].

By the above inequality and the following three lemmas, Theorem 3.3.2 is proven. O

Lemma 3.3.3. |Pr[W,] — Pr[W,]| is negligible under the assumption X parameterized by m.

Lemma 3.3.4. |Pr[W,] — Pr[W,]| is negligible.
Lemma 3.3.5. |Pr[W,] — 1/2| is negligible.

We prove the first two lemmas. Since Lemma 3.3.5 is true obviously, its proof is not
needed.

Proof of Lemma 3.3.3. 'We prove the lemma by contradiction. Specifically, we prove that
if there exists a PPT A which makes | Pr[W,] — Pr[W,]| non-negligible, then a PPT simulator
S which breaks the assumption X parameterized by m can be constructed.

The simulator S is given a matrix g* € G**™ as an instance of the problem X, then
simulates Game, (resp. Game;) against A if A is the matrix A; (resp. Ay) whose third row
vector is a linear combination of the first two row vectors (resp. a randomly generated one).
The concrete behavior by S is as follows.
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Setup: (p,G,Gr,é) « g,,g(ld) is run. g denotes a generator of G. S is given (g, g“_‘) as an
instance of the problem in the assumption X, where A € ZZX’”. S sets the first (resp.
second) row vector of gA° as the first (resp. second) row vector of gA.

S sets 7; hl Z, where i € [1,n], and E - ZZ’XI. S computes g, g, where i € [1,n],
and g" by using g*, r;, where i € [1,n], and E, where A} = ryA¢, A; = r;A,, and
D = A()E

F(ID) is defined as F(ID) = |AolAj + X1 ID[i]A;| = Ao [L,I(ro + . IDLilr)L, .

S sets pk = (q,G,Gr, e, g,g%, g%, g, -, g™, g% and mk = (ro, 11, , 1, E).

S sends pk to A. S initializes the list £ as an empty set 0.

Query: When A issues a query to the oracle Reveal, S behaves as follows:

Reveal(ID # ID*): Srandomly chooses v € Z"*! satisfying
|Lal(ro + X IDilr)L, | v = E. and sets sk := g". S sets £ := LU {(ID, sk)}.

Leak(I/D*, f): S randomly chooses v* € Zi’"“ satisfying [Iml(ro + 27=11D*[i]r,-)lm] v* = E,
then sets sk := g¥ . S computes f(sk*), then gives it to A.

Challenge(M,, M,): S receives two plaintexts (M, M;). b € {0, 1} is set as b hl {0, 1}.
r'€Zyissetasr’ = ro+ X ID*[i]r;. g¥ € G"™™ is set as the third row vector of gA €
G, v* € Z™! is the exponent of sk* = g" € G*™*! which was generated in Leak.
S sets the challenge ciphertext C* to C* := (C7, C3) = (g™, &(g, )YV - M), then
sends it to \A.

Query 2: If A issues a query to the oracle Reveal, S behaves in the same manner as
Query.

Guess(b’): Sreceives b’ € {0, 1} sent by A. S outputs g’ :=1if b’ = b. S outputs g’ :=0
if b’ # b.

We now verify that § simulates Game, (resp. Game,) against A perfectly when the matrix
A € Z>™ is the matrix A; (resp. Ao).

Firstly, we consider the case that A is A;. In this case, the third row of A, i.e.,y €
Z})X’", is a linear combination of the first row and the second row of A, so there is z* €
Z,* such that y = z*Ay. Hence, we obtain [y|r'y] = [z"Ao|z*(r*A¢)] = z'F(ID"), and
lylrylv* = z'F(ID*)v* = z'D. Therefore, the challenge ciphertext is written as C* =
(C;,C3) = (7P, 2(g, )P - M,). The challenge ciphertext C* is the proper challenge
ciphertext in Game,. Hence, if A is A, then S simulates Game,, to A perfectly.

Next, we consider another case that A is A,. In this case, the third row of A, i.e.,
y € lef’", distributes equivalently to a vector chosen uniformly at random, so the challenge
ciphertext C* generated by S is the proper challenge ciphertext in Game; exactly. Hence, S
simulates Game,; against A perfectly.

Therefore, we obtain AdvgLIN = |Pr[W;] = Pr[Wy]|. O
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Proof of Lemma 3.3.4. At first, we define three events UP%"0 V(f,k’mk) and V(Ig;fk)’ . for
the game Game; or Game,. Here, (pk, mk) is a pair of a system public-key pk and master-key
mk generated in the phase Setup, £ is a list generated in the phase Query under the queries
issued by the adversary A given (pk, mk) in Setup, and (/D*, f) is the pair of a target ID
and a leakage function chosen by A in the phase Leak when (pk, mk) and £ were generated.

The probability for each event UP*® L and V2~ to happen is denoted by

p (pk.mk) (pk.mk),L
(pk,mik) L D", L L
Pr[UP*™O], Pr[V(pk’mk)] and Pr[V(pk’mk)’L]. We define a set Q(pk,mk) as {L s.t. Pr[V(pk’mk)] > 0}.
) . D" f ID* f
Likewise, we define a set Q(pk’mk)’ﬁ as*{(ID , f) s.t. Pr[V(pk’mk*)’L] > 0}. |
We define games Game(lpk,mk),L,UD ) and Game(zpk,mk),i,(m ,f), and events Wipk,mk),.l:,(ID )

and Wép kb LUDP), Game(lp kmd-LUD™D s the following game where a PPT adversary A and

a challenger C'H communicate each other:

Setup: CH runs sk* «— KeyGen(pk, mk, ID*), then CH computes f(sk*). CH sends (pk,
L, ID*, f, f(sk)) to A.

Challenge(M,, M ): CH receives two distinct plaintexts My, M, € M from A. CH sets
Ci = gl and € = e(g, YN - M, where b < (0,1}, y — ZU", =
ro+ X, ri - ID*[i], and v* € Z)*" is the exponent of the secret-key sk* := g". CH
sends C* := (C{, C3) to A.

Query 2: Ais allowed to use the oracle Reveal adaptively.
Reveal(ID # ID*): CH runs sk «— KeyGen(pk, mk, ID), then sends it to A.

Guess(b’ € {0, 1}): A sends a guess b’ € {0, 1} for b.

(pk,mk),L,(ID*,f)
2

(pk,mk),L(ID*,f)

Game is the same as Game, except that the second element C3 of

) ) N U
the challenge ciphertext C* is set to C; := é(g, g)", where u « Z,,.
Let Wi (pkmi, 2,05y (t€Sp. Wa (piemioy,£,a0+,p)) denote the event where A outputs 5" such
that b’ = b in Game """+ (resp. Game("" LUy,

By the definitions of W,;, U®%mb_yL yIPwf

(pkmk)> " (pk,mk), L and WZ,(pk,mk),.E,(ID*,f)a we obtain

Pr[W,] = Z Z Z Pr [W1,<pk,mk),z,(m*,f>] - Pr [V(Iﬁ:}r{@,z]

1 7 . o (D*,
(pk,mk)«—Setup(1 )LeQ(pk’mk) (1D, f)eQEpk,mi)),L

-Pr [V£

L] PEUTER] (3.4
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Likewise, we obtain an equation for Pr[W,]. Hence, we obtain

[Pr[W1] = Pr[W,]|

> > Do (Pr[Wigkmocann| = Pr[Wagkmo.canp))

(pk,mk)—Setup(14) LeQé tomky (ID*,f) GQELL;;; QL
' m.f 7. L ) (pk,mk)]
Pr(VL | Pr|VE | Pr|U

Z Z Z |Pr | W1kt a0 | = Pr [W2,<pk,mk>,L,(lD*,f>H

(pk,mk)—Setup(14) LEQék,mk) (ID*’f)EQ(w*Af)

(phamk. L
Pr [V{;ﬁt;{k),g] - Pr [V(f7 k,mk)] - Pr [ U(Pk,mk)] .

IA

By Lemma 3.3.6, there exists a negligible function negl(2) s.t.

[Pr{W:] — Pr[W>]| < negl()

Z Z Z Pr [V(Izg:,z’q{k),[] - Pr [V(ik,mk)] - Pr [ U(Pk,mk)]

(ph.mk)—Setup(1) LeQT, .\ (D", eQily 1),

(3.5)

We give three facts. It holds that ¥, usetup(1t) PT [U (P"’mk)] = 1. It also holds that for
any (pk, mk) < Setup(1%), 3 et Pr [Vék,m@] = 1. It also holds that for any (pk, mk) <

(pk,mk)

L ID".f —
Setup(1%) and any L € Qi 2 > e, Pr [V(pk’mk)’ L] =1.
By the above three facts and (3.5), it is true that for any PPT A, there exists a negligible
function negl(A) such that | Pr[W;] — Pr[W,]| < negl(A). O

Lemma 3.3.6. For any PPT A, any A € N, any (pk, mk) « Setup(14), any L € Q(f, k) and

any (ID*, f) € in;?flk)’ o there exists negl(A) such that | Pr[Wi (o miey, 2,07, )1 =PrIWo, (ot miey, 2,10+ p) 1|l <
negl(Ad).

Proof of Lemma 3.3.6. To prove the lemma, we use Lemma 3.3.7.
We consider a PPT simulator S. S behaves as the distinguisher 9 in Lemma 3.3.7. S
behaves concurrently as the challenger in Game(l” S0 or Game(zp 70 s0 S has to simulate

each game against A. The concrete behavior of S is as follows:

Setup: S is the distinguisher D in Lemma 3.3.7, so S is given (pk, mk, L, ID*, f, f(sk"),
[ylr*y], s), where s € Z,, is [y|r*y] v* or u. S sends (pk, L, ID*, f, f(sk*)) to A.

Challenge(M,, M,): S receives two plaintexts My, M; € M sent from A. S sets b &
{0, 1}, then sets C} = gyl e gPm and C; = &(g,8)" - M,. After that, S sends
C* = (C},C) to A.

Query 2: When A issues a query to Reveal, S acts as follows:
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Reveal(/D # ID*): S runs sk «— KeyGen(pk, mk, ID), then sends sk to ‘A.

Guess(b’ € {0,1}): S receives b’ € {0, 1} from A. If b’ = b, then S outputs ' = 1.
Otherwise, then S outputs 8" := 0.

For any PPT A, any A € N, any (pk, mk) <« Setup(1%), any L € Qék’mk) and any (ID", f) €

Qro.e» We obtain PrIWy iy £.apr )] = PrS(pk, mk, L, ID", £, f(sk"), [ylr'y], [ylrylv’

) — 1|(sk*, H*) « KeyGen,(pk, mk, ID*),y <E Z[‘,X’"] and
Pr[Wa ok mioy. 2,10+, 1)] = Pr[S(pk, mk, L, ID*, f, f(sk*), [ylr*'yl,u) — 1|

(sk*, H*) — KeyGen;(pk, mk, ID*),y « Z\" u & Z,,].
Hence, we obtain

0= ‘Pr [Wl,(pk,mk),L,(ID*, f)] —Pr [WZ.(pk,mk)»L(lD*’f )”

= [Pr[S (pk,mk, L,ID", f, f(sk*), [ylr'y]. [ylr'y] v¥) = 1
(sk*, H") « KeyGen)(pk, mk, ID"),y hl Z},X'"]

—Pr[S (pk,mk, L, ID", f, f(sk"), [ylr'y], u) — 1

(sk*, H') — KeyGen|(pk, mk, [D"),y & Z\" 1 & zp] . (3.6)
Lemma 3.3.7 guarantees that there exists a PPT inverter 8 such that
Pr[B(pk,mk, L,1D", f, f(sk*), H") — sk*
53
|(sk*, H") < KeyGen;(pk, mk, ID")] (3.7)

> )
1024 -m? - p3 - 1

We assume that there exists a polynomial function poly(1) such that 6 > 1/poly(1). Since
pis p <24, mism = (41)"¢, and [ can be written as a polynomial function poly*(1), we
obtain

5 1 e
> >27M. 2 =M =,
1024 -m? - p3 -1 1024 - (42)%€ - 231 poly(A)? - poly*(1)
(3.8)
(3.7) and (3.8) lead us to a contradiction against the fact that f € Fxmp), L(ID*,A,»>(2‘”1€).
Hence, there are no polynomial functions poly(1) such that 6 > 1/poly(1). Therefore, by

(3.6), for any PPT A, any A € N, any (pk,mk) « Setup(1?), any L € Qék’mk) and any
(ID*, f) € in’,ﬁk), o |Pr [Wl,(pk,mk),ﬂ,(m*, f)] - Pr [WZ,(pk,mk),L,(lD*, f)]' is negligible. O

Proof of the following Lemma 3.3.7 is given below.

Lemma 3.3.7. The notations of pk, mk, L, ID* and f are the same as the ones in the proof
of Lemma 3.3.4. pk and mk are parsed as pk = (p,G,Gr,e,g,8%, g%, g, - g, gP)
and mk = (ro, 1y, -+ , 1y, E), respectively. r* is set as r* .= ro + i, i - ID*[i].
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We assume that there exists a distinguisher D running in time t such that

6 = [Pr[D(pk,mk, L, ID", f, f(sk*),[ylr"y], [ylr'y]v") = 1
(sk*, H") « KeyGen)(pk, mk, ID*),y < Zx" ]
—Pr[D(pk,mk, L,1D", f, f(sk*), [ylr'y] . u ) > 1
(sk*, H') — KeyGen;(pk, mk, ID"),y & Z\" u < Z,,]

’

where sk* = g" and v* € ZI%’"XI. If such a distinguisher exists, we can construct an inverter
B running in time t' =t - poly(m, [, %) such that

Pr B (pk,mk, L, ID", f, f(sk*), H") — sk

53
> .
1024 -m? - p? -1

|(sk*, H") « KeyGen;(pk, mk, ID")]

Proof of Lemma 3.3.7. The proof is similar to the proof of Goldreich-Levin Theorem for
large fields by Dodis et al. [DGK*10].
Consider a PPT adversary (A, a pair of keys (pk, mk) « Setup(14), a list £ € Q(‘; ki)’

and a pair (ID*, f) € fo;:}flku:'

We assume that there exists a distinguisher O running in time ¢ such that

8 := [Pr[D (pk,mk, L,ID", £, f(sk), [ylr'y], [ylr'y] v') — 1
r &0, 1), (sk°, HY) — KeyGen!(pk, mk, ID": '),y < Z},X'"]
—Pr[D (pk,mk, L, ID", f, f(sk), [ylr'y],u) — 1

P {0, 1), (sk*, H') — KeyGen)(pk, mk, ID"; r'),y « ZX" i & z,,]

; (3.9)

where 1’ € {0, 1}* is the randomness which is used when running KeyGen;. As is obvious
from the definition of KeyGen’ of I1;z¢, |H*| < 2ml.
For a randomness r’ € {0, 1}*, a,» and 3,» denote the following.

ap = Pr[D(pk,mk, L ID", f, f(sk"),[ylr"y], [ylr'y]v’) — 1
(sk*, H') — KeyGen(pk, mk, ID*; 1),y & z}f’”] (3.10)
ﬁr’ = Pr [D(pk9mk’ L’ ID*’ f’f(Sk*)’ [ylr*y],u) - 1

(sk*, H") « KeyGen,(pk,mk,ID";r"),y pl lef’", u e Zp] (3.11)

By (3.9), we obtain E, [a, — -] > &. In this proof, we say that r’ € {1,0}" is good when r’
satisfies @,» — B > 6/2. By the averaging argument, we obtain

Pr[r’ is good.|r 3{0,1}*] > 5/2. (3.12)
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Let n’ = 128 - 2ml)* - m/6* = 512°m>/5°. Let ¢ € N be the minimum integer greater
than or equal to 2 which satisfies p¢ > 512°m? /5.

An inverter B is given (pk,mk, L, ID", f, f(sk*), H*) as inputs, where (sk*, H*) were
randomly generated as (sk*, H*) « KeyGen,(pk, mk, ID*;r"). The randomness r’ € {0, 1}*
is supposed to be “good”. B behaves as follows:

e Choose r' Z, as a guess for r* € Z,. Obviously,
Pr(r' =r]=1/p. (3.13)

e (Calculate the probability «,- € [0, 1] such that a,, — 6/8 > «k,» > 5,- + §/8 as follows:

Generate O(n'/6?) pairs of (y,u) by y & Z," and u l Z,. For each pair of (y, u),
calculate the value of . Let e denote the average of the calculated values of 8,.. By
the Chernoff’s bound, e satisfies Pr[|le — 8| > /8] < 27" We set Ky aS Ky = e+06/4.

e Generate aset § C Zg“ \ 0! of cardinality n’ such that every distinct two elements
u;, u, € S is linearly independent as follows: Generate a set S such that every element
of the set is a vector whose the (1, 1)-th element is 1.

U U
e Setzy,--- ,Z, «— Z[‘,X’" and hl,--- Jhe — Z,. Eor every p = (01, ,pc) € S, where
P15 Pe € Ly, setyy = iy piz; and ky = Yo pily.

e For i € [1,m], repeat the following procedures until the guess for (v}, v’ ..) is deter-

m+i
mined:

— A guess a € H" (resp. b € H") for v (resp. v; ,.) is chosen randomly.

— Forevery p € §, do:

.’ ,b U
* Set 7" — Z,.
* Give the following tuple to O as an input, and then observe the output,
where e; denotes the unit column vector whose i-th element is 1:
% * i,(l,b T T i,a,b
(pk, mk, L, ID", f, f(sk"), [y,—, +75€r'y, + 't ei] ,
b t_iab
ky + 5% a + r'Tih) . (3.14)

— Calculate the average s*** € [0, 1] of the outputs of the Ds. Then, if s** > k,.,
%% : : T e

the guess of (a,b) for (v;,v; ., is determined, and set v; := a and v, ., = b. Else

if s**® < k.., choose another guess of (a,b) € H* x H* for (vi,v;..), and repeat

m+i
the above procedures until the guess is determined.

e Set v € Z>™! as a column vector whose the i-th element is v/ where i € [1,2m].
Output sk™ := g" € G¥™! as a (determined) guess for sk* = g".

We consider the running time of $B. Since k,» can be calculated efficiently [DGK™10],
we can ignore that. Hence, the running time of 8 is approximately equivalent to the time
which B needs to run D. B runs the distinguisher m - [H*|* - n’ < 2048[*m®/§? times in the
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worst case. The running time of P is assumed to be ¢, so the order of the running time of 8
s t - poly(m,1,1/6).

We two events. E; is defined as the event where the guess r' for r* by B is correct.
Obviously, Pr[E ] = Pr [r"' = r*] = 1/p. E, is defined as the event where for every p € S,

r*yp] V*] >
r'z j] V*] = 1/p°. E; and E, are independent, so we obtain

y5 and k; satisfy k; = [yﬁ|r*yﬁ] v*. Obviously, Pr[E,] = Pr [\7’[) €S,k = [yﬁ
Pr[Vje(l.clh; =]z

Pr[E, A E;] = Pr[E,]Pr[E ] > 1/p. (3.15)

Below, we explain that 8 can correctly guess sk* at least with probability 1/2 in the case
when E; A E, occurs.

Firstly, we consider the case that both of the guess of a € H* for v! by 8 and the guess
of b € H" for v, ., are correct. B gives the input (3.14) to D, and observes the output. By
Lemma 3.3.8, in the case that a = v A b = v} ., the input given to D by B and the input
given to D in (3.10) distribute identically. Hence, the probability that the distinguisher D
whom & runs outputs 1 is exactly a,.. Therefore, the probability that B lets through the
correct guess of (a, b) is, by Chebyshev’s inequality, Pr [l;i’”’b < KVTS o 51/8)2 = W

Secondly, we consider the case that either the guess of a € H* for v} by 8 or the guess
of b € H* for v; . is wrong. By Lemma 3.3.8, in the case that a # v Vb # v, ., the
input given to O by B and the input given to D in (3.11) distribute identically. Hence,
the probability that the distinguisher D whom 8 runs outputs 1 is exactly 8,-. Therefore,
the probability that B determines the wrong guess of (a, b) is, by Chebyshev’s inequality,
Pr [si’”’b > K,f] < m = ﬁ

Hence, the probability that B fails to guess sk* = g* correctly is at most Z']Z*llz'm 1/8Pm? =
|H*|> - m/8Pm> < 41°m?/8Pm> = 1/2. We can also say that the probability that 8 guesses
sk* = g% correctly is at least 1/2. By this fact, (3.12) and (3.15), we obtain

Pr [B (pk, mk, ID*, H*, L'\ f, Lips f(pk, mk, Li)}ie[l,qy(]) — sk’

qA’
|(sk*, H*, L], fi(pk. mk, L)}ieq14,1) — PrmRr(pk, mk, Rz)]

I 1
Zé'f'—: 0 (316)

If p > 512°m>/6°, then by the definition of ¢ € N, ¢ is ¢ = 2. It obviously holds that
p? < p?-256-1-m?/6* Hence, we obtain 6/4p*! = §/4p® > 631024 - [ - m? - p°.

Else if p < 512°m? /6%, then by the definition of ¢ € N, we obtain the following two
inequalities, p¢ > 512 - > - m*/6* and p° < p - 512 - - m*/6>. By the latter inequality, it
obviously holds that p¢*! < p?-512 - I* - m*/6*. Hence, by p > 2Im, we obtain §/4! >
52048 - - m® - p? > /1024 - 1 m? - 3.

O

Lemma 3.3.8. We assume that the event E| A E, occurs. Foranyi € [1,m], ifa=vi ANb =
v o (resp. a # vV b # v ) the input which is given to D by B and the input which is

given to D in (3.10) (resp. (3.11)) distribute identically.

35



Proof of Lemma 3.3.8. Firstly, we consider the case that a = v Ab = v ... Since we
assume that the event E; A E, occurs, the last element of the m]Jut which is glven to D

by 8 is transformed as follows: k; + T“”’a + rTTi:”’bb = [y;, rys| v+ T‘_“ Pa+r Tl_” b =
[ iab_ «_i,a,b_ x [ i,ab «__i,a,b

]V TV ATV, = Ya T T 'y, +r 7 el] v*. Since any two elements
in § are hnearly mdependent and 7;

Lab g unlformly random inZ,,ys +T’_“ be; € Z},X’” which is

generated by 8 distributes identically to y which is generated by y < Z},X’”. Hence, second
to the last element in the input given to O by B distributes identically to the input given to
D in (3.10). Therefore, if a = vi Ab = v ., the input given to D by B distributes identically
to the input given to D in (3. 10)

Secondly, we prove the lemma in the case thata # v V b # v}
only in the case that a # v A b = vm .- Neither proof of the lemma for the case that
a=v;Ab#v:  northecasethata # v: Ab # v, . 1is omitted, since the proof for each case
is almost the same as the case thata # v A b = vm i

In this case, there exists u! € Z, such that @ — v’ = u; # 0. Then, the last element in

the input given to D by B is transformed as follows: k; + T’“h a+r'r “hb = [ ]v +

Uy Tty = [yp + 75 be, ryy + T be,] v +T’f‘b :. Since any two elements

m+i’

"+~ We prove the lemma

in S are linearly independent and Tﬁ bis umformly randominZ,, y; p +7-l_ aba ZLXm which is

generated by B distributes identically to y which is generated by y < Z},X’”. Moreover, since

zab i,a,b

is uniformly random in Z ks +715;"a + rit i’“’h b generated by B distributes identically

to u which is generated by u < Z,. Therefore, 1f a# v Nb=v, . the input given to D by
8 distributes identically to the input given to O in (3.1 1). m|

3.3.3 Specific Examples of Allowed Leakage-Functions

In this subsection, we consider the leakage allowed for our IBE scheme I1,z;. We write the
secret user-key sk* as sk* = g¥ € G*™!, where v* € Zf]"“. For i € [1,2m], the (i, 1)-th
element of v* is denoted by v;.

At first, we consider the case that the leakage function leaks no information about sk*.
As is obvious from the concrete construction of our IBE scheme, for any i € [1,m], v}
and v} .. are dependent each other. Hence, any PPT 8 in the definition of leakage-function
class Wthh is given some information about v! can get some information about v’ ., and
vice versa. On the contrary, if neither 1nf0rmat10n about v} nor v; . is leaked, any PPT B8
cannot identify either v: or v; . with probability greater than 1//, information-theoretically.
Therefore, the following statement is true, information-theoretically: for any 4 € N, any
(pk, mk) « Setup(1'), any £ € Qé fomky> Y ID* which is not in the list £, any function
f which leaks no information about sk*, and any PPT B, it holds that Pr[B(pk, mk, L, ID*,
[ f(sk*), H*) — sk*|(sk*, H*) « KeyGen,(pk, mk,ID*)] < 1/I". Since m > 44, if we set
such that / > 2, then [ < 2% = 27, Hence, for any 1 € N, any (pk, mk) < Setup(1%),
any L € Qé r.miy and any ID* which is not in the list £, any leakage function f which leaks
no information about sk* is allowed to query.

Next, we consider the case that the leakage function leaks some information about sk*.
Obviously, the leakage function which fully leaks sk* is not an allowed one, because any
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PPT B given the leakage information can identify sk* with probability 1. Hereafter, we let
¢ be a constant positive real number, and we consider a leakage function which satisfies
the following condition: among m “pairs” of (v{,v’ . ),---,(v; _,v5 ), there are at least
4A/c pairs of (vi,v: ), where i € [1,m], such that the leakage function does not leak any
information about either v} or vy _ ..

The following statement is true, information-theoretically: for any A € N, any (pk, mk) «
Setup(1%), any L € Qé rmip» a0y 1D which is not in the list £, any leakage function f which
satisfies the above condition, and any PPT B, it holds that Pr[B(pk, mk, L, ID*, f, f(sk*),
H*) — sk*|(sk*, H*) — KeyGen)(pk, mk, ID*)] < 1/I*V¢. If we set [ such that [ > 2¢, then
[-4/¢ < 2740 = 2™ Hence, For any A € N, any (pk, mk) « Setup(1*), any £ € Qé P
any /D" which is not in the list £, any leakage function f which satisfies the above condition
is allowed to query.

How Large is the Amount of Leakage Allowed for Our IBE Scheme? In the above,
we considered a leakage function such that there are at least 41/c pairs of (vj., V. j), where

J € [1,m], any one of which does not leak any information about either v; or v, .. We did
not impose any restriction on the leakage function regarding the remaining m — 41/c pairs.
We can allow the function to fully leak every one of the m — 44/c pairs. The bigger the
parameter m = (41)!/¢ whose € is 0 < € < 1 is, the bigger the number m — 41/c of pairs
which can be fully leaked is. Therefore, the amount of allowed leakage linearly increases

with the size of the secret user-key.

3.4 The Results in [YCZY12]

In this section, the results by Yuen et al. [YCZY12] is described. In Subsect. 3.4.1, bi-
linear groups of composite order is explained. In Sebsect. 3.4.2, definitions of decisional
subgroup (DSG) assumptions introduced in [YCZY12] are given. In Subsect. 3.4.3 and
Subsect. 3.4.4, their definition of the ciphertext indistinguishability for IBE schemes and
their concrete construction of IBE scheme are described, respectively. They adopts the dual
system encryption methodology, so defining the semi-functional secret-key and ciphertext
is needed. The definitions are given in Subsect. 3.4.5. The proof sketch for the security of
their IBE construction is given in Subsect. 3.4.6. Our counterexamples against their security
proof will be described in the next section.

3.4.1 Bilinear Groups of Composite Order

Geomp denotes a generator of bilinear groups of composite order. G, takes 11 as input,
and outputs (N = pip2p3, G, Gr, &), where py, p, and p; are distinct A-bit primes, G and G
are cyclic groups of order N, and e : G X G — Gy is a map computable in polynomial time
which satisfies the following conditions. Firstly, for every g,h € G and a,b € Zy, it holds
that &(g?, h®) = é(g, h)®. Secondly, if g is a generator of G, &(g, g) becomes a generator of
Gr.

G,,, where i € {1,2,3}, denotes a subgroup of order p; in G. For every i, j € {1,2,3}
such that i # j, for every h; € G, and h; € G,,, it holds that &(h;, h)) = 1. G where

pip;?
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i,j €{1,2,3} such that i # j, denotes a subgroup of order p;p;in G. Any element T' € G
can be uniquely written as the product of an element in G, and an element in G,,,.

pibj

3.4.2 Decisional Subgroup (DSG) Assumptions
DSG Assumption 1 [YCZY12]. We consider a problem whose advantage of a PPT ad-

versary (A is defined as:

AdvngSGu)

= Pr|b « AN, G,Gr, 2,8 X1, X2, X3, Ty)|(N = p1p2ps, G, Gr,8)  Geomp(1"),

U U U 8] 8] 8]
gaXI — Gp17X2 — Gp29X3 — Gp37TO — Gp][)z’Tl — Gp]’b — {O’ 1} M

DSG Assumption 2 [YCZY12]. We consider a problem whose advantage of a PPT ad-
versary A is defined as:

AQVZ s ()

=Pr [b — ﬂ(N’ G, GT’ éa g7X1X27X3’ Y2Y3, Tb)|(N = P1DP2p3, G’ GT’ é) — gcomp(l/l)’

8. X1,Z « G, X, Vi, Zi — G (i € (2,30, To = 2123, T = Z1Z5Z3,b — {0, 1}|.

DSG Assumption 3 [YCZY12]. We consider a problem whose advantage of a PPT ad-
versary (A is defined as:

Advg?DSG(A)

=Pr|b — AN, G,Gr.2.8.8"X.8'Y2. 2, X3, Ty)|(N = p1p2p3. G. Gr.8) — Geomp(1),
g« Gy, X0, Y2, 2y < Gy, Xy & Gpys & Zy, Ty = (2, 9)™, Ty & Gr,b — {0,1}].

Definition 14. We say that DSG assumption i € {1,2,3} holds, if for every PPT A, his

advantage AdVY () is negligible.

ADSG

3.4.3 Definition of Indistinguishability in HL. Model of IBE

Yuen et al. use the following IND-ID-CPA game for an IBE scheme X3 = {Setup,
KeyGen, Enc, Dec}. ¥ (g“(k,)) denotes a function class which consists of functions com-
putable in polynomial time, where k, denotes the minimum entropy of the secret user-key,
and g“(k,) denotes a negligible function such that g“(k,) > 27%.

Setup. CH runs (pk, mk) < Setup(1'). CH sends pk to A.

Query. A is allowed to use extraction oracle KEO, leakage oracle £O, and update oracle
UO adaptively.
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KEO(ID,i): ishould be i € N*, and ID € I should be such that list £;p for the ID
has been generated. CH finds out the tuple in the form of (sk;p, ID, j) in L;p
whose third element is the biggest among all tuples in the list. Let j© € N* denote
the biggest integer. If i < j', then CH retrieves the tuple (skjp, ID, i) € L;p, and
sends sk}, to A.

LO(f;,ID): f; should be f; € Fi(g“(k,)), and ID € I should be such that list £;p
for the ID has been generated. The index i of f; indicates that this query is the
i-th query to the leakage oracle. The definition of the function class ¥;(g“(k,))
is described after the definition of the game. CH computes f;(pk, mk, L;p, ID),
then sends it to ‘A.

UO(ID): ID should be ID € 1. If the list £;p for ID has not been generated, CH
generates the list £, initialized by 0, and sets j© := 0. Otherwise, C/H finds out
the tuple in the form of (sk;p, ID, j) in L;p whose third element is the biggest
integer among all tuples in the list, and sets j' to the biggest integer.

CH runs sk;,, — KeyGen(pk, mk, ID), and sets L ‘= LipU{(sk,p, ID, j +1)}.

D?

Challenge(M,, M,,ID"). A sends two plaintexts My, M; and an ID ID*. CH sets b Al
{0, 1} and calculates C* « Enc(pk, M,,, ID*). CH sends C* to ‘A.

Query 2. A is allowed to use the oracle KEQ in the same manner as Query.
Guess(b’). A sends abit b’ € {0, 1} to CH as a guess for b.

Every ID queried to K&EO in Query or Query 2 should not be /D*. Advantage of A is

defined as Advs " =AYy = Pr (b7 = ] - 172,

Definition 15. We say that an IBE scheme X3z = {Setup, KeyGen, Enc, Dec} is (g"(k,))-
AL-IND-ID-CPA secure, if for every PPT adversary A in the game of (g"(k,))-AL-IND-ID-
CPA for I1;gg, A’s advantage Advg’ ?(f WZALZIND=ID=CPA 4y negligibly small.

The definition of the function class 7;(g"(k,)), where i € [1, q,], is as follows. F;(g“(k,))
is a set consists of every function f; which is computable in polynomial time and satisfies
the following condition: for every PPT B, it holds that

Pr[B(pk, ID", S, { fi(pk, mk, Lip, j» ID)}jei1.1) = skip- such that skip- € $*| < g"(k).

Here, S is the set of all secret keys which has been extracted until the i-th leakage oracle
query (fi, ID;) is issued, S* is the set of all secret keys for ID*, and f; and ID;, where
J € [1,i— 1], are the function and ID in the j-th leakage oracle query (f;, ID;) respectively.
Every element or function of pk,mk,S,S* and {f;(pk,mk, Lip, j, ID;)}je1,1) is randomly
generated or computed.

3.4.4 Concrete IBE Construction Secure in HL. Model

Each algorithm of the IBE construction IT}$2"!? = {Setup, KeyGen, Enc, Dec} proposed by
Yuen et al. is described below.
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Setup(1*): Run (N = pp2p3, G, Gr,e) « gwmp(lﬁ), where G, 18 a generator of bilinear

X; & G, and m = (3)V<, where

. U U U
0 <e< 1. Foreveryi € [1,m], set a;,t; < Zy, v; < G, T1;,T2;,T3; < G,,,

Kl,i = g(ll' “hi. Tl’,', Kg’,‘ =u- Tz’,‘, and K3,i = V? . T3,i- Return (pk, mk), where pk =
(N’ G’ GT7 é’ 81, U, h’ X3’ {vi7 Yi = é(gl > vi)ai}iE[l,m]) and mk = ({K],i7 Kz,ia K3,i}i6[l,m])- ID
space (resp. plaintext space) is 7 = Zy (resp. M = Gy).

groups of composite order. Set gi,u,h Za

p1 p3»

U U
KeyGen(pk, mk,ID): For every i € [1,m], set r; < Zy and R,;,R,; < G,,. Return
SkID = ({Di, Ei}ie[l,m])a where Di = Kl,i . Ké,[l) . (M[D . h)ri . Rl,i, and E,’ = K3,i . V:i . Rz’,’.

Enc(pk, M, ID): For every i € [1,m], set s; <E Zy. Return C = (A, {B;, Ci}ic(1.m)), Where
A=M- Hie[l,m] y;i’ B = v;i’ and Ci= (MID ’ h)Si-

Dec(pk, C,ID): Return A - [1ici.m &(Ci, E)/ [ lic(1 m €(Bi, D).

3.4.5 Semi-functional Secret-Keys/Ciphertexts

Under the dual system encryption framework, Yuen et al. define master-keys, secret user-
keys and ciphertexts in semi-functional (SF) form, each one of which is perturbed by an
element in G,,. Below, each one of g, and g, denotes a randomly generated generator of
Gp,.

Given a normal master-key mk = ({K,;, K2, K3 i}ier1.m1), an SF master-key mk’ is com-
puted as follows: mk’ := ({K7 , K} . K} Yiern) = (K1 - 85 Kai 8y K - 83 Yiel1.m))» Where

O, O e [1, AL, and wi, -+, W T = Zy.

Given a normal secret user-key sk = ({D;, Ej}ic[1,m), an SF secret user-key sk’ is com-

puted as follows: sk’ := ({C/, El}ici.m) = ({C; - &5, Ei - §5}), where k1,21, , K, Zm hud Zy.

Given a normal ciphertext C = (A, {B;, Ci}ie(1.m), an SF ciphertext C” is computed as
follows: C" := (A’,{B;},C’}) = (A,{B; - g‘;, C;- g;"'}), where 61, x;,- -+ , Oy X <E Zn.

Decrypting a normal ciphertext for an /D by using an SF secret user-key for the same 1D
always succeeds. Likewise, decrypting an SF ciphertext for an /D by using a normal secret
user-key for the same ID always succeeds. On the other hand, decrypting an SF ciphertext
for ID by using an SF secret user-key for the same ID almost always fails, because the
decryption results in a blinded message by a factor &(g,, &,)%=1%%~%% We say that an SF
secret user-key sk’ = ({D, E}ic(1,,)) for ID is nominally semi-functional (NSF) for an SF
ciphertext C* = (A’,{B;, C}}) for the same ID, or that an SF ciphertext C" for /D is NSF for
an SF secret user-key sk’ for the same ID, if it holds that X", {z;x; — k;6;} = 0 (mod p,). If
an SF secret user-key (resp. ciphertext) is not NSF, we say that the key (resp. ciphertext) is
truly semi-functional (TSF).

3.4.6 Sketch of Proof of Indistinguishability in HL. Model

Yuen et al. claim that security of their IBE scheme is guaranteed by the following theorem.
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Theorem 3.4.1. ([YCZYI2]) IBE scheme I1'SZY'2 is (27™)-AL-ID-CPA secure under the

DSG assumptions 1, 2, 3 given in Subsect. 3.4.2.

Proof-Sketch of Theorem 3.4.1. The definition of the games whom Yuen et al. use to
prove Theorem 3.4.1 is as follows:

e Game,., is the normal (27)-AL-IND-ID-CPA game for II!$?"'? in which an adver-
sary A plays with a challenger CH. Let ¢,,q; and g, denote the number of times
which A uses KEO, LO and UO, respectively. g denotes g = g, + q; + qu-

e Game,.yicreq 18 the same as Game,,, except that every ID queried to the extraction
oracle satisfies ID # ID* mod p;.

e Game is the same as Game, .y, .q €xcept for the following respects. Firstly, a gener-
ator g, of G,, is randomly generated in Setup. Secondly, the challenge ciphertext is
generated in semi-functional form.

e Game;, where i € [1,q], is the same as Game, except for the following respects.
Firstly, a generator g, of G,, is randomly generated in Setup. Secondly, for every
J € [1,1], the reply against the j-th oracle query is computed by using secret-keys in
semi-functional form.

e Gamey;,, is the same as Game, except that the challenge ciphertext is generated as a
. . . . . U
(semi-functional) ciphertext of a uniformly chosen plaintext M’ «— M.
Advy, where X € {real,restricted,0,1,--- ,q, final}, denotes the advantage of A in

Gamey. For the advantage of A in the game of (27"°)-AL-IND-ID-CPA for the IBE scheme

IIYCZY12 it holds that

(27" )=AL-IND—-ID—-CPA _
AdVHYCZYIZ a (/1) - Advreal < |Advreal - Advrestricted'
IBE ’

q
+ AV esicred — AdVo| + > 1AQV; — AdV| + |AdV, — AdV fing
i=1

+ Adv Final-

Theorem 3.4.1 is proven by all of the following lemmas whose proofs are omitted in [YCZY 12].
Lemma 3.4.1. If the DSG assumption 2 holds, then |AdV,.,; — AdV,.gyicreq| is negligible.
Lemma 3.4.2. If the DSG assumption 1 holds, then |AdV,.siciea — AdVy| is negligible.

Lemma 3.4.3. If the DSG assumption 2 holds, then for any i € [1,q], |Adv,_, — Adv;| is
negligible.

Lemma 3.4.4. If the DSG assumption 3 holds, then |Advq — AdVyina

is negligible.
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fi(pk,mk, Lip-, ID*):
L;p- is parsed as {(sk;p+, ID*, 1)}, skjp- is parsed as ({D;, E}ic[1,m)), Return (Dy, E1)
Sfa(pk, mk, Lip+, ID*):
pk is parsed as pk = (N, G, Gr, &, g1, u, h, X3, {vi, yilie(1,m), Lip- is parsed as {(sk;p+, ID", 1)}
skip- is parsed as ({D;, Eilie[1,m), 1| &z Dy =Dy - WP b1, E| = E Vi
Return (D}, E')
f(pk, mk, Lip-, ID*):
Lip- is parsed as {(skjp+, ID*, 1), (sk} ., ID*, 2)}, skj,,. is parsed as ({D}, E}ic[1,m])
Return (D}, E')
Ja(pk,mk, Lip-, ID*):
skj . < KeyGen(pk, mk, ID"), skj,. is parsed as ({D;, E}ie[1,m)), Return (D}, E')

Figure 3.1: Functions f, f>, f; and f;.

3.5 Counterexamples against the Security Proofin [YCZY12]

We have not found any cryptanalysis of their scheme. However, we have found some coun-
terexamples of adversaries, each one of which indicates that their proof of Theorem 3.4.1 is
defective. More precisely, they indicate that Lemma 3.4.3, which originally is Lemma 9 in
[YCZY12], is false.

A Counterexample. In this paragraph, we give the details about one of the counterexam-
ples. In the next paragraph, we describe the other ones of them.
One of the counterexamples, denoted by ‘A, behaves in Game,.,; as follows.

1. In Setup, A, receives pk which is parsed as (N, G, Gr, &, g1, u, h, X3, {vi, i}ie[1 m))-

2. In Query, A, queries ID* to UO, where ID* <E Zy. After that, A, queries ID* and a
function f; in Fig. 3.1 to L0, then receives (D), E,) € G*. After that, A, queries I1D*
and a function f; in Fig.3.1 to £O, then receives (D', E)) € G>.

3. In Challenge, A, queries two plaintexts M, M Al G and ID*, and receives a
challenge ciphertext C* = (A*,{B;, C; }ic[1,m)-

4. In Guess, A, calculates K| = &(C}, E)), K, = &(B}, D)), K| := é(C},E}), and K, =
é(By, D). A outputs 1if K,/K; = K’/K{, and outputs 0 otherwise.

As is obvious from A;’s behavior, A; does not try to guess the challenge bit b correctly.
However, such a behavior is allowed and there can be a PPT adversary which behaves like
Ay. In [YCZY12], the authors insist that every one of the 4 lemmas holds for any PPT
adversary which can be A;. For the case of A;, we need to consider 6 concrete games
Game ./, Game oy icred, Game, Game,, Games and Game;,,;. The existence of A, indicates
that Lemma 3.4.3 is false since it states that |Adv; — Adv,| is negligible because of the DSG
assumption 2. The details are written below.
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Although the real proof of Lemma 3.4.3 is not written in [YCZY12] and has not been
disclosed, it must proceed as follows. A PPT simulator § which tries to break the DSG
assumption 2 receives an instance which is denoted by (N, G, Gy, e, g, X1 X2, X3, Y2Y3,T}). S
perfectly simulates one of Game; and Game, when b = 0, and the other one when b = 1,to a
PPT adversary A which can be A;. As a result, we get a fact that distinguishing Game; and
Game; is at least as hard as distinguishing 7y and 7'; in the DSG assumption 2.

If the proof is done as above, it implies that any PPT adversary can not distinguish Game,
from Game, with a non-negligible advantage, because if such an adversary exists, the simu-
lator can distinguish 7, from 7'; with a non-negligible advantage by using the adversary. Let
us explain below that A, can distinguish Game; from Game, with a non-negligible advan-
tage. Precisely, A; which tries to distinguish Game; from Game,, communicates with CH
as follows.

Setup: CH runs (pk,mk) < Setup(1%). pk and mk are parsed as pk = (N = p;p,ps3,G,
Gr,e, g1, u,h, X3,{vi,y; = &(g1,vi)"}ictim) and mk = ({K,;, K5, K3,;}), where K;; =
gy - Ty, Koy = u - Ty, and Ks; = vﬁ" - Ts,, respectively. CH sends pk to
A, . Generators of G,,-part of semi-functional secret key and challenge ciphertext are
randomly chosen, and they are denoted by g, and g, respectively.

Query: If A, issues the following three queries sequentially, CH acts as follows.

UO(ID"): Forevery i € [1,m], after CH sets r;, k;, Z; & Zy and Ry ;, R ; l G,,, CH
sets D; and E; as follows, respectively:

D = Ki;-Ki7 @™ -n)' Ry g5 =gy @' Ry Ty Tog - Ry By

— ri _ it =7
Ei = Ks3;-v/ Ry=vi" -T3; Ro;-§;.

After that if the game is Game,, CH sets sk;p- = ({D;, Ei}ie(1.m), and if the
game is Game;, CH sets sk;p- = ({D;/85, Ei/&5 et m). After that, CH sets
Lip = {(skp-, 1D", 1)}

LO(f,1D*): CH calculates f(pk, mk, L;p-, ID"), and returns it to A;. After that, in
Game,, the tuple (sk;p-, ID*,1) € L;p- is retrieved, and the secret-key sk;p- =
({D;, Ei}icr1.m)) 1s changed to Sk}D* = ({Di/éﬁ", Ei/g;i}ie[l,m])-

LO(f>,ID*): CH calculates f>(pk, mk, Lip-, ID*), and returns it to A;.

Challenge(M,, M,,ID*): CH setsb d {0, 1}. Forevery i € [1,m], after setting s;, 0;, X; Al
Zy, CH sets A*, BY and C as follows:

A=My []or B=v g G g

i€[1,m]

After that, CH sends C* = (A", {B}, C}}ic[1,m) t0 A,.

Guess(b'): CH receives b’ from A;, where b’ is set as 1 iff K,/K; = K, /K.
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In Game,, K, K;, K| and K7 are written as follows.

Ky = eCi,E)=e(™ -h)" - g v Ty - Ryy) = e'™ - hyvy)" 0+
A % A N 1D*
K, = &B],D)=e@)-8y,80" -” -m)"" Ty Ty Ry))
— é(MID* . l’l, vl)sl(r1+tl) . é(vl’gl)slaq
Ki = eCED=e(™ -hy - gy v Ty Ry - 85 = e - hyvy)t )
K, = &B;,D))=e0] - g, gt - P - m) Ty - Thy Ry - 8

— é(I/tID* . h,vl)sl(r1+r?+t1) . é(vlagl)Slm

Because K,/ K| = K /K| = é(vy, g1)"'"", A, outputs b’ = 1 with probability 1.
In Game,, K| and K are written in the same form as Game;. K; and K, are written as
follows.

K, = &C;,E)=e(™ -h" VI Ty Ry - 85 = o™ - hyv) 1 L 85y, 8a) "
Ky = &B;,D)=e0 -8, g0 - ™ )" Ty - Ty - Ry - 85)

— é(ulD* . h’vl)s|(r]+t]) . é(vl’gl)smzl . é(§2,§2)61K1
Hence, K,/K; is as follows.

Kz/Kl = é(vl’g])smzl . é(g2,§2)6lkl_xlz'
e, g™ = K /K (61k1 = x121 (mod py))
@’(Vl, gl)slm . é(gz,(’g}z)élkl—xlzl + Ké/K{ (Otherwise)

Each one of «;,7;,0; and x; is chosen uniformly at random from Zy. So, the probability
that they satisfy the relation 6,x; = x;z; (mod p;) is 1/p,. Hence, A; outputs b* = 1 with
probability 1/p,, and outputs »" = 0 with probability 1 — 1/p,.

Therefore, advantage of A; distinguishing Game; from Game, becomes the following
non-negligible value.

|Pr[p’ = 1|Game,] - Pr[b’ = 1|Game,]| = |1 — 1/ps| = 1 - 1/p».

In the above, we explained how one of our counterexamples, i.e., A, effectively works.
We have found some other counterexamples. The details of them are given in the next
paragraph.

The Other Counterexamples. In the last paragraph, a counterexample A; was given. In
this paragraph, the other two counterexamples are given.
The second PPT adversary is denoted by ‘A, and behaves in Game,,,; as follows.

1. In Setup, A, receives pk which is parsed as (N, G, Gr, &, g1, u, h, X3, {vi, Yi}ie1 m))-

2. In Query, A, queries ID* to UO, where ID* <E Zy. After that, A, queries /D" and
a function fj in Fig. 3.1 to LO, then receives (Dy, E}) € G?. After that, A, queries
ID* to UO again. After that, A, queries /D* and a function f; in Fig. 3.1 to LO, then
receives (D}, E}) € G*.
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3. In Challenge, A, queries My, M, and ID*, where M, M, & Gy. A, receives a
challenge ciphertext C*, where C* is parsed as (A", {B;, C; }ic(1,m))-

4. In Guess, A, calculates K| = &(C}, E)), K, = &(B}, D)), K| := é(C},E}), and K, :=
é(By, D). A, outputs 1if K,/K; = K’/K{, and outputs 0 otherwise.

The third PPT adversary is denoted by A3 and behaves in Game,,,; as follows.

1. In Setup, Aj; receives pk which is parsed as (N, G, Gr, e, g1, u, h, X3, {vi, Yitier1.m)-

2. In Query, Aj; queries ID* to UO, where ID* <E Zy. After that, Az queries ID* and
the function f in Fig. 3.1 to LO, then receives D; € G, E| € G. After that, Az queries
ID* and a function f; in Fig. 3.1, then receives D € G, E| € G.

3. In Challenge, Aj; queries My, M, and ID*, where M, M, £ Gr. A, receives a
challenge ciphertext C*, where C* is parsed as (A, {B;, Ci}ic(1.m))-

4. In Guess, Aj calculates K; = eé(Cy, E)), K, := &(By,D,), K| = eé(Cy,E}), and K}, :=
e(By,D}). A, outputs 1 if K,/K; = K /K], and outputs 0 otherwise.

As A, the new PPT adversaries A, and Aj; can also distinguish Game; from Game, with a
non-negligible advantage.

3.6 Deficiency of Security Proofs for Some ABE Schemes

We have found some defective parts in the full security proof of the ABE schemes by Zhang
et al. [ZWTM13] and Wang et al. [WY15].

Zhang et al. do not use the GL theorem properly in the proof of their Lemma 5.4, so
the proof of the lemma is not correct. And, we have found some concrete PPT adversaries
as counterexamples which indicate that the proof of their Lemma 5.3 is wrong. The coun-
terexamples behave similarly to ones against the proof of Yuen et al. [YCZY 12] introduced
in Subsect. 3.5.

Since Wang et al. [WY15] do not use the GL theorem anywhere in their security proof,
their scheme lacks the guarantee for its leakage-resilience.

3.7 Conclusion for Chapter 3

In the work introduced in this chapter, we achieved the following contributions.

Firstly, we showed that the IBE scheme [YCZY12] which has been believed to be the
only known one whose IND-CPA security in HL. model (or AL model) was correctly proven
is defective in its security proof. Specifically, we presented some concrete PPT adversaries
as counterexamples which indicate the deficiency of the security proof. Note that the coun-
terexamples effectively work to imply the deficiency of security proof for their another IBE
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scheme which has been believed to be the only known one whose security in continual aux-
iliary leakage (CAL) model * was correctly proven. We also showed that only known ABE
schemes with HL resilience proposed in [ZWTM13, WY 15] includes deficiency in their
security proofs.

Secondly, we gave another definition of IND-CPA security considering HL resilience
distinct from the one in [YCZY12]. We suitably modified the IBE scheme proposed by
Kurosawa and Phong [KP13] which has been proven to be secure in BL model. Then, we
proved that our IBE scheme is secure in our HL. model under the DLIN assumption in the
standard model. As a result, considering the first contribution given above, we can say that
our IBE scheme is the first one whose HL resilience was correctly proven.

Related to this work, we can present various open problems.

For instance, one of them is presenting an IBE scheme secure in an improved security
model. As we mentioned in Sect. 3.2, adversaries considered in our security model are
weak in the following respects. Firstly, we do not allow them to use the key-revelation
oracle and the leakage oracle simultaneously and adaptively. Secondly, we do not allow
multiple leakage (from a single key for the target ID /D*). Also, we do not allow (single)
leakage from multiple keys for /D*. Improving our model in such respects and presenting
an IBE scheme secure in the model can be an open problem.

The other open problems include presenting the first ABE or more functional encryption
scheme secure in HL. model, and presenting an IBE scheme secure in HL model under
assumptions other than the DLIN assumption.

3Continual auxiliary leakage model [YCZY12] is a combination model of CL model and AL model (or
HL model).
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Chapter 4

Digital Signatures with Hard-to-Invert
Leakage-Resilience

4.1 Introduction for Chapter 4

4.1.1 Background

We say that a signature scheme is weakly (existentially) unforgeable if it is hard to forge
a signature on a message not signed before. We say that a signature scheme is strongly
(existentially) unforgeable if it is hard to forge a signature on any message which can be a
message signed before. Formal definitions of each security notion in non-leakage setting
was given in Sect. 2.9. Since most of the signature schemes generate a signature randomly,
there is a theoretical/practical gap between the weak unforgeability and strong unforgeabil-
ity. Moreover, in some applications, strongly unforgeable signature scheme is required, e.g.,
Canetti-Halevi-Katz transformation [CHKO04].

4.1.2 Related Work

Katz and Vaikuntanathan [KV09] defined that fully leakage-resilient (FLR) signature is a
signature resilient to not only the direct leakage from the secret-key, but also the leakage
from the randomnesses used to generate the secret-key and signatures generated by the sign-
ing oracle. FLR or non-FLR signature schemes secure in the bounded-leakage model have
been proposed in [ADW09, KV09, MTVY 11, BSW11] and the others.

The concept of the hard-to-invert leakage-resilience was presented by Dodis et al. [DKL09].
They proposed symmetric-key encryption schemes which is IND-CPA or IND-CCA se-
cure and resilient to exponentially hard-to-invert leakage. In a subsequent work, Dodis
et al. [DGK*10] started a research on public-key encryption with hard-to-invert leakage-
resilience. They defined two leakage-function classes. The class Ho,(£(2)) (resp. Hokou(£(A)))
consists of every polynomial-time computable function f : {0, 1}PX*Is5 — {0, 1}* such that
any PPT algorithm A which is given f(pk, sk) (resp. (pk, f(pk, sk))) as input is able to
guess sk correctly only with a probability smaller than &(1), where &(1) > 2% is a negligible
function and (pk, sk) is a randomly generated key-pair. They proved that the BHHO en-
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cryption scheme [BHHOOS] and a slightly modified version of the GPV encryption scheme
[GPVO08] are IND-CPA secure in HL model w.r.t. the function class H,(1/u;(1)), where
11(A) is a sub-exponential function. They also mentioned in Subsect. 1.2 of [DGK™10] that
a PKE scheme which is IND-CPA secure in HL model w.r.t. Hkou(1/12(A)), where s (A) is
a polynomial function, is given in its full paper.

Faust et al. presented the first research result on digital signature with hard-to-invert
leakage-resilience [FHN™12]. To construct a signature scheme secure in HL model, there is
an obstacle whom we have to overcome. It is how to prevent from an adversary choosing an
algorithm generating a valid signature on a message as a leakage-function, then output the
pair of signature and message. Faust et al. proposed a signature scheme which is wEUF-
CMA (weakly existentially unforgeability under adaptively chosen messages attack) secure
in HL model w.r.t. the function class Hpkou(1/3(1)), where p3(A) is an exponential func-
tion. Their solution to overcome the obstacle explained earlier is to include a ciphertext
of the secret-key sk in a signature. Specifically, their signature scheme adopts the labeled
public-key encryption (LPKE) as a building block, and includes a ciphertext of the secret-
key in a signature. Moreover, for their signature scheme, the hardness parameter 1/u3(A1) in
the leakage function class is set as 1/u3(1) << 27%, where I € N denotes the bit-length
of the decryption-key dk of the LPKE scheme. This solution effectively works. The reason
is as follows. Since any PPT algorithm is able to guess the decryption-key dk correctly
with probability 2%, any PPT inverter in the definition of the function class Hoxou(1/113(2))
which is given a signature including a ciphertext C of the secret-key sk is able to guess
sk correctly with probability 27" >> 1/u3(1) by guessing the decryption-key dk, then de-
crypting the ciphertext C with the guessed dk. Hence, the signing algorithm is excluded
from the class Hpkou(1/13(1)). By the way, they showed that their signature scheme can be
instantiated under standard assumptions such as the DLIN assumption [BBS04].

Independently of Faust et al. [FHN*12], Yuen et al. [YYHI12] also presented a re-
search result on signature secure in HL model. To overcome the obstacle to construct a
signature with hard-to-invert leakage resilience, Yuen et al. proposed an original security
model, which is named selective auxiliary input model. In the security model, the adversary
is allowed to choose as the leakage-functions only functions which are independent of the
public-key. They proposed a signature scheme secure in the security model. Their signature
scheme is FLR and resilient to polynomially hard-to-invert leakage. Here, their definition of
leakage function f being resilient to polynomially hard-to-invert leakage is as follows: any
PPT algorithm which is given (pk, S, f(state)) 1s able to guess sk correctly only with a neg-
ligible probability, where (pk, sk) is a randomly generated key-pair, S is a set of randomly
generated signatures on the messages queried to the signing oracle, and state is a set of ran-
domnesses used to generate sk and the signatures S. Their definition of leakage-function is
undesirable since it depends on the messages whose signatures are generated on the signing
oracle.

Subsequently, Wang et al. [WMHT16] proposed a signature scheme secure in the se-
lective auxiliary input model. Their signature scheme is FLR and resilient to polynomially
hard-to-invert leakage. Their definition for a function to be resilient to polynomially hard-
to-invert leakage is not the same as the one by Yuen et al. [YYHI12]. It is improved as
follows: any PPT algorithm which is given f(sk) is able to identify sk only with a negligible
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probability. However, their scheme needs differing input obfuscator (diO), indistinguish-
able obfuscator (i0), and point-function obfuscator with auxiliary input (AIPO), each one
of which has been constructed only under strong assumptions.

Note that each one of the signature schemes with auxiliary leakage resilience by Faust
et al., Yuen et al., and Wang et al., is not strongly existentially unforgeable, but weakly
existentially unforgeable.

Boneh et al. [BSWO06] proposed a method to transform a weakly unforgeable signa-
ture scheme into a strongly unforgeable one. However, their transformation can be applied
to partitioned signatures only. In a subsequent work, Steinfeld et al. [SPW07] proposed a
method to transform any weakly unforgeable signature into a strongly unforgeable one. Note
that each transformation by Boneh et al. and Steinfeld et al. has a common property such
that each one of the public-key, secret-key and signature of the strongly unforgeable sig-
nature scheme becomes each one of the public-key, secret-key and signature of the weakly
unforgeable signature whom some new elements are added to. Huang et al. [HWZ07] pro-
posed another transformation where no new elements are added to the public-key, secret-key
and signature.

Wang et al. [WT14] modified the transformation by Steinfeld et al. [SPWO07] to get a
transformation from a signature weakly existentially unforgeable and FLR in the bounded
leakage model to a strongly unforgeable one. The transformation by Steinfeld et al. utilizes
two chameleon hash functions (with no leakage-resilience). In the transformation by Wang
et al., one of the chameleon hash functions is assumed to satisfy a property such that any
PPT algorithm cannot find a strong collision even if the algorithm is given a length-bounded
information about the secret-key.

The transformation by Wang et al. needs to add some new elements to both the key-pair
and signature. Huang et al. [HHP16] modifies the transformation by Huang et al. [HWZ07]
to get a method to transform a signature weakly existentially unforgeable and FLR in BL
model into a strongly unforgeable one where no elements are added to the signature!.

4.1.3 Our Result

We propose a generic construction of signature scheme strongly which is unforgeable and
resilient to polynomially hard-to-invert leakage and can be instantiated under standard as-
sumptions. Specifically, we give an example of its instantiation under the decisional linear
(DLIN) assumption [BBS04]. Our security model is not the selective auxiliary leakage
model [YYH12], so the leakage-function can be dependent on the public-key.

Our result is a desirable one because of the following two independent points. Firstly,
our signature instantiation is the first one which is resilient to polynomially hard-to-invert
leakage under standard assumptions. Secondly, our signature instantiation is the first one
which is strongly unforgeable and has hard-to-invert leakage-resilience.

By the transformation in [HHP16], some new elements are added to the public-key and secret-key.
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4.1.4 Our Approach

Our result is obtained by modifying the one by Faust et al. [FHN*12]. Before explaining
how the modification is done, we explain the result by Faust et al. in detail.

Faust et al. proposed a generic construction of a signature scheme secure in the wEUF-
CMA security model w.r.t. the function class Hpkow(£(4)). It consists of three building
blocks. They are second pre-image resistant hash function (SPRHF), labeled PKE (LPKE)
whose decryption-key dk has bit-size l; € N, and non-interactive zero-knowledge proof
(NIZK) whose trapdoor td has bit-size /,; € N. The hardness parameter of the leakage
function class is set as &(1) = 2-WHatha) A gignature o~ on a message m consists of an
LPKE ciphertext ¢ and an NIZK proof 7. Concretely, the ciphertext ¢ is an LPKE ciphertext
encrypting the secret-key sk under the label m, and the proof 7 is an NIZK proof which
proves that there exists a secret-key sk’ such that the ciphertext c is a ciphertext of sk’ on the
label m and the hashed value of sk’ is equivalent to the hashed value of the real secret-key
sk which is included in the public-key pk.

Intuitively speaking, the security proof for the signature by Faust et al. is done as follows.
By modifying the initial security game several times, we get the final game Game;,,; . In
Game 4,4, for a signature o = (c, ) on the signing oracle, the ciphertext c is generated by
encrypting 0" instead of sk, and the proof r is generated by using the trapdoor td instead
of sk. In addition, the adversary is considered to win the game, if he successfully outputs
a signature o = (c*,n") and a message m" such that ¢* is a valid ciphertext of sk* on
label m*, and n* is a valid proof. We prove that every PPT A wins the game only with a
negligible probability by a reduction to the hard-to-invert property of the leakage-function
f € Hogoy(2 WHlatli)y - In the reduction, a simulator S needs both td and dk to simulate
Game f;,,; and decrypt the ciphertext ¢*. However, by the definition of the leakage function
class Hokou(:), S is given neither #d nor dk, so S has to guess them, and the guess succeeds
with probability 2-(+i) By the above reason, the hardness parameter for Faust et al.’s
signature scheme becomes 2+l

The above is the result by Faust et al. We modify the result with three steps.

In the first step, we generalize the second pre-image resistance (SPR) property of the
SPRHEF, which is one of the building blocks. Intuitively, the SPR property is a property such
that no PPTA given a key-pair (pk, sk) is able to find a secret-key sk* which is not sk, but
has a hashed value equivalent to the hashed value of sk with a non-negligible probability.
We generalize it to a property such that no PPTA given (pk, sk) is able to find a secret-key
sk* such that a relation holds between sk* and sk and another relation also holds between
sk* and pk with a non-negligible probability.

The second step is to modify the definition of the leakage-function class Hpkey(-). In the
modified definition of the function class, the PPT algorithm (or inverter) (A is given not only
the public-key of the key-pair (pk, sk), but also some variables which are generated during
generation of the key-pair and are not directly included in either pk or sk. Specifically, for
our signature scheme, the variables are the decryption-key dk and the trapdoor td. If the
definition of the leakage-function class is modified to such one, the simulator in the proof
for Game ;,, is not forced to guess dk and td with probability 2-U#*) 5o the polynomially
hard-to-invert leakage-resilience security is achieved. Instantiating the generic construction
of the signature scheme, we can concretely generate the first signature scheme (weakly un-
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forgeable and) resilient to polynomially hard-to-invert leakage under standard assumptions
such as the DLIN assumption.

In the third step, we apply a methodology which is invented by modifying the one by
Wang et al. [WT14] to the weakly unforgeable signature scheme in the second step, then get
a strongly unforgeable one. Note that unlike Wang et al., we do not propose a generic trans-
formation from a weakly unforgeable and resilient to hard-to-invert leakage to a strongly
unforgeable one. In the transformation by Wang et al., a chameleon hash function with
strong collision-resistance in the bounded leakage model (BLR-CHF) was used. We use a
CHF with strong collision-resistance in HL model (HLR-CHF). Moreover, the secret-key
of the strongly unforgeable signature scheme obtained by the transformation by Wang et
al. includes not only the original secret-key, i.e., the secret-key of the weakly unforgeable
signature, but also the secret-key of the BLR-CHF. However, the secret-key of our strongly
unforgeable signature includes only the secret-key of the HLR-CHE. By instantiating the
signature scheme, we obtain the first concrete construction of digital signature strongly un-
forgeable and resilient to polynomially hard-to-invert leakage under standard assumptions
such as the DLIN assumption.

4.1.5 Organization

This chapter is organized as follows. In Sect. 4.2, we give the syntax and the security
notions of chameleon hash function. In the section, we also give the definition of strong
unforgeability in HL model of digital signature. In Sect. 4.3, our generic construction of
signature and its security proof are given. In Sect. 4.4, we show that the generic construction
of signature given in the previous section can be instantiated under the DLIN assumption.

4.2 Preliminaries for Chapter 4

4.2.1 Chameleon Hash Function (CHF)

A chameleon hash function scheme consists of the polynomial time algorithms {Gen, Eval,
TC, SKVer, SKVer2}, where SKVer and SKVer2 are algorithms originally introduced by us.
Gen and TC are probabilistic, and Eval, SKVer and SKVer2 are deterministic.

Gen(1") — (pk, sk). The key-generation algorithm takes a security parameter 14, where
A € N, as an input, and outputs a public-key pk and a secret-key (or trapdoor) sk.
The message space M, randomness space R and hashed value space H are uniquely
determined by pk.

Eval(pk, m;r) — h. The evaluation algorithm takes the public-key pk and a message m €
M as inputs, and outputs the hashed value 2 € H which was calculated under a
randomness r € R.

TC(pk, sk, (my,r1),my) — r,. The trapdoor collision finder algorithm takes the public-key
pk, the secret-key sk, a pair of a message and randomness (m;,r;) € M X R, and a
message m, € M as inputs, and outputs a randomness r, € R.
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SKVer(pk, sk’) — 1 / 0. The first secret-key-verification algorithm takes the public-key pk
and a secret-key sk’ as inputs, and outputs 1 or 0.

SKVer2(pk, sk’, sk') — 1 / 0. The second secret-key-verification algorithm takes the public-
key pk, a secret-key sk’, and a secret-key sk’ as inputs, and outputs 1 or 0. Even if the
two secret-keys are inputted in the reversed order, the output is required to be equiva-
lent. Thus, for any A € N, any (pk, sk) < Gen(1%), and any two valid secret-keys sk’
and sk, it holds that SKVer2(pk, sk’, sk') = SKVer2(pk, sk', sk’).

Every CHF scheme must be correct. A CHF scheme Xcyr = {Gen, Eval, TC, SKVer, SKVer2}
is correct, if for every A € N, every (pk, sk) < Gen(14), every m € M, every m’ € M, every
r € R, and every r’ := TC(pk, sk, (m, r),m’), it holds that [Eval(pk, m; r) = Eval(pk,m’; r")] A
[1 « SKVer(pk, sk)] A [1 « SKVer2(pk, sk, sk)].

We give the definitions of two standard properties for the CHF scheme. They are strong
collision-resistance and random trapdoor collision.

Definition 16. A CHF scheme Xcyr = {Gen, Eval, TC, SKVer, SKVer2} is strongly collision-
resistant, if for every A € N and every PPT A, it holds that

Pr[A(pk) — ((my, 1), (M2, r2)) s.t. [(my, 1) # (ma, 12)]
ALEval(pk,my; r) = Eval(pk, my; r))]]

is negligible, where (pk, sk) & Gen(1%).

Definition 17. A CHF scheme Xcgr = {Gen, Eval, TC, SKVer, SKVer2} is said to have the
property of random trapdoor collision, if for any A € N, any (pk, sk) — Gen(1') and any
two messages my,my € M, a randomness r, chosen uniformly at random from R distributes
identically with ry == TC(pk, (my, ry), my).

We give the definition of an original property for a CHF scheme. The property is hard-
to-compute-secret-key (HtC-SK).

Definition 18. Xy = {Gen, Eval, TC, SKVer, SKVer2} is said to have the property of HtC-
SK, if for every A € N, and every PPT ‘A, it holds that

Pr [A (pk, sk) — sk s.t. [1 « SKVer(pk, sk*)] A [0 « SKVer2(pk, sk*, sk)]|
is negligible, where (pk, sk) & Gen(1%).

Remark. The property is related to the second pre-image resistance (SPR) [DHLAW10b,
FHN*12]. The algorithm SKVer given pk and sk as inputs is an algorithm which verifies
whether or not a relation holds between pk and sk. The algorithm SKVer2 given two secret-
keys sk and sk’ can be defined as the algorithm outputting 1 iff the two keys are equivalent.
Thus, the HtC-SK property can be the SPR property. We can say that the HtC-SK property
is a generalization of the SPR property.
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4.2.2 Definition of Strong Existential Unforgeability in HL. Model of
Signature

We consider strong existential unfrogeability in HL. model for signature schemes. Specifi-
cally, we define strong existential unforgeability against adaptively chosen messages attack
in HL. model (HL-sEUF-CMA) for signature schemes.

At first, we define a game w.r.t. a signature scheme Zgg = {Gen, Sig, Ver}, which is
played between an adversary A and challenger CH, as follows. Note that a leakage function
£+ {0, 1}IPR+Isk — 40, 1} whose randomness space is denoted by R is included in a class

7——2510(/1)’ i-e" f € 7—dESIG(ﬁ) 2'

Key-Generation. CH runs (pk, sk) < SIG.Gen(1"). CH chooses r & R, then computes
f(pk, sk;r). CH sends (pk, f(pk, sk;r)) to A. CH initializes the list Lg as an empty
set ().

Query. A is allowed to use the signing oracle Sign, adaptively.

Sign(m € M): CH generates o < SIG.Sig(pk, m, sk), then sends o to A. After that,
CH sets Ls = Ls U{(m,o)}.

Forgery(m*,o*). CH receives (m*, o) sent by A.

In the above game, (A is said to win the game if [1 « SIG.Ver(pk, m*, c*)|A[(m*,0") ¢ Ls].

Advantage Advg(;)’;lHL_SEUF_CMA () 1s defined as the probability Pr[A wins.].

Definition 19. Xg is HL-sEUF-CMA-secure with respect to the leakage-function class
Fsac (), if for every PPT A and every function f € Fsy,(A), AdVETS (li)’;[HL_SEUF_CMA(/l) is
negligible.

Remark. Its weaker version, i.e., weak existential unforgeability against chosen messages
attack (WEUF-CMA), is defined in the same manner as SEUF-CMA except for the winning
condition of the adversary A in the game. The adversary is said to win the game if the
signature o™ is a valid signature on the message m*, i.e., [1 « SIG.Ver(pk, m*, c*)], and the
message m* has not been queried to the signing oracle Sign.

4.3 Proposed Signature Scheme

In Subsect. 4.3.1, the generic construction of our signature scheme is given. In Subsect.
4.3.2, the signature scheme is proven to be strongly existentially unforgeable and resilient
to polynomially hard-to-invert leakage. In the next section, i.e., Section 4.4, we show that
the signature scheme can be instantiated under the DLIN assumption.

’In this paper, the function class Fy,(4) can be simply written as 7 (1), if it is obvious that the function
class is for the signature scheme Xgjg.
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4.3.1 Generic Construction

Our generic construction of signature scheme Zg;g = {SIG.Gen, SIG.Sig, SIG.Ver} has the
following 4 building blocks: An LPKE scheme X, pxg = {LPKE.Gen, LPKE.Enc, LPKE.Dec},
an NIZK scheme Xyizx = {NIZK.Gen, NIZK.Pro, NIZK.Ver}, a CHF scheme Xcxr = {CHF.Gen,
CHF.Eval, CHF.TC, CHF.SKVer, CHF.SKVer2} and a CHF scheme Xcyrp = {CHF2.Gen,
CHF2.Eval, CHF2.TC}.

The signature scheme Xgg is generically constructed as follows.

SIG.Gen(1): Run (ek,dk) «— LPKE.Gen(1%), (pki, sk;) « CHF.Gen(1%) and (pk,, sk;)
«— CHF2.Gen(1"). Run (crs,td) < S;(1%), where S, is the first simulator in the
definition of zero-knowledge for Znizxk.

Re and R, denote the randomness space of CHF.Eval and CHF2.Eval, respectively.
M, M, C, P and K denote the message space of Zcyp, the label space of X pkg (or the
hashed value space of Zcyr,), the ciphertext space of X pkg, the proof space of Znizk,
and the secret-key space of Zcyr, respectively. M is a space satisfying M = M||C||P.

Verification-key and signing-key are set as pk = (pky, pk,, ek, crs) and sk = sk,
respectively. Return (pk, sk). We define language L as
L = {(c.i) e Cx M| ¥sky € K s.t. [c « LPKE.Enc(ek, sk, in)]
A1 « CHF.SKVer(pk;, sk;)]} . (4.1)

SIG.Sig(pk,m € M, sk): pk is parsed as (pky, pk, ek, crs). sk is written as sk;. Do as
follows in order.

. 7 J Re, e Al Ry, m’ & M, ¢ < C,n & P, o’ = (c,n).
e h:= CHF.Eval(pk,,m'|lo"; ry,), in := CHF2.Eval(pky, h; ri2).
e ¢ := LPKE.Enc(ek, ski,m), x := (c,im), w = ski, & := NIZK.Pro(crs, x, w).

e 0 :=(c,m), rg .= CHFE.TC(pk, ski, (m'l|o”, r}), m|lo).
Return o' = (0, rg, rgp) = (¢, 7, g, F'E2).

SIG.Ver(pk,m € M,o"): pk is parsed as (pk;, pk, ek, crs). o is parsed as (c,n, rg, rg2).
h := CHEF.Eval(pk,,m||lo; rg). m = CHF2.Eval(pk,, h;rg). x = (c,m). Return
NIZK Ver(crs, x, 7).

4.3.2 Proof of Strong Unforgeability in HL. Model

Before giving the theorem for the strong unforgeability in the hard-to-invert leakage model
of the signature scheme Xg;g, we give the definitions of the leakage-function class 7—”21:2 @))
for the signature scheme and the strong collision-resistance in HL model w.r.t. the function
class 7 (1) for the chameleon hash function Zcye.

54



Definition 20. Function class (fz’: I’é (A) consists of every polynomial-time computable prob-
abilistic (or deterministic) function f : {0, 1}lPkiltlpkeltiekitiersitishl s 10 1} which has a ran-
domness space R and satisfies the following condition: for every PPT B,

Pr B (pki, pka, ek, crs, sky, dk, td, f(pky, pky, ek, crs, ski;r)) — ski
s.t. [1 « CHF.SKVer (pky, sk{)] A [1 « CHF.SKVer2 (pky, ski, sk1)]] (4.2)

is negligible, where (pki, sk;) & CHF.Gen(1%), (pky, sk,) < CHF2.Gen(1%), (ek, dk) &
LPKE.Gen(1%), (crs, td) & Sy(1Y) and r & R.

Remark. If the chameleon hash function Xcyr is a CHF with the second pre-image re-
sistance [DHLAW10b, FHN*12], the algorithm CHF.SKVer2 is defined as the equality-
checking algorithm, and the secret-key sk| which satisfies [1 < CHF.SKVer(pk, sk})] A
[1 < CHF.SKVer2(pk;, sk, ski)] is the original secret-key sk; only. So, the probabil-
ity (4.2) is simply written as Pr[B(pk,, pk,, ek, crs, sk, dk, td, f(pk,, pk,, ek, crs, sky;r)) —
Skl].

Definition 21. CHF scheme Xcyr = {CHF.Gen, CHF.Eval, CHF.TC, CHF.SKVer, CHF.SKVer2}
is said to be strongly collision-resistant in HL model with respect to the function class
FHI ), if for every PPT A and every function f : {0, 1}Phltipkel+iekislersitiskil — (0 1} which

2516
is included in the function class TZ’: Ité (1) and has a randomness space R,

Pr [A (pky, pka, ek, crs, sky, dk, td, f(pky, pka, ek, crs, sky;r)) — ((my, 1), (ma, 12))
s.t. [(my,r) # (ma, r2)] A [CHFE.Eval(pky, my; r;) = CHE.Eval(pk;, my; r»)]]

is negligible, where (pki, sky) « CHF.Gen(1%), (pk, sky) « CHF2.Gen(1%), (ek, dk) &
LPKE.Gen(1%), (crs, td) & S;(11) and r & R,

The strong unforgeability in HL model of the signature scheme Xg) is guaranteed by
the following theorem.

Theorem 4.3.1. X is HL-sEUF-CMA w.r.t. the function class 7:21:1’(1} ), if
® ZLPKE is IND'WLCCA,
o Y\izk is sound and zero-knowledge,

o Xcyr is strongly collision-resistant in HL model w.r.t. the function class ?;Zfé (),
random trapdoor collision, and HtC-SK, and

o Ycum is strongly collision-resistant and random trapdoor collision.
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Proof of Theorem 4.3.1. Hereafter, g, € N denotes the number of times that PPT adver-
sary A uses the signing oracle Sign. To prove Theorem 4.3.1, we use multiple games Game;,
where i € {0,1,2,3,4,5,6,7,7|1,--- ,7|qs}-

The first game Game, is the normal HL-sEUF-CMA game w.r.t. the signature scheme
Y16 and the function class 7—’{;@ (A). Specifically, Game is the following game.

Key-Generation. CH runs (pki,sk;) « CHF.Gen(1%), (pks, sky) < CHF2.Gen(1%),
(ek,dk) «— LPKE.Gen(1%), and (crs,td) < S;(11). pk and sk are set as pk =
(pki, pky, ek, crs) and sk := sk, respectively. For a function f € 7—}’;’({’ (1), CH chooses

r & R, then computes f(pk, sk; r). CH sends (pk, f(pk, sk;r)) to A. Lg is set to 0.

Query. When A issues a message m € M as a query to the signing oracle Sign, CH
generates a signature (c, m, rg, rg2) on the message as follows.

° 7y 2 RE, re2 - Rea, m’ & M. ¢ & C.n - P,o" = (c, 7).

o h:= CHF.Eval(pk,m’llo”; r), m := CHF2.Eval(pk,, h; rg>).

e ¢ := LPKE.Enc(ek, ski,m), x := (c,in), w := ski, m := NIZK.Pro(crs, x, w).
o 0 = (c,n), rg := CHE.TC(pky, sky, (||, },), ml|o").

CH returns a signature (¢, 7T, rg, rgp) to A. CH sets Lg = Lg U{(m,c,m, rg, rep)).
Forgery(m", (c*,n",r,ry,)). CH is given amessage m"* € Mand a signature (c*, *, ., ;).

A wins the game, if [1 « NIZK.Ver(crs, x*,n")] A [(m*, ", 7", 1}, 1y,) € Ls], where h™ =
CHF.Eval(pk,,m*||(c*, n*); r},), m* := CHF2.Eval(pk,, h*; r},) and x* = (c*, m").
We define the games Game;, where i € {1,2,3,4,5,6,7,7|1,---,7|q,}, as follows.

Game;. Game, is the same as Game, except that CH generates a common reference string
crs by running crs < NIZK.Gen(1%) in Key-Generation.

Game,. Game, is the same as Game; except that A’s winning condition is changed to the
following one, where sk} := LPKE.Dec(dk,c*,m"): [1 « NIZK.Ver(crs,x*,n")] A
[(m*, c*,n*, 1}, ryy) & Ls] A [1 < CHE.SKVer(pk,, sk})].

Game;. Game; is the same as Game, except that A’s winning condition is changed to the
following one: [1 « NIZK.Ver(crs,x*,n*)] A [(m*,c",n*, 1}, 15,) & Ls] A1 «
CHF.SKVer(pk;, sk})] A [1 « CHF.SKVer2(pk,, sk, ski)].

Game,: Game, is the same as Game; except that A’s winning condition is changed to the
following one: [1 « NIZK.Ver(crs,x*,n*)] A [(m*,c", n*, 1}, 15,) & Ls] A1 «
CHF.SKVer(pk;, sk})] A [1 < CHF.SKVer2(pk, sk}, ski)] A [[m* & {my,--- ,ing }] Vv
[Fi € [1, g5 s.t. [ = m A[(h*, ry) = (h, rE2 DTN (M7, €%, 7T, 1) # (my, i, 70, T,
where, for i € [1, g,], each one of m;, h;, rga;, ¢;, m; and rg; is the element which was
generated when computing the reply to the i-th signing oracle query.
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Games Games is the same as Game, except that when A issues a message m € M as a query
to the signing oracle Sign, CH generates a signature (c, 7, rg, rgz) on the message as
follows.

® rp, T < Re, 1y l Rez, m' < M, ¢ < cCn < P, o’ = (c,n).

e /' := CHF.Eval(pk,,m'||0”; r};), m := CHF2.Eval(pks, h’; 7).

e ¢ = LPKE.Enc(ek, sk, m), x = (c,m), w := sk;, m := NIZK.Pro(crs, x, w).
e 0 = (c,n), h .= CHF.Eval(pk,, m||o; rg).

o rgy = CHF2.TC(pk,, sky, (W', 1},), h).

Game. Gameg is the same as Games except that the following two points. Firstly, CH gener-
ates a common reference string crs by running (crs, td) < S;(1") inKey-Generation.
Secondly, when replying to a query to Sign in Query, CH generates a proof & by us-
ing S,, instead of NIZK.Pro, where S, denotes the second simulator in the definition
of zero-knowledge for Zyzk.

Game; (= Game;). Gamey is the same as Gameq except that A’s winning condition is changed
to the following one: [1 « NIZK.Ver(crs, x*, n)| A [(m*, c*, 7", 1}, 15,) € LsIA[1
CHF.SKVer(pk;, sk})] A [1 < CHF.SKVer2(pk, sk}, sk)] A [m* & {imy,--- iy }].

Gamey, - -- ,Gamey, . Gamey;, where i € [1,q], is the same as Gamey, except that when
replying to the j-th signing oracle query, where j < i, CH generates the ciphertext
¢; by running ¢; « LPKE.Enc(ek, 0¥%1!, i1;), where 0/l denotes the bit-string of |sk;|
number of 0.

Hereafter, W;, where i € {0, 1,2,3,4,5,6,7,7|1,--- ,7|q,}, denotes the event that A wins the
game Game;. It holds obviously that

FHI ()-HL-sEUF-CMA
SIG

Advy >, (D) = Pr[W]
7
< Z [Pr [Wi_i1 - Pr[W,| + Z [Pr [Wai_1] = Pr [Wa]| + Pr Wy, ]
i= i=1
Theorem 4.3.1 is proven by the above inequality and the following all lemmas. O

Lemma 4.3.1. | Pr[W,] — Pr[W,]| is negligible if Znizx is zero-knowledge.

Lemma 4.3.2. |Pr[W,] — Pr[W,]| is negligible if Znizx is sound.

Lemma 4.3.3. | Pr[W,] — Pr[W3]| is negligible if Xcyr is HtC-SK.

Lemma 4.3.4. | Pr[W;] — Pr[W,]| is negligible if Zcur, is strongly collision-resistant.

Lemma 4.3.5. |Pr[W,] — Pr[Ws]| is negligible if each one of Lcyr and cyr, is random
trapdoor collision.

Lemma 4.3.6. | Pr[Ws] — Pr[Wq]| is negligible if Znizx is zero-knowledge.
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Lemma 4.3.7. | Pr[Wc] — Pr[Wy 0l is negligible if Zcyr is strongly collision-resistant in HL
model w.r.t. the function class ?;:fé (A).

Lemma 4.3.8. Foranyi € [1, g], | Pr[W7,_11-Pr[Wy;]| is negligible if ¥y pxg is IND-wLCCA.

Lemma 4.3.9. Pr[W;, | is negligible.

Proof of each lemma is given below.

Proof of Lemma 4.3.1. 'We prove that if we assume that there is a PPT adversary A which
makes | Pr[Wy]—Pr[W; ]| non-negligible, then we are able to construct a PPT algorithm which
breaks the zero-knowledge property for Znizk.

We consider a PPT simulator S. On one hand, the simulator S is a PPT algorithm
attempting to break the zero-knowledge for Znizx. On the other hand, S is the challenger
in Game, or Game;. § is given a common reference string crs. If crs was generated by
(crs,td) « S;(1%) (resp. crs « NIZK.Gen(1%)), then S simulates Game, (resp. Game,)
against the PPT adversary A properly. The concrete behavior by S is the following.

Key-Generation. S runs (pk;, sk;) « CHF.Gen(1%), (pk», sk;) < CHF2.Gen(1%) and
(ek,dk) «— LPKE.Gen(1%). S is given a common reference string crs of Inyzx. S
sets pk and sk to pk = (pky, pks, ek, crs) and sk := sk;, respectively. S computes

f(pk, sk; r) where r & R. S sends (pk, f(pk, sk;r)) to A. S sets L to 0.

Query. When A issues a message m € M as a query to the signing oracle Sign, S generates
a signature (c, 7, rg, rg;) on the message in the normal manner. S sets Ly to Lg U

{(m, ¢, T, IE, rEZ)}'

Forgery(m*,c*,n*,ry,ry,). S outputs 1, if [1 « NIZK.Ver(crs, x*,n*)] A [(m*, c*, 7", 1,
ry,) € Ls], where h* := CHF.Eval(pk,,m"||(c*, n*); r}), m* = CHF2.Eval(pk,, h*;
ry,) and x* := (c¢*,m"). S outputs 0, otherwise.

It is obvious that if the common reference string is generated by (crs, td) « S; (1) (resp.
crs « NIZK.Gen(1%)), then S simulates the game Game, (resp. Game,) against A perfectly,
and if and only if the event W, (resp. W;) occurs, S outputs 1. Hence, we obtain Pr[W;] =
Pr[1 « S(crs) | (crs, td) — S;(1Y)] and Pr[W,] = Pr[1 « S(crs) | crs « NIZK.Gen(14)].
Hence, | Pr[Wy] — Pr[W,]| = |Pr[1 « S(crs) | crs « NIZK.Gen(14)] — Pr[1 « S(crs) |
(crs, td) — S;(1Y)]]. O

Proof of Lemma 4.3.2. 'We prove that if we assume that there is a PPT adversary ‘A which
makes | Pr[W;]—Pr[W,]| non-negligible, then we are able to construct a PPT algorithm which
breaks the soundness property for Zyizk.

We consider a PPT simulator S attempting to break the soundness of the NIZK scheme
Ynizk- Specifically, S behaves as follows.
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Key-Generation. S runs (pk, sk;) « CHF.Gen(1%), (pk,, sk,) « CHF2.Gen(1") and
(ek,dk) «— LPKE.Gen(1%). S is given a common reference string crs of Ixizx. S
sets pk and sk to pk = (pky, pks, ek, crs) and sk := sk;, respectively. S computes

f(pk, sk; r) where r <5 R, then sends (pk, f(pk, sk;r)) to A. S sets L to 0.

Query. When A issues a message m € M as a query to the signing oracle Sign, S generates
a signature (c, 7, rg, rg;) on the message in the normal manner. S sets Ly to Lg U
{(m, c,m, re, re2)}.

Forgery(m*,c*,n",ry,ry,). S checks whether the following condition is satisfied or not:
[1 « NIZK.Ver(crs,x*,n")] A [(m*,c*,n", 1, 1y,) € Ls] A [0 « CHF.SKVer(pk,,
sk})], where h* = CHF.Eval(pk,,m*||(c*,n*); ry), m* = CHF2.Eval(pk,, h*;r,),
x* = (c*,m") and sk} := LPKE.Dec(dk, c*,m").

If the condition is satisfied, then S outputs (x*, 1) = (c*, m*, n*).

It is obvious that S simulates Game; or Game,, perfectly.
By the way, the definitions of W; and W, gives us the following equations.

Pr{W]
Pr [Wz]

Pr([1 « NIZK.Ver(crs, x",n)] A [(m", ", 7", 1 1) € Ls]]  (4.3)
Pr([1 « NIZK.Ver(crs, x",n)] A [(m*, ", 7", 1}, 1y) & Ls |
A[1 « CHF.SKVer(pki, sk?)]] (4.4)

Hence, we obtain

[Pr[W;] — Pr[W,]|
= Pr[[1 « NIZK.Ver(crs, x",n")] A [(m", c", ", ri, 1) & Ls]
A [0 « CHF.SKVer(pk,, sk})]]
= Pr[S(crs) - (x*,n") s.t. [1 « NIZK.Ver(crs, x*,n")]
A [0 « CHE.SKVer(pki, sk))]]. 4.5)

By the definition of the language L given in (4.1), the following statement is true: for any
(c,m) € L, there exists sk; such that [c « LPKE.Enc(ek, sk;,m)]A[1 « CHF.SKVer(pk,, sk;)].
By the above statement, the correctness of Il pkg, and the correctness of Ilcyg, the fol-
lowing statement is true: for any (¢, m) € L, it holds that [1 « CHF.SKVer(pk, sk;)], where

sk, = LPKE.Dec(dk, c, m).

The contraposition of the above statement is the following statement: for any ¢ € C
and any m € M, if [0 « CHF.SKVer(pk, sk,)], where sk; := LPKE.Dec(dk, ¢, m), then
(c,m) ¢ L.

By the above statement and the equation (5.4), we obtain

[Pr[W;] — Pr[W5]| = Pr[S(crs) = (x*,n") s.t. [1 « NIZK.Ver(crs, x",7")] A [x" ¢ L]].
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Proof of Lemma 4.3.3. 'We prove that if we assume that there is a PPT adversary A which
makes | Pr[W,]—-Pr[Wj3]| non-negligible, then we are able to construct a PPT algorithm which
breaks the HtC-SK property for Xcyg.

We consider a PPT simulator S who behaves as a PPT adversary trying to break the
property of HtC-SK for Xcyr. The concrete behavior by S is the following.

Key-Generation. Sis given (pk,, sk;) of the keys of Zcyr. S runs (pks, sk,) «— CHF2.Gen(14),
(ek,dk) «— LPKE.Gen(1") and crs < NIZK.Gen(1%). S sets pk and sk to pk =

(pki, pka, ek, crs) and sk := sky, respectively. S computes f(pk, sk; r), where r <E R,
then sends (pk, f(pk, sk;r)) to A. S sets L to .

Query. When A issues a message m € M as a query to the signing oracle Sign, S generates
a signature (c, 7, rg, rg;) on the message in the normal manner. S sets Ly to Lg U
{(m, c,m, rg, re)}

Forgery(m*,c*,n",r;,1y,). S checks whether the following condition is satisfied or not:
[1 « NIZK.Ver(crs,x*,n")] A [(m*,c*,n", 1, 1y,) € Ls] A [1 < CHF.SKVer(pk,,
sk})] A [0 « CHF.SKVer2(pk,, sk}, sky)], where h* := CHF.Eval(pk;, m*||(c*, n*); r}),
m* = CHF2.Eval(pk,, h*; r},), x* = (c*,m") and sk} := LPKE.Dec(dk, c*, m").

If the condition is satisfied, S outputs skj.

It is obvious that S simulates Game, or Game; against ‘A perfectly.
By the definitions of W, and W3, we obtain

Pr[W,] = Pr[[l « NIZK.Ver(crs,x",n)] A [(m",c", 7", ry, 15, & Ls ]
A[1 « CHF.SKVer(pk,, sk})]]
Pr[W3] = Pr[[l « NIZK.Ver(crs,x", )] A [(m", c*, 7", 1}, 1) & Ls]
A [1 « CHF.SKVer(pk, sk})] A [1 « CHF.SKVer2(pk,, sk, sk;)]]

Hence, we obtain

[Pr[W,] — Pr[W3]] = Pr[[1 « NIZK.Ver(crs, x*,n)] A [(m", ", 7", 1, 1yy) & Ls]
A[1 « CHF.SKVer(pk,, sk})] A [0 « CHF.SKVer2(pk,, ski, sk1)]] . (4.6)

The above probability is equal to the probability with whom S wins the HtC-SK property
game for Ilcyg. O

Proof of Lemma 4.3.4. We prove that if we assume that there is a PPT adversary A which
makes | Pr[W5]—Pr[W,]| non-negligible, then we are able to construct a PPT algorithm which
breaks the strong collision-resistance property for Xcpp;.

We consider a PPT simulator S who behaves as a PPT adversary trying to break the
property of strong collision-resistance for Xcyr,. The concrete behavior by S is the follow-
ing.
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Key-Generation. Sis given a public key pk; of Zcyp,. Sruns (pk, sk;) < CHF.Gen(1%),
(ek,dk) «— LPKE.Gen(1") and crs <« NIZK.Gen(1%). S sets pk and sk to pk =

(pky, pka, ek, crs) and sk = sky, respectively. S computes f(pk, sk; r), where r i R,
then sends (pk, f(pk, sk;r)) to A. S sets L and L to 0.

Query. When A issues a message m; € M as the i-th query to the signing oracle Sign, S
generates a signature (c;, 7, 7', F'e2,;) on the message as follows.

/

o Fi e R, g e Rioyml = M, ¢, & C 1 — P, o 1= (o).

h; := CHF.Eval(pk,, m(|lo}; 1}, ), m; := CHF2.Eval(pka, hi; 1g2,0).

e ¢; .= LPKE.Enc(ek, sk, m;), x; := (¢;, m;), w := sky, m; := NIZK.Pro(crs, x;, w).
o 0; = (c;,m)), rg; = CHE.TC(pky, sky, (m||o, r%’l.), m;||o)).

S returns (C,‘, T, FE2 iy rE,i) to A. LS is set to LS U {(m,‘, Cis iy YEDis rE,i)}- ~£n‘1 1S set to

Ly U {m;}.

Forgery(m",c*,n*,ry, ry,). Ssets h* := CHF.Eval(pk,, m*||(c*, n*); r},),
m* = CHF2.Eval(pk,, h*;ry,), x* = (c*,m") and sk; = LPKE.Dec(dk, c*,m"). If
[1 « NIZK.Ver(crs, x*, n)IA[(m", c*, ", 1}, 13,) € Ls]A[1 « CHF.SKVer(pk,, sk})]
A [1 « CHFE.SKVer2(pk, ski, sk)] A [Fi € [1,q,] s.t. [m* = ] A [(h*,r},) #
(hi, rg2,)]1, then S outputs (A", 1y,), (hi, 7E2,))-

It is obvious that S simulates Game; or Game, against A perfectly. By the definitions of
W; and W,, we obtain

Pr[W;] = Pr[[1 « NIZK.Ver(crs, x*,n")] A [(m", ¢", ", i, 1) & Ls]

A[1 « CHE.SKVer(pky, sk})] A [1 « CHE.SKVer2(pk,, sk, skp)]] ~ (4.7)
Pr[W,] = Pr[[1 « NIZK.Ver(crs, x*, n")] A [(m", ", 7", 1, ryy) € Ls]

A[1 « CHF.SKVer(pky, sk})] A [1 « CHF.SKVer2(pk,, sk, sk;)]

A & Lal v [Pi € [1.g)) st [ = ] A7) = (i 7))

Am*, ¢, n",rg) # (my, ci, i, re )] 1]] (4.8)

By (4.7) and (4.8), we obtain

[Pr[W3] — Pr[W,]]
= Pr[[1 « NIZK.Ver(crs, x*,n*)] A [(m*, c*, 7%, r, 1}y) & L]
A[1 « CHF.SKVer(pky, sk’)] A [1 « CHF.SKVer2(pk,, sk, sk;)]
Aie gl st [ = md A0, 7o) # (i) |

The above probability is equal to the probability with whom S wins the strong collision-
resistance game for Icyps. O
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Proof of Lemma 4.3.5. For a message /i € M queried to the signing oracle in Game,
(resp. Games), P4(C, 1, F'g, rgp) (resp. Ps(C, 7, Fg, rg2)) denotes the probability that the signa-
ture (¢, 1, g, rg2) € C X P X Re X R, is generated.

For the probability P4(¢, 7, Fg, rg»), we obtain

P, (¢, 7, g, rgp) = Pr[[¢ = LPKE.Enc(ek, sk, m)] A [ = NIZK.Pro(crs, x, sk;)]

A [rg = CHE.TC(pky, ski, (m'I(c", '), ), mll(E, A))] A [rE2 = rps]

7 & R & Rom’ & M & G & | (4.9)
= Pr[[¢ = LPKE.Enc(ek, ski,m)] A [ = NIZK.Pro(crs, x, sk;)]

U U U U U
| ry — Re,ren — Rep,m’ — M, " « C, o’ <—SD]

-Pr[/g = CHE.TC(pky, sky, (m'||(c", "), r), ml|(€, 7))

| 7, & Rpm’ & M, & Cont’ P] -Pr [rfsz = re2 | 12 & R (4.10)
= Pr[[¢ = LPKE.Enc(ek, ski,m)] A [# = NIZK.Pro(crs, x, sk;)]

| ¥y & Rp.rps & Repom’ & M,c' e Cot’ & P|- @ : |7€1Ez|’ (4.11)

where #’' = CHF.Eval(pk,,m’||(c’,n"); r}), m = CHF2.Eval(pk,,h';rg;) and x = (¢,m)
(4.9) is the definition. The transformation from (4.9) to (4.10) is correct since each event
is independent. The transformation from (4.10) to (4.11) is correct since the CHF scheme
[cyr 1s random trapdoor collision.
On the other hand, for the probability Ps (¢, 7, Fg, rg»), we obtain
Ps (¢, 7, g, rin) = Pr[[¢ = LPKE.Enc(ek, ski,m)] A [ = NIZK.Pro(crs, x, sk;)]
AlFe = ] A|ria = CHF2.TC(pky, sk, (1, ), B)|

| o, 7y = Ry Py o Rz’ - M, ¢ Cont P] (4.12)
= Pr[[¢ = LPKE.Enc(ek, ski,m)] A [# = NIZK.Pro(crs, x, sk;)]

U U U U U
| ry & Re, 1y — Rpp,m’ — M, ¢’ « C,n’ P

Pl =g | & RE] - Pr[ri2 = CHF2.TC(pks, sk, (', i), )

| resty & Rty & R & M Loy & 50] (4.13)
= Pr[[¢ = LPKE.Enc(ek, ski,m)] A [ = NIZK.Pro(crs, x, sk;)]
!
|rg<3RE,rgz<5Rm,m'<5M,c'ﬁc,n'ip]-—-—, (4.14)
IRel  |1RE2

where i’ := CHF.Eval(pk,,m’||(c’, n’); r), m := CHF2.Eval(pk,,h’; r;,), x = (¢,m), and
o= CHEF.Eval(pk,, m||(¢, 1); rg). (4.12) is the definition. The transformation from (4.12) to
(4.13) is correct since each event is independent. The transformation from (4.13) to (4.14)
is correct since the CHF scheme Ilcyg; is random trapdoor collision.

By (4.11) and (4.14), P4(¢, 7t, Fg, rE2) = Ps(C, &, g, o). Thus, for any /i1 € M and any
signature (¢, T, 7g, rgp) € C X P X Reg X Rgp, the probability in Game, that the signature
(¢, &, Fg, rgz) on the message /1 is generated is equal to the one in Games. O
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Proof of Lemma 4.3.6. We prove that if we assume that there is a PPT adversary A which
makes | Pr[ W5]—Pr[Ws]| non-negligible, then we are able to construct a PPT algorithm which
breaks the zero-knowledge property for Xz .

We consider a PPT simulator § attempting to break the zero-knowledge property for the
NIZK scheme Xnizx. Specifically, S behaves as follows.

Key-Generation. S is given a common reference string crs of Zyizx. S runs (pky, sky) <
CHF.Gen(1%), (pk,, sk,) < CHF2.Gen(1%) and (ek, dk) < LPKE.Gen(14). S sets pk
and sk to pk := (pki, pka, ek, crs) and sk := sky, respectively. S computes f(pk, sk; r),

where r & R, then sends (pk, f(pk, sk;r)) to A. S sets each list of Ly and L; to 0.

Query. When A issues a message m; € M as the i-th query to the signing oracle Sign, S
generates a signature (c;, 7, 7', Fe2,;) on the message as follows.

U U U U U
® rpitp; < Re, 1y, — Rep, m; — M, ¢ « C, ) — P, o] = (¢}, 7).
h; = CHE.Eval(pk, mllo; 1y ), im; := CHF2.Eval(pka, h;; r;jz’l.).
e ¢, .= LPKE.Enc(ek, sk, m;), x; := (¢;,m;), w := skj.

Issues (x;, w) as an query to Oy, then receives a proof ;.

o o, :=(c;,m), h = CHF.EV8.|(pk], my|lo; TE,i)-
o rpy; = CHF2.TC(pk,, sky, (h;, r/EZ,i)’ h)).

]

S returns (C,‘, T, FED iy rE,i) to A. LS is set to -LS U {(WL,’, Cis iy YED is rE,i)}- Lm 1S set to

Ly U {m;}.

Forgery(m*,c*,n*,ry,ry,). S checks whether the following condition is satisfied or not:
[1 « NIZK.Ver(crs,x*,n")] A [(m",c*, 7", 1y, 15,) € Ls] A[1 « CHF.SKVer(pk;,
sk})IA[1 « CHF.SKVer2(pk;, ski, skp)A[[m* & {m,, - g JIVETi € [1, g4 s.t. [m* =
i A[(h*, 1y,) = (hi, T2 DIA(m*, ¢*, 7", 1) # (my, ¢, i, g )11, where h* .= CHF.Eval(pk;,
m*||(c*, *); ry), m* := CHF2.Eval(pks, h*; ry,), x* := (c¢*,m") and sk} := LPKE.Dec(dk,
c*,m").
If the condition is satisfied, S outputs 1. Else, then S outputs 0.

It is obvious that if the common reference string crs is generated by (crs, td) «— S;(11)
(resp. crs « NIZK.Gen(1%)) and the proof-generation oracle O is O™ (resp. o),
then S simulates Gameg (resp. Games) against A perfectly, and if and only if Wy (resp. Ws)
occurs, S outputs 1. Hence, we obtain

IPr[Ws] — Pr[Wy]| = 'Pr [1 « 8% (ers) | ers « NIZK.Gen(1%)]
~Pr[1 ST ers) | (ers, 1d) < $101Y)|
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Proof of Lemma 4.3.7. We prove that if we assume that there is a PPT adversary A which
makes | Pr[ W¢]—Pr[W;]| non-negligible, then we are able to construct a PPT algorithm which
breaks the property of strong collision- resistance in HL model w.r.t. T{:fé (A) for Zcyg.

We consider a PPT simulator S who behaves as a PPT adversary trying to break the
property of strong collision resistance in HL. model w.r.t. 7—’{:; (A) for Zcyr. The concrete
behavior by S is the following.

Key-Generation. Sis given (pky, pks, ek, crs, sky, dk, td, f(pki, pka, ek, crs, sky; 1)), where
(pk, sky) & CHF.Gen(1%), (pks, sky) & CHF2.Gen(14), (¢k, dk) < LPKE.Gen(1%),

(crs, td) & S;(1*) and r & R. 8 sets pk to (pky, pks, ek, crs). S sends the public key
pk and the leakage f(pk, pks, ek, crs, sky;r) to A. S sets Lg and L to 0.

Query. When A issues a message m; € M as the i-th query to the signing oracle Sign, S
generates a signature (c;, 7, 7', Fg2,;) on the message as follows.

® IEiTE; Al RE, r%z’l. & Rz, m. d M, c; d C,nr l P, ol = (c},m).
e h; := CHF.Eval(pk,, mi|lo; ry, ), m; == CHF2.Eval(pk,, h; r;jz’l.).

e ¢; .= LPKE.Enc(ek, sk, m;), x; == (¢;, m;), m; := Sy(crs, x;, td).

o 0; = (c;,m;), h; = CHF.Eval(pk,, m;|lo;; rg.)-

o 1 = CHF2.TC(pk,, sks, (h, r;?Z,i)’ h).

S returns (C,‘, i, TED iy rE,i) to A. LS 1s set to LS U {(m,‘, Ci, iy FE2.i» rE,i)}- .Em 1s set to

Ly U {m;}.

Forgery(m*,c*,n*,ry,ry,). S checks whether the following condition is satisfied or not:
[1 « NIZK.Ver(crs,x*,n")] A [(m",c*, 7", 1y, 15,) € Ls] A[1 « CHF.SKVer(pk,,
skP] A [1 « CHF.SKVer2(pk,, ski, ski)] A [Fi € [1,q,] s.t. [m* = m;] A [(h,1},) =
(hi, e DI AN [(m*, c*, ", ry,) # (my, ¢, i, re )11, where h* '= CHF.Eval(pk,, m*||(c*, 7);
rp), m* = CHF2.Eval(pk,, h*; ry,), x* == (c*,m") and sk} := LPKE.Dec(dk, c¢*, m").

If the condition is satisfied, S outputs ((m*||(c*, "), ry), (mil|(ci, 7)), 7E4)).

It is obvious that S simulates Gameg or Game,, perfectly. The definitions of Wg and W5
gives us the following equations.

Pr[Ws] = Pr[[l « NIZK.Ver(crs,x", )] A [(m",c*, 7", r, 1) & Ls ]

A[1 « CHE.SKVer(pki, sk})] A [1 «— CHF.SKVer2(pk,, sk’, sk;)]

A & Lal v i€ [1,q] st T = i) A [0 75) = (i 2]
Am*, " 1", rg) # (my, ci, i re ) ]]] (4.15)
Pr[[1 « NIZK.Ver(crs, x", n)] A [(m", ", 7", 1, 15y) € L]

A[1 « CHE.SKVer(pki, ski)] A [1 «— CHE.SKVer2(pky, sk, sk1)]
A" ¢ Ly]] (4.16)

Pr[W5]
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By (4.15) and (4.16), we obtain

|Pr[We] — Pr[W/]|
< Pr[[1 « NIZK.Ver(crs, x",n")] A [(m", ¢, ", ry, 1) & Ls ]
1 « CHF.SKVer(pk,, sk})] A [1 « CHF.SKVer2(pk, sk;, ski)]

[
[Pi € (1)) st A" = m] A [0, Fy) = (i 7))

A
A
Al(m*, c*, ", ry) # (my, i, mi e )]]]

The last probability is equal to the probability with whom S wins the game for the strong
collision-resistance in HL. model w.r.t. the function class 9—'22’% () for Icyg. O

Proof of Lemma 4.3.8. We prove that for any k € [1,q,] if we assume that there is a
PPT adversary A which makes | Pr[W_;] — Pr[W7,]| non-negligible, then we are able to
construct a PPT algorithm which breaks the IND-wLCCA security for X pkg.

We consider a PPT simulator S attempting to break the IND-wLCCA security for the
LPKE scheme X pxg. CH denotes the challenger in the IND-wLCCA security game. Specif-
ically, S behaves as follows.

Key-Generation. Sis given an encryption-key ek of X pxg. Sruns (pk;, sk;) «— CHF.Gen(1%),
(pka, sky) «— CHF2.Gen(1%) and (crs,td) <« S;(1"). S sets pk and sk to pk =

(pki, pka, ek, crs) and sk = sky, respectively. S computes f(pk, sk; r), where r i R,
then sends (pk, f(pk, sk;r)) to A. S sets each list of Lg and L to 0.

Query. We consider the case when (A issues a message m; € M as the i-th query to Sign.
Ifi > k+ 1 (resp. i < k— 1), then S generates a signature (c;, 71, g, 'g2;) ON M; as
follows.

® IEiTg; < RE, ’";52,1' < R, m. d M, ¢ Al C,nm < P, ol = (c,n).
e h; = CHF.Bval(pk,, m||o}; r}; ), m; := CHF2.Eval(pka, h}; 17, ).

e ¢; .= LPKE.Enc(ek, sk, m;) (resp. ¢; := LPKE.Enc(ek, 051!, n;)).

e x; = (¢c;,my), mj .= Sy(crs, x;, td).

o 0; = (¢c;,m;), h; := CHF.Eval(pk,, m;||o;; rg;).

o rp; = CHF2.TC(pk,, sky, (K, i h;).

1°

Else if i = k, then § generates a signature (cy, 7T, F'gx, 'E2.4) ON My in the same manner
as the case of i > k+ 1 or i < k— 1 except that how the ciphertext ¢; = ¢, is generated.
In the case of i = k, S sends (sk;, 0#“! 77,) to CH in Challenge in IND-wLCCA
game for Xy pxg, then gets a ciphertext cy.

S returns the generated signature (c;, 71, g, 'g2;) to A. S sets Lg to Lg U {(m;, ¢;, 7;,
rei, TE2)}. S sets Ly to Ly U {m;}.

Forgery(m*,c*,n",r,r;,). S computes h* := CHF.Eval(pk,,m*||(c*,n*);r}) and m* =
CHF2.Eval(pks, h*; ry,). S issues (c*,m") as a query to Decrypt in Query 2 in IND-
wLCCA game, then receives skj. S outputs 8’ == 1 in Guess in IND-wLCCA game,
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when the following condition is satisfied: [1 « NIZK.Ver(crs, x*, i) IA[(m", c*, 7", 1}, 17,) €
Ls] A [1 « CHF.SKVer(pk;, sk)] A [1 « CHF.SKVer2(pk,, ski, ski)] A [m" & L],

where x* = (c*, m").

Let 8 € {0, 1} be the challenge-bit in the IND-wLCCA security game for Il pgg. It is
obvious that § simulates Gameyy_; (resp. Gamesy) when 8 = 0 (resp. § = 1), and if and
only if Wy, (resp. Wyy) happens, S outputs 8’ = 1. It is also obvious that when Wy_;
or Wy, occurs, the label /m* in the query (c¢*, m™) to the oracle Decrypt in Query 2 issued
by S satisfies m* # my, so the query (c*,m*) is not a forbidden query. Hence, we obtain
Pr[Woy_1] = Pr[B = 1|B = 0] and Pr[Wy,] = Pr[g’ = 1|8 = 1].

Itis obvious that Pr[8 =B8] =Pr[8 = 0AB=0]+Pr[f = 1A =1] = %(Pr[ﬂ’ =08 =
O]+Pr[g=1B=1)]) = %(Pr[,B’ =18=1]-Pr[g =1|8=0]+1).

Hence, we obtain Advgz’g(;gcm =12-Pr[8 =B]-1|=|Pr[g =1|8=1]-Pr[8 = 1|8 =
O]l = [Pr[Wap_1] = Pr[Wq]l. O

Proof of Lemma 4.3.9. We prove that if we assume that there is a PPT adversary A which
makes Pr[W5, ] non-negligible, then we are able to construct a PPT algorithm which breaks
the property of hardness of inversion for the leakage-function f € 7-;1’5{1’(1} ().

We consider a PPT algorithm S. 8 behaves as a PPT algorithm in the definition of
the leakage-function class 7—”21:2 (V). S is given (pky, pk,, ek, crs, sky, dk, td, f(pk,, pk,, ek,
crs, sky;r)) as inputs, and simulates Gamey,, against A. The concrete behavior by S is the
following.

Key-Generation. Sis given (pki, pks, ek, crs, sky, dk, td, f(pki, pka, ek, crs, sky; 1)), where
(pk, sky) & CHF.Gen(1%), (pks, sky) & CHF2.Gen(14), (¢k, dk) < LPKE.Gen(1%),
(crs, td) & S;(1Y) and r & R. S8 sets pk to (pky, pks, ek, crs). S sends (pk, f(pki,
pka, ek, crs, ski;r)) to A. S sets each list of Lg and £; to (.

Query. When A issues a message m; € M as the i-th query to the signing oracle Sign, S
generates a signature (¢;, 7, 7', Fg2,;) on the message as follows.

o reity; o Rp, Py & Rioy ] e M, ¢} = C, 1, & P, 0 1= (¢, ).

e h; := CHF.Eval(pk,, mi|lo; ry, ), m; == CHF2.Eval(pk,, h}; ”2:2,,')-

e ¢; .= LPKE.Enc(ek, sk, m;), x; := (¢;, m;), m; := Sy(crs, x;, td).

o 0; = (¢c;,m;), hy = CHF.Eval(pk,, m;|lo;; rg.).

o rpi = CHF2.TC(pk,, sky, (h, r};z,i), h)).
S returns (c;, ;, rga i, re;) to A. Ly is set to Lg U {(my, ¢;, Ty, TE2 iy TE)}. L 1S set to
Ly U {m;}.

Forgery(m",c*,n",ry,ry,). Ssetsh® := CHF.Eval(pk,,m*||(c*, n*); r}), m* = CHF2.Eval(pk,,
h*;ry,) and sk} := LPKE.Dec(dk, c*,m"). S outputs skj.
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It is obvious that S simulates Gamey,, against A perfectly. If A wins the game Gamey, ,
then S is able to acquire a secret-key skj such that [1 « CHF.SKVer(pk;, sk))] A [1 «
CHF.SKVer2(pk,, ski, ski)]. Hence, we obtain

Pr[S (pki, pka, ek, crs, sky, dk, td, f(pky, pka, ek, crs, sky;r)) — ski
s.t. [1 < CHF.SKVer (pki, sk})] A [1 «— CHF.SKVer2 (pki, sk;, sk1)|] = Pr|[ Wy, |,

where (pky, sk;) & CHF.Gen(1%), (pky, sk,) < CHF2.Gen(14), (ek, dk) < LPKE.Gen(1%),

(crs, td) & Si(1Y and r &R
If we assume that there exists a polynomial function poly(1) such that Pr[W7|qx] >
1/poly(2), then we obtain

Pr [S (pki, pka, ek, crs, sky, dk, td, f(pky, pka, ek, crs, sky;r)) — ski
s.t. [1 « CHF.SKVer (pki, ski)] A [1 « CHF.SKVer2 (pk, ski, ski)]] = 1/poly(d),

where (pky, sk;) & CHF.Gen(14), (pka, sky) < CHF2.Gen(14), (ek, dk) < LPKE.Gen(1%),

(crs, td) & S;(11) and r & R.

This contradicts to the hardness of inversion for the leakage-function f € 7:21: l’é (). O

4.4 An Instantiation Secure under the DLIN Assumption

As a concrete construction for the chameleon hash function Xcyr, we adopt the chameleon
hash function I1cyg,, given in Fig. 4.1. For Ilcyg,, we obtain Theorem 4.4.1, Theorem 4.4.2,
and Theorem 4.4.3, whose proofs are given below.

Theorem 4.4.1. For any n € N, lcyg, is HtC-SK under the DL assumption.
Theorem 4.4.2. For any n € N, Ilcyg,, is random trapdoor collision.

Theorem 4.4.3. For any chameleon hash function llcyg,, any LPKE scheme Il pgg, any
NIZK scheme Ilnizx, and any integer n € N, Ilcyg, is strongly collision-resistant in HL
model w.r.t. the function class 7:1%2 () under the collision-resistance of the hash function
J :{0,1}* — Z, \ {0} and the DL assumption, where Ilgig denotes the instantiation of the
signature scheme Zsig by Ucyr, lenr, ipke and yzk.

As a concrete construction for the chameleon hash function Xcyg,, we adopt the chameleon
hash function Ilcyg; which is Ileyg, in Fig. 4.1 with n = 1. The following corollary is ob-
tained by Theorem 4.4.3, obviously.

Corollary 4.4.1. For any n € N, Icyg, is strongly collision-resistant under the collision-
resistance of the hash function J : {0, 1} — Z, \ {0} and the DL assumption.

Thus, the random trapdoor collision and strong collision-resistance of the CHF scheme
Ilcyr, are guaranteed by Theorem 4.4.2 and Corollary 4.4.1, respectively.

As a concrete construction for the LPKE scheme X pgg, we adopt Il pkg; given in
Fig. 5.10. The LPKE scheme is a modification of the LPKE scheme by Camenisch et
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CHF.Gen(14, 1™):
U .

(p’Gyg) — g(l/l) X155 Xp, AL, 00 ,Ap < Zp' 81 = gd]’ o, 8n = gan.y = H?:] gi(t

Return pk == (p,G, g1, -+, &n,y) and sk == (x1,-- - , Xp).
CHF.Eval(pk, m; r):

U n s n i J(m)

r «— Zp, where r is parsed as (rq,- - , ). Return (y I, 8; )
CHF.TC(pk, sk, (m,r),m"):

sk € Z?, is parsed as (x{, -+ ,X,). I € ZZ is parsed as (ry, - -+ ,7y).

Forie [1,n], rl == Jm)(x; — r;)/J(m') — x;. Returnr’ := (r{, -~ , 7).
CHF.SKVer(pk, sk*):

sk* € Z), is parsed as (x], -+, x,). Return 1, if {y = [, gff l Return 0, otherwise;
CHF.SKVer2(pk, sk*, sk’):

sk* € Z, is parsed as (xj, -+, x,). sk’ € Zj, is parsed as (x], -+ , x7).

Return 1, if [/\:’:1 [xl* = x:]] Return 0, otherwise;

Figure 4.1: Construction of CHF Scheme Ilcyg,, where J : {0, 1} — Z, \ {0} is a collision-
resistant hash function.

al. [CCS09] which is IND-LCCA secure® under the DLIN assumption and the collision-
resistance of hash function. Faust et al. [FHN*12] modifies the scheme by Camenisch et al.
to get the LPKE scheme II; pkp; which achieves a weaker security, i.e., IND-wLCCA, but
encrypts a plaintext of arbitrary length. Thus,

Theorem 4.4.4. For any | € N, I} pxg; is IND-wLCCA under the collision-resistance of the
hash function Hcy - {0, 1} — Z,, and the DLIN assumption.

As a concrete construction for the non-interactive zero-knowledge proof yizx, we adopt
the Groth-Sahai proof Ilyizx in [GSO8] whose soundness and zero-knowledge are guaran-
teed under the DLIN assumption.

By the schemes Ilcyr ,, Henr, Hnzk and I pkg .0, Where A denotes the integer in the se-
curity parameter 11 of Ilcyg,,, our concrete signature scheme g is constructed. Hereafter,
fori € [1,n] and j € [1, 4], the j-th bit of x; € Z, in Ilcyr, is denoted by x;; € {0, 1}, and the
prime and group in Il pkg ,, are written as p and G, respectively. By the signing algorithm
of Ilgig, a ciphertext C and a proof r are generated as follows.

The ciphertext C is generated by running C «— LPKE.Enc(ek, (xy,--- , x,), m), where
LPKE.Enc is the encryption algorithm of Iljpkg ... C is parsed as {¢;j}ic(i,n,jef1,4)- €Cij 15
parsed as (y;j, zij € G, cij € G). yij is parsed as (¥;j1,Yij2, Vij3) € G3.

By using the proof-generation algorithm of the NIZK scheme Ily;zx, we generate the

SIND-LCCA is stronger security notion than IND-wLCCA. For the details, refer to [FHN*12].
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LPKE.Gen(1%, 1%):
U, . R R
(p.G,g) — GAM. ar,--- ,anbi,by —Zp. 80 =881 =8", 8 =g", g1 =g, ,g =g

U
UL, U2, U3, V1, V2, V3, WL, W2, W3 — Zyp. dy = 8y - 812, dr = 8" - 85
— V1 .32 AVl . aV3 AW aW2 AWl | aW3
e1:=8) -8 e =8) 8 m=28, 8 " =8, -8 .
ek = (p,G,20,81,82.81,"+ , 81, d1,da,e1,ex, hy, ). dk = (uy, up, uz, vi,v2,v3, wi, wa, w3).
Return(ek, dk).
LPKE.Enc(ek, x € {0, 1}, L € {0, 1}*):
For i € [1, 1], the i-th bit of x € {0, 1}/ is denoted by x; € {0, 1}.

For every i € [1,1], do:

o st e Zp. yi = igsyi2yi3) = @y, 81, 85). zi = hi - hy - g
ci=(dy - €))7 (dy - €3)%, where t; ‘= Her(yi, 2i, L). ¢ = (¥i, 2is €.
Return C := {ci}ie[l,lj-
LPKE.Dec(ek, dk,C, L):
For every i € [1,1], do:
i = yzllﬂm ')’Z22+tivz ‘yz33+liv3, where #; := Hcr(yi, zi, L).
If ¢; # c;, then return L.
Else if z,'/(ylv.i’l1 ylwé y:g* = gi» then x/ := 1. Else, then x/ := 0.
The i-th bit of x” is set as x.
Return x’ € {0, 1}/,

Figure 4.2: Construction of LPKE Scheme Il; pkg;, where Hey : {0, 1} — Z, is a collision-
resistant hash function.

proof 7. Actually, the proof 7 is a proof which proves that

El{l"ij € Zﬁ, Sij € Zf,,xij € {0, 1}},'5[1’"]’]'6[]’/1] such that

n A -
[l_l l—[ gfj R )’} /\ [[@6””” = yij,l] A [g’?j = yij,z] A [QZ"’ = yij,3]

i=1 j=1 ie[1,n],je[1,4]
rij Sii Xij tij i tij Sii _
ARy gl = 2| A - €Y (dy - €)= e A (1 = xip) = 0]

where y = [, &' € G.

Proof of Theorem 4.4.1. We prove the theorem by proving that if we assume that there
is a PPT adversary A which breaks the HtC-SK property for Ilcyr,, then we are able to
construct a PPT algorithm S which breaks the DL assumption. We prove the theorem for
the case that n > 2. The theorem for the case that n = 1 can be proven in the same manner.
Sis given (p, G, g, g%) as an instance of the discrete logarithm problem. Then, S behaves

as follows: Chooses j Al [1,n] and sets g; := g°. For every i € [1,n], chooses x; d Z,, then

sets X := (xy, -+ ,x,). Foreveryi € [1,n]\ {j}, chooses a; Al Z,, then sets g; := g“. Sets
Y = Hienim &'

S gives pk = (p,G, g, 81, , gn,y) to A. After that, S receives X" = (x,- -+, x;,) € Z]
sent by A. Since we are considering a PPT adversary A breaking the HtC-SK property for
Hcur,, X* satisfies the relation [X* # X] A [[Ticp1.n gf? = [Licpry &'1-
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ey - e,
Hence, we obtain g/ = [Tiegij 8 and g; = gt @i = g,
2

S outputs @ = (X eq1 g @ilxi — x;*))/(x; - x;). Note that Prlx} # x;] 2 /n, where
n>?2. O

Proof of Theorem 4.4.2. We consider a key-pair (pk, sk), a message m € M, and a mes-
sage m’ € M. pk and sk are parsed as pk = (p,G, g1, -, gy y) and sk = (x,--- , xp),
respectively.

P(t) denotes the probability that the randomness f is chosen as the randomness used

to compute the hash value for the message m. Hence, P(f) = Pr[t = r | r Al Z,] =

Pr[/\ieL],n][ri =r]lr« Zp] = [l Prlfi = ri | ri < 2,1 = 1/p". .
P(r") denotes the probability that CHF.TC(pk, sk, (m,r), m’) outputs r’ € Z;,, where the
randomness r € Zj) is chosen uniformly at random. Hence,

P(f) = P = CHETC(pky, ski,(m,x),m') | v < Z8] = Pr{Aqunl? = Jm)(x;
U N U
r)/Jm') = xi] | v — Z3] = [1igqm Prlr; = Jm)(x; = r) [J(m') = xi | ri = Z,] = 1/p".

Hence, P(#) = P(¥') = 1/p". Therefore, for any (pk, sk) and any m,m’ € M, r <E R and
r’ := CHF.Eval(pk, sk, (m,r),m") distribute identically. O

Proof of Theorem 4.4.3. We prove the theorem by the argument of game-transformation.
We use four games Game(, Game, Game, and Games. Each game is defined as follows.

Game,. Game, is the game of strong collision-resistance for the CHF scheme Ilcyg, in the
auxiliary leakage model w.r.t. the function class 7"1?;[2 (A). Concretely, the game is the
following.

CH runs (pky, sk;) < CHF.Gen(1%), (pks, sk») «— CHF2.Gen(1%), (ek, dk) « LPKE.Gen(1%)
and (crs, td) «— S;(1Y). pk, isparsed as (p, G, g1, , gn,y). ski is parsed as (x;,- -+ , x,,).

pk is set as (pky, pko, ek, crs). sk is set as sk;. CH sets r as r i R, where R is the
randomness space of a leakage function f € ﬁﬁié (A), then computes f(pk, sk;r). CH

sends (pk, sk, dk, td, f(pk, sk;r)) to A. Then, (m,r) and (m’,r"), where m,m’ € {0, 1}*
andr,r’ € Z), are sent to CH by A. randr’ are parsed as (ry,--- ,r,) and (r],- -+ , 1),
respectively. A is said to win the game, if the following condition is satisfied:

N, AN
(y-l_[g?) =(y'ﬂgf"] ]
i=1 i=1

Game;. Game, is the same as Game, except that the winning condition by A is changed to
the following one: [[[m # m'] A [J(m) # Jm)] A[[Xx # X ]V [x =X]]] V [[m =
mIAr# AL TTE )™ = 0 TL g:;)J(m/)], where, for i € [1,n], x} :=
Jm)r; = Jm")r))/(J(m') = J(m)), X* := (x],-- -, x,) and X := (X1, -+, Xp).

[[m#£m|VI[[m=m]A[r£1]]]A

Game,. Game, is the same as Game; except that the winning condition by A is changed to
the following one: [[[m # m'] A [J(m) # Jm)] A [x = X*]]V [[m = m'] A [r #

ALY T )" = 0 T )71
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Game;. Game; is the same as Game, except that the winning condition by A is changed to
the following one: [m = m'1 A [r # 1A [(v- [15, &)™ = (v T1%, &)1

W;, where i € {0, 1,2, 3}, denotes the event that A wins the game Game;. It holds that
Pr[Wy] < [Pr[Wy] = Pr[Wi]| + [Pr[W;] = Pr[W]| + [Pr[W] — Pr[W5]].
By the above inequality and the following lemmas, Theorem 4.4.3 is proven.

Lemma 4.4.1. | Pr[W,]| —Pr[W, ]| is negligible, if J : {0, 1}* — Z,\{0} is a collision-resistant
hash function.

Lemma 4.4.2. | Pr[W,] — Pr[W,]| is negligible, if the discrete logarithm assumption holds.

Lemma 4.4.3. | Pr[W,] — Pr[W3]| is negligible under the hard-to-invert property of the func-
tion f € FHI ().

[Isic

Lemma 4.4.4. Pr[W3] is negligible, if the discrete logarithm assumption holds.

O

Proof of Lemma 4.4.1. We prove that if there is a PPT A which makes | Pr{W;] — Pr[W/]|
non-negligible, we can construct a PPT S which breaks the collision-resistance of the hash
function J : {0, 1}* — Z, \ {0}. Let us consider a PPT S which behaves as follows.

S randomly generates (pky, sky), (pka, sk), (ek,dk) and (crs, td). pk, and sk, are parsed
as (p,G, g1, -+ ,8uy) and (x,-- -, x,), respectively. pk and sk are set as (pky, pks, ek, crs)

and sk;, respectively. S sets r as r & R, where R is the randomness space of a leakage
function f € F§! (1), then computes f(pk, sk; r). S sends (pk, sky, dk, td, f(pk, sk;r)) to A.
Then, S receives (m, r) and (m’, r’) from A. If [m # m'IA[J(m) = J)IA[(-TTE, g7)'™ =
oI, g;’{ /"), then S outputs (m, m’). We obtain

| Pr[Wo] — Pr[Wi]|

IA

Pr[[m # m'] A [J(m) = J(m)] A [(y - H g’ = (y- l_[ g:,’- )]
i=1 i=1

Pr[S(:) = (m,m’) s.t. [m £ m'] A [J(m) = J(m')]].

If we assume that there is a PPT adversary ‘A which makes | Pr[W,]—Pr[W,]| non-negligible,
S is able to break the collision-resistance property of the hash function J. O

Proof of Lemma 4.4.2. We prove that if there is a PPT A which makes | Pr[W;] — Pr[W,]|
non-negligible, a PPT S which breaks the HtC-SK property for Ilcyg, can be constructed.
Let us consider a PPT S which behaves as follows.

S is given the keys (pky, sky) of lcyg,. pk, and sk, are parsed as (p, G, g1, , &, Y)
and (xi,---,Xx,), respectively. S randomly generates (pk,, sk>), (ek,dk) and (crs,td). pk

and sk are set as (pki, pk,, ek, crs) and sk, respectively. S sets r as r <5 R, then computes
f(pk, sk;r). S sends (pk, sk, dk, td, f(pk, sk;r)) to A. Then, S receives (m,r) and (m’,r’)
from A. S computes x; = (J(m) - r; — J(m') - r})/(J(m") — J(m)) for i € [1,n] and sets

71



X" = (xp, e, x) and X = (e L), I [m#E m' A [Jm) # Jm)] A [x # XA [y
[T 8" = (- TTL, g?)“’"')], then S outputs x*.

. J"i{ . . .. Ne(x:+1
We obtain Hie[],n] gij(m) (xitr) _ Hie[l,n] g (m")-(x +r,)’ gZzE[l,n] aiJ(m)-(xi+ry) — gE,e[l,n] a; J(m)(x,+ri),

J(m’)-r;—](m)-rl-
and gZitin 4% = gl —m-rary | In the transition from the first equation to the second one,

we used the fact that for every g; € G where i € [1,n], there exists an integer a; € Z, such
that g; = g“.
Likewise, we obtain the following equations.
Jm)-(x+ri) J(m")-(x}+r))

[T [] s

i€[1,n] i€[1,n]

gZie[I,nJ ai-J(m)-(xj+r;) _ gZiE[l,nJ a;i-J(m')-(x; +r7)

J(m’)-r;—](m)-r,-

gZ;G[L,,J aix; _ gZie[l,n] ~—Tan—Ta)

i ie[ln) 4iXi = g Die[l.n] Gi'X] = Xi X
Hence, we obtain gein 4% = gienn i and y = [Ticrim & = [Liepim &' -
As a result, we obtain

| Pr[Wi] = Pr{Wa]|

IA

Pri[m#m' ) A[J(m) # Jm)] A[Xx £X]A

o-[]er™=0-]] gf’{)’(’"')”

i€[1,n] i€[1,n]

= Pr S(p’G’glv e agn’yax) - X' s.t. I: = 1_[ g;{l* A [X * X*]:| .

I ief1,n]
If we assume that there is a PPT adversary ‘A which makes | Pr[W;]—Pr[W,]| non-negligible,
S is able to break the property of HtC-SK for Ilcyr,. We have already proven Theorem
4.4.1 which says that the property of HtC-SK for Ilcyp, can be proven under the discrete

logarithm assumption. Hence, | Pr[W;] — Pr[W,]] is negligible under the DL assumption. O

Proof of Lemma 4.4.3. Let f be a leakage function f € Trﬁté (1). We prove that if there is
a PPT A which makes | Pr[W,] — Pr[W3]| non-negligible, we can construct a PPT S which
breaks the hardness of inversion for the function. Let us consider a PPT S which behaves as
follows.

Sis given (pky, pky, ek, crs, sk, dk, td, f(pki, pka, ek, crs, sky; r)), where (pky, sky), (pka, sk»),
(ek,dk) and (crs, td) are randomly generated and r € R is randomly chosen. pk; and sk, are
parsed as (p, G, g1, -+ , gn,y)and (xy, - - - , x,), respectively. S sends (pk;, pks, ek, crs, f(pky,
pky, ek, crs, ski;r)) to A. Then, S receives (m,r) and (m’,r’) from A. S computes x; =
(Jm)r; = J(m")r))/(J(m') — J(m)) for i € [1,n] and sets sk} = (x],---,x;,). S outputs skj.

‘We obtain

| PH{W;] - Pr{W;]]
Pr{lm # m'] A LJGm) # JGn)] A Lsky = sk AL [ ] &)™ =0 [ ] /™0

i€[1,n] i€[1,n]
= Pr[S(pky, pks, ek, crs, sky, dk, td, f(pky, sky;r)) — ski s.t. [sk] = ski]]
= Pr[S(pki, pk,, ek, crs, sky, dk, td, f(pky, sky;r)) — sk;
s.t. [1 « CHF.SKVer(pk, ski)] A [1 < CHF.SKVer2(pk,, ski, ski)].

IA
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If we assume that there is a PPT adversary ‘A which makes | Pr[W,]—Pr[W;]| non-negligible,
S breaks the hardness of inversion of the function f € 7‘}1[{5 ig (). O
Proof of Lemma 4.4.4. We prove that if there is a PPT ‘A which makes Pr[W,] non-
negligible, we can construct a PPT § which breaks the n-representation assumption [Bra93,
BGGY4]. We give the definition of the assumption below.

Definition 22. We say that n-representation assumption holds if for every PPT A,

Pr[A(p, G, g1, ,8n) = (X1, ,x,), (X}, , X))

[Te=1] gf’l'H

i€[1,n] i€[1,n]

s.r. [(X],"' ’xn) * (x;a"' ’x;)] N

is negligible, where (p, G) <E Gah, g1, , gn <E Gand x1,--- , x, <E Z,.
Validity of the assumption is guaranteed by the following theorem [Bra93, BGG94].
Theorem 4.4.5. n-representation assumption holds under the DL assumption.

Let us consider a PPT S which behaves as follows. S is given (p,G, g1, -+ ,g,) as
an instance of the n-representation problem. S chooses xi,:-- , x, <E Z,, and sets y =
[Tici1. &' Then, S sets pk; and sk; as (p, G, g1, -+ , &y, y) and (xy,- - - , x,), respectively. S
randomly generates (pk,, sk,), (ek, dk) and (crs,td). pk and sk are set as (pk,, pk,, ek, crs)

and sk;, respectively. S sets r as r <5 R, then computes f(pk, sk;r). S sends (pk, sk, dk,
td, f(pk, sk; r)) to A. Then, S receives (m,r) and (m',xr’) from A. f [ m = m'| A[r # 1] A

n rinJ(m n N , . r J(m)
(- T, &9/ = (y- [T, &)1, then S outputs (r,r’). We obtain (y Tliet1n & )

’ J(m') l(l’l’l) ’
r. r. . r.
(y : Hie[l,n] 8; ) = ()’ : Hie[l,n] 8; ) . Hence, Hie[l,n] g; = Hie[l,n] 8 - Therefore, we

obtain
J(m) J(m")
Pr[Wy] = Prilm=m']A[r#1r]A [)" l_[ gfi) = [)" l_[ g:i]
ie[1n] ie[1n]
= Pr|S(p,G, g1, - ,g,) — (r,x) s.t. [r #0'] A l—[ g = H g:”
ie[1,n] ie[1,n]

If we assume that there is a PPT adversary ‘A which makes Pr[W,] non-negligible, S is able
to break the n-representation assumption. O
4.5 Conclusion for Chapter 4

In this work, we generically constructed a digital signature scheme which is strongly exis-
tentially unforgeable and resilient to polynomially hard-to-invert leakage which can be cho-
sen dependently on the public-key pk. Then, we instantiated it under the DLIN assumption
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in the standard model. Our result is meaningful because of the following two independent
respects.

Firstly, our instantiation of signature is the first one resilient to polynomially hard-to-
invert leakage (dependent on the public-key) under standard assumptions. Note that the
existing known signature schemes secure in HL model are either one which is resilient
to exponentially hard-to-invert leakage which can be dependent on the public-key under
standard assumptions such as [FHN*12] or one which is polynomially hard-to-invert leakage
which cannot be dependent on the public-key under standard (resp. strong) assumptions
[YYHI12] (resp. [WMHT16]).

Secondly, our instantiation of signature is the first one which simultaneously achieves the
strong unforgeability and hard-to-invert leakage-resilience. Note that every existing known
signature scheme [FHN*12, YYH12, WMHT16] is weakly unforgeable.

Related to this work, there are some open problems.

For instance, one of them can be presenting a more efficient scheme. Our signature
scheme degrades its efficiency because of the non-interactive zero-knowledge proof (NIZK)
as one of the building blocks. Thus, presenting a more efficient scheme which is not based
on such inefficient schemes is an open problem.
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Chapter 5

ABS/IBS Schemes with Hard-to-Invert
Leakage-Resilience

5.1 Introduction for Chapter 5

5.1.1 Background

Identity-Based Signature (IBS). The concept of IBS was presented by Shamir at Crypto’84
[Sha84]. IBS is a generalization of digital signature. In IBS systems, each user whose iden-
tity information (or ID) is a bit-string /D € {0, 1}* receives a secret-key associated with
the ID which was generated by a trusted authority. By using the secret-key, the user can
generate a valid signature on any message associated with the ID. IBS is required to be ex-
istentially unforgeable. Informally, IBS is said to be existentially unforgeable when every
PPT adversary cannot find with a non-negligible probability a message m*, a signature o*
and an ID ID* called the target ID such that o* is a correct signature for (m*, ID*), even
if the adversary can adaptively use revelation oracle which takes an ID ID(# ID*), then
returns a valid secret-key for the ID and signing oracle which takes a message and an ID,
then returns a correct signature for (m, ID). By the way, Shamir [Sha84] pointed out that
an IBS scheme can be generically constructed from two types of digital signature scheme
which sign on different-sized messages by using one of the signature scheme for secret-key
generation and the other one for signature generation. Some concrete constructions of IBS
with better properties such as better efficiency than the well-known generic construction
were proposed in the previous works such as [PS06].

Attribute-Based Signature (ABS). The first ABS scheme was presented by Maji et al.
[MPRI11]. ABS is a generalization of IBS. In ABS systems, each user’s secret-key is asso-
ciated with an attribute W. By using the secret-key, the user can generate a signature on any
message associated with any predicate which is satisfied by W. As IBS, ABS is required to
be existentially unforgeable. Its definition is a natural extention from the definition of the
one of IBS. Note that any attribute W* satisfying the target predicate ¢* must not be queried
to the revelation oracle. In addition, ABS is required to be signer-private. Informally, the
property means that any signature reveals no information about the set of attributes of the
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signer. By the way, in the first ABS scheme [MPR11], each signer-predicate is required to
be represented as a monotone span program (MSP). Following [MPR11], some works fo-
cused on ABS schemes with a more expressive signer-predicate, e.g., a non-monotone span
program [OT11], a general circuit [SAH16].

5.1.2 Related Work

Signature schemes secure in BL. model or CL. model were proposed in previous works such
as [KV09, BSW11, GV12, MTVY11].

When we construct a signature scheme existentially unforgeable in HL. model, we have
to keep in mind that there exists a well-known attack which makes the adversary successful
in winning the security game. The attack is possible when the signing algorithm generating
a valid signature on a message, and then outputting it, is included in the set of allowed
leakage-functions. If the adversary outputs the signature (and the message) obtained through
the leakage-function as a forged signature, he wins the game. Thus, signature schemes with
HL resilience require a defence mechanism to the attack. Hereafter, in some cases, we call
the attack signature-leakage attack.

The first signature scheme secure in HL. model was presented by Faust et al. [FHN*12]
at Asiacrypt’12. Their generic construction of signature uses labeled public-key encryption
(LPKE) as a building block. Let dk denote its decryption-key. One of their important
techniques to defend the signature-leakage attack is to include a ciphertext of the secret-key
in each signature. Before considering the reason why such a defence effectively works, we
need to know how the set of leakage-functions Fryynz12(£(A)) is defined, where &(1) is a
negligible function. The set of functions consists of every efficiently computable function
f s.t. no PPT B, given (pk, f(pk, sk)), can find out sk with a probability greater than £(1),
where (pk, sk) is a pair of randomly generated keys. If we let £(1) satisfy 2719 >> £(2), then
any function outputting a valid signature on any message is excluded from Frynyz12(£(1))
because any PPT B can find out sk with probability 27 >> £(1) by firstly finding out dk
with probability 2% and secondly decrypting the ciphertext of sk in the signature by using
dk.

There are some disadvantages of Faust et al.’s signature scheme. Firstly, their signature
is weakly existentially unforgeable, but not strongly existentially unforgeable. Secondly, the
specific hardness parameter £(A) for their scheme is written as 1/exp(1), where exp(A) is
an exponential function. Thus, their signature is secure against exponentially hard-to-invert
functions, but not secure against polynomially hard-to-invert functions.

Recently, Ishizaka and Matsuura [IM18] at ISC’18 proposed an improved signature
scheme from Faust et al.’s one. Their signature scheme is strongly existentially unforge-
able and resilient to polynomially hard-to-invert leakage functions. The signature schemes
by Faust et al. [FHN*12] and Ishizaka and Matsuura [IM18] are closely related to our sig-
nature schemes in this work, so we explain the former one (resp. the latter one) in more
detail in a paragraph below titled Details of Digital Signature by Faust et al. (resp. Details
of Digital Signature by Ishizaka and Matsuura.)

In [YYH12, WMHT16], other signature schemes with HL resilience were presented.
Their signature schemes were proven to be secure in selective auxiliary input model where
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only leakage caused by functions chosen independently of the public-key are considered.

Influenced by the works such as [KP10, GV12, TLNL14], Wu et al. [WTH16] proposed
an efficient IBS scheme resilient to continual leakage in the generic bilinear groups model
which requires a strong assumption. As far as we know, neither IBS nor ABS scheme secure
in BL or HLL model under standard cumputational assumptions in the standard model has
been proposed.

5.1.3 Our Results

By extending a signature scheme by Ishizaka and Matsuura [IM18], we generically construct
an IBS scheme existentially unforgeable in HL. model. Also, we generically construct an
ABS scheme, whose predicate is represented as a general circuit, existentially unforgeable
in HL. model and computationally signer-private. Previous ABS schemes (such as [MPR11,
OT11, SAH16]) were proven to be perfectly signer-private. It must be hard to prove perfect
signer-privacy of our ABS scheme because of the ciphertext of a valid secret-key included in
each signature. We originally define the notion of computational signer-privacy, and prove
that our ABS satisfies it. By the way, since our IBS and ABS are based on the signature in
[IM18], they are resilient to polynomially hard-to-invert leakage.

In addition, we instantiate them under standard assumptions such as the decisional lin-
ear (DLIN) assumption [BBS04] and the symmetric external diffie-hellman assumption
(SXDH) assumption. Let us emphasize that each one of the instantiations of IBS and ABS
is not only the first one secure in HL. model under standard assumptions, but also the first
leakage-resilient one secure under standard assumptions.

As we mentioned earlier, our IBS or ABS scheme is closely related to each one of a
signature scheme in [FHN*12] and one in [IM18]. Before explaining the details of our
schemes, we explain the details of the one in [FHN"12] and the one in [IM18].

Details of Digital Signature by Faust et al. [FHN*12]. Their signature scheme is gener-
ically built from three building blocks: IND-wLCCA secure labeled PKE (LPKE), sound
and zero-knowledge non-interactive zero-knowledge proof (NIZK) [GSO08] and second pre-
image resistant hash-function (SPR-HF). Informally, second pre-image resistance means
that no PPTA, given a bitstring x € {0, 1}", can find out any x" € {0, 1}" which is not equiv-
alent to x and has the same hash value as x with a non-negliglble probability. Definitions
of IND-wLCCA, soundness and zero-knowledge are given in Sect. ??. A randomly chosen
bitstring x is used as the secret-key sk, and its hash value, i.e., y = H(x), is reserved in
the public-key pk. A signature on a message m consists of (C,x), where C is an LPKE-
ciphertext of sk under label m, and 7 is an NIZK-proof which proves that there exists sk s.t.
its encryption can be C and its hash value is y and the signer has an evidence to support the
Statement.

Informally, its existential unforgeability is proven as follows. Firstly, initial security
game is reasonably transformed to a game, namely Game;, where the decryption sk* of the
ciphertext C* in the forged signature o* has the same hash value as the real secret-key sk
because of the soundness of the NIZK. Secondly, Game, is properly transformed to a game
Game,, where the secret-key sk* is the original secret-key sk itself, because of the SPR prop-
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erty of the hash function. Thirdly, Game, is changed to Game;, where every proof in every
signature on signing oracle is generated by using the trapdoor #d instead of the real secret-
key sk, becaused of the zero-knowledge of NIZK. Fourthly, Game, is changed to Games,
where every ciphertext in every signature on signing oracle is generated by encrypting all
zero bitstring, because of the ciphertext-indistinguishability of LPKE. Finally, every PPTA’s
winning probability in Games is proven to be negligible, because of the inversion hardness
property of the leakage-function f € Frynnzio(2~47 14kl

Details of Digital Signature by Ishizaka and Matsuura [IM18]. In this paragraph, we
give details of a signature scheme weakly unforgeable and resilient to polynomially hard-
to-invert leakage functions presented in [IM18]. Actually, that is obtained by modifying the
signature scheme by Faust et al. with two steps.

At first modification, we generalize the SPR-HF to an original primitive named PKX
scheme with HtC-SK (Hard-to-Compute Secret-Key) property. PKX consists of a key-
generation algorithm which generates a pair of keys (pk, sk), a secret-key-verification al-
gorithm SKVer which takes a secret-key sk’ then outputs 1 if that is a valid secret-key
under pk, and another secret-key-verification algorithm SKVer2 which takes two secret-
keys then outputs 1 if a relation holds between them. The property HtC-SK means that
no PPTA, given a randomly chosen pair of keys (pk, sk), can find out a secret-key sk’
s.t. 1 « SKVer(pk,sk’) A 0 « SKVer2(pk, sk’, sk) with a non-negligible probability.
Note that the definition of the set of leakage-functions is automatically changed as fol-
lows: the set consists of every f s.t. no PPT 8B, given (pk, f(pk, sk)), can find out sk’ s.t.
1 « SKVer(pk, sk’) A 1 « SKVer2(pk, sk’, sk) with a non-negligible probability.

At second modification, we modify the definition of set of leakage-functions. In the
modified definition, the PPT inverter 8 is given not only the public-key pk, but also some
variables which are not included in pk but generated during running the key-generation
algorithm. Specifically, the pair of variables (dk, td) is given. If we use such a definition,
since the reduction simulator introduced to prove the negligibility of the game Games is not
forced to randomly guess (dk, td), the new signature scheme can achieve the security against
polynomially hard-to-invert leakage.

Details of Our IBS. Our IBS is an extension of the signature proposed by Ishizaka and
Matsuura.

At first, we explain our definition of existential unforgeability in HL model for IBS
schemes. Basically, its security game is defined in the same manner as the one in non-
leakage setting, which means that the adversary in the game is required to use the secret-key-
revelation oracle and signing oracle adaptively and then output a signature o*, a message
m* and an ID ID* called the target ID such that o* is a valid signature on (m*, /D*) and
no signature on (m"*, ID*) was generated on the signing oracle, except for a leakage oracle
whom A can use only once right before outputting the forged signature. The leakage oracle
takes the target ID /D" and a function f, then returns f(ZL;p-), where the list £;p- includes
the secret-key(s) for /D" used to generate signature(s) on the signing oracle. Note that the
function f should be chosen from a specific set of functions, namely ¥;zs, whose definition
is given below.
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Our IBS is built from three building blocks: LPKE, NIZK and IBX. IBX’s algorithms
are Setup and KeyGen which are the same algorithms as the ones of IBS, SKVer which
takes (sk, ID) and outputs 1 if sk is a valid secret-key for /D under pk, and SKVer2 which
takes (sk, sk’) and outputs 1 if a relation holds between the two keys. Informally, HtC-SK
property for IBX is defined as follows: for any PPT A , even if A can adaptively use the
key-revalation oracle which takes an ID ID, then returns a secret-key for the ID, A cannot
find out a secret-key sk* satisfying both of the following conditions: sk* is a valid secret-key
for ID* and the relation SKVer2 does not hold between sk* and every sk;p- € L;p+, where
L;p- consists of all secret-keys for /D* generated on the key-revelation oracle.

The generic construction of our IBS is as follows. We run Setup of IBX to generate
a pair of keys (pk’,mk’). We generate each secret-key for an ID /D by running KeyGen
of IBX. We generate a signature o := (C, ) on a message m and an ID ID by using sk as
follows. Firstly, we generate an LPKE-ciphertext C of sk under label m||/D. Secondly, we
generate an NIZK-proof 7 which proves that there exists sk’ s.t. C is a ciphertext of sk’
under label m||ID and sk’ is a valid secret-key for ID.

The set of leakage functions is determined dependently of some variables such as pk’,
dk,td, ID* and L;p- generated in the game. Informally, the set consists of every function
f s.t. no PPT 8B, given variables such as pk’,dk,td,ID*, f and f(L},.), can find out sk*
s.t. 1 « KeyGen(pk’, sk*,ID") and there exists at least one sk’ € L},. satisfying that
1 « SKVer2(pk’, sk*, sk’) with a non-negliglble probability, where L},. consists of |L;p|
number! of randomly generated secret-keys for 1D*.

Details of Our ABS. Our ABS whose predicate is represented as a general circuit is an
extension (or generalization) of our IBS whose details were given in the last paragraph.

Our definition of existential unforgeability in HL. model for ABS schemes is a general-
ization of the one for IBS schemes. Note that the leakage oracle takes the target predicate
¢* and a function f, then returns f(L,-), where the list L, is the union of every attribute
Ly for attribute W which satisfies ¢*, i.e., ¢*(W) = 1.

For the generic construction of ABS, we use an original primitive ABX. It consists of
Setup and KeyGen which are the same algorithms as the ones of ABS, SKVer which takes
(sk, ¢) and outputs 1 if sk is a valid secret-key for an attribute W such that (W) = 1 under
pk, and SKVer2 which takes (sk, sk”) and outputs 1 if a relation holds between the two keys.
HtC-SK property for ABX is informally defined as follows: for any PPT ‘A, even if A can
adaptively use the key-revalation oracle which takes W, then returns a secret-key for it, A
cannot find out (sk*, ¢*) satisfying both conditions: sk* is a valid key for ¢* and for every
W~ satisfying ¢* and every sk € Ly-, the relation SKVer2 does not hold between sk* and
sk, where Ly consists of all secret-keys for W* generated on the key-revelation oracle.

The generic construction of our ABS is as follows. We use Setup and KeyGen of ABX
for the same purpose as the case of IBS. We generate o := (C, 1) on m and a predicate ¢ by
using a secret-key sk for an attribute W such that ¢(W) = 1 as follows. Firstly, we generate
an LPKE-ciphertext C of sk under label m||¢. Secondly, we generate an NIZK-proof 7 which
proves that there exists sk’ s.t. C is a ciphertext of sk’ under label m||¢ and sk’ is a valid
secret-key for an attribute W satisfying ¢.

11 £;p+| denotes the number of secret-keys in the list L.
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IND-wLCCA-D 1 Ay.
Expt/VD "ICCAB(17), o
(ck, dk) — Gen(1%), (mo,my, L*, st) — A1 “F(ek), C* — Enc(ek, my, L)

k
b — ﬂgg (C’L)(st, C*). If b’ = b, then return 1. Else, then return 0.

tIND—WLCCA—b
ZLpKEA

Figure 5.1: Exp

Informally, the set of leakage-functions consists of every function f s.t. no PPT 8, given

variables such as pk’, dk, td, ¢*, f and f(L:ﬁ*), can find out sk* s.t. 1 <« SKVer(pk’, sk*, ¢*)

and there exists at least one sk’ € L. satisfying that 1 « SKVer2(pk’, sk*, sk’) with a non-
negliglble probability, where the list L. is a randomized one of the list Ly in the game.

5.1.4 Organization

This chapter is organized as follows. In Sect. 5.2, we give experiment-based definition of
indistinguishability of LPKE. In the section, we also give definitions of existential unforge-
ability in HL model of IBS/ABS and signer-privacy of ABS. In the section, we also explain
our original primitives IBX and ABX. In Sect. 5.3, our generic construction of IBS and its
security proof for unforgeability are given. In Sect. 5.4, our generic construction of ABS
and its security proofs for unforgeability and signer-privacy are given. In Sect. 5.5, we
show that the generic constructions of IBS and ABS given in the previous sections can be
instantiated under the DLIN and SXDH assumptions.

5.2 Preliminaries for Chapter 5

5.2.1 Experiment-Based Definition of Indistinguishability of LPKE

In this subsection, we give an experiment-based definition of ciphertext indistinguishability
(IND-wLCCA) of LPKE scheme.

To define IND-wLCCA of an LPKE scheme X pxg = {Gen, Enc, Dec}, we use the game
Expt/VP-wLCCA~b(11) in Fig.5.1, where A = (A, A,) are PPT adversaries and b is a bit

LPKE~A

b € {0, 1}. The oracles O{*(C, L) and O5"(C, L) in Expt{>2C4=>(2) are defined as follows:
O‘f"(C, L) returns LPKE.Dec(dk, C, L). ng(c, L) returns LPKE.Dec(dk,C, L) if L # L*, and
1 otherwise.

Advantage of A is defined as
AdvIYDICCAY) = ‘Pr |ExptfD wiCCA0(11) — 1] - Pr[Expti2owicr-(1h) — 1]| .

Definition 23. If, for every PPT adversary A, Advgl\f SLXELCCA () is negligible, then X pkg is
IND-wLCCA secure.

Remark. Given an LPKE scheme, experiment-based definition of IND-wLCCA of the
LPKE scheme and game-based definition of IND-wLCCA of the LPKE scheme are equiva-
lent. Thus, if an LPKE scheme is IND-wLCCA under the experiment-based definition, i.e.,
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Def. 23, then the LPKE scheme is IND-wLCCA under the game-based definition, i.e., Def.
5, and vice versa. Proof of the equivalence is omitted in this paper since it is very easy.

5.2.2 Existential Unforgeability in HL. Model of IBS

In non-leakage setting, it is desirable that an IBS scheme satisfies weak existential unforge-
ability under adaptively chosen ID/messages attack. For the concrete definition, see [PS06].
We define weak existential unforgeability under adaptively chosen ID/messages attack in
HL model (HL-EUF-CMA) for IBS schemes. We consider the following game for an IBS
scheme Xjgs = {Setup, KeyGen, Sig, Ver} which is played by an adversary A and a chal-
lenger CH. In the game, Fy,, (1) denotes a set of leakage-functions?.

Setup. CH runs (pk, mk) < Setup(14, 1'). CH initializes a list L as a set 0.

Query. A is allowed to adaptively use secret-key-generation oracle Generate, secret-key-
revelation oracle Reveal, and signature-generation oracle Sign as follows.

Generate(/D € I): Aissues ID € I. CH generates sk «— KeyGen(pk, mk, ID). If
a list £;p for the ID has not been generated, CH generates it and sets it to {sk}.
Else if such a list £;p has already been generated, CH sets L;p = L;p U {sk}.

Reveal(/ID € 7,i e N): Aissues ID € I and i € N such thati € [1,|L;p|]]. CH
retrieves the i-th secret-key from £;p, then returns the secret-key.

SignIDe 7,ieN,me M): Aissues ID € I, m € M and i € N such that i €
[1,1L;pl]. CH retrieves the i-th secret-key sk from L;p, then generates o «
SIG.Sig(pk, m, ID, sk). After that, CH returns o and sets Lg := Lg U {(m, ID)}.

Leak(/D* € 1, f € Fy,(4). A issues ID* € I which was not queried to Reveal and a
function f € Fy,,. CH returns f(Lp:) 3.

Forgery(m* € M,o"). ‘A sends a message m* € M and a signature o*. We say that
A wins the game if [1 « Ver(pk,m*,ID*,0")] A [(m*,ID*) ¢ Lg]. Its advantage

Adv] WZHEEUIEMA Q) is defined as probability Pr{A wins.].

Definition 24. X5 is HL-EUF-CMA secure with respect to the set of leakage-functions
Frius (D), if for every PPT A, Advy V1 EI=MA) is negligible.

5.2.3 Existential Unforgeability in HL. Model of ABS

In non-leakage setting, it is desirable for an ABS scheme to satisfy weak existential un-
forgeability under adaptively chosen predicate/messages attack [MPR11, OT11, SAHI16].
We define weak existential unforgeability under adaptively chosen predicate/messages at-
tack in HL. model (HL-EUF-CMA) for ABS schemes. We consider the following game for
an ABS scheme X g5 = {Setup, KeyGen, Sig, Ver} which is played by an adversary A and
a challenger CH. In the game, F5,,,(1) or (1) denotes a set of leakage-functions.

2We simply write () to indicate T, () if the set of functions is obviously for Zgs.
3We assume that the ID /D" was queried to Generate at least once and a list £;p- for the ID has already
been generated.
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Setup. CH runs (pk,mk) «— Setup(14, 1%). The universal set of attributes is set as U =
{0, 1}F. A list Ly is set as a set 0.

Query. A is allowed to adaptively use secret-key-generation oracle Generate, secret-key-
revelation oracle Reveal, and signature-generation oracle Sign as follows.

Generate(W € U): Aissues W € U. CH generates sk «— KeyGen(pk, mk, W). If
a list Ly for the attribute has not been generated, CH generates it and sets it to
{sk}. Else if such list Ly has already been generated, CH sets Ly = Ly U {sk}.

Reveal(W e U,i e N): Aissues W € U and i € N such that i € [1,|Lw|]. CH
retrieves the i-th secret-key from Ly, then returns it.

Sign(We U,ieNyme M,p): Aissues W € U, m € M, a predicate ¢ and i €
N such that i € [1,|Lw|]. CH retrieves the i-th secret-key sk from Ly, then
generates o « SIG.Sig(pk, m, ¢, sk). After that, CH returns o, and sets Ly :=

Ls U{(m, )}

Leak(¢", f € Fx,,5(4)). Aissues a predicate ¢* such that ¢*(W) = O for every attribute W
queried to Reveal and a function f € F5,,,(1). CH returns f(L4), where the set L
of secret-keys is set to Uy-cqs 5. gecwy=1 L

Forgery(m* € M,o"). A sends a message m"* and a signature . We say that ‘A wins the
gameif [1 « Ver(pk,m*,¢*,a*)A[(m",¢") ¢ Ls]. The advantage Advy V2~ #/7MA(q)
is defined as probability Pr[A wins.].

Definition 25. X g5 is HL-EUF-CMA-secure with respect to the set of leakage-functions
Fus (D if for every PPT A, Advy V= MA s negligible.

5.2.4 Computational Signer-Privacy of ABS

For the existing ABS schemes [MPR11, OT11, SAH16], the authors discussed whether their
scheme satisfies the information-theoretical signer-privacy, a.k.a. perfect privacy. In this
paper, we originally define computational signer-privacy for ABS schemes and show that our
scheme satisfies it. For the definition, we referred to the definition of semantic security for
PKE scheme given by Goldwasser and Micali [GM84]. For an ABS scheme X,ps = {Setup,
KeyGen, Sig, Ver}, we use two experiments given in Fig.5.2, where A = (A, A,) denotes
a PPT adversary, S = (8, S,) denotes a PPT simulator, /#; and s, denote polynomial time
computable functions, and OZ’;’ﬁk denotes an oracle which takes an attribute W € U as input
and returns KeyGen(pk, mk, W).

Definition 26. An ABS scheme Zags is computationally signer-private, if VA = (A, Ay),
Vhy, Vhy, AS = (81, 8)) s.t. YD, Adver 1 7 645, (AD) = | Pr[D(Expt SO (14, 1)) -

ZABS,ﬂ,hl ,]12
11 - Pr[D(EXPt%i’;;fg,hl,;12(1”, 15)) — 11| is negligible.

4We assume that at least one attribute W which satisfies the predicate ¢, i.e., $*(W) = 1, was queried to
Generate at least once and a list Ly for the attribute has already been generated.
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CSP-0 A 1LN.
EthEABS,ﬂ,hl,hz(l 1)

(pk, mk) « Setup(14, 15).

pk,mk
(K*, ¢*, m, st) « ﬂ?c“’ (W)(pk), where
me Mand K* = {(WW e U A p*(W) = 1}.

W L ge*, sk — KeyGen(pk, mk, W*).

CSP-1 A 1Ly.
EXptEABs,S,hl,hz(l 19

(pk, mk) < Setup(14, 1%).
(K*, ¢*, m, st) <« S;(pk), where
me Mand K* = {(WIW € U A ¢*(W) = 1}.

W & e

0-* — Sig(pk’ m’ ¢*’W*)'

pk,mk
v AT st by (W), o),
If v = hp(W*), then d := 1. Else, then d := 0.

Return (d, K™).

v e So(st, hi(W™)).
If v = hpy(W*), then d := 1. Else, then d := 0.
Return (d, K*).

CSP-1

Figure 5.2: Experiments Expt§>  and Expt$>F .

5.2.5 An Original Primitive: IBX

Syntax of IBX. Ishizaka and Matsuura [IM18] introduced an original primitive named
PKX which is related to signature schemes. A PKX scheme consists of the algorithm which
generates a pair of public-key and secret-key and two secret-key-verification algorithms.
We introduce such a primitive which is related to IBS schemes. An IBX scheme consists
of Setup, KeyGen and two secret-key-verification algorithms whose definitions are given
below.

SKVer(pk, sk, ID) — 1 / 0. The (first) secret-key-verification algorithm takes pk, a secret-
key sk and an ID ID as inputs and outputs 1 or 0. This algorithm outputs 1 only if
a certain relationship holds among pk, sk and ID, or sk is a valid secret-key for /D
under pk.

SKVer2(pk, sk, sk’) — 1 / 0. The second secret-key-verification algorithm takes pk, a secret-
key sk and a secret-key sk’ which may be sk as inputs and outputs 1 or 0. This algo-
rithm outputs 1 only if a certain relationship holds between the two secret-keys.

We require that the two secret-key-verification algorithms satisfy that for every 4 € N, every
[ € N, every (pk, mk) < Setup(1%, 1%), every ID € I and every sk «— KeyGen(pk, mk, ID),
it holds that Pr[1 « SKVer(pk, sk, ID) A 1 « SKVer2(pk, sk, sk)] = 1.

Hard-to-Computer Secret-Key (HtC-SK) Property of IBX. Ishizaka and Matsuura [IM18]
introduced a property for PKX named Hard-to-Compute-Secret-Key (HtC-SK). Intuitively,
the property says that any PPT given a secret-key sk cannot find with a non-negligible prob-
ability a valid secret-key sk’ such that a relation presented by the algorithm SKVer2 does
not hold between sk and sk’. We define the property for IBX. We use the following game
played by an adversary A and a challenger CH.

Setup. CH runs (pk, mk) < Setup(14, 17).
Query. A is allowed to adaptively use secret-key-revelation oracle Reveal as follows.

Reveal(ID € I): Aissues ID € I. CH generates sk «— KeyGen(pk, mk, ID), then
returns the secret-key to A. After that, CH sets L;p = L;p U {sk}.
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Compute(/D" € 1, sk*). Ais said to win the game if [1 « SKVer(pk, sk*, ID*)IA[A yer,,. [0 <
SKVer2(pk, sk*, sk’)]]. The advantage Adv{'< 2 %(1) is defined as probability Pr[A wins.].

Definition 27. Xy is HtC-SK, if for every PPT A, AdVg;iT;K (A) is negligible.

5.2.6 An Original Primitive: ABX

Syntax of ABX. For IBS, we introduced a new primitive named IBX. For ABS, we intro-
duce a primitive named ABX. An ABX scheme consists of Setup, KeyGen and the follow-
ing two deterministic secret-key-verification algorithms.

SKVer(pk, sk, ¢) — 1 / 0. The (first) secret-key-verification algorithm takes a secret-key sk
and a predicate ¢ represented as a general circuit {L, N, I, I} as inputs and outputs 1
or 0.

SKVer2(pk, sk, sk’) — 1 / 0. The second secret-key-verification algorithm takes two secret-
keys sk and sk’ as inputs and outputs 1 or O.

We require that for every 4 € N, every L € N, every (pk,mk) « Setup(1%,1%), every
W e U, every sk «— KeyGen(pk,mk, W) and every ¢ s.t. ¢(W) = 1, it holds that Pr[1 «
SKVer(pk, sk, p) A 1 «— SKVer2(pk, sk, sk)] = 1.

HtC-SK Property of ABX. As the case of IBX, we define the HtC-SK property for
ABX **. We use the following game played by an adversary A and a challenger CH.

Setup. CH runs (pk, mk) < Setup(1%, 1%). The universal set of attributes is U = {0, 1}~.
Query. A is allowed to adaptively use secret-key-revelation oracle Reveal as follows.

Reveal(W € U): CH generates sk «— KeyGen(pk, mk, W), then returns the secret-
key to A. After that, CH sets Ly = Ly U {sk}.

Compute(¢*, sk*). We say that A wins the game if [1 « SKVer(pk, sk*, ¢*)]
A Awets 51, ¢n=1l Askes, [0 < SKVer2(pk, sk*, sk)]]]. The advantage Adv{'C (1)
is defined as Pr[A wins.].

Definition 28. Xgx is HtC-SK, if for every PPT A, Advgig;iz{( () is negligible.

5.3 Proposed IBS Scheme

We generically construct an IBS scheme in Subsect. 5.3.1, and prove that it is existentially
unforgeable in HL model in Subsect. 5.3.2.
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5.3.1 Generic Construction

We generically construct an IBS scheme X35 = {IBS.Setup, IBS.KeyGen, IBS.Sig, IBS.Ver}
from the following 3 building blocks:

e An LPKE scheme % pxg = {LPKE.Gen, LPKE.Enc, LPKE.Dec}. Its plaintext space,
label space and ciphertext space are denoted by M;, £; and C;, respectively.

e An NIZK scheme Xnizxk = {NIZK.Gen, NIZK.Pro, NIZK.Ver}. S; denotes the first
simulator which makes Zyzk satisfy the definition of zero-knowledge, i.e., Def. 12 in
Sect. 2.12.

e An IBX scheme Zjgx = {IBX.Setup, IBX.KeyGen, IBX.SKVer, IBX.SKVer2}. Its ID
space is denoted by 7. Let Ky denote the space of sk for every ID € Iy.

Specifically, each algorithm of Xgg is defined as follows.
IBS.Setup(14, 1'): Run (ek, dk) « LPKE.Gen(1%) and (pk’, mk’) «— IBX.Setup(1%, 1’) and
(crs, td) « S,(1%).

The ID space J of Xjgs is equivalent to 7 x. The message space of Zjgg is the space M
satisfying £, = M||Z.

Set pk := (pk’, ek, crs) and mk = mk’. Output (pk, mk). Language L is defined as

L = {(Cm,ID) e C X M X Ix|dske Ky s.t.
[C « LPKE.Enc(ek, sk,m||ID)] A [1 « IBX.SKVer(pk’, sk, ID)]}.(5.1)

IBS.KeyGen(pk, mk, ID): mk is written as mk’. Return sk’ := IBX.KeyGen(pk', mk’, ID).

IBS.Sig(pk, m, ID, sk): sk is parsed as (psk, ssk). Generate C := LPKE.Enc(ek, ssk, m||ID).
Set x := (C,m, ID, psk) and w := ssk, then generate m := NIZK.Pro(crs, x, w). Output
o = (C,r, psk).

IBS.Ver(pk,m,ID, o): o is parsed as (C, «, psk). Set x := (C,m, ID, psk).
Output NIZK . Ver(crs, x, ).

5.3.2 Proof of Existential Unforgeability in HL. Model

In the definition of existential unforgeability in HL. model for IBS schemes given in Subsect.
??, the set of leakage-functions ¥ (1) was undefined. So, before we prove that our IBS
scheme Xgg satisfies the definition, we need to define the set of leakage-functions. In the
definition given below, variables (pk’, mk’, ek, dk, crs, td) denote the variables which were
generated at Setup in the game, /D* denotes the target ID, and an integer k denotes the total
number of secret-keys in the list £;p- at Leak in the game.
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Definition 29. Set of leakage-functions Fs (1) consists of every polynomial time com-
putable probabilistic (or deterministic) function f : {0, 1Y — {0, 1}* which has a ran-
domness space R and satisfies that for every PPT B,

Pr B (pk',mk’, ek,dk, crs,td, ID", f, f ({sk }ic1.05 7)) — sk™

s.t. [1 « IBX.SKVer (pk’, sk*, ID")| A \/ [1 « IBX.SKVer2 (pk’, sk*, skf)]”

i€[1,7]

is negligible, where r & R and for every i € [1,7], sk} < IBX.KeyGen(pk',mk’, ID").
The existential unforgeability of Xjgg is guaranteed by the following theorem.

Theorem 5.3.1. Xz5 is HL-EUF-CMA w.rt. the set of leakage-functions s, (1), if Zypke
is IND-wLCCA, Xnizxk is sound and zero-knowledge, and Zigx is HtC-SK.

Proof of Theorem 5.3.1. Hereafter, g, € N denotes total number of times that PPT ad-
versary A uses the signing oracle Sign. To prove Theorem 5.3.1, we use multiple games
Game;, where i € {0, 1,2,3,4,4|1,--- ,4|q,,5}.

The game Game is the normal HL-EUF-CMA game w.r.t. the IBS scheme X5 and the
set of leakage-functions Fy,,,(1). Specifically, Game, is the following game.

Setup. CH runs (pk’,mk’) « IBX.Setup(1*, 1)), (ek, dk) — LPKE.Gen(1%), and (crs, td) «
S1(1Y). CH sets pk = (pk’, ek, crs), and sends it to A. CH sets L = 0.

Query. When A queries to either one of the oracles Generate,Reveal and Sign, CH
behaves as follows.

Generate(/D € I): CH generates sk — IBX.KeyGen(pk’, mk’, ID). If alist L;p for
the ID has not been generated, CH generates it and sets it to {sk}. Else if such a
list £;p has already been generated, CH sets L;p := L;p U {sk}.

Reveal(/D € 7,i € N): CH retrieves i-th secret-key from L;p, then returns it.

Sign(ID € I,i e N,m € M): CH retrieves i-th secret-key sk from L;p. CH gen-
erates C := LPKE.Enc(ek, sk, m|[ID). CH sets x := (C,m,ID) and w = sk,
then generates m = NIZK.Pro(crs, x,w). After that, CH returns a signature
o = (C,n) to A. After that, CH sets Lg := Lg U {(m, ID)}.

Leak(ID* € 1, f € Fx,(A). CH computes f(L;p), then returns it.

Forgery(o*,m"). 0" is parsed as (C*, r*). Statement x* is set to (C*, m", ID*). A is said to
win the game if [1 « NIZK.Ver(crs, x*, )] A [(m*,ID*) ¢ Ls].

We define the other games Game;, where i € {1,2,3,4,4|1,--- ,4|q,, 5}, as follows.

e Game, is the same as Game, except that CH generates a common reference string crs
by running crs <« NIZK.Gen(1%) at Setup.
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e Game, is the same as Game; except that A’s winning condition is changed to the
following one, where sk* := LPKE.Dec(dk, C*,m*||ID*): [1 < NIZK.Ver(crs, x*,
)] A [(m*,ID*) ¢ Lg] A [1 «— IBX.SKVer(pk’, sk*, ID*)].

e Gamej is the same as Game, except that A’s winning condition is changed to the fol-
lowing one: [1 « NIZK.Ver(crs, x*, )] A [(m*,ID*) ¢ Ls] A [1 « IBX.SKVer(pk’,
sk*, ID)] A [V sypeer,y, [1 < IBX.SKVer2(pk’, sk*, skip-)]].

o Game,(= Gamey) is the same as Games except for the following two parts. Firstly, CH
generates a common reference string crs by running (crs, td) « S;(1%) at Setup.
Secondly, when replying to a query to Sign at Query, CH generates a proof 7 by
running 7 « S,(crs, x, td), where S, denotes the second simulator in the definition
of zero-knowledge for Zyizk.

e Gamey;, where i € [I,q,], is the same as Gamey except that when replying to j-
th signing oracle query, where j < i, CH generates the ciphertext C; by running
C; « LPKE.Enc(ek, 0", m||ID).

e Game;s is the following game, which is played by A and CH.

Setup. CH runs (pk’,mk’) « IBX.Setup(14,1'), (ek,dk) « LPKE.Gen(1%), and
(crs,td) «— S;(1Y). (pk’, mk’, ek, dk, crs, td) are sent to A.

Leak(/ID* € I, 7 €N, f € F5,,(1)). CH computes f({sk;}ic(1.-1), where for i € [1, 7],
sk = IBX.KeyGen(pk’, mk’, I1D). Then CH sends it to A.

Forgery(c*,m*). o is parsed as (C*, 7*). CH decrypts the ciphertext C* to get sk* :=
LPKE.Dec(dk, C*, m*||ID*). A is said to win the game if [1 « IBX.SKVer(pk’,
sk*, ID")] A [V je1.[1 < IBX.SKVer2(pk’, sk*, sk?)]].

Hereafter, fori € {0,1,2,3,4,4|1,--- ,4|q,, 5}, W; denotes the event where A wins the

game Game;. Obviously, it holds that Advgz;?’s;f)_HL_EUF_CMA(/l) =Pr[Wo] < 3%, | Pr[Wi_,]—-

(Wil + Z?“l | Pr[Wyjiz1] = Pr[Wyl| + | Pr[Wyy,, 1 — Pr[Ws]| + Pr[Ws]. Theorem 5.3.1 is proven

by the above inequality and the following lemmas. O
Lemma 5.3.1. | Pr[W,] — Pr[W,]| is negligible if Znizx is zero-knowledge.

Lemma 5.3.2. | Pr[W,] — Pr[W,]| is negligible if Znizx is sound.

Lemma 5.3.3. | Pr[W,] — Pr[Ws]| is negligible if Zigx is HtC-SK.

Lemma 5.3.4. | Pr[W3] — Pr[W,]| is negligible if Znizx is zero-knowledge.

Lemma 5.3.5. For every i € [1,q,], |Pr[Wa_1] — Pr[Wy;]| is negligible if %y pxg is IND-
wLCCA.

Lemma 5.3.6. Pr[W,, | is negligible if Pr[Ws] is negligible.
Lemma 5.3.7. Pr[W5s] is negligible.

Proof of each lemma is given below.
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Proof of Lemma 5.3.1. 'We prove that if we assume that there is a PPT adversary A which
makes | Pr[ Wy]—Pr[W; ]| non-negligible, then we are able to construct a PPT algorithm which
breaks the zero-knowledge property for Xz .

We consider a PPT simulator S. On one hand, the simulator S behaves as a PPT algo-
rithm attempting to break the zero-knowledge for Zyizx. On the other hand, S behaves as
the challenger in Game, or Game,. S is given a common reference string crs. If crs was gen-
erated by (crs, td) «— S;(11) (resp. crs « NIZK.Gen(14)), then S simulates Game, (resp.
Game, ) for the PPT adversary A properly. The concrete behaviour by § is the following.

Setup. Sis given crs. Sruns (pk’, mk’) « IBX.Setup(14, 1/) and (ek, dk) «— LPKE.Gen(1%).
pk is set to pk = (pk’, ek, crs). S sends pk to A. S initializes Ly as 0.

Query. When A queries to either one of the oracles Generate, Reveal and Sign, S be-
haves in the normal manner.

Leak(/D* € 1, f € ¥y, (4)). S computes f(L;p-), then returns it.

Forgery(o™,m"). o*isparsed as (C*, ). The statement x* is set to (C*, m*, ID*). S outputs
B’ = 11if it holds that [1 « NIZK.Ver(crs, x*,n*)] A [(m*,ID*) ¢ Lg]. S outputs 0
otherwise.

It is obvious that if the common reference string is generated by (crs, td) « S;(1%) (resp.
crs <« NIZK.Gen(1%)), then S simulates the game Game, (resp. Game, ) for A perfectly, and
if and only if the event W (resp. W) occurs, S outputs 1. Hence, we obtain Pr[W,] =
Pr[1 « S(crs) | (crs, td) < S;(1")] and Pr[W,] = Pr[1 « S(crs) | crs « NIZK.Gen(14)].
Hence, | Pr[Wy] — Pr[W,]| = |Pr[1 « S(crs) | crs « NIZK.Gen(1%)] — Pr[1 « S(crs) |
(crs, td) — S, (1Y)]]. O

Proof of Lemma 5.3.2. 'We prove that if we assume that there is a PPT adversary (A which
makes | Pr[W;]-Pr[W,]| non-negligible, then we are able to construct a PPT algorithm which
breaks the soundness property for Znizk.

We consider a PPT simulator S attempting to break the soundness of the NIZK scheme
Ynizx- Specifically, S behaves as follows.

Setup. Sis given a common reference string crs of Tnizk. Sruns (pk’, mk’) < IBX.Setup(14, 1%)
and (ek,dk) «— LPKE.Gen(1%). pk is set to pk := (pk’, ek, crs). S sends pk to A. S
initializes Ly as (.

Query. When (A queries to either one of the oracles Generate, Reveal and Sign, S be-
haves in the normal manner.

Leak(/D* € 1, f € ¥y, (A)). S computes f(L;p-), then returns it.

Forgery(o*,m"). o* is parsed as (C*,n*). The statement x* is set to (C*,m",ID*). The
secret-key sk* is set to LPKE.Dec(dk, C*, m*||ID*). S outputs (x*, 7*) if it holds that
[1 « NIZK.Ver(crs, x*,n*)] A [(m*,ID*) ¢ Ls] A [0 « IBX.SKVer(pk’, sk*, ID*)].

88



It is obvious that S simulates Game; or Game,, perfectly.
By the way, the definitions of W; and W, gives us the following equations.

Pr[(W;] = Pr[[l « NIZK.Ver(crs,x*,n*)] A [(m*,ID*) ¢ Ls]] 5.2)
Pr(W,] = Pr[[l « NIZK.Ver(crs,x",n*)] A [(m",ID*) & Ls]
A[1 « IBX.SKVer(pk’, sk*, ID")]] (5.3)

Hence, we obtain

[Pr[W,] — Pr[W,]|
= Pr[[l1 « NIZK.Ver(crs, x",n*)] A [(m*,ID") ¢ Lg]
A [0 « IBX.SKVer(pk’, sk*, ID")]]
= Pr[S(crs) » (x*,n") s.t. [1 « NIZK . Ver(crs, x*,n")]
A [0 « IBX.SKVer(pk’, sk*, ID")]]. (5.4)

By the definition of the language L, i.e., (5.1), the following statement is true: for any
(C,m,ID) € L, there exists sk € Ky such that [C <« LPKE.Enc(ek, sk, m||ID)] A [1 «
IBX.SKVer(pk’, sk, ID)].

By the above statement, the correctness of Zj pxg, and the deterministic property of the
algorithm SKVer of Xy, the following statement is also true: for any (C,m,ID) € L, it
holds that [1 « IBX.SKVer(pk’, sk, ID)], where sk := LPKE.Dec(dk, C, m||ID).

The following statement is contraposition of the above statement. Thus, it is also true.
For any C € C;, any m € M and any ID ID € Iy, if [0 « IBX.SKVer(pk’, sk, ID)], where
sk := LPKE.Dec(dk, C,m||ID), then (C,m, ID) ¢ L.

By the above statement and equation (5.4), we obtain

[Pr[W,] — Pr[W,]| = Pr[S(crs) = (x*,n") s.t. [1 « NIZK.Ver(crs, x",7")] A [x" ¢ L]].

O

Proof of Lemma 5.3.3. 'We prove that if we assume that there is a PPT adversary A which
makes | Pr[W,]—-Pr[W3]| non-negligible, then we are able to construct a PPT algorithm which
breaks the HtC-SK property for Xjgx.

We consider a PPT simulator § who behaves as a PPT adversary trying to break the
property of HtC-SK for Xjgx. The concrete behaviour by S is the following.

Setup. Sis given the keys (pk’, mk’) of igx. S runs (ek, dk) «— LPKE.Gen(1%) and crs «
NIZK.Gen(1%). pk is set to pk := (pk’, ek, crs). S sends pk to A. S initializes L as
0.

Query. When A queries to either one of the oracles Reveal and Sign, S behaves in the
normal manner. When A queries to Generate, S behaves in the same manner as CH
in the definition of Game, except that S queries /D to the oracle Reveal in the game
for HtC-SK property of Xjgx to acquire the secret-key sk’ for the ID.

Leak(/D* € 1, f € ¥y, (4)). S computes f(L;p-), then returns it.
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Forgery(o™,m"). o* is parsed as (C*,n*). The statement x* is set to (C*,m",ID*). The
secret-key sk* is set to LPKE.Dec(dk, C*, m*||ID*). S outputs (ID*, sk*) if it holds that
[1 « NIZK.Ver(crs, x*,7*)] A [(m*,ID*) ¢ L] A [1 « IBX.SKVer(pk’, sk*, 1D*)] A
(A skpeesype [0 < IBX.SKVer2(pk’, sk*, skip-)]1].

It is obvious that S simulates Game, or Game; for A perfectly.
By the definitions of W, and W3, we obtain

Pr[W,] = Pr[[1 « NIZK.Ver(crs,x",n*)] A [(m*,ID") ¢ Lg]
A1 « IBX.SKVer(pk’, sk*, ID")]]

Pr[W;] Pr[[1 « NIZK.Ver(crs, x",n")] A [(m",ID") ¢ Ls]

A1 « IBX.SKVer(pk’, sk*, ID")] A

\/ [I < IBX.SKVer2(pk', sk", sk,D*)]H

skip€Lp*

Hence, we obtain

[Pr[W,] — Pr[W3]| = Pr[[1 « NIZK.Ver(crs, x*,n")] A [(m*,ID") ¢ L]

A1 « IBX.SKVer(pk’, sk*, ID")]| A

A [0 « IBX.SKVer2(pk', sk*, skm*)]}

skipx€Lp*

The above probability is equal to the probability by whom S wins the HtC-SK property
game for Xigx. O

Proof of Lemma 5.3.4. We prove that if we assume that there is a PPT adversary A which
makes | Pr[W5]—Pr[W,]| non-negligible, then we are able to construct a PPT algorithm which
breaks the zero-knowledge property for Zyyzk.

We consider a PPT simulator S attempting to break the zero-knowledge property for the
NIZK scheme Xnjzx. Specifically, S behaves as follows.

Setup. S is given crs of Iyizk. S runs (pk’,mk’) « IBX.Setup(14,1’) and (ek,dk) «
LPKE.Gen(1%). pk is set to pk := (pk’, ek, crs). S sends pk to A. S initializes Lg as
0.

Query. When A queries to either one of the oracles Generate and Reveal, S behaves in
the usual way. When A queries to Sign, S behaves as follows.

Sign(ID € 1,i € N,m € M): CH retrieves the i-th secret-key sk from £;p. CH gen-
erates C := LPKE.Enc(ek, sk, m||ID). CH sets x := (C,m, ID) and w = sk, then
issues (x, w) to the oracle O to get a proof . After that, CH returns a signature
o= (C,m)to A, and sets Lg = Lg U {(m, ID)}.

Leak(/D* € 1, f € Fz,(1)). S computes f(L;p-), then returns it.

Forgery(o™,m"). o is parsed as (C*,7*). Statement x* is set to (C*, m*, ID*). sk™ is set to
LPKE.Dec(dk, C*, m*||ID*). S outputs 1 if it holds that [1 « NIZK.Ver(crs, x*, 7*)] A
[(m*,ID*) ¢ Ls]A[1 « IBX.SKVer(pk’, sk*, ID*)]A[\/ [1 « IBX.SKVer2(pk’,
Sk*, Sk[D*)]].

skipx€Lp*
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It is obvious that if the common reference string crs is generated by (crs, td) «— S;(11)
(resp. crs «— NIZK.Gen(1%)) and the proof-generation oracle O is Oﬁ””d (resp. OF"), then
S simulates Game, (resp. Games;) for A perfectly, and if and only if W, (resp. W3) occurs, S
outputs 1. Hence, we obtain

IPr[W;] — Pr[W,]| = 'Pr [1 — SO (ers) | ers — NIZK.Gen(lﬂ)]
=Pr[1 e SO ers) | (ers, i) — S|

O

Proof of Lemma 5.3.5. We prove that for any i € [1, g,] if we assume that there is a PPT
adversary A which makes | Pr[ Wu;_; ] —Pr[Wy;]| non-negligible, then we are able to construct
a PPT algorithm which breaks the IND-wLCCA security for Xj pxg.

We consider a PPT simulator S attempting to break the IND-wLCCA security for the
LPKE scheme X pxg. CH denotes the challenger in the IND-wLCCA security game. Specif-
ically, S behaves as follows.

Setup. S is given ek of Iipke. S runs (pk’,mk’) « IBX.Setup(14,1%) and (crs,td) «
Si(1Y). pk is set to pk = (pk’, ek, crs). S sends pk to A. S initializes Ly as 0.

Query. When A queries to either one of the oracles Generate and Reveal, S behaves in
the normal manner. When (A queries to Sign, S behaves as follows.

Sign(ID € 7,1 € N,m € M): CH retrieves the i-th secret-key sk from L. Suppose
that the query is the j-th signing oracle query.
If j <i—-1(resp. j > i+ 1), then S generates the ciphertext C as C =
LPKE.Enc(ek, 0*¥, m||ID) (resp. C := LPKE.Enc(ek, sk, m||ID)).
If j = i, then S issues (0", sk, m||ID) as a challenge query in the IND-wLCCA
game for X pxg to acquire a ciphertext C.

After acquiring C, S behaves as follows. S sets x := (C, m, ID), then generates
m «— Sy(crs, x,td). After that, S returns the signature o := (C,m) to A. After
that, S sets Lg = Lg U {(m, ID)}.

Leak(/D* € 1, f € ¥y, (1)). S computes f(L;p-), then returns it.

Forgery(o*,m*). o* is parsed as (C*,n*). Statement x* is set to (C*,m",ID*). § issues
(C*,m*||ID") as a query to the decryption oracle at Query 2 in the IND-wLCCA game
for X pkg, and sk* is returned. S outputs 1 if it holds that [1 « NIZK.Ver(crs, x*, 7°)]A
[(m*,ID*) ¢ Ls1A[1 «— IBX.SKVer(pk’, sk*, ID*)]A[\/ [1 « IBX.SKVer2(pk’,
sk*, skip-)]11.

skipx€Lp*

Let 8 € {0, 1} be the challenge-bit in the IND-wLCCA security game for Il pgg. It is
obvious that § simulates Game,;_; (resp. Gamey;) when 8 = 1 (resp. B = 0), and if and
only if Wy,_; (resp. Wy;,) happens, S outputs 8/ = 1. It is also obvious that when Wy;_; or
Wy occurs, the label m*[|ID* in the query (C*, m*[|ID") to the oracle Decrypt at Query 2
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issued by S satisfies m*||[ID* # my||ID;, where (m;, ID;) is the pair of the message and ID
issued as the i-th signing oracle query by ‘A, because of the rule in the game Gamey,;_; or
Gamey. Thus, the query (C*, m*||ID") is not a forbidden query. Hence, we obtain Pr{Wy;,_;] =
Pr[8 =1|p=1]and Pr[Wy;] = Pr[8’ = 1|8 = 0].

Itis obvious that Pr[g’ = 8] = Pr[ =0AB =0]+Pr[ =1 AB=1] = %(Pr[ﬁ’ =08 =
0]+Pr[g =18=1]) = %(Pr[ﬂ’ =18=1]-Pr[g = 1|8=0]+1).

Hence, we obtain Adv{>"¢““4 = 2. Pr[p’ = ] - 1| = |Pr[B = 1|8 = 1] -Pr[B = 1|8 =
01l = | Pr[Wayi] — Pr[Wa . 0

Proof of Lemma 5.3.6. We prove that if we assume that there exists a PPT adversary A
which wins Gamey, with a non-negligible advantage, then we can construct a PPT simulator
S which wins Games with a non-negligible advantage.

We consider a PPT simulator S which behaves an adversary in Games. Specifically, S
behaves as follows.

Setup. Sis given (pk’, mk’, ek, dk, crs, td), which were generated by (pk’, mk’) <« IBX.Setup(14, 17),
(ek,dk) «— LPKE.Gen(1%), and (crs, td) < S;(1%). pk is set to pk := (pk’, ek, crs). S
sends pk to A. S initializes Lg as (.

Query. When A queries to either one of the oracles Generate and Reveal, S behaves in
the normal manner. When A queries to Sign, S behaves as follows.

Sign(ID € 7,i e N,m € M): CH retrieves i-th secret-key sk from L;p. S generates
C = LPKE.Enc(ek, 0", m||ID). S sets x := (C,m,ID), then generates © :=
Sy (crs, x,td). After that, S returns the signature o := (C, ) to A. After that, S
sets Lg = Lg U{(m, ID)}.

Leak(/D* € 1, f € Fz,,,(1)). Let k € N denote the cardinality of £;p-. § issues (/ID*, k, f)
as a query to the oracle Leak in Games, then receives f({sk}}ic[1 41), Where for i € [1, k],
sk} is a secret-key for /D" which was randomly generated by the challenger of Games.
Note that the actual secret-keys {sk’}ie(14 are unknown to S. After that, S sends

SUSK Yier1 47) to A.
Forgery(c*,m*). S outputs (c*, m*) at Forgery in Games.

Since the list £;p- composed of k secret-keys and possessed by S and the secret-keys
{sk?}ier1.4 generated by the challenger of Games are indistinguishable for A, S perfectly
simulates Gamey, for A. Also obviously, if A wins Gamey, , S wins Games. Hence,
PI‘[W4|qS] < Pr[Ws]. a

Proof of Lemma 5.3.7. Let us consider a PPT adversary A in Games. We define the fol-
lowing three events.

ypKmk ekdkersid jq the event where (pk’, mk’), (ek, dk) and (crs, td) are randomly gener-
ated at Setup by IBX.Setup(1*, 1), LPKE.Gen(1") and 8, (1%), respectively. Vio™n/ |
is the event where (A, given the variables (pk’, mk’, ek, dk, crs, td) at Setup, chooses ID* €
7, v € N and function f at Leak. Wy i ek dkcrsiaip* = 1S the event where A wins in the

following game Game v i ek dk,crs,id,1D" 7, f -
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Setup. Aisgiven (pk’,mk’, ek, dk, crs,td, ID", f, f({sk}}ier1.r1)), where, fori € [1, 7], ski <
IBX.KeyGen(pk’, mk’, ID").

Forgery(o™,m"). o is parsed as (C*, ). sk is set to LPKE.Dec(dk, C*, m*||ID*). ‘A wins
the game if it holds that [1 « IBX.SKVer(pk’, sk*, ID*)IA[\/ i1 (1 < IBX.SKVer2(pk’,
sk*, sk?)]1].

By the definition of W5 and the definitions of the above three events, we obtain

_ ID* z.f
Pr [W5] - Z Z Pr [ka’,mk’,ek,dk,crs,td,ID*,‘r,f] . Pr [Vpk’,mk’,ek,dk,crs,td]
(pk’ ,mk’ ek,dk,crs,td) (ID*,1,f)

-Pr [Upk',Mk',ek,dk,crs,td]

By the above equation and Lemma 5.3.8, there exists a negligible function (1) such that

ID* z.f pk’ ,mk’ ek,dk,crs,td
Pr[Ws] < > D e Pr|Vie ] - PE[U | ES)
(pk’ ,mk’ ek,dk,crs,td) (ID*,7,f)

We give two facts. It obviously holds that ¥ i ek dk.crs.sa) PT [U ”"/’m""ek’d"’m’td] = 1. It also

obviously holds that for any (pk',mk’, ek, dk. crs,td), Sp- .5 Pr|Vig it s seersua] = 1. BY

these facts and (5.5), we obtain Pr [Ws] < €(A). O

Lemma 5.3.8. For any PPT A, any (pk’, mk’), any (ek, dk), any (crs,td), any ID* € I, any
T €N, and any f € Fy, (1), Pr [ka»,mkf,ek,dk,crs,,d’,m,T, f] is negligible.

Proof of Lemma 5.3.8. We prove that if we assume that there exists a PPT adversary A
which wins the game Game i i ek dk.crs a0,y With a non-negligible probability, we can
construct a PPT simulator which leads us to a contradiction to the fact that the function f is
in Fy,(4). Specifically, S behaves as follows.

Setup. Sis given (pk’,mk’, ek, dk,crs,td,ID", f, f({sk}}ic;1.41)), Where, fori € [1, 7], ski «
IBX.KeyGen(pk’,mk’, ID*). S gives the variables to A.

Forgery(o*,m"). o* is parsed as (C*,7*). sk* is set to LPKE.Dec(dk, C*, m*||ID*). S out-
puts sk*.

It is obvious that S simulates the game Game i i ek dk.crsiaip*rf for A perfectly. If A
wins the game, then S is able to acquire and output a secret-key sk* such that [1 «
IBX.SKVer(pk’, sk*, ID*)] A [V iep1ql1 < IBX.SKVer2(pk’, sk*, sk;)]]. Hence, we obtain

Pr[S(pk’,mk’, ek, dk, crs,td, 1D", f, f({sk;}ier1.17)) — sk”
st. 1« IBX.SKVer(pk', sk, ID)] A | \/ [I — IBX.SKVer2(pk’, sk', sk; H”
i€[1,7]
= Pr [ka’,mk’,ek,dk,crs,td,ID*,T,f] ’

where, for i € [1,7], sk; < IBX.KeyGen(pk’,mk’,ID"). Assuming that there exists a
polynomial function poly(d) such that Pr{W v i ek dk.crsiaipe=r] = 1/poly(2) leads us to a
contradiction to the fact that f € Fy, (1). O
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5.4 Proposed ABS Scheme for a General Circuit

We generically construct an ABS scheme for a general circuit in Subsect. 5.4.1. We prove
that it is existentially unforgeable in HL. model and computationally signer-private in Sub-
sect. 5.4.2 and Subsect. 5.4.3, respectively.

5.4.1 Generic Construction

We generically construct an ABS scheme Zsgs = {ABS.Setup, ABS.KeyGen, ABS.Sig,
ABS.Ver} whose predicate is represented as a general circuit by using the following 3 build-
ing blocks.

e An LPKE scheme X; pxg = {LPKE.Gen, LPKE.Enc, LPKE.Dec}. For notations M;,
L; and C;, see Subsect. 5.3.1.

e An NIZK scheme Xnizx = {NIZK.Gen, NIZK.Pro, NIZK .Ver}. For a notation S, see
Subsect. 5.3.1.

e An ABX scheme X gx = {ABX.Setup, ABX.KeyGen, ABX.SKVer, ABX.SKVer2}
whose predicate is represented as a circuit. Its universal set of attributes and predicate
space are denoted by Uy and Py, respectively. Let Ky denote the space of sk for
every W e Uy.

Specifically, each algorithm of g is defined as follows.
ABS.Setup(14, 15): It runs (ek,dk) «— LPKE.Gen(1%), (pk’,mk’) < ABX.Setup(1%,1%)
and (crs, td) «— S;(1%).

Universal set of attributes U, secret-key space K and predicate space P of Zps are
equivalent to Uy, Ky and Py, respectively. Message space M of Laps is the space
satisfying £, = M||P.

It sets pk = (pk’, ek, crs) and mk = mk’, and outputs (pk,mk). The language L is
defined as

L = {(C,m,¢) € Co X MXPx | Ask € Ky s.t.
[C « LPKE.Enc(ek, sk, m||¢)] A [1 « ABX.SKVer(pk', sk, ¢)]}. (5.6)

ABS.KeyGen(pk, mk, W € U): mk is written as mk’. It outputs sk := ABX.KeyGen(pk’,
mk’, W).

ABS.Sig(pk,m € M, ¢ € P, sk): ¢ is represented as a circuit {L, N, I, I,}. It generates C :
LPKE.Enc(ek, sk, m||¢). It sets x := (C,m,¢) and w = sk, then generates «
NIZK.Pro(crs, x,w). It outputs o = (C, 7).

ABS.Ver(pk,m e M,¢p € P,o): o is parsed as (C,m). It sets x := (C,m, ¢), then outputs
NIZK.Ver(crs, x, ).
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5.4.2 Proof of Existential Unforgeability in HL. Model

Before we prove the existential unforgeability of our ABS scheme X,gs, we define the set
of leakage-functions ¥y,,.(4). In the definition given below, variables (pk’, mk’, ek, dk, crs,
td) denote the variables which were generated at Setup in the game, ¢* denotes the target
predicate, for an attribute W € U, Ly denotes the list for W at Leak in the game, and a set
Lg; denotes a multiset which is generated as follows: we initialize Lg; as en empty set, and
then for every W € U s.t. ¢*(W) = 1, we add | Lw| number of the attribute W into Lg;.

Definition 30. Set of leakage-functions Fs,,(A) consists of every polynomial time com-

res’ sk’ .
putable probabilistic (or deterministic) function f : {0, I}Z'Yk £ {0, 1}* which has a
randomness space R and satisfies that for every PPT B,

Pr[B(pk',mk , ek, dk, crs,td, ¢", Lg;. f. f (L}37)) — sk*

s.t. [1 « ABX.SKVer (pk’, sk*, ¢*)| A \/ [1 « ABX.SKVer2 (pk’, sk, sk')]H

sk’eL -

is negligible, where r & R and for every W € L, sk’ := ABX.KeyGen(pk, mk, W) and
Ly =L U{sk'}.

The existential unforgeability of Xsgg is guaranteed by the following theorem.

Theorem 5.4.1. ZABS is HL-EUF-CMA w.rt. TZABS(A)’ llszPKE is IND-WLCCA, ENIZK is
sound and zero-knowledge, and Zxpx is HtC-SK.

Proof of Theorem 5.4.1. Hereafter, g, € N denotes the number of times that PPT adver-
sary A uses the signing oracle Sign. To prove Theorem 5.4.1, we use multiple games Game;,
where i € {0, 1,2,3,4,4/1,--- ,4|g,, 5}.

The game Game is the normal HL-EUF-CMA game w.r.t. Zsgs and Fy,,,(4). Specifi-
cally, Game is the following game.

Setup. U = {0, 1}1. CH runs (pk’, mk’) «— ABX.Setup(14, 1%), (ek, dk) < LPKE.Gen(1%),
and (crs, td) «— S;(1Y). pk and mk are set to pk := (pk’, ek, crs) and mk = mk’, re-
spectively. pk is given to A. Ly is set to (.

Query. When A queries to either one of the oracles Generate,Reveal and Sign, CH
behaves as follows.

Generate(W € U): CH generates sk «— ABX.KeyGen(pk’, mk’, W). If the list Ly
for the attribute has not been generated, CH generates it and sets it to {sk}. If
the list Ly has already been generated, CH sets Ly = Ly U {sk}.

Reveal(W € U,i € N): CH retrieves the i-th secret-key from Ly, then returns the
secret-key.
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Sign(W e U,i e N,m € M, p): ¢ is represented as a circuit {L, N, I}, ,}. CH re-
trieves the i-th secret-key sk from Lyw. CH generates C = LPKE.Enc(ek, sk,
ml||¢). CH sets x := (C,m,¢) and w = sk, then generates 7 := NIZK.Pro(crs,
x,w). After that, CH returns a signature o := (C, ) to A. After that, CH sets
Ly = Ls U{(m, §)}.

Leak(¢™ € P, f € Fz,u5(1)). ¢" is represented as a circuit. CH returns f(L4 ), where a set
Ly of secret-keys is set as Uweay s.r. ¢=cwy=1 Lw-

Forgery(o™,m"). o is parsed as (C*, n*). The statement x* is set to (C*, m", ¢*). A is said
to win the game if [1 « NIZK.Ver(crs, x*, )] A [(m*, ¢*) ¢ Ls]

We define the other games Game;, where i € {1,2,3,4,4|1,--- ,4|q,, 5}, as follows.

e Game, is the same as Game, except that CH generates a common reference string crs
by running crs < NIZK.Gen(14) at Setup.

e Game, is the same as Game; except that A’s winning condition is changed to the
following one, where sk* = LPKE.Dec(dk,C*,m*||¢*): [1 « NIZK.Ver(crs, x*,
) A [(m*, ¢*) ¢ Ls] A [1 « ABX.SKVer(pk’, sk*, ¢*)].

e Gamej is the same as Game, except that A’s winning condition is changed to the fol-
lowing one: [1 « NIZK.Ver(crs, x*, )] A [(m*, ¢*) ¢ Ls] A [1 «— ABX.SKVer(pk’,
sk*, ) A [V wew 5. ¢*(W):1[\/ske£w[1 — ABX.SKVer2(pk’, sk*, sk)]1].

o Game,(= Gamey) is the same as Game; except that CH generates a common reference
string crs by running (crs, td) < S;(1") at Setup. When replying to a query to Sign
at Query, CH generates a proof 7 by running n < Ss(crs, x, td), where S, denotes
the second simulator in the definition of zero-knowledge for Xnjzk.

e Gamey;, where i € [1,q;], is the same as Gamey, except that when replying to the
Jj-th signing oracle query, where j < i, CH generates the ciphertext C; by running
C; « LPKE.Enc(ek, 01k m||p).

e Games is the following game, which is played by A and CH.

Setup. CH runs (pk’,mk’) «— ABX.Setup(14, 1%), (ek,dk) «— LPKE.Gen(1%), and
(crs,td) «— S;(1Y). (pk’,mk’, ek, dk, crs, td) are sent to A.

Leak(¢p", W7, - , W} s.t. 9" (W) = -+ = ¢"(W)) = 1, f € F5,,5(D). CH computes f({sk;}icr1,11),
where fori € [1, 7], the secret-key sk is generated as sk! := ABX.KeyGen(pk’, mk’, W?).
Then CH sends it to A.

Forgery(o”,m"). o*isparsedas (C*,7*). By decrypting C*, we get sk* := LPKE.Dec(dk,
C*,m"||¢*). The statement x* is set to (C*, m", ¢*). A is said to win the game if
[1 < ABX.SKVer(pk’, sk*, ")] A [V i1l < ABX.SKVer2(pk’, sk*, sk;)]].

Hereafter, fori € {0,1,2,3,4,4|1,--- ,4|q,, 5}, W; denotes the event where A wins the
game Game;. Obviously, it holds that Advgggfg)_HL_EUF_CMA(/l) = Pr[Wy] < 30, | Pr[Wi_ ]
(Wil + X5, [ Pr[ Wiy ] — Pr{Wyl| + | Pr{Wyy, 1 — Pr[Ws]| + Pr[Ws].

Theorem 5.4.1 is proven by the above inequality and the following lemmas. O
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Lemma 5.4.1. | Pr[W,] — Pr[W,]| is negligible if Znizx is zero-knowledge.
Lemma 5.4.2. | Pr[W,] — Pr[W>]| is negligible if Xnizx is sound.

Lemma 5.4.3. | Pr[W,] — Pr[Ws]| is negligible if Zapx is HtC-SK.
Lemma 5.4.4. | Pr[W;] — Pr[W,]| is negligible if Znizx is zero-knowledge.

Lemma 5.4.5. For every i € [1,q;], |Pr[Wa_1] — Pr[Wy;]| is negligible if Xy pxg is IND-
wLCCA.

Lemma 5.4.6. Pr[W,, | is negligible if Pr[W5s] is negligible.
Lemma 5.4.7. Pr[Ws] is negligible.

Proof of each lemma is given below.

Proof of Lemma 5.4.1. 'We prove that if we assume that there is a PPT adversary A which
makes | Pr[Wy]—Pr[W;]| non-negligible, then we are able to construct a PPT algorithm which
breaks the zero-knowledge property for Zyyzk.

We consider a PPT simulator S. On one hand, the simulator S behaves as a PPT algo-
rithm attempting to break the zero-knowledge for Zy;zx. On the other hand, S behaves as
the challenger in Game, or Game;. S is given a common reference string crs. If crs was gen-
erated by (crs, td) «— S;(11) (resp. crs « NIZK.Gen(1%)), then S simulates Game, (resp.
Game, ) for the PPT adversary A properly. The concrete behaviour by § is the following.

Setup. Sisgivencrs. Sruns (pk’, mk’) «— ABX.Setup(14, 1%) and (ek, dk) < LPKE.Gen(1%).
pk is set to pk = (pk’, ek, crs). S sends pk to A. S initializes Ly as 0.

Query. When A queries to either one of the oracles Generate, Reveal and Sign, S be-
haves in the usual manner.

Leak(¢" € P, f € F5,55(1). CH computes f(Ly) and returns it, where Ly = Uy 5. g-coy=1 Lw-

Forgery(o*,m"). o* is parsed as (C*, n*). The statement x* is set to (C*, m*, ¢*). S outputs
1 if it holds that [1 « NIZK.Ver(crs, x*, 7)) A[(m*, ¢*) ¢ Lg]. S outputs 0 otherwise.

It is obvious that if the common reference string is generated by (crs, td) < S; (1) (resp.
crs <« NIZK.Gen(1%)), then S simulates the game Game, (resp. Game, ) for A perfectly, and
if and only if the event W, (resp. W) occurs, S outputs 1. Hence, we obtain Pr[W,] =
Pr[1 « S(crs) | (crs, td) «— S;(1")] and Pr[W,] = Pr[1 « S(crs) | crs « NIZK.Gen(14)].
Hence, | Pr[Wy] — Pr[W,]| = |Pr[1 « S(crs) | crs « NIZK.Gen(14)] — Pr[1 « S(crs) |
(crs, td) — S,(1Y)]]. O
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Proof of Lemma 5.4.2. We prove that if we assume that there is a PPT adversary A which
makes | Pr[W;]—-Pr[W,]| non-negligible, then we are able to construct a PPT algorithm which
breaks the soundness property for Zyizk.

We consider a PPT simulator S attempting to break the soundness of the NIZK scheme
Ynizk- Specifically, S behaves as follows.

Setup. Sis given a common reference string crs of yzx. Sruns (pk’, mk’) «— ABX.Setup(14, 1%)
and (ek, dk) « LPKE.Gen(1%). pk is set to pk := (pk’, ek, crs). S sends pk to A. S
initializes Lg as (.

Query. When A queries to either one of the oracles Generate, Reveal and Sign, S be-
haves in the normal manner.

Leak(¢” € P, f € Fr,ys(A1). CH computes f(Ly) and returns it, where Ly = Uy 5. g+ o1 Low-

Forgery(o*,m"). o* is parsed as (C*,n*). The statement x* is set to (C*, m*, ¢*). S sets
sk* := LPKE.Dec(dk, C*, m*||¢*). S outputs (x*, 7*) if it holds that [1 « NIZK.Ver(crs, x*, 7%)]A
[(m*,¢*) ¢ Ls] A [0 «— ABX.SKVer(pk’, sk*, ¢*)].

It is obvious that S simulates Game; or Game,, perfectly.
By the way, the definitions of W; and W, gives us the following equations.

Pr[W,] = Pr[[1 « NIZK.Ver(crs, x",7*)] A [(m*,¢") ¢ Ls]] (5.7)
Pr(W,] = Pr[[l « NIZK.Ver(crs, x",n")] A [(m",¢") ¢ Lg]
A[1 — ABX.SKVer(pk, sk*, ¢")]] (5.8)

Hence, we obtain

[Pr[W,] — Pr[W,]|
= Pr[[1 « NIZK.Ver(crs, x",n")] A [(m",¢") ¢ Lg]
[0 « ABX.SKVer(pk’, sk*, S*)]]
= Pr[S(crs) — (x*,n") s.t. [1 « NIZK Ver(crs, x*,n")]
A [0 « ABX.SKVer(pk', sk*, ¢")]] . (5.9)

By the definition of the language L, i.e., (5.6), the following statement is true: for
any (C,m,¢) € L, there exists sk € Ky such that [C « LPKE.Enc(ek, sk, m||¢)] A [1 «
ABX.SKVer(pk', sk, ¢)].

By the above statement, the correctness of Zj pxg, and the deterministic property of the
algorithm SKVer of X5y, the following statement is true: for any (C, m, ¢) € L, it holds that
[1 « ABX.SKVer(pk’, sk, ¢)], where sk := LPKE.Dec(dk, C, m||¢p).

The contraposition of the above statement is the following statement: for any C € Cy,
any m € Mand any ¢ € Py, if [0 «— ABX.SKVer(pk’, sk, ¢)], where sk :== LPKE.Dec(dk, C, m||¢),
then (C,m, ¢) ¢ L.

By the above statement and the equation (5.9), we obtain

[Pr[W;] — Pr[W,]| = Pr[S(crs) = (x*,n") s.t. [1 « NIZK.Ver(crs, x",7")] A [x" ¢ L]].

O
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Proof of Lemma 5.4.3. We prove that if we assume that there is a PPT adversary A which
makes | Pr[W,]—-Pr[Wj3]| non-negligible, then we are able to construct a PPT algorithm which
breaks the HtC-SK property for Xpx.

We consider a PPT simulator S who behaves as a PPT adversary trying to break the
property of HtC-SK for Xpx. The concrete behaviour by S is the following.

Setup. S is given the keys (pk’,mk’) of Zxpx. S runs (ek,dk) «— LPKE.Gen(1%) and
crs «— NIZK.Gen(1%). pk is set to pk = (pk’, ek, crs). S sends pk to A. S initializes
Ls as (.

Query. When A queries to either one of the oracles Reveal and Sign, S behaves in the
same manner as the challenger CH in the definition of Gamey,. When A queries W to
Generate, S behaves in the same manner as CH in the definition of Game, except
that § queries W to the oracle Reveal in the game for HtC-SK property of Xapx to
acquire the secret-key sk for the attribute W.

Leak(¢" € P, f € Fx,55(1). CH computes f(Ly) and returns it, where Ly = Uy 5. g-coy=1 L

Forgery(c*,m"). o~ is parsed as (C*,n*). The statement x* is set to (C*,m",¢*). S sets
sk* := LPKE.Dec(dk, C*, m*||¢*). S outputs (¢, sk*) if it holds that [1 « NIZK.Ver(crs, x*, 7*)]A
[(m*,¢*) ¢ Ls]A[1 « ABX.SKVer(pk’, sk*, ¢*)] /\sk6£¢* [0 « ABX.SKVer2(pk’, sk*,
sk)].

It is obvious that S simulates Game, or Game; for A perfectly.
By the definitions of W, and W3, we obtain

Pr[W,] = Pr[[l « NIZK.Ver(crs,x",n)] A [(m",¢") ¢ Ls]
A1 « ABX.SKVer(pk', sk*, ¢")]]
Pr(W;3] = Pr[[1 « NIZK.Ver(crs, x",n")] A [(m",¢") ¢ Lg]

A[1 « ABX.SKVer(pk’, sk*, ¢")] A \/ [1 « ABX.SKVer2(pk’, sk*, sk)]”

ske Ly«

Hence, we obtain

[Pr[W,] — Pr[W3]| = Pr[[1 « NIZK.Ver(crs, x",n")] A [(m", ¢") ¢ Lg]

A[1 « ABX.SKVer(pk’, sk*, ¢™)] /\ [0 «— ABX.SKVer2(pk’, sk*, sk)]] (5.10)

skequ*

The above probability is equal to the probability by whom S wins the HtC-SK property
game for Xapx. O

Proof of Lemma 5.4.4. We prove that if we assume that there is a PPT adversary ‘A which
makes | Pr[W5]—Pr[W,]| non-negligible, then we are able to construct a PPT algorithm which
breaks the zero-knowledge property for Znizk.

We consider a PPT simulator S attempting to break the zero-knowledge property for the
NIZK scheme Xnizx. Specifically, S behaves as follows.

99



Setup. Sis given crs of Inzk. S runs (pk’,mk’) «— ABX.Setup(14, 1%) and (ek, dk) «
LPKE.Gen(1%). pk is set to pk := (pk’, ek, crs). S sends pk to A. S initializes Lg as
0.

Query. When A queries to either one of the oracles Generate and Reveal, S behaves in
the normal manner. When (A queries to Sign, S behaves as follows.

Sign(W e U,i e N,m € M, ¢): ¢ is represented as a circuit {L, N, I}, I,}. S retrieves
the i-th secret-key sk from Ly. S generates C := LPKE.Enc(ek, sk, m||¢). CH
sets x := (C,m, ¢) and w := sk, then issues (x, w) to the oracle O, then receives
a proof 7. After that, CH returns a signature o = (C, ) to A. After that, CH
sets Lg = Lg U{(m, p)}.

Leak(¢" € P, f € Fx,55(1). CH computes f(Ly) and returns it, where Ly = U 5. g-coy=1 Lw-

Forgery(o*,m*). o is parsed as (C*,n*). The statement x* is set to (C*,m",¢*). S sets
sk* := LPKE.Dec(dk, C*, m*||¢*). S outputs 1 if it holds that [1 « NIZK.Ver(crs, x*, 7*)]A
[(m*,¢*) ¢ Ls] AN[1 « ABX.SKVer(pk’, sk*, ¢*)] A [\/Skelw[l «— ABX.SKVer2(pk’,
sk*, sk)]].

It is obvious that if the common reference string crs is generated by (crs, td) «— S;(1%)
(resp. crs « NIZK.Gen(1%)) and the proof-generation oracle O.; is Oi””d (resp. O"), then
S simulates Game, (resp. Games;) for A perfectly, and if and only if W, (resp. W3) occurs, S
outputs 1. Hence, we obtain

|Pr[W;] — Pr[W4]| = 'Pr [1 — SO W (crs) | ers — NIZK.Gen(lﬂ)]
=Pr[1 < SO ers) | (ers, id) — S|

O

Proof of Lemma 5.4.5. We prove that for any i € [1, g,] if we assume that there is a PPT
adversary A which makes | Pr[ Wy;_; ] —Pr[W,;]| non-negligible, then we are able to construct
a PPT algorithm which breaks the IND-wLCCA security for Xj pgg.

We consider a PPT simulator S attempting to break the IND-wLCCA security for the
LPKE scheme ¥ pxg. CH denotes the challenger in the IND-wLCCA security game. Specif-
ically, S behaves as follows.

Setup. S is given ek of Ty pxg. S runs (pk’,mk’) «— ABX.Setup(14,1%) and (crs, td) «
S1(1Y). pkis set to pk == (pk’, ek, crs). S sends pk to A. S initializes Ly as 0.

Query. When A queries to either one of the oracles Generate and Reveal, S behaves in
the usual way. When (A queries to Sign, S behaves as follows.

Sign(W e U,i e N,m € M, ¢): CH retrieves the i-th secret-key sk from Ly. Sup-
pose that this query is the j-th signing oracle query.

If j <i-1(esp. j =i+ 1), then S generates the ciphertext C as C =
LPKE.Enc(ek, 0¥, m||¢) (resp. C := LPKE.Enc(ek, sk, m||ID)).
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If j = i, then S issues (0¥, sk, m||¢) as a challenge query in the IND-wLCCA
game for X pxg to acquire a ciphertext C.

After acquiring the ciphertext C, S behaves as follows. S sets x = (C,m, ¢),
then generates m < S;(crs, x, td). After that, S returns the signature o = (C, 1)
to A. After that, S sets Ly = Lg U {(m, ¢)}.

Leak(¢” € P, f € Fz,ps(A1). CH computes f(Ly) and returns it, where Ly = U 5. g+t Low-

Forgery(o*,m"). o* is parsed as (C*, ). The statement x* is set to (C*,m", ¢*). S issues
(C*,m*||¢*) as a query to the decryption oracle at Query 2 in the IND-wLCCA game
for X pkg, and sk* is returned. S outputs 1 if it holds that [1 « NIZK.Ver(crs, x*, 7°)]A
[(m*,¢") ¢ Ls] A[1 « ABX.SKVer(pk’, sk*, ¢*)] A [V ker, [1 < ABX.SKVer2(pk’,
sk*, sk)]].

Let 8 € {0, 1} be the challenge-bit in the IND-wLCCA security game for X pkg. It is obvious
that § simulates Gameyy;_; (resp. Gamey;) when 8 = 1 (resp. 8 = 0), and if and only if Wy,
(resp. Wy;) happens, S outputs 8 = 1. It is also obvious that when Wy;;_; or Wy; occurs, the
label m*||¢* in the query (C*, m*||¢*) to the oracle Decrypt at Query 2 issued by S satisfies
(m*,¢") # (m;, ¢;), where (m;, ¢;) 1s the pair of the message and predicate issued as the i-th
signing oracle query by A, so the query (C*, m*||¢*) is not a forbidden query. Hence, we
obtain Pr{Wy,;_1] =Pr [’ =1 | B = 1] and Pr[Wy;] = Pr[g’ = 1|8 = 0].

It holds that Pr[8’ = B8] = Pr[ =0AB=0]+Pr[ff =1 AL =1] = %(Pr[ﬁ’ = 0|8 =
O]+Pr[g =1B=1]) = %(Pr[ﬂ’ =18=1]-Pr[g =1|8=0]+1).

Hence, we obtain Advg:’i;:”sLCCA =12-Pr[g =B]-1|=|Pr[g =1|8=1]-Pr[f = 1|8 =
01| = [Pr[Wyji—1] — Pr{Wy;]|. O

Proof of Lemma 5.4.6. We prove that if we assume that there exists a PPT adversary A
which wins Game,,  with a non-negligible advantage, then we can construct a PPT simulator
S which wins Games with a non-negligible advantage.

We consider a PPT simulator S which behaves as an adversary in Games. Specifically, S
behaves as follows.

Setup. Sis given (pk’,mk’, ek, dk, crs, td), which were generated by (pk’, mk’) «— ABX.Setup(14, 1%),
(ek,dk) «— LPKE.Gen(1%), and (crs, td) < S,(1%). pk is set to pk := (pk’, ek, crs). S
sends pk to A. S initializes Lg as (.

Query. When A queries to either one of the oracles Generate and Reveal, S behaves in
the normal manner. When (A queries to Sign, S behaves as follows.

Sign(W e U,i e N,m € M, ¢p): CH retrieves the i-th secret-key sk from Ly. S gen-
erates the ciphertext C as C := LPKE.Enc(ek, 0", m||¢). S sets x = (C,m, ¢),
then generates m < S;(crs, x, td). After that, S returns the signature o = (C, 1)
to A. After that, S sets Lg := Ls U {(m, ¢)}.

Leak(¢p* € P, f € Fx,(1)). We generate a multiset L* as follows: initialize it as 0, then for
every attribute W € U such that ¢*(W) = 1 and list of secret-keys Ly for the attribute
W has already been generated, add | Lw| € N number of the attribute W to £*.
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S issues (¢, L*, f) as a query to the oracle Leak in Games, then receives f(Lj,). S
sends f(Ly,) to A.

Forgery(c*,m"). S outputs (0%, m*) at Forgery in Games.

Obviously, S perfectly simulates Gamey,, for A. Also obviously, if A wins Gamey,,, S
wins Games. Hence, Pr{W,, ] < Pr[Ws]. O

Proof of Lemma 5.4.7. Let us consider a PPT adversary A in Games. We define the fol-
lowing three events.
yprKmk ekdkersid jq the event where (pk’, mk’), (ek, dk) and (crs, td) are randomly gener-

ated at Setup by ABX.Setup(1*, 1*), LPKE.Gen(1') and S (1), respectively. V7. "2 "=
is the event where (A, given the variables (pk’, mk’, ek, dk, crs, td) at Setup, chooses a pred-
icate ¢ € P, attributes Wi, --- ,W; € U s.t. ¢"(W}) = --- = ¢"(W;) = 1 for integer
7 € N, and a function f at Leak. ka/,mk',ek,dk,crs,td,w,w;,~~-,W;, ¢ 1s the event where A wins the

followmg game Gamepk,,mkgek,dk,crs,,d,g,,*,WT’... SWEf

Setup. Ais given (pk’,mk’, ek, dk, crs,td,¢*, W7, -+ W7, f, f({sk]}ic;1.-1)), where, fori €
[1,7], sk} «— ABX.KeyGen(pk’, mk’, W?).

Forgery(o*,m"). o* is parsed as (C*,7"). sk* is set to LPKE.Dec(dk, C*, m*||¢*). A wins
the game if it holds that [1 « ABX.SKVer(pk’, sk*, ¢*)IA[V icj1.4[1 < ABX.SKVer2(pk’,
sk*, sk?)1].
By the definition of W5 and the definitions of the above three events, we obtain
§" W WS ]

Pr [WS] = Z E Pr [ka’,mk’,ek,dk,crs,td,q&*,WT,m ,Wi,f] - Pr [Vpk’,mk’,ek,dk,crs,td
(pk’ .mk’ ek.dkcrs,td) (¢*, W71, Wz, f)

-Pr [Upk’,mk’,ek,dk,crs,td]

By the above equation and Lemma 5.4.8, there exists a negligible function (1) such that

¢* W Wof pk’ mk’ ek.dk,crs,td
PriWsl< > > e e[V ] Pr[U .
(pk’ ,mk’ ek, dk,crs,td) (p* ,W’l‘ L Wi )

(5.11)
We give two facts. It obviously holds that Y, ek dk.crs.sa) PT [U PK i ek.dk.crs,td ] = 1. It also
obviously holds that for any (pk', mk’, ek, dk, crs, 1d), S s .. e Pr[ Voo | = 1.
By these facts and (5.11), we obtain Pr [Ws] < €(A). O

Lemma 5.4.8. For any PPT A, any (pk’,mk’), any (ek,dk), any (crs, td), any ¢* € P, any
Wi, Wi e U sit. (W) = -+ = ¢"(W7) = 1 for integer T € N, and any f € Fy,, (),

Pr [ka’,mk’,ek,dk,crs,td,qﬁ*,W‘;,---,Wi,f] s negllglble
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Proof of Lemma 5.4.8. We prove that if we assume that there exists a PPT adversary A
which wins the game Game 'k ek dk.crs.td gt W - W f with a non-negligible probability, we
can construct a PPT simulator which leads us to a contradiction to the fact that f € ¥y, (4).
Specifically, S behaves as follows.

Setup. A is given (pk’,mk’, ek, dk, crs,td,¢*, W7, --- W2, f, f({sk]}ic;1.-1)), where, fori €
[1,7], sk} < ABX.KeyGen(pk’,mk’, W?;). S gives the variables to A.

Forgery(o*,m"). o*is parsed as (C*, 7%). sk* is set to LPKE.Dec(dk, C*, m*||¢*). S outputs
sk*.

It is obvious that S simulates the game Game DKk ekdk,crs.d bt W WL f for A perfectly. If A
wins the game, then S is able to acquire a secret-key sk* which satisfies [1 « ABX.SKVer(pk’,
sk*, ¢ A [Vien.l1 < ABX.SKVer2(pk’, sk*, sk?)]]. Hence, we obtain

Pr[S (pk',mk’, ek, dk, crs,td,¢*, W7, -+ W, f, fU{sk: Yiep1.21) — sk*

s.t. [1 « ABX.SKVer(pk', sk*, ¢")] A v [1 « ABX.SKVer2(pk’, sk*, sk:f)]”

ie[1,7]
=Pr [ka’,mk’,ek,dk,crs,ld,zp*,‘W’l‘,--- W, f] ,

where, for i € [1,7], sk} « ABX.KeyGen(pk',mk’,W?;). Assuming that there exists a
polynomial function poly(1) such that Pr[Wokr mi ek dk.crsd.s . wpl 2 1 /poly() leads us
to a contradiction to the fact that f € ¥y, (1). m]

5.4.3 Proof of Computational Signer-Privacy

Previous ABS schemes [MPR11, OT11, SAH16] were proven to be perfectly signer-private.
On the other hand, it must be hard to prove that our ABS scheme X,ps is perfectly signer-
private since any signature on any predicate ¢ generated by Z,gs includes a ciphertext of
a secret-key for an attribute satisfying the predicate. So, we prove the following theorem
which guarantees that £ ,gg is computationally signer-private.

Theorem 5.4.2. If X pxg is IND-wLCCA and Znizx is zero-knowledge, then Zags is compu-
tationally signer-private.

Proof of Theorem 5.4.2. We define six experiments Expt;, where i € {0, 1,2,3,4,5}, to
prove the theorem. Hereafter, A; and A, denote PPT adversaries, S; and S, denote PPT
simulators, B, and B, denote PPT simulators which makes Xyjzx satisfy the definition of
zero-knowledge, and £, h, are polynomial time computable functions.

Expt,, given in Fig.5.3, is the experiment Expt$¥C (14,1L) wrt. PPT adver-

ZABSAh1,ho
saries A = (A, A,), and functions h; and h,. Expts, given in Fig.5.3, is the experiment
Exptgi;fs " hz(lﬂ, 1%) w.r.t. PPT simulators S = (S;, S,), and functions /; and h,. Let us

consider a PPT distinguisher O, whose advantage is defined as follows: Advgiis,ﬂ asyA) =

| Pr[D(Expty(1%,1%)) — 1] - Pr[D(Expts(17, 15) — 1]|.
We define the other experiments Expt;, where i € {1, 2, 3,4}. We describe each experi-
ment in Fig.5.4 and Fig.5.5. Specifically, each experiment is defined as follows.
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Expto(1%, 15)(= ExptSP-0 (14, 1L)): Expts(1%, 1")(= Expt{F o | (14 19):

ZaBs. A hihy 3
(ek, dk) «— LPKE.Gen(14) (ek,dk) «— LPKE.Gen(1%)
(pk’,mk’) «— ABX.Setup(14, 1£) (pk’,mk’) — ABX.Setup(14,1%)
(crs, td) — By (1) (crs, td) < Bi(1Y)
pk = (pk’, ek, crs), mk := mk’ pk = (pk’, ek, crs), mk := mk’
pk,mk £ £ * t k

L s el e SR T

where K* = {W|W € U A ¢*(W) = 1}. U B -
W* «— K*, sk* «— ABX.KeyGen(pk’, mk’, W*)
C* « LPKE.Enc(ek, sk*, m*||¢p*)
x* = (C*,m*, ¢*), w := sk*
m* « NIZK.Pro(crs, x*,w), o™ = (C*, n%)

Oy (W) -

V& ﬂz (st,hi(W*),0") v «— So(st, hi (W*))
If v = hy(W"), then d := 1. Else, then d := 0. If v = hy(W*), then d := 1. Else, then d := 0.
Return (d, K*). Return (d, K*).

Figure 5.3: Experiments Expt, and Expts.

e Expt, is the same as Expt, except that the common reference string crs is generated
by running crs < NIZK.Gen(1%).

e Expt, is the same as Expt; except that the common reference string crs is generated
by running (crs, td) < B;(1*) and the NIZK-proof 7* in the signature o* = (C*, n*) is
generated by running 7* « B,(crs, x*, td).

e Expt; is the same as Expt, except that the LPKE-ciphertext C* in the signature o*
is generated from a randomly generated secret-key for an attribute W* which is ran-
domly chosen independently of the attribute W*.

e Expt, is basically the same as Expts. In the experiment, we generate not only the pair
of (pk, mk), but also another pair of (pk, mk). After generating them, we use only the
latter pair. For instance, the public-key pk is given to the adversary A = (A;, A,), and

the key-revelation oracle O‘é];’ﬁk (W) generates a secret-key for an attribute W by using

the master-key mk and returns it. Every variable which is dependent on the key-pair
(pk, mk) is given the wide tilde symbol (7).

We obtain the following inequality: AdVS>® 4 g, 4 (D) < > |Pr[D(Expt,_ (14, 15) —
1] — Pr[D(Expt, (14, 15) — 1]].
Theorem 5.4.2 is proven true by the above inequality and the following 5 lemmas. O

Lemma 5.4.9. If Sxizx is ZK, then VA = (A, Ay), Yhy, Vhy, VD, | Pr[D(Expty(14, 15)) —
1] - Pr[D(Expt, (14, 1F)) — 1]| is negligible.

Lemma 5.4.10. If Znizk is ZK, then VA = (A, Ay), Vhy, Yhy, VD, | Pr[D(Expt, (14, 15)) —
1] — Pr[D(Expt,(11, 1F)) — 1]] is negligible.

Lemma 5.4.11. If X pxg is IND-wLCCA secure, then NA = (A, A,), Yhy, Yhy, YD,
| Pr[D(Expt, (14, 15)) — 1] — Pr[D(Expt;(14, 11)) — 1]| is negligible.
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Expt, (14, 1%): Expt, (14, 15):
(ek, dk) «— LPKE.Gen(1%) (ek, dk) — LPKE.Gen(1%)
(pk’,mk’) — ABX.Setup(14, 1%) (pk’,mk’) «— ABX.Setup(14, 1)
crs «— NIZK.Gen(14) (crs, td) — Bi(1Y)
pk = (pk’, ek, crs), mk := mk’ pk = (pk’, ek, crs), mk = mk’
0L W) O (W)
(K*,¢" € P,m" € M, st) «— A, Ocsr (pk), (K, 9" € P.m" € M, st) « A, Ocsp (pk),
where K* = {(W|W € U A ¢* (W) =1} where K* = {(W|W € U A ¢* (W) =1}
W & K, skt — ABX.KeyGen(pk/,mk', W) || W* <& K", sk* < ABX.KeyGen(pk’, mk’, W*)
C* « LPKE.Enc(ek, sk*, m*||¢*) C* « LPKE.Enc(ek, sk*, m*||¢*)
= (C*,m",¢"), w = sk* x* = (Crym*, ¢%), w = sk*
7% « NIZK.Pro(crs, x*,w), o := (C*, n¥) * «— Bo(crs, x*, td), o* = (C*,n%)
OPRIk (i PR
« A, et O sty (W), o) — A, %ese ™ (51, hy (W), o)
va = hg(W*), then d := 1. Else, then d := 0. va = hz(W*) then d := 1. Else, then d := 0.
Return (d, K*). Return (d, K).

Figure 5.4: Experiments Expt; and Expt,. The underlined parts indicate the parts which
are changed from the previous experiment.

Expt, (14, 15):
(ek, dk) «— LPKE.Gen(1%)
(pk’,mk’) « ABX.Setup(14, 1%)
Expt3(11, 15): td B, (17
(ek, dk) — LPKE.Gen(1%) ;cgs_ (;;1;_ eklirsg T
’ ’ A 1L
(pk’, mk") <« ABX.Setup(14, 1%) (ek dk)  LPKE.Gen(1)

(crs, td) — Bi(1%)
pk = (pk', ek, crs), mk = mk (pK',mK’)  ABX Setup(1*, 1)

. ok (ch td) — 81(1/1)
(K", ¢" € Pom” € M, st) « A (Pk), k—(pk ekcrs)mk—mk
Where (](* {W|W c ﬂ A ¢ (W) - 1} Opk mk(W)
W*<E7(* (‘K*¢ € P,m* EMst)<—ﬂCSP (k)
U WhereW*—{WIWG‘L{/\gﬁ(W)_l}
W* — K*, sk* — ABX.KeyGen(pk’, mk’, W*) — U~
C* « LPKE.Enc(ek, sk*, m*[|¢"*) W r o
= (C*,m"*, ¢"), w == sk* W — K*, sk« ABX KeyGen(pk ,mk , W*)
7 e Bylers, ' td), o = (€17 C* — LPKE.Enc(ek, sk, m"[[¢")
p m
— AT st (W, o) = (C ~*¢>w—sk
va = hpy(W*), then d := 1. Else, then d := 0. T — Bo(crs, x* td), ot = (C*,ﬁ*)

Return (d, K*). — A, stz;k(w)( 1, i (W*), 7)

If V= hz(W*), thend := 1. Else, then d := 0.
Return (d, K*).

Figure 5.5: Experiments Expt; and Expt,.
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A*(crs):
(ek,dk) «— LPKE.Gen(1%), (pk’, mk’) « ABX.Setup(1*, 1)
k,mk

pk = (pk’, ek, crs), mk .= mk’, (K*,¢* € P,m* € M, st) « ﬂ?g” (W)(pk)

W &gt sk* — ABX.KeyGen(pk', mk’, W*)
C* « LPKE.Enc(ek, sk*, m*||¢p*)
x* = (C*,m*, ¢*), w := sk*, n* « NIZK.Pro(crs, x*,w), oc* = (C*, ")

pk,mk

Vo ﬂ(;csp (W)(st,hl(W*),O'*)
If v = hp(W*), then d := 1. Else, then d := 0. Return D(d, K*).

Figure 5.6: PPT adversary A" which is used in the proof of Lemma 5.4.9

Lemma 5.4.12. YA = (A, Ay), Yhy, Vho, VD, Pr[D(Expt;(14, 11) — 1] = Pr[D(Expt, (14, 15)) —
1].

Lemma 5.4.13. VA = (A, A), Yhy, Yhy, AS = (81, S,) s.t. VD, Pr[D(Expt, (1%, 11)) —
1] = Pr[D(Expts(14, 15)) — 1],

Proof of each lemma is given below.

Proof of Lemma 5.4.9. We prove the lemma by contradiction. We show that assuming
that the lemma doesn’t hold leads us to a contradiction to the fact that Xyzx 1S zero-
knowledge.

If we assume that the lemma doesn’t hold, we can say that there exist a PPT adversary
A = (A, Ay), functions hy, h,, a PPT distinguisher D, and a polynomial function poly(1)
such that the following inequality holds.

‘Pr | D(Expty(1', 1) — 1] - Pr|D(Expt,(1*,11) — 1]] > 1/poly(Q). (5.12)

Let us consider a PPT adversary A" attempting to break the zero-knowldge property of
Ynizk. A uses A = (Ay, Ay), hy, hy, and D defined above. A* behaves as shown in Fig.5.6.

The common reference string given to A* is generated by running NIZK.Gen(1') — crs
pk,mk

or Bi(1Y) — (crs,td). If W € U is issued as a query to oracle Ocgp by A or Ay, then
A* computes ABX.KeyGen(pk’, mk’, W) and returns it. When crs is generated by running
NIZK.Gen(1%) — crs (resp. Bi(1Y) — (crs, td)), A* perfectly simulates Expt, (14, 1%)
(resp. Expt,(14, 11)) for A, A, and D. Hence, we obtain the following equations.

Pr[A’(crs) - 1| NIZK.Gen(1") - crs| = Pr|D(Expt,(1',1%) - 1]  (5.13)
Pr[A(crs) — 1| B1(1") - (crs,td)| = Pr[DExpty(1',1) > 1| (5.14)
By (5.12), (5.13) and (5.14), we obtain the following inequality.

'Pr [ﬂ*(crs) — 1| NIZK.Gen(1%) — crs] —Pr [ﬂ*(crs) — 1|8, - (ers, td)]'
> 1/poly(2)
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A*(crs):
(ek,dk) «— LPKE.Gen(1%), (pk’, mk’) « ABX.Setup(1*, 1)
k,mk

pk = (pk’, ek, crs), mk .= mk’, (K*,¢* € P,m* € M, st) « ﬂ?g” (W)(pk)

W &gt sk* — ABX.KeyGen(pk', mk’, W*)

C* « LPKE.Enc(ek, sk*, m*||¢p*)

Xt = (CFmt, ¢Y), W= skt e OFK (L w), o = (CF, 1Y)
pk,mk

Vo ﬂ(;csp (W)(st,hl(W*),O'*)
If v = hp(W*), then d := 1. Else, then d := 0. Return D(d, K*).

Figure 5.7: PPT adversary A* which is used in the proof of Lemma 5.4.10

Proof of Lemma 5.4.10. We prove the lemma by contradiction. We show that assuming
that the lemma doesn’t hold true leads us to a contradiction to the fact that Xnizx 1S zero-
knowledge.

If we assume that the lemma doesn’t hold true, we can say that there exist a PPT ad-
versary A = (A;, Ay), functions hy, hy, a PPT distinguisher 9, and a polynomial function
poly(A) such that

‘Pr [D(Expt, (14, 14) — 1] - Pr [ DExP, (14, 14) — 1” > 1/ poly(d). (5.15)

Let us consider a PPT adversary A" attempting to break the zero-knowledge property of
2nizk. A uses A = (Ay, Ay), hy, hy and D defined above. A* behaves as shown in Fig.5.7.
The common reference string given to A* is generated by running NIZK.Gen(1') — crs
or Bi(1Y) — (crs,td). If W € U is issued as a query to oracle Ogg’ﬁk by A; or A,, then
A* computes ABX.KeyGen(pk’, mk’, W) and returns it. The oracle O*%(x, w) which is used
by A* is equivalent to the oracle Of (resp. Of””d) in the definition of zero-knowledge
property for Zy;zx When crs is generated by running NIZK.Gen(14) — crs (resp. 8,(11) —
(crs, td)). A* perfectly simulates Expt,(14, 1%) (resp. Expt,(14, 1%)) for A, A, and D
when crs is generated by running NIZK.Gen(1%) — crs (resp. B,(1') — (crs, td)). Hence,
we obtain the following equations.

Pr[A %" (crs) — 1| NIZK.Gen(1') - crs| = Pr|D(Expt, (11, 11) > 1] (5.16)
Pr [ﬂ*o‘i”""w)(crs) — 1] 8,1 - (ers, td)] = Pr|D(Expt, (11, 11) > 1] (5.17)
By (5.15), (5.16) and (5.17), we obtain the following inequality.
‘ Pr [ﬂ*ogm(x’w)(crs) -1 | NIZK.Gen(1") — crs] -
Pr [ﬂ*O?””du’m(crs) S 1] 8,0%Y > (ers, td)] |2 1/poly(t)
O
Proof of Lemma 5.4.11. 'We prove the lemma by contradiction. We show that assuming

that the lemma does not hold leads us to a contradiction to the fact that X pxg is IND-
wLCCA.
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If we assume that the lemma does not hold, then we can say that there exist a PPT
adversary A = (A;, A,), functions hy, hy, a PPT distinguisher 9, and a polynomial function
poly(Q) such that

‘Pr | D(Expt, (11, 19) — 1] - Pr|D(Expt;(17, 11) — 1]‘ > 1/poly(d). (5.18)

Let us consider a PPT adversary A" = (A}, A3) in the experimental definition of IND-
wLCCA of X pkg desribed in Subsect. 5.2.1. A* uses A = (A, A,), hi, hy and D defined
above. A" = (Aj, A;) behaves as shown in Fig. 5.8. If W € Uy is issued as a query to oracle

A (ek):
(ers, td) « B (1Y), (pk',mk’) — ABX.Setup(14, 1£)
pk = (pk’, ek, crs), mk == mk’, (K*,¢* € P,m* € M, st) « ﬂ?ﬁg’gk(w)(pk)
W* L g, sk — ABX.KeyGen(pk', mk’, W*)
W* L g+, sk* — ABX.KeyGen(pk', mk’, W)
st = (st, pk,mk,m*, ¢*, W*, sk*, sk*), Return (sk*, sk*, m*||¢*, st’)
A (st C*;
X = (C*,m*, ¢"), w = sk*, n* «— By(crs, x*,td)
o = (Cax) v e OB D sty (W, o)
If v = hy(W*), then d := 1. Else, then d := 0. Return D(d, K*).

Figure 5.8: PPT adversary A* = (A}, A;) which is used in the proof of Lemma 5.4.11

OV by A, or A,, then A* computes ABX.KeyGen(pk’, mk’, W) and returns it. If C* is a

ciphertext generated by encrypting sk* (resp. sk*), then A* perfectly simulates Expt,(1%, 15)
(resp. Expt;(14, 1)) for A, A, and D. So, we obtain the following equations.

Pr[Expti2- 4011y > 1] = Pr|D(Expt,(1*,14) - 1] (5.19)
Pr[Expti2- 47111 > 1] = Pr|D(Expt;(1%,14) - 1] (5.20)

By (5.18), (5.19) and (5.20), the following inequality is obtained.
‘ Pr [Expti2oiCCA=0(11) — 1] - Pr|Expti® viCel1t) - 1| ‘ > 1/poly(d) (5.21)

O

Proof of Lemma 5.4.12. In Expt; and Expt,, the variables (ek, dk, pk’,mk’, crs, td) and

the variables (ek, dk, ﬁc/, nz}/, 75, td) identically distribute. Hence, for every PPT adversary
A = (A, Ay), every h; and every h,, the output (d, K*) of Expt,(14, 1) and the out-
put (d, K *) of Expt,(14, 1¥) also identically distribute. Therefore, for every PPT adversary
A = (A, Ay), every hy, every h, and every PPT distinguisher D, D(Expt;(1%,1%)) and
D(Expty(1%, 11)) also indentically distribute, and it holds that Pr[D(Expt;(14, 1)) — 1] =
Pr[D(Expt, (14, 15) — 1]. O
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Suph: ) Sl (W
(ili’,dlf\),f_ LPKE.Gen(1%) L st’ is parsed as (pk, mk, td, st).
(lili,mk)eABA)(.Setup(l ,17) e (37?*
,(-ffs,tdl:_?l(l ) ~ ~ NL u (]?* 74 K G = 7 e
pk = (pk , ek, crs), mk = mk W « K7, sk <_§B~§' ey~en(pk,mk,W )
_ O ) — C* « LPKE.Enc(ek, sk, m*|[¢*)
((]( ’¢,’J.n,"§t)~<_ ﬂl (pk) = (C*”‘,ﬁ*’a*)’}?* - Bz(ﬁiv,}‘k,td)
st’ = (pk, mk, td, st) _ _ Pk 57, _
Return (7?*’5*,%*, st). o= (C",7"),Return v := A, <" " (st, i (W"), 7).

Figure 5.9: PPT simulator S which is used in the proof of Lemma 5.4.13

Proof of Lemma 5.4.13. A = (A;, A,) denotes a PPT adversary in Expt,. S = (51, S>)
denotes a PPT simulator in Expts. S (resp. S,) uses A; (resp. A,) as a subroutine. If
the adversary queries an attribute W to the key-reveration oracle, the simulator generates a
secret-key for W by using the master-key mk and returns it. If we let S = (S, S,) behave
as shown in Fig.5.9, for every PPT adversary A = (A, A,), every function h;, and every
function h,, the output of Expt,(1%, 1%) and the output of Expts(1%, 1¢) identically distribute.
Hence, for every A = (A, A,), every h; and every h,, there exists S = (S}, S;) such that
for every O, it holds that Pr[D(Expt,(14, 1£)) — 1] = Pr[D(Expts(14, 1)) — 1]. O

5.5 Instantiations Secure under Standard Assumptions

In this section, we instantiate our IBS and ABS under the DLIN and SXDH assumptions.
On the instantiations, we use EUF-CMA-secure (structure-preserving) signature schemes.

5.5.1 An Instantiation of IBS

As LPKE scheme, we use a modified variant of the LPKE scheme by Camenisch et al.
[CCS09] which is IND-LCCA under the DLIN assumption and the collision-resistance of
the hash function H;. For the difference between IND-LCCA notion and IND-wLCCA
notion, refer to [FHN*12]. The security of the LPKE scheme II; pkg is guaranteed by the
following theorem.

Theorem 5.5.1. For any (polynomially bounded) intergers n,k,v € N, Il pkgnir 15 IND-
wLCCA under the DLIN assumption and the collision resistance of the hash function H¢y :
{0,1}7 = Z,.

As NIZK scheme, we adopt the NIZK system by Groth and Sahai [GSO8]. Thus, we
obtain the following theorem.

Theorem 5.5.2. NIZK system llnizx by Groth and Sahai [GS08] is sound and zero-knowledge
under the DLIN assumption.

We use the IBX scheme given in Fig. 5.11. Theorem 5.5.3 guarantees its HtC-SK
property. The theorem is proven in the latter half of this subsection.
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Theorem 5.5.3. For any (polynomially bounded) intergers n € N, Zgx , is HtC-SK under
the DL assumption and the EUF-CMA security of XspsiG-

For the (structure-preserving) signature scheme Ilgpsig as a building block in the IBX
scheme Xjgx,, we use the scheme by Kiltz et al. [KPW15]. Details of its construction
can been seen in [KPW15] or [SAH16]. Actually, in the construction, bilinear pairing with
groups of prime order is used. Hereafter, we denote its description by (p, G, G, Gr, &, g, 8).
According to [KPW15, SAH16], we obtain the following theorem.

Theorem 5.5.4. Ilspsig is EUF-CMA secure under the SXDH assumption.

LPKE.Gen(1%, 1, 14): (p, G, g) « G(11), g1, - » gus oy by, by = G

Ui, U, U3, Vi, V2, V3, Wi, Way W3 Zy,dy = hy - WP, dy = hy - b5
ep = hy' -h7 ey = hy' - by, by = hy' - h?, by = hy' -y’

ek :=(p,G, g1, ,8&nho,h1,ha,dy,d>, ey, e3,b1,b5)

dk = (uy, up, uz, vy, va, v3, wi, wa, w3), Return (ek, dk)

LPKE.Enc(ek, x, € Zp, -+ ,x, € Z,,0, €G,--- ,6, € G,L €{0,1}7):
Fori € [1,n] and for j € [1, 4], the j-th bit of x; € Z, is denoted by x;;.
For every i € [1,n] and every j € [1, 4], do:

2j-x,'j

Tijs Sij <E Zp, Yij = Vij1»Yij2sYij3) = (h(r)iﬁsij,h;ij,h;j), Zjj = b?j : b;ij - §;
tij = Heryij, zij» L), ¢ij = (d; - 611”)”" (dy - 6';'/)Sij, ¢ij = (¥ij» Zij» Cij)
For every i € [1,«], do:
ri, Si <E Zp,Yi = Vi1, Vi, Yiz) = (h(r)iﬂi,h?,h;i)’ Zi = b? 'b;i - 0;
ti = Hep(yi, zio L), ¢i = (dy - 6?)” (dy - eZ)S’, ¢ = (¥i, 2> Ci)
Return C = ({cij}ie[l,nj,je[l,/lja {Citierin)

LPKE.Dec(ek, dk,C, L € {0, 1}7):
For every i € [1,n] and every j € [1, 4], do:

— ~ . uy+tijvy Uy +tijva uz+t;jv3
Ljj = HCL(Yij,Zij,L), Cij = Yija ! Ty ! Vi3 ! _
~ . W1 \% wi N _ 2] /e /e
If ¢;; # c;j, then return L. Else if Zij/(ym “Yiia -yij’s) = g; » then xj; := 1. Else, then x}, := 0.

The j-th bit of x] is set as x;;.
. . A i
Forevery i € [1,n], x; = Zj:l 27 - xlfj
For every i € [1,«], do:
. ~ +1; +1; 3+1;
ti = Heryi, zi, L), € = yf”l . )’?22 " yf‘§ "
If & # ¢;, then return L. Else, then o} := z;/(y}] - ¥}3 - ¥!3).

Return (x, - ,x,,00, " ,0%)

Figure 5.10: Construction of LPKE scheme I} pxg 1 r» Where n,x,7 € Nand H¢y : {0, 1} —
Z,, 1s a collision-resistant hash function.

Since we use Groth-Sahai NIZK system [GSO08], we have to compute the commitments
to the witness, and then prove that the commitments satisfy some equations such as pairing
equations which are needed to generate a signature. As Maji et al. [MPR11], we commit to
an element Z of the group G or the group G, and make (Z) denote the commitment value.
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IBX.Setup(1%, 1"): gk = (p, G, G, Cr,2,8.8) — Gpe(1V). 80181, 18w & G. T =7,
(vk, mk) < SPSIG.Gen(gk). Return pk := (gk, vk, go, &1, - - , &n) and mk.

IBX KeyGen(pk, mk,ID € I): xy,- -+ . x, < Z,. y = [, &".

0 « SPSIG.Sig(vk, mk,y - g[P). Return sk := (x1,-- -, X, y, 0).

IBX.SKVer(pk, sk*,ID € I): sk* is parsed as (x],- -+ , X, y", 6").

Return 1, if [y =14, gf?] A [1 « SPSIG.Ver(vk, 6, y* - giP ] Return 0, otherwise;
IBX.SKVer2(pk, sk*, sk’):

sk* and sk’ are parsed as (x},--- ,x;,y",0") and (x|, -, x,,y’,0'), respectively.
Return 1, if AL, [xj = xl’] Return 0, otherwise;

Figure 5.11: Construction of IBX scheme Zjgx ,, where n € N and Xgpsig = {SPSIG.Gen,

SPSIG.Sig, SPSIG.Ver} is a structure-preserving signature scheme whose message space is
G.

We use the above specific primitives to instantiate the IBS scheme Zgs. Let us consider
the case when we generate a signature o on a message m € {0, 1}* for an ID ID € Z, by
using a secret-key sk;p for the ID. Note that the secret-key is parsed as (x1,--- , X,,y, ).

Firstly, we generate a ciphertext of the plaintext sk;p under the label m||ID. The cipher-
text is written as C := ({¢;j}ie[1 a1, jer1,47> {€itier1,27)- We parse ¢;; as (Y, Zij, ¢;j), and parse y;; as
(Vij1> Yij2» yij3)- Also, we parse ¢; as (y;, z;, ¢;), and parse y; as (yi1, Yi2, Yi3)-

After that, we generate NIZK proofs as follows.

Firstly, we compute commitments whom we need. Specifically, we compute the follow-
ing commitments:

o (&), (@), (g Y, (), K", <y, (Y, (B, (BY), ey, (37, (e, ey,
(d"y and (d,"), where i € [1,n] and j € [1, A].

o (1), - 800 <), (B ), (BT, (B3, (BT, (B3, (e'), (e3'), (el™), (e ™), (d}') and
(dy').

o (0), <h), Chgh), KHPY, <h), (DY), (B), (e, (e3), (€™, (e ™), (d}?) and (d}).

After that, we prove that the commitments satisfy some equations.

We prove that for i € [1,n] and j € [1,4], x;; is a bit and x;; of the commitment
(g") and that of (g"/) are consistent by generating proofs for the following equations:
[2((g;").(8")) = (g1 (&™) = 2((g;"), ®)].

We prove that the ciphertext {¢;;}ie[i a1, je[1,4 18 @ valid ciphertext of the plaintext {x;}ie[1 a1
by generating proofs for the following equations: [y;;; = <h(r)” Y- (hg” ), Dijz = (h?"" N, ijs =
(W) [2(g; ). 8) = 2(gi™) 8. [zij = BYy(by") (g} M. [e((e”™). &) = e((e"). 8.
[6(ey™),8) = e((ey"), 8], and [c;j = (d}") - (€™} - (d37) - (€"")], where i € [1,n] and
jell,A4].

We prove that the ciphertext ¢; is a valid ciphertext of the plaintext y by generating
proofs for the following equations: [y, = (h;') - (hyH)], [yi2 = (D], iz = (O], [z =
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by - (b3 - M, [e(e) ™), 8) = e({e'), 8], [e({ey™), &) = e({e3'), &)1, and [c) = (d]') -
(€l () - (e

We prove that the ciphertext ¢, is a valid ciphertext of the plaintext 6 by generating
proofs for the following equations: [y, = (hy) - (h)], V22 = (B, [z = (B3], [22 =
(b7 - (b3) - (O], [2({ey ™), 8) = e({e), 8], [2({e5 ™), &) = e({e3), &™)], and [c) = (d’) -
(€Y (dy) - (5 ™).

We prove that the witness variables (x;, - , x,,y) satisfy the relation y = []_, g’ by
generating a proof for the following equation: [(y) = [T, Hj=1<gi2]')qj ).

We prove that the witness variables (y, §) satisfy the relation 1 « SPSIG.Ver(vk, 6, y-g{”
by generating proofs for the following equations: [1 « SPSIG.Ver(vk, (6),(y - g{)D »)] and

[ g”) = O - 801

Proof of Theorem 5.5.3. Specifically, the HtC-SK game for Xjpx played by A and CH is
the following game.

Setup. CH generates gk := (p, G, G, Gr, e, g,8) « gpg(l/l) and (vk, mk) < SPSIG.Gen(gk).

CH chooses go, g1, »&n <E G. CH sets pk = (gk, vk, go, g1, , &), then sends it
to A.

Query. When A queries to the oracle Reveal, CH behaves as follows.

Reveal(/D € Z,): CH chooses xi,--- , X, <E Z,, then calculates y == [, gf". After
that, CH runs 6 « SPSIG.Sig(vk, mk,y - g{°), then returns the secret-key sk :=
(X1, , Xp, Y, 0) to A. After that, CH sets L;p := L;p U {sk}.

Compute(/D* € Z, sk*). sk* is parsed as (x],--- , x;,y", 6).

Let W denote the event where A wins the game. Thus,

W= “y* = ﬁg?
i=1

where sk’ is parsed as (xI, -+, x5y, 67, Let us introduce two events A;, A,. They are
defined as follows.
\ b=yl

SkELID*

b

A|1 < SPSIG.Ver(vk, 6",y - g A [\/ | = x7]

skteLyp Lielln]

9

Al =

\ s =y 'géD*]] and A =

ID s.t. [Lip#0|A\[ID#ID*] ske Lip

where sk is parsed as (xy,--- , Xx,,y,6). Obviously, the following equation holds: Pr[W] =
Pr[W A A{] + Pr[W A A; A Ay] + Pr[W A A A A;]. Hence, by the following three lemmas,
Pr[W] is negligible. O

Lemma 5.5.1. Pr[W A A] is negligible under the DL assumption.
Lemma 5.5.2. Pr [W ANA A Az] is negligible under the DL assumption.

Lemma 5.5.3. Pr [W ANA| A A_g] is negligible under the EUF-CMA security of XspsiG.

Proof of each lemma is given below.
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Proof of Lemma 5.5.1. We prove that if there exists an PPT adversary ‘A who makes
Pr[W A A;] non-negligible, we can construct a PPT simulator & who breaks the DL as-
sumption. S behaves as follows.

Setup. Let gk = (p, G, G, Gr,e,h,h) <E gpg(l’l). As an instance of the DL problem, S is
given (h, h*), where l Z,. She sets gy := h®. She runs (vk, mk) < SPSIG.Gen(gk).
For every i € [1,n], She chooses 5; l Z, and sets g; = hPi. She sends pk =
(gk, vk, go, &1, , &n) to A.

Query. When A issues ID € Z, as a query to the oracle Reveal, S behaves as fol-

lows. She chooses xi,--- ,x, < Z, and computes y = []i, g". She generates
0 « SPSIG.Sig(vk, mk,y - gi”). She sends sk = (x1,- - -, x,,y,6) to A. She also sets
Lip = L;pU{sk}.

Compute(/D* € Z, sk*). S parses sk as (x],---, x;,y",0%). Ais assumed to make Pr[W A
A;] non-negligible, so the following event happens with a non-negligible probability:

{y* = ﬁgff} A[1  SPSIG.Verok, 6.y - )] /\ [ \ 5 %% ]}
i=1

skte L Liell,n]

\ e’ =y -g(’)D*]”,

A\

LD s.t. [Lip#£OIA[ID£ID"] [skeL,D
where sk’ and sk are parsed as (xI, oxny 6 and (xq, - -, X, y, 0), respectively.
S computes o’ := (3, B; - (x; — x}))/(ID* — ID) and outputs it.

Let us explain why S breaks the DL assumption. Applying the fact that gy = 4% and g; = h¥
to the equation y - g/ = y* - gh?", we obtain @ = (3, B: - (x; — x))/(ID* — ID) = &’ Since
ID # ID", it holds that y # y*. Hence, it also holds that \/ ;[ ,, [xi * xl*] Hence, she can
compute @’(= a) correctly. O

Proof of Lemma 5.5.2. 'We prove the lemma by using n-representation assumption.

Definition 31. n-representation assumption holds if for every PPT A, Pr[A(p,G, g1, -,
&n) = ((x1,-+ -, xp), (X'p X)) S (X, LX) # (X'l, T ,x;l)]/\[nie[l,n] 8? = Hie[l,n] g;ci]]
is negligible, where (p,G, g) «— G(1 and g1, - , gn < G.

Validity of the assumption is guaranteed by the following theorem [Bra93, BGG94].

Theorem 5.5.5. For any n € N, n-representation assumption holds under the DL assump-
tion.

We prove that if there exists a PPT adversary A who makes Pr[W A A; A A,] non-
negligible, then there exists a PPT simulator § who breaks the n-representation assumption.
S behaves as follows.
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Setup. Let gk = (p,G, G, Gy, e, h,h) d gpg(lﬁ). As an instance of the problem of the

n-representation assumption, S is given (g, - , g,), Where g(,--- , g, < G. She sets
20 <E G. She runs (vk, mk) « SPSIG.Gen(gk). She sends pk = (gk, vk, g0, g1, , &n)
to A.

Query. When A issues ID € Z, as a query to the oracle Reveal, S behaves as fol-
lows. She chooses xi,--- , X, <E Z, and computes y = []i, gf". She generates
0 « SPSIG.Sig(vk, mk,y - gi”). She sends sk = (x1,- - - , x,,y,0) to A. She also sets
Lip = Lip U {sk}.

Compute(/D* € Z,, sk*). S parses sk* as (x],--- ,x;,,y",6"). Assuming that the event W A

_ . i *

A} A A, occurs implies that Ask™ € Lip- st [y' = ?zlg;' =y = ?zlgf’] A
[\/,-E[Ln][xj # x/]], where sk' is parsed as (xI, -, x,y", 67, S outputs (xI, cee LX),
(-xik, e ,X;;).

Obviously, S breaks the n-representation assumption. O

Proof of Lemma 5.5.3. We prove that if there exists a PPT adversary (A, then there exists
a PPT simulator S who breaks the EUF-CMA security of Xgpsig. S behaves as follows.

Setup. Let gk = (p,G, &, Gy, 2,1, h) « Gpe(1%). S chooses go, g1, -+ »gn — G. She is
given the verification-key vk of Xgpsig. She sends pk = (gk, vk, go, g1, -+ , &) to A.
Query. When Aissues ID € Z, as a query to the oracle Reveal, S behaves as follows. She

chooses xi, - , X, < Z, and computes y := []7_, g;'. She issues y-géD to the sigining
oracle of the EUF-CMA game of Zgpsic, then receives 6 < SPSIG.Sig(vk, mk, y- giP).
She sends sk == (x,- -+, x,,y,0) to A. She also sets L;p := L;p U {sk}.

Compute(/D* € Z, sk*). S parses sk* as (x],--- ,x;,y",6%). S outputs 6" as a forged signa-
ture on a message y* - g/

Let us explain why S breaks the EUF-CMA of Zgpsig. Assuming that the event W A A| A A,
occurs implies that [y* = [T2, g IALL « SPSIG.Ver(vk, 0", y*¢!" )] Arp s (ol A skersp [

giP # y* - glP"]], where sk is parsed as (x1,- - , X,, ,0). Thus, S wins the EUF-CMA game
by outputting (6", y* - giP). O
5.5.2 An Instantiation of ABS for a General Circuit

As ABX scheme, we use the scheme described in Fig. 5.12. Its HtC-SK property is guaran-
teed by the following theorem whose proof is given in the latter half of this subsection.

Theorem 5.5.6. For any (polynomially bounded) integers L,n € N, Zapx ., is HtC-SK
under the DL assumption and the EUF-CMA security of ZspsiG-
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The ABX scheme needs a structure-preserving signature scheme as a building block.
We use the same structure-preserving signature scheme as the one used to instantiate our
IBS scheme, i.e., the scheme by Kiltz et al. [KPW15]. We also use the same LPKE and
NIZK schemes in the last subsection, i.e., the LPKE scheme in Fig. 5.10 and Groth-Sahai
NIZK system [GS08], respectively.

ABX.Setup(14, 15,1"): U = {0, 1}-. gk := (p,G, G, Cr, 2,8, 8) < Gpe(1Y). 20,815+ » &n < G.
(vk, mk) <« SPSIG.Gen(gk, 1%). Return pk = (1%, gk, vk, go, g1, - , &) and mk.

ABX.KeyGen(pk, mk, W € U): For i € [1, L], the i-th bit of W is denoted by w;.

XLt s Xn <£ ZP‘ y = H;'Ll gfl 0 SPSIGSIQ(Vka mk’ (y : ggl7 LY gg)L))
Return sk == (x1, -+, Xx,,y,0).

ABX.SKVer(pk, sk, ¢): sk is parsed as (xy,--- , x,,y,6). ¢ is represented as a circuit {L, N, I}, I,}.
Return 1, if [y = [T, g1 A [AW € {0, 1}F s.t. [¢(W) = 1]
A [1 < SPSIG.Ver(vk,0,(y - g,', -+ ,y - & )1l. Return 0, otherwise.

ABX.SKVer2(pk, sk, sk*): sk is parsed as (xi,- - , X,,y,6). sk* is parsed as (x],--- , x;,y",6")
Return 1,if AL, |x; = x;“]. Return 0, otherwise.

Figure 5.12: Construction of ABX scheme Zapx;,, where L,n € N and Xgpsig =
{SPSIG.Gen, SPSIG.Sig, SPSIG.Ver} is a structure-preserving signature scheme whose
message space is GF.

Let us consider the case when we generate a signature o~ on a message m € {0, 1}7 for a
predicate as a circuit ¢ = {L, N, I, I,} by using a secret-key sk for an attribute W € {0, 1}-
such that (W) = 1. Note that the secret-key is parsed as (xi, - , x,, y, 0).

Firstly, we generate a ciphertext of the plaintext sk under the label m||¢. The ciphertext
is written as C := ({¢;j}ie[1,n],jer1,11> {€Ci}ier1,2). We parse ¢;; as (yij, Zij, ¢ij), and parse y;; as
(Vij1> Yij2» yij3)- Also, we parse ¢; as (y;, z;, ¢;), and parse y; as (yi1, Yi2, Yi3)-

After that, we generate NIZK proofs as follows.

Firstly, forevery i € [L+ 1,L + N — 1], we compute w; := 1 — wy, ) - W)

Secondly, we compute commitments whom we need. Specifically, we compute the fol-
lowing commitments:

o (&) (B, (gL Y (WY, Y, . (Y, B, (B, ey, (7). ey, (e,
(d") and (d,"), where i € [1.n] and j € [1, 4]

o (1,48 08" 5 (g (B ) (v gy s s (V80 (g ), Ky, (Y, (R,
(bY'), (3'), (el ), (e3'), (e] ™), (e5™), (d}') and (d3').

o (O), Chg), Chy), KHYY, (B3, (DY), (DY), (e), (e3), (e ™), (e5™), (d}’) and (d}’).

After that, we prove that the commitments satisfy some equations.
We prove that for i € [1,n] and j € [1,4], x;; is a bit and x;; of the commitment
(g"7)y and that of (%) are consistent by generating proofs for the following equations:

[6((g"), (8%7)) = &(gi, (&™) = e({g;"), §)].
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We prove that the ciphertext {¢;;}ie[i a1, je[1,4) 18 @ valid ciphertext of the plaintext {x;}ie[1 a1
by generating proofs for the following equations: [y;;; = <hr” Y- (B, [yije = B, Dijs =
(hy"], [ (<g2 Y, 8) = (g0, 81, [zij = (b7) (b3 (g2 T, 1€y, 8) = e}, 81,
[6(ey ™), 8) = e((ey”), g1, and [c;; = (d}") - (e] % "y (d)") - (€)*")], where i € [1,n] and
je [1 A].

We prove that the ciphertext ¢; is a valid ciphertext of the plaintext y by generating
proofs for the following equations: [y = (h;') - (hyH)], [yi2 = (D], iz = (O], [z =
(b - (b3 - W], [e(e} ™), B) = e((e}), 8], [€(<~'3’l ”) g) = e(ey'), M1, and [¢; = (d}') -
<€" DR <d“> (€3 M)

We prove that the ciphertext ¢, is a valid ciphertext of the plaintext 8 by generating
proofs for the following equations: [y>; = (hy) - ()], [y22 = (B, [y23 = (W), [z2 =
(b)Y -(b) - (O], [e((e} ™), &) = e({e}), 8], [e(<et2 S2> g) = é({e3), &), and
[c1 = (dp?) - (e}™) - (dy?) - (€5 ™).

We prove that the witness variables (xi,-- -, x,,y) satisfy the relation y = ], gf" by
generating a proof for the following equation: [(y) = [1%, ?:1<g?1'x"" >].

We prove that the witness variables (y, 6) satisfy the relation AW € {0, 1}- s.t. [p(W) =
1T A [1 « SPSIG.Ver(vk,0,(y - gy',--- .y - &)1 by generating proofs for the following
equations:

o [&(g0,(8")) = e({(gy), )], where i € [1, L].
o [2(g0,(8")) = 2((g}). B) = &((g, "), (8"=")) " - &(go, §)], where i € [L+1,L+N —1].
. e((gwll(“M) (g"mwMy) = 1g,], where 1, denotes the identity element of Gr.

. [(y gw‘) = () gy [y g™ = O - (gy")] and [1 « SPSIG.Ver(vk, (6), ((y -
8o )y gy

Proof of Theorem 5.5.6. Specifically, the HtC-SK game for Zspx played by ‘A and CH
is the following game.

Setup. CH sets U = {0, 1}t. CH generates gk = (p,G, G,Gr,2,8,8) « ng(lﬂ) and
(vk,mk) «— SPSIG.Gen(gk, 1). CH chooses go, g1, " , &n & G. CH sets pk =
(1%, gk, vk, g0, g1, -+ - » gn), then sends it to A.

Query. When A issues W € U to the oracle Reveal, CH behaves as follows. CH

chooses xj,--- , x, hk Z,, then calculates y := []_, g;. After that, CH runs 6 «
SPSIG.Sig(vk, mk, (y-g(”)”, cee Ly gOL)) then returns the secret-key sk := (xy,- - , X,,,y,6)
to A. After that, CH sets Ly = Lw U {sk}.

Compute(¢”, sk*). sk* is parsed as (xj,--- , x;,y", 6).
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Let W denote the event where ‘A wins the game. Thus,

Il A A

We(0.1)! 5., [Ly#0)A[¢*(W)=1] LskeLw

W =

\/ [xi# x]

i€[1,n]

A[FW" € {0, 1)E s.t. [¢°(W*) = 1] A[1 « SPSIG.Ver(vk. 6", (v g, .y gy )]

where sk is parsed as (x1,- -, X,,y, 0). Related to the event W, we define a function Fy (X)
which takes an event X as input and outputs an event as follows.

Fy(X) = “y = ]L[gi"'*] A [ A\ [V [x; # x7]
ske Ly Lig[1,n]

i=l Wel0,1)E 5., [Ly#0IA[¢*(W)=1]

}/\ [aw* € {0, 1}-

st [¢°(W*) = 1] A1 « SPSIG.Ver(vk, 6", (y - ', .y 8, D] A X][.

For instance, the input X can be the following event A;.

R ARRER |

Wel0,1} 5., [Lw#01A[¢*(W)=0] i€[1,L]

A1 =

where sk is parsed as (xy, - - - , x,,, y, 6). By the definitions of the events W, A, and the function
Fw(-), we obtain
Pr[W] < Pr[Fw(A))] + Pr[Fw(A))]. (5.22)

Related to the event A, we define another event A, as

v fulare <l

Wel0,1)2 s.t. [Lw#0]A[¢*(W)=1] LskeLw Lie[l,L]

A2 =

where sk is parsed as (xy,- - , X,,, v, 6). By the definitions of A, A,, Fy(-), we obtain
Pr[Fw(A)] < Pr[Fw(A; A A))] + Pr[Fw(A; A A))]. (5.23)
By (5.22) and (5.23), we obtain

Pr[W] < Pr[Fyw(A,)] + Pr{Fw(A, A Ay)] + Pr{Fw(A, A Ay)]. (5.24)
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We define the other 5 events { By, B;, Cy, C;, C3} as follows, where sk is parsed as (xy, - - - , X, y, 6).

B, = \/ VoAb =yT N\ e =y-e|

| Wel0,1}- s.t. [Lw#0]A[¢*(W)=0] LskeLw L i€[1,L]
B, = \/ VoAb =yT N\ ey =y-e]

| Wel0,1} s.t. [Lw#0]A[¢*(W)=0] LskeLw L i€[1,L]
G = \/ Vb= N\ e =y-e]

| Wel0, 1} 5.t [Lw#0]A[¢*(W)=1] LskeLw L ie[LL] 1]

byl N\ [rsgi=y- gf]”}

i€[1,L]

- V [v

| Wel0,1}E 5.t [Lw#0IA[¢*(W)=1]A[W=W*] Lske Ly

C; = | \/ [\/ byl /\ [y~g6”"=y*~g§?]m

| Wel0,1}E s.r. [Lw#0IA[W=W*] Lske Lw i€[1,L]

By the definitions of the events, we obtain

Pr[Fy(A))]
Pr[Fw(A; A Ar)]

Pr[Fy(B))] + Pr{Fy(B>)] (5.25)

<
< Pr[Fy(A; A Cp)] + Pr[Fy(A; A Cy)] + Pr[Fy(A; A C3)] (5.26)
By (5.24), (5.25), (5.26), we obtain

Pr[W] < Pr[Fw(B))] + Pr{Fy(By)] + Pr{Fw(A; A C))l + PrlFw(A; A Cy)]
+Pr{Fw(A; A C3)] + Pr{Fy(4; A Ay)] (5.27)

If the following 6 lemmas are true, by (5.27), Pr[W] is negligible. O
Lemma 5.5.4. Pr[Fy (A, A A,)] is negligible under the EUF-CMA of Zspsig.

Lemma 5.5.5. The event Fy(B) never occurs, i.e., Pr[Fy(B;)] = 0.

Lemma 5.5.6. Pr[Fy(B,)] is negligible under the DL assumption.

Lemma 5.5.7. Pr [F w(A, A C; )] is negligible under the DL assumption.
Lemma 5.5.8. Pr [F w(Ap A Cz)] is negligible under the DL assumption.

Lemma 5.5.9. The event Fy (A, A Cx) never occurs, i.e., Pr [FW(A_l A C3)] =0.

Proof of each lemma is given below.
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Proof of Lemma 5.5.4. We prove that if there exists a PPT adversary (A, then there exists
a PPT simulator S who breaks the EUF-CMA security of Xgpsig. S behaves as follows.

Setup. Let U := {0, 1}%. Let gk == (p, G, G, Gy, &, h, h) ol Gre(1h). S chooses go, 81, * » &n &

G. She is given the verification-key vk of Zspsig. She sends pk = (1%, gk, vk, g0, g1, ** » &)
to A.

Query. When A issues W € {0, 1} as a query to the oracle Reveal, S behaves as fol-

lows. She chooses xi,-- -, x, < Z, and computes y = [, g". She issues (y -
8> Y- 8") to the sigining oracle of the EUF-CMA game of Zgpgig, then receives
6 « SPSIG.Sig(vk, mk,(y - g,",--- .y - &"))- She sends sk := (xi,--- ,X,,y,6) to A.

She also sets Ly = Ly U {sk}.

Compute(¢”, sk*). S parses sk* as (x7,--- ,x;,,y",6"). If we assume that the event F’ w(AL A
A,) occurs, then AW* € {0, 1} s.t. [¢*(W*) = 1] A [1 « SPSIG.Ver(vk, 6", (y -

g(v)vl, Ly g(V)VL))] Aweonit se. (£w20] N skery [Viennly - g5 # ¥ gé"]]], where sk is
parsed as (xi,---,x,,y,60). S outputs §° as a forged signature on a message (y* -

g‘(/)vl’ “ee ,y* . gg/L)_
O
Proof of Lemma 5.5.5. For an attribute W € {0, 1}, if ¢*(W) = 0, then there exists i €

[1,L] such that w; # w;. Additionally, if y = y*, then there exists i € [1,L] such that
y-w; #y*-wi. Thus, the event Fy(B;) never occurs. O

Proof of Lemma 5.5.6. We prove that if there exists an PPT adversary ‘A who makes
Pr[Fw(B,)] non-negligible, we can construct a PPT simulator S who breaks the DL as-
sumption. S behaves as follows.

Setup. Let gk := (p,G, G, Gy, e, h,h) l g,,g(lﬂ). As an instance of the DL problem, S is
given (h, h*), where o <E Z,. She sets gy := h®. She runs (vk, mk) < SPSIG.Gen(gk, 15).
For every i € [1,n], She chooses S; <E Z, and sets g; = hPi. She sends pk =
(1%, gk, vk, g0, g1, - , 8n) to A.

Query. When A issues W € {0, 1} as a query to the oracle Reveal, S behaves as fol-

lows. She chooses xi,---, x, < Z, and computes y = [], g". She generates
0 « SPSIG.Sig(vk, mk,(y - g3",--- .y - 8"))- She sends sk := (x1,--- , X, ,6) to A.
She also sets Lw = Lw U {sk}.

Compute(¢”, sk*). S parses sk* as (x],--- , x;,,y",6"). Assuming that Fy(B,) occurs implies
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that the following event occurs.

[y* - ﬁgfr
i=1

oy ]y

Wel0.1)- s.t. [Ly#0]A[¢*(W)=0] LskeLw

by N\ [v-ey =y g ]
i€[1,L]

where sk is parsed as (xi,- -, x,,y,0). Since ¢*(W*) = 1 and ¢*(W) = 0, there exists

A[IW s [¢° (W) = 1] A [1 « SPSIG.Ver(vk, 6", (5" - g+ .y" - g31)]

I

i € [1, L] such that w; # w}. Given the integer i, S computes @’ := (Z’}zl B (xj— x’;))/(wj‘—

w;) and outputs it.

Let us explain why S breaks the DL assumption. Applying the fact that go = A% and g; = K
to the equation y - gg" =y - ggv", we obtain o = (Z;f:l,(i’j (xj = xj.))/(w;.“ —w;) = . Since

Y#EYS Viein [xj # xj] Hence, she can compute o’(= @) correctly. O

Proof of Lemma 5.5.7. We prove the lemma by using the n-representation assumption
whose definition was given in the proof of Lemma 5.5.2.

We prove that if there exists a PPT adversary A who makes Pr[Fy(A; A C;)] non-
negligible, then there exists a PPT simulator § who breaks the n-representation assumption.
S behaves as follows.

Setup. Let gk = (p,G, G, Gy, e, h, fz) <E g,,g(ll). As an instance of the problem of
the n-representation assumption, S is given (g, -, gy), Where g1, , g, < G.

She sets g < G. She runs (vk,mk) <« SPSIG.Gen(gk, 1%). She sends pk :=
(1L7gk5 Vka gOa gl, e ,gn) to ﬂ.

Query. When A issues W € {0, 1}X as a query to the oracle Reveal, S behaves as fol-
lows. She chooses xj,- -, x, <E Z, and computes y = [].; gf". She generates
0 « SPSIG.Sig(vk, mk,(y - g,",--- .y - &"))- She sends sk := (xi,--- ,X,,y,0) to A.
She also sets Ly = Lw U {sk}.

Compute(¢”, sk*). S parses sk* as (x7,--- ,x;,,y",6"). Assuming that the event F w(AL AC))
occurs implies that AW € {0, 1}£ such* that [Lyw # 0] A [¢"(W) = 1], dsk € Lw
such that [y = [1, ¢ = y* = [, g?’:] A [Vieqimlxi # x711, where sk is parsed as
(X1, , X, 5,6). Soutputs (xy,- -, x,) and (x7,- -+, x},).

Obviously, S breaks the n-representation assumption. O
Proof of Lemma 5.5.8. We prove that if there exists an PPT adversary ‘A who makes

Pr[Fw(A; A C,)] non-negligible, we can construct a PPT simulator S who breaks the DL
assumption. S behaves as follows.
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Setup. Let gk = (p,G, G, Gy, e, h, h) l g,,g(lﬂ). As an instance of the DL problem, S is
given (h, h*), where a < Z,. She sets gy = h®. She runs (vk, mk) < SPSIG.Gen(gk, 15).
For every i € [1,n], She chooses 5; l Z, and sets g; = hPi. She sends pk =
(1L9 gk’ Vka gO’ gl’ T, gn) to ﬂ

Query. When A issues W € {0, 1}X as a query to the oracle Reveal, S behaves as fol-

lows. She chooses xi,--- ,x, < Z, and computes y = []i, g". She generates
6 « SPSIG.Sig(vk, mk,(y - g,',--- .y - &"))- She sends sk := (xi,--- ,X,,y,6) to A.
She also sets Ly = Lyw U {sk}.

Compute(¢”, sk). S parses sk* as (x],--- ,x;,,y",0"). Assuming that F w(A, A C,) occurs
implies that the following event occurs.

[y* = ﬁgf"*
i=1

AW st [¢° (W) = 1] A [1 < SPSIGVer(k, 67,0 - g1+ .y - g01)]

" \ [\/ [y¢y*]/\[y-gé”"=y*-g§?]H :

We(0,1)L s.t. [Lw#01A[¢*(W)=1]A[WzW*] LskeLw ie[1,L]
where sk is parsed as (xi,- -, x,,y,0). Since W # W*, there exists i € [1,L] such
that w; # w. Given the integer i, S computes o’ := (Z'}zl Bj-(xj— xj.))/(wj —w;) and
outputs it.

Let us explain why S breaks the DL assumption. Applying the fact that go = % and g; = K
to the equation y - ggi =y - g:;" , We obtain o = (Z;?:l/o’j (xj = xj.))/(w;.k —w;) = . Since

Y#EYS Viein [x i # xj] Hence, she can compute o’(= @) correctly. O

Proof of Lemma 5.5.9. For every sk € Ly, if y # y*, then for every i € [1,L], y - gg? #

5

v g(v)v’ . Thus, the event Fyy(A; A C3) never occurs. O

5.6 Conclusion for Chapter 5

No IBS/ABS schemes whose hard-to-invert leakage-resilience is guaranteed under stan-
dard assumptions have been known. More generally, no IBS/ABS schemes whose leakage-
resilience is guaranteed under standard assumptions have been known.

In this work, we defined existential unforgeability considering hard-to-invert leakage-
resilience for IBS schemes. Then, we generically constructed an IBS scheme, and proved
that it is secure under our definition. Additionally, we instantiated it under the DLIN and
SXDH assumptions. The instantiation is the first one whose leakage-resilience is guaranteed
under standard assumptions.

Similarly, we achieved a result on attribute-based signature whose predicate is repre-
sented as a general circuit. Specifically, we defined existential unforgeability considering
hard-to-invert leakage-resilience and computational signer-privacy for ABS schemes whose
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predicate is represented as a general circuit. After that, we generically constructed an ABS
scheme for a circuit and proved that it is unforgeable and signer-private under our defini-
tions. Then, we instantiated it under the DLIN and SXDH assumptions. The instantiation is
the first one whose leakage-resilience is guaranteed under standard assumptions.
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Chapter 6

Conclusion

Cryptosystems’ secret-information leakage made by various causes such as side-channel
attacks is extremely hard for us to perfectly prevent. Thus, it is one of the most serious
threats. As a result, leakage-resilience which guarantees that if some related-information
about secret-information is leaked, the security is maintained, is practically demanded. Vari-
ous security models considering leakage-resilience have been proposed. Especially, hard-to-
invert leakage (HL) model is considered to be theoretically/practically the most meaningful.
In this thesis, we accomplished the following three research tasks concerning HL-resilience.

The first one is regarding IBE scheme with HL-resilience. The IBE scheme proposed
by Yuen et al. at EUROCRYPT 12 [YCZY12] is known as the only one claimed to be
correctly proven to be secure in a security model with HL-resilience. In this work, we
showed that their security proof is defective by presenting some concrete counterexamples
of PPT adversaries which indicate the deficiency. Moreover, we proposed an original IBE
construction and proved that it is secure in an adaptive IND-CPA security model considering
HL-resilience under the DLIN assumption. Thus, our IBE scheme is currently only one
whose HL-resilience was correctly proven.

The second one is regarding digital signature with HL-resilience. We proposed a generic
construction of digital signature, and proved that it is secure in SEUF-CMA security model
considering resilience to polynomially hard-to-invert leakage. After that, we proved that
it can be instantiated under the DLIN and SXDH assumptions. Currently, as far as we
know, three digital signature schemes with HL-resilience have been proposed by Faust et
al. at ASTACRYPT 12 [FHN™*12] and the others [YYH12, WMHT16]. Among them, our
instantiation of digital signature is not only the only one resilient to polynomially hard-to-
invert leakage under standard assumptions, but also the only one secure in an SEUF-CMA
security model with HL-resilience.

The third one is regarding ABS/IBS schemes with HL-resilience. A lot of ABS/IBS
schemes secure in non-leakage setting have been proposed, e.g., [PS06, MPR11, OT11,
SAH16]. However, no schemes secure in a security model with some leakage-resilience
under standard assumptions have been proposed, as far as we know. We proposed generic
constructions of ABS/IBS schemes, and proved that they are secure in an adaptive wEUF-
CMA security models with HL-resilience. For the ABS scheme, we also proved that it is
computationally signer-private. Moreover, we showed that they can be instantiated under the
DLIN and SXDH assumptions. It should be noted that our ABS/IBS instantiations are the
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first ones proven to be secure in HL model under standard assumptions, and more generally,
the first ones proven to be leakage-resilient under standard assumptions.

A lot of open problems related to leakage-resilient cryptography are left. In the area of
leakage-resilient cryptography, BL model has developed the fastest because of the simplest
definition of the model. Thus, there are many problems which have been solved in BL
model, but have not been solved yet in HL model. The followings are some examples
of such problems, and we can objectively say that our results in this thesis more or less
contribute to solving the open problems.

We know that there are many cryptographic primitives such that concrete schemes se-
cure in BL model have been proposed, but ones secure in HL model have not been proposed,
e.g., attribute-based encryption, functional encryption, inner-product encryption, fully ho-
momorphic encryption, and etc. Proposing the first scheme of such primitives is meaningful.
Secondly, presenting the first scheme secure in a combination model of CL model and HL
model is also meaningful. CL model [BKKV10, DHLAW10a] generally means a model
where the leakage function during each period is restricted in its output bit-length like BL
model, whereas a combination of CL and HL models means a model where the leakage
function is required to be hard-to-invert like HL. model. Thirdly, proposing the first scheme
resilient to both of the implementation attacks, (hard-to-invert) leakage and tampering, must
be meaningful. Tampering attack means an attack which makes the attacker to modify the
secret-key of cryptographic devices and observe the behavior of the devices. PKE and dig-
ital signature schemes secure against bounded leakage and tampering have been proposed
[FX16]. It must be natural to think how can we realize schemes secure against hard-to-invert
leakage and tampering.
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