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Abstract

With the spread of the Internet, there are more and more opportunities for people to search
for information on databases. In addition, there are still many cases where information
is leaked from databases due to the complexity of information retrieval systems. For the
secure operation of such complex information retrieval systems, rigorous security notions
that capture realistic attacks are required. In this thesis, we show two types of results
on the security of information retrieval systems. Specifically, we deal with the security of
information retrieval systems when the elements stored in the database are plaintexts and
when they are encrypted.

First, we show the results of public-key encryption with keyword search (PEKS) in
Chapters 3 and 4. PEKS allows us to perform a keyword search on encrypted data
without decrypting ciphertexts. For the future practical use of PEKS, it is crucial to
analyze the construction of PEKS schemes. In addition, it is also essential to add more
functionalities to the PEKS schemes to support more applications. In doing so, it is
necessary to formalize the security for more complex systems rigorously. In Chapter 3,
we show the generic construction of an anonymous key-policy attribute-based encryption
scheme from the PEKS scheme. In Chapter 4, we review the existing definitions of security
against replayable chosen ciphertext attacks to provide more rigorous definitions of security
and clarify the relationships among them.

Next, we show the results of private information retrieval (PIR) in Chapters 5 and
6. In these chapters, unlike the case of PEKS, we are considering a setting where the
data is not encrypted. In such a setting, we may want to keep the contents of the client’s
query secret from the database server as a security requirement, and PIR allows us to
do so. In Chapter 5, we introduce a new security notion called query indistinguishability
for PIR schemes supporting basic range queries on one-dimensional databases and give
constructions of the schemes satisfying query indistinguishability. In Chapter 6, we extend
the result of Chapter 5 and construct the PIR scheme supporting multi-dimensional range
queries. This concept of query indistinguishability can be applied to schemes that support
more complex queries and is essential when considering the practical use of PIR.

Even though information retrieval systems have become more complex, the elements
stored in the database are basically classified into plaintext or encrypted cases. Therefore,
this research is expected to become a foundation of the security of information retrieval
systems that will become more complex in the future.
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Chapter 1

Introduction

1.1 Background and Motivation

In recent years, with the spread of the Internet, much information has been exchanged
through the Internet. In addition, there are more and more opportunities for people to
access remote databases. Some databases contain public data, such as stock price data,
while others contain sensitive information, such as personal information. Therefore, a
secure operation is strongly required depending on the type of database. However, there
have been many incidents of information leakage from databases. For example, hundreds
of millions of voter registration records [1], login credentials to classified systems [2], and
sensitive medical records [3] have been leaked from databases. One of the reasons behind
the constant leakage of information, as mentioned above, is presumably the complexity
of information retrieval systems [4]. For example, taking the cloud services, various com-
panies such as Amazon Web Services, Microsoft Azure, and Google Cloud Platform are
currently providing cloud services, and we can use various functionalities. Since these
services are used for more than simple information storage, we need to be more careful
about security.

What helps us in our rigorous security discussion is the notion of provable security,
cultivated in cryptography. Provable security is a framework for the rigorous formulation
of the security of encryption schemes and cryptographic protocols. More specifically,
it allows us to determine whether the scheme is secure or not within a defined model
under the assumption that it is difficult to solve some specific mathematically intractable
problems. While the absence of proof of security for a given cryptographic protocol does
not directly imply that it is insecure, but the notion of provable security can be used
to eliminate arguments about heuristic security. In order to formalize the security, we
need a model of the requirement of the security (or security goal) we wish to show, an
adversary model, and a formal definition of the mathematically intractable problem such
as factoring problem, discrete log problem, and learning with errors problem. When we
give proof of security, we need to show that no efficient algorithm breaks the security with
non-negligible probability if the assumption of the hardness of the mathematical problem
holds. In other words, if there exists a probabilistic polynomial-time algorithm that breaks
the security of the scheme with non-negligible probability, we can show that the algorithm
can be used to solve the mathematically intractable problem known in reality.



In this thesis, we formulate the security of complex information retrieval systems using
the above notion of provable security. The possible settings can be classified into the
following two categories, each of which requires different security considerations:

(i) Data is stored in encrypted form in the database: When a client outsources his
data to the cloud, it is desirable to encrypt the data to prevent information leakage
to the cloud servers or external attackers. However, simply encrypting the data is
inconvenient because it makes it impossible to perform a keyword search.

(ii) Data is stored in plaintext form in the database: Data such as stock price can be
accessed by anyone, and there is no need to encrypt. However, clients who want to
retrieve data from the database may want to hide the contents of their queries. For
example, it is conceivable that a stock price database server may obtain information
about clients’ investment strategies by checking the contents of their queries.

For setting (i) above, it is known that searches over encrypted data can be performed
by using a technique called searchable encryption. More specifically, if we use searchable
encryption, the information about the query conditions being searched is not leaked to the
servers. In addition, we can hide the information of the keyword stored in the database by
encrypting them. However, searchable encryption has not yet been put to practical use,
and theoretical analysis and research on its practical use are still underway.

As for setting (ii), it is known that a technique called private information retrieval
(PIR) can be used to perform secure searches. Using PIR, the client’s access pattern, i.e.,
the information about which element in the database the client is accessing, can be kept
secret from the server. Since the initial proposal of the PIR scheme, research on reducing
the amount of communication between the client and server and the computation on
the server-side has continued. However, it has not yet reached a level where it can be
put to practical use. In addition, most of the research has focused on constructing the
PIR schemes that support only simple queries, such as retrieving only one element of a
database. Thus, there is still a lack of research on constructing the schemes that support
flexible queries we use in our daily lives.

In this thesis, we aim at the practical application of the above-mentioned searchable
encryption and PIR. When considering practical applications, it is necessary to consider
increasingly complex systems, including clouds, such as those mentioned at the beginning
of this section. Even if a scheme is proven to be secure in a simple system model, it does
not necessarily mean that it is secure when used in a complex system. Since the security
proof is only proof that the scheme is secure within a defined range, it is necessary to be
more careful when considering complex systems. Therefore, the challenge is to formulate
rigorous adversary models that capture realistic attacks on complex systems.

1.2 Outline and Summary of This Thesis

In this thesis, we show two types of results to address the above problems. In Chapters 3
and 4, we consider the case where elements stored in the databases are encrypted. In
Chapters 5 and 6, we consider the case where data is stored in plaintext form in the
databases.



e In Chapter 2, we explain the basic notations and cryptographic primitives which are
used in this thesis.

e Public-key encryption with keyword search (PEKS) is the public-key type searchable
encryption. It allows us to do keyword searches over encrypted data. In Chapter
3, we show our generic construction of key-policy attribute-based encryption (KP-
ABE) scheme whose access structure is specified by monotone Boolean formula from
the PEKS scheme whose search condition is specified by monotone Boolean formula.
We also prove that the KP-ABE scheme constructed from our generic construc-
tion satisfies IND-CPA and IND-ANO-CPA if the underlying PEKS scheme satisfies
IND-CKA. This result provides the guidelines for constructing the schemes in the
future. Also, our result implies that such PEKS always requires high computa-
tional /communication costs and strong mathematical assumptions corresponding to

ABE’s.

e In Chapter 4, we consider proxy re-encryption with keyword search (PRES) that
combines the features of PEKS and proxy re-encryption (PRE). With PRES, we
can think of broader applications, such as more flexible mail routing services and
keyword searches on encrypted data. While PRES is more valuable than PEKS,
we need to be careful when formalizing the security because the system is becoming
more complex. In fact, with the addition of PRE functionality, we need to think more
rigorously about non-malleability. However, the problem is that the non-malleability
against the adversary model, called replayable chosen ciphertext attack (RCCA),
has not been formulated in a way that captures realistic attacks. Therefore, we give
more rigorous definitions of non-malleability against RCCA. More specifically, we
give simulation-based and game-based formulations as well as existing formulations
of non-malleability. In addition, we give proofs of the relationship among security
notions we define and the existing security notions.

e In Chapter 5, we consider the PIR schemes supporting basic range queries on the
databases and give the definitions of security. Few studies have focused on con-
structing schemes supporting flexible queries such as range queries in existing PIR
research. In addition, although there are studies that propose schemes supporting
range queries, no rigorous security model has been given. We show that there are
cases where existing schemes supporting range queries leak information. In order to
prevent such information leakage, it is essential to formalize rigorous security models.
Therefore, we formalize three security models for schemes supporting range queries.
The notion of query indistinguishability defined in this chapter is a new security
concept, and it is a security model that captures more realistic attacks than existing
ones. We give two construction of the schemes supporting range queries that satisfy
query indistinguishability.

e In Chapter 6, we extend the results of Chapter 5. In Chapter 5, we define security no-
tions and construction of the PIR schemes supporting basic range queries. However,
the databases we are considering in Chapter 5 are a simple one-dimensional array,
but the databases we use in real life are much more complex. Thus, we need PIR
schemes that can be used on more complex databases if we consider the practical use



of PIR. As a first step towards practical use, we give security models for PIR schemes
supporting multi-dimensional range queries on multi-dimensional databases. Also,
we propose the construction of the PIR schemes supporting multi-dimensional range
queries.

e In Chapter 7, we conclude the contributions of this thesis and describe the prospects
that can be considered from this thesis.



Chapter 2

Preliminaries

In this chapter, we review the basic notation, definitions, and cryptographic primitives
which are used in this thesis.

2.1 Basic Notations

We denote probabilistic polynomial time algorithm by PPTA, and for algorithm A, we
denote the procedure that A is given input a and outputs b by b <— A(a). We denote ||
as a concatenation operation, and for a set S, we denote the cardinality of S by [|S||. In
additio_r>1, we use the notation 7 for vectors and denote a vector with all elements being
1L by L.

Negligible Function: A function €(k) : N — R is negligible if for all positive polyno-
mials p and all sufficiently large k& € N, we have f(k) < 1/p(k).

Difference Lemma: Let A, B and E be events. If Pr[A A =E]| = Pr[B A —=E], then it
holds that | Pr[A] — Pr[B]| < Pr[E].

Proof.

| Pr[A] — Pr[B]|
= |Pr[A N E| 4+ Pr[AA —E] — Pr[B A E] — Pr[B A —E]|
=|Pr[AA E] — Pr[B A E]|

< Pr[F]

O]

Game-hopping Proof: Game-hopping proof is a method for proving the security of the
cryptographic protocols by transforming the games. The proof by game transformation
is performed as follows: First, let game 0 be the security game defined we wish to prove.
Then, we denote the advantage of the adversary in this game by Advg(k). Next, consider
game 1, which is a modification of game 0, and denote the adversary’s advantage in this
game by Advi(k). In the same way, consider game i + 1, which is a modification of game
i (1=0,1,...), and denote the advantage of the adversary in this game by Adv;y;(k).



In this way, the game transformations are repeated one after another until the final
game n is obtained. This final game is assumed to be such that its advantage can be easily
shown that Adv, (k) is zero.

The overview of the security proofs using this game-hopping is to prove |[Adv;(k) —
Adviyi (k)| < e(k) for all i« = 0,1,...,n — 1. If all these are shown, then it holds that
|Advo (k) — Adv, (k)| < Z?:_()l |Adv;(k) — Adv;+1(k)| < e(k). In other words, we can show
that this protocol is secure.

Definition 1. For a set of variables S, we call a Boolean formula that consists of logical
disjunctions and logical conjunctions of each element in S as a monotone Boolean formula
and denote it by Qg (or simply Q). When given a monotone Boolean formula Qg and
a set of variables W, we assign the value for each element in Qg by the following rule:
x=14ifx € W and x = 0 otherwise. We denote the output value of Qg for W by
Qs(W) € {0,1}. If Qs(W) =1, then we say W satisfies Qs (or Qs is satisfied by W ).

Definition 2. For a set of variables W, and a bit b € {0,1} we define W, as W |, :=
{w|b | w e W}.

Definition 3. For a monotone Boolean formula A, we denote by A, the Boolean formula
that is constructed by replacing each variable w' in A with w'(|b.

2.2 One-Way Function (OWF)

A One-way function (OWF) is one of the most fundamental primitives in cryptography.
Informally, OWF is a function that is easy to compute on every input but hard to invert
the image of a random input.

Let f :{0,1}" — {0,1}" be a polynomial-time computable function. f is one-way
function if for any PPTA A,

Prlz « {0,1}"y = f(z) : A(1",y) € [ (f(2))]

is negligible.

2.3 Pseudorandom generator (PRG)

A pseudorandom generator (PRG) is a deterministic function that takes a short random
input string and generates an output string longer than the input string that is indistin-
guishable from a truly random string.

Let G : {0,1}* — {0,1}* be a polynomial-time computable function, where £ > s. We
say G is PRG if for any PPTA A,

| Pr[r < {0,1}* : A(G(r)) = 1] — Pr[r' + {0, 1}£ A =1]]

is negligible.



2.4 Pseudorandom Function (PRF)

Informally speaking, the pseudorandom function (PRF) is a keyed function that it is
indistinguishable from random function when a random key is chosen.

Let K be key space, {0,1}" be domain, and {0,1}" be range. A keyed function
F:Kx{0,1}" — {0,1}™ is PRF if for any PPTA A,

| Pr[k « K : APF)(1Y) = 1] — Pr[f « Funs({0,1}",{0,1}™) : 470 (1%) = 1]
is negligible, where Funs is a set of all functions whose domain and range are {0,1}" and

{0,1}™, respectively.

2.5 Collision Resistant Hash Function (CRHF)

A collision resistant hash function (CRHF) is a hash function such that any PPTA cannot
find a pair of input values where the output values are the same, but the input values are
different.

A hash function h : {0,1}* — {0,1}" is collision resistant if for any PPTA A,

Advi%lHF(k) = Pr[(z,2') + A:z # 2/ and h(z) = h(z')]

is negligible.

2.6 Bilinear Map

Let G and G7 be groups of order ¢ for some large prime q. We say that amape: GxG —
G is bilinear if e satisfies the following properties:

1. Efficient computability: There is an efficient algorithm to compute e(g1,g2) for any
91,92 € G.

2. Bilinearity: e(g{, g5) = e(g, 9)® for all g1, g2 € G and all a,b € Z
3. Non-degeneracy: e(g, g) is a generator of Gp iff g € G is a generator of G.

Let G be an algorithm that takes security parameter 1* as input, and outputs the descrip-
tion of a bilinear group G = (¢, G, Gr, g, e), where g is a generator of G.

Computational Bilinear Diffie-Hellman (CBDH) Assumption: Let G and Gr be
groups of order ¢ for some large prime ¢, and e be a bilinear map. The Computational
Bilinear Diffie-Hellman(CBDH) assumption states that for any PPTA A,

AVEPE(N) = Pr[G = (¢,G,Gr, g,€) + G;a,b,c < Zq : e(g,9)™ + A1, G, g% ¢°, ¢°)]

is negligible.
Bilinear maps have been used to construct a variety of cryptographic primitives such
as IBE and PEKS, which will be introduced in Chapter 3.



2.7 Public-Key Encryption (PKE)

Diffie and Hellman proposed the concept of public-key encryption (PKE) [5]. PKE does
not require prior key sharing and solves the disadvantage of symmetric key encryption,
which requires two parties to communicate to share the same secret key in advance.

Then, we define public key encryption (PKE). In this thesis, we consider PKE schemes
whose plaintext space is binary, that is, {0, 1}6, where £ is a polynomial of the security
parameter.

Definition 4 (Public key encryption). A PKE scheme ¥ is a tuple (Gen, Enc,Dec) of
PPT algorithms. Below, let the message space of ¥ be {0, 1}6, where £ is a polynomial of
the security parameter.

o The key generation algorithm Gen, given a security parameter 1*, outputs a public
key pk and a secret key sk.

e The encryption algorithm Enc, given a public key pk and message m € {0,1}5,
outputs a ciphertext c.

e The decryption algorithm Dec, given a secret key sk and ciphertext c, outputs a
plaintext m € {1} U {0, 1}

Correctness We require Dec(sk, Enc(pk,m)) = m for every m € {0,1}* and (pk, sk)
+— Gen(1%).

2.7.1 Security

Secrecy and non-malleability are standard security requirements for PKE, and both have
been formulated in simulation-based and game-based manners.

e Game-based definition of security: We formalize the security of a cryptographic
protocol as a game between an adversary and a challenger. We define the protocol
as secure if the advantage determined by the adversary’s probability of winning the
game is negligible. The game-based formalization is designed to make it easy to
handle. Therefore, the security proof of a protocol is usually based on the game-
based definition.

e Simulation-based definition of security: In the simulation-based definition of
security, a protocol is defined as secure if any PPTA can not distinguish between
a natural situation in which the protocol is used (the real world) and a simulation
of the real world in a corresponding ideally secure situation (the ideal world). The
simulation-based definition aims to clearly show the meaning of the definition by
describing the ideal world. However, the security proof under the simulation-based
definition is more complicated than the game-based one.

As for the adversary models, chosen plaintext attack (CPA), non-adaptive chosen
ciphertext attack (CCA1l), and adaptive chosen ciphertext attack (CCA2) are the basic
models:



e Chosen Plaintext Attack (CPA): Before and after receiving the target ciphertext
¢, the adversary can obtain ciphertexts for plaintexts of his choice.

e Non-Adaptive Chosen Ciphertext Attack (CCA1): In addition to the attacks
in CPA, the adversary can send ciphertexts of his choice to a decryption oracle that
returns the decryption results before receiving the target ciphertext c.

e Adaptive Chosen Ciphertext Attack (CCA2): In addition to the attacks in
CPA, the adversary can send ciphertexts of his choice to a decryption oracle that
returns the decryption results before and after receiving the target ciphertext c.

In the following of this thesis, we often refer to CCA2 as CCA.
Then, we give the definitions of secrecy for PKE. Secrecy guarantees that any PPTA
can not obtain the information about the plaintext from the ciphertext.

Semantic Security: At first, we give the simulation-based definition of secrecy for
PKE, which is called semantic security. We consider the following experiments SS-ATK-b
(b€ {0,1}, ATKe {CPA,CCA1,CCA2}):

Exp () Expising ()
(pk, sk) < Gen(1*); (pk, sk) < Gen(1*);
(M, st1) = AT (pR): | (M, st1) = S1(ph);
m +— M, m +— M,

c* < Enc(pk,m); c* < Enc(pk,m);

'UFAg)Z(C*vh(m)?Stl); U<—S2(h(m),st1);

if v= f(m), then f:=1 | if v = f(m), then g :=1
else :=0 else B:=0

output (M, ) output (M, )

where,
e ATK=CPA: O1 =03 =¢
o ATK=CCA1: O;(c) = Dec(sk,c),02 = ¢
o ATK-CCA2: O;(c) = Dec(sk,c), Os2(c) = Dec(sk, c)

In the above two experiments, M is a distribution over the plaintext space. In addi-
tion to this, the function h in the above definition formalize the prior knowledge of the
adversary. With this A, the definition states that even if the adversary has a priori knowl-
edge about plaintext, the adversary cannot do more than attacks based on that a priori
knowledge.

We define the advantage as

ADELE! 1, () = PrDExpSTF (V) — 1
— Pr{D(EpEATEL () = 1]l
Definition 5 (SS-ATK security). We say that ¥ is SS-ATK (ATKe { CPA,CCA1,CCA2
} secure if for any polynomial time computable function h and f, and for any pair of

PPTAs A, there exists a simulator S such that AdVg,Sx}sT,gh,fO\) is negligible for any
PPTA D.



Indistinguishability: Then, we give the game-based definition of secrecy for PKE,
which is called indistinguishability. We consider the following experiments IND-ATK-b
(b€ {0,1}, ATKe {CPA,CCA1,CCA2}):

BT )

(pk, sk) <+ Gen(17);

(mo, m1, st1) < A?l (pk);
c* < Enc(pk,my);

Vo AS2 (¢ sty);

output v’

where,
o ATK=CPA: O; =0y =¢
o ATK=CCA1: O;(c) = Dec(sk,c), 02 = ¢
e ATK-CCA2: O;(c) = Dec(sk,c),Os(c) = Dec(sk, c)
We define the advantage as

AdvERATE(N) = [Pr[Exph R ATO()) — 1]

— Pr[Exp 2 A TE 1 (N) — 1]).

Definition 6 (IND-ATK security). We say that ¥ is IND-ATK (ATKe {CPA,CCA1,CCA2})
secure if AvaIAD'RCCA()\) is negligible for any pair of PPTAs A.

Then, we give the definitions of non-malleability for PKE. Non-malleability guarantees
that any PPTA can not make malicious modifications to the ciphertexts.

Simulation-based Non-Malleability: We give the the simulation-based definition of
non-malleability for PKE. We consider the following experiments SNM-ATK-b (b € {0, 1},
ATKe {CPA,CCA1,CCA2}):

B ) B
(pk, sk) < Gen(1*); (pk, sk) < Gen(1*);
(M, st1) « AP (pk); (M, st1) « S1(pk);
m < M, m < M,

c* < Enc(pk,m);
(c1y...,Cn,sta) < ./4592(0*, h(m),st1); | (ci,...,cn,sta) < Sa(h(m), st1);

fori=1ton fori=1ton
d; := Dec(sk, ¢;) d; := Dec(sk, ¢;)
output (M,m,dy,...,dy,,st2) output (M,m,dy,...,dy,,sts)
where,

o ATK=CPA: O; = Oy = ¢

o ATK=CCA1: O1(c) = Dec(sk,c), Oy = ¢
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o ATK-CCA2: O;(c) = Dec(sk,c),Os(c) = Dec(sk, c)

In the above two experiments, M is a distribution over the plaintext space. In addition to

this, the function h in the above definition formalize the prior knowledge of the adversary.

With this h, the definition states that even if the adversary has a priori knowledge about

plaintext, the adversary cannot do more than attacks based on that a priori knowledge.
We define the advantage as

AdVEAE Do (A) =[Pr[D(ExpS 05 0 (N) = 1]
— PrD(ExpS 5 (V) = 1]].

Definition 7 (SNM-ATK security). We say that ¥ is SNM-ATK (ATK € {CPA,CCAl,
CCA2}) secure if for any polynomial time computable function h and for any pair of
PPTAs A, there exists a pair of PPTAs S such that Advgﬁ\j{gg:f()\) is negligible for any
PPTA D.

Indistinguishability-based Non-Malleability: Then we give the definition of
indistinguishability-based non-malleability. We consider the following experiments INM-
ATK-b (b € {0,1}, ATKe {CPA,CCA1,CCA2}):

Expl}-AT )

(pk, sk) < Gen(1*);
(mo,ma1, sty) «4?1 (pk);
c* < Enc(pk, mp);

(C1,. .., cn,sta) — A2(c*, st1);
fori=1ton

di = OQ(Ci)
b« .Ag(dl, ceydp, Stg);
output v’

where,
o ATK=CPA: 01 =03 =¢
o ATK=CCA1: O;(c) = Dec(sk,c),02 = ¢
o ATK-CCA2: O;(c) = Dec(sk, c), Oz(c) = Dec(sk, c)
We define the advantage as

AdvE TR () =|Pr[Exph oy AT (N) = 1]

— Pr[Eprg%'ATK'l()\) — 1]J.

Definition 8 (INM-ATK security). We say that ¥ is INM-ATK (ATK € {CPA,CCAl,
CCA2}) secure if Advgy%’ATK()\) is negligible for any triple of PPTAs A.

Although Diffie and Hellman proposed the concept of PKE, they did not give a concrete
construction of the PKE scheme. Later, Rivest et al. proposed a concrete construction of
the PKE scheme called RSA encryption scheme [6]. Various constructions such as Rabin
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encryption scheme [7] and Elgamal encryption scheme [8] have been proposed since then.
However, the PKE schemes proposed in the early days, such as the RSA encryption scheme
above, do not satisfy even the relatively weak security property called IND-CPA security.
Therefore, the construction of PKE schemes that satisfy stronger security has been studied.
Some PKE schemes have been proposed that satisfy the strong security notion IND-CCAZ2,
such as RSA-OAEP [9, 10] and the Cramer-Shoup encryption scheme [11].

2.8 Key-Policy Attribute-Based Encryption (KP-ABE)

Attribute-based encryption (ABE) is an encryption scheme that allows flexible access
control. (See also Chapter 3 for more information about ABE). There are two types of
ABE, key-policy ABE (KP-ABE) and ciphertext-policy ABE (CP-ABE). In this thesis, we
focus on KP-ABE and consider the schemes that can specify a monotone Boolean formula
as a policy. Regarding security, we consider indistinguishability against chosen plaintext
attack (IND-CPA) and anonymity. IND-CPA guarantees that the information about the
plaintext is kept secret from the ciphertext, and anonymity ensures that the information
about the attributes used to encrypt the plaintext is kept secret from the ciphertext.

2.8.1 Model

A KP-ABE scheme consists of the following four polynomial time algorithms:

1. Setup(1*) — (pp, msk): The setup algorithm takes as an input a security parameter
1%, and outputs the pair (pp, msk) of a public parameter and a master secret key.

2. KeyGen(pp, msk,A) — dky: The key generation algorithm takes as inputs a public
parameter pp, a master secret key msk and a monotone Boolean formula A, and
outputs a secret key dky for A.

3. Enc(pp,m,S) — Cg: The encryption algorithm takes as inputs a public parameter
pp, a plaintext m and a set of attributes S, and outputs a ciphertext Cg.

4. Dec(pp,dka,Cs) — m/L: The decryption algorithm takes as inputs a public pa-
rameter pp, a secret key dk, for a monotone Boolean formula A and a ciphertext
Cg, and outputs plaintext m or the rejection symbol L.

Correctness For correctness, we require the following: For any A € N, any (msk, pp) +
Setup(1%), any monotone Boolean formula A, any dks < KeyGen(pp, msk,A), any at-
tribute set S which satisfies A, any plaintext m, and any Cg < Enc(pp,m, S), it always
holds that Dec(pp, dka,Cg) = 1.

2.8.2 Security Definitions

Indistinguishability IND-CPA (indistinguishability against chosen plaintext attack)
security ensures that the information about the plaintext is kept secret from the ci-
phertext when we consider PPTA. IND-CPA security with respect to a KP-ABE scheme
Yk p-aBr =(Setup,KeyGen,Enc,Dec) is defined by the following game between an adversary
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A and a challenger CH who manages the list of pairs of each monotone Boolean formula
queried to key generation oracle and the secret key generated for the monotone Boolean

formula:
Setup: CH runs Setup(1*) and obtains (pp, msk). Then, CH sends pp to A.
Phase 1: A can adaptively use the following key generation oracle.

- Key generation oracle: A issues a monotone Boolean formula A to CH. If
CH has already generated a secret key dky for A, CH sends the secret key dkg
to A. Otherwise, CH runs KeyGen(pp, msk,A) and obtains the output dks,
then CH sends dky to A.

Challenge: A chooses two plaintexts mgo and mi, where |mg| = |m4|, and a target
attribute set S*, where S™ satisfies A;(S*) =0 (i = 1,2...) for all A; issued in the
phase 1, and after that, sends them to CH. Then, CH runs C' < Enc(pp, my, S*),
where a bit b € {0,1} is chosen randomly, and sends the output C' to A.

Phase 2: A can issue a key generation oracle query for A adaptively like phase 1, where
A satisfies A(S*) = 0.

Guess: A outputs a guess bit b'.

We say A succeeds if b’ = b, and denote the probability that A succeeds by Pra s, p_, 55 [Succ].
In addition, we define the advantage of A by
AVELPA 3y Pr sy [Suc] — 1/2].

AXKpP-ABE

ind-cpa
AYKP.ABE

Definition 9. We say X xp.apr satisfies IND-CPA security if Adv
gible for any PPTA A.

(N\) is negli-

Anonymity We define IND-ANO-CPA security as anonymity that ensures that the
attributes used to encrypt the plaintext are kept secret from the ciphertext. We define
anonymity using a game, as we did in the definition of IND-CPA.

Then, we introduce the security notion IND-ANO-CPA. IND-ANO-CPA security with
respect to a KP-ABE scheme Y xp apr =(Setup,KeyGen,Enc,Dec) is defined by the fol-
lowing game between an adversary .4 and a challenger CH who manages the list of pairs
of a monotone Boolean formula and a trapdoor:

Setup: CH runs Setup(1}) and obtains (pp, msk). Then, CH sends pp to A.
Phase 1: A can adaptively use the following key generation oracle.

- Key generation oracle: A issues a monotone Boolean formula A to CH. If
CH already has generated a secret key dky for A, CH sends the secret key dkg
to A. Otherwise, CH runs KeyGen(pp, msk,A) and obtains the output dka,
then CH sends dky to A.
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Challenge: A chooses a plaintext m and two sets of attributes S; and S7, such that
A (S5) = Ai(ST) =0V A;(SG) = Ai(ST) =1 (i =1,2,...) for all A; issued in the
phase 1, and after that, sends them to CH. Then, CH runs Enc(pp, m, S}), where a
bit b € {0,1} is chosen randomly, and sends the output C to A.

Phase 2: A can issue a monotone Boolean formula A as query to the key generation
oracle adaptively like Phase 1, under the restriction that A satisfies A(S§) = A(S7).

Guess: A outputs a guess bit b'.

We say A succeeds if b’ = b, and denote the probability that A that by Pr4 s, , 5z [Succ].
In addition, we define the advantage of A by
ind-ano-cpa
AdVA,EKp_ABEp (A) = |PrA72KP-ABE [Succ] —1/2].
Definition 10. We say X xp.apg satisfies IND-ANO-CPA security if Advmd—ano—cpa()\)

AXKP ABE
is negligible for any PPTA A.
We note that this security notion is sometimes referred to as ciphertext attribute hiding.

2.9 Function Secret Sharing (FSS)

Function secret sharing (FSS) was proposed by Boyle et al. [12], and a FSS scheme provides
a means to split a function f into separate evaluation keys, where each party’s key enables
him to efficiently generate a standard secret share of the evaluation f(x) for any input
x, and yet each key individually does not reveal information about which function f has
been shared.

In this section, we define syntax, correctness, and a security model for FSS schemes.
A FSS scheme is defined for a function family F, and we denote the domain of f € F by
Dy.

The syntax of a FSS scheme is as follows.

Definition 11. For p € N, T C [p], a p-party, T-secure function secret sharing (FSS)
scheme FSS with respect to function class F, is a pair of PPTA (Gen, Eval) with the
following syntax:

(k1,...,ky) < Gen(1*, f): Key Generation algorithm Gen takes as input the security pa-
rameter 1* and function description f € F, and outputs a p-tuple of keys (k1, . . . kp).
y; < Eval(i, ki, x): Fvaluation algorithm Eval takes as input a party index i € [p], key k;
and input string x € Dy, and outputs a value y;, corresponding to the party’s share

of f(x).

Correctness and secrecy requirements are as follows:

Correctness: For all f € F,x € Dy,

p
Pr |(ky,... kp) < Gen(1*, f) : Y Eval(i, ki, x) = f(x)| = L.
i=1
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Security: Consider the following indistinguishability experiment for an adversary A =
(A1, Az) and corrupted parties T' C [p] :

1: The adversary outputs (f°, f1, st) < Ay (1*), where f°, f! € F with Dgo =D
2: The challenger samples b < {0,1} and computes (k1, ..., k,) + Gen(1*, f*).

3: Given the keys for corrupted parties T', the adversary outputs a guess b + As((k;)ier,
st).

Denote by
Advzrss(1}, A) := |Pr[b =] —1/2]

the advantage of A in guessing b in the above experiment, where the probability is taken
over the randomness of the challenger and A. We say the scheme (Gen, Eval) is T-secure
if there exists a negligible function € such that for all PPTA A, it holds that Adv(1*,.A)
<e€(N).

Although it is possible to construct FSS for arbitrary functions, practical FSS protocols
only exist for some restricted function families. For example, Boyle et al. [12, 13] proposed
FSS schemes for point function and interval function. These take the following forms:

e Point functions f, are defined as f,(x) =1 if x = a or 0 otherwise.
e Interval functions are defined as fq,(z) =1if a < 2 < b or 0 otherwise.

In addition to this, they showed a FSS construction for decision trees and it can be
used for the FSS scheme for constant d-dimensional interval function: that is, functions
f(z1,...,x24) which evaluate to a selected nonzero value precisely when a; < z; < b; for
some secret interval ranges (a;, bi);c[q- Regarding the size of the key of F'SS scheme for
such function, they proved following theorem.

Theorem 1 (Corollary 3.4 from [13]). For d € N there exists FSS for the class of d-
dimensional intervals (a;, b;)iciq with key size O(X - n).

Hereafter, for a function f, we denote by (f1,..., fp) + Gen(1*, f) the function shares
described by the keys (ki,...,k;) generated by Gen(1*, f), and by f;(z) the output of
Eval(z', ki, )
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Chapter 3

Generic Construction of

Adaptively Secure Anonymous
KP-ABE from Public-Key
Encryption with Keyword Search

3.1 Introduction

3.1.1 Background and Motivation

With the development of cloud services, there have been more and more situations in
which data is outsourced to external servers. From the viewpoint of security and privacy,
the outsourced data should be encrypted. However, when the data stored in the server is
encrypted, some functionalities are compromised. For example, it is difficult to determine
which documents contain a particular keyword when retrieving documents from the server
where the encrypted data is stored. One intuitive way to retrieve documents containing a
specific keyword from encrypted data in an external server is to send the keyword to be
retrieved and the decryption key to the server via secure channel. Although such a way
can protect the data from third parties, the server can learn all the data that the client
outsourced. Another intuitive way is that the client retrieves all encrypted data from the
server, decrypts them, and searches the documents containing a specific keyword in the
local environment. This approach can prevent information from being leaked to the server
and third parties, but it requires a considerable amount of computation on the client-side.

Searchable encryption allows us to search encrypted data for particular keywords with-
out decrypting ciphertexts. Therefore, the use of searchable encryption can guarantee se-
curity in situations such as the above. More specifically, secure search on encrypted data
can be achieved by doing the following between the client and the server:

(i) Let D = {Dq,...,D,} be the data that the client wants to outsource to the server,
and KW; = {KW;1,..., KW;,} be the set of keywords contained in D;. For each ¢,
the client encrypts each of his data D; using a standard encryption scheme, obtains
a ciphertext Cj, and encrypts each keyword in K'W; using a searchable encryption
scheme, and obtain Ckw,,,...,Ckw,,,. After that, the client sends the encrypted
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data D" = {C1{,...,C}} to the remote server, where Cj = (Ci, Cxw, ,, - - -, Ckwi ,)-

(ii) When the client wants to retrieve the specific keywords data, he generates the trap-
door Tdgyy for the keyword W'.

(iii) For each ¢ € [n] and j € [m], the server tests whether the encrypted data contains
the client’s keywords to retrieve using the trapdoor T'd i+ and searchable ciphertext

Crew,,-

Note that since the ciphertexts and the trapdoor hide the information about the keywords,
the server can only learn whether each ciphertext is the data the client wants to retrieve
or not.

The symmetric-key type, called symmetric-key searchable encryption (SSE), was firstly
proposed by Song et al. [14]. The public-key type, called public-key encryption with key-
word search (PEKS), was firstly proposed by Boneh et al. [15]. In addition to secure
search on encrypted databases, PEKS is expected to be used for a wide range of applica-
tions such as flexible routing of e-mails [15]. SSE or PEKS schemes were also proposed in
[16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26].

In recent years, there has been much research on cryptography with advanced func-
tionality, which considers adding functionality to encryption schemes, such as searchable
encryption. For example, identity-based encryption (IBE) [27, 28] is an extension of
public-key encryption where any bit string can be used as a public key, and attribute-
based encryption (ABE) [29] is an extension of IBE, which realizes flexible access control.
In addition to this, various other types of cryptography with advanced functionality are
studied, such as functional encryption [30], homomorphic encryption [31], and proxy re-
encryption [32].

It has been proven that PEKS, capable of searching data by a single keyword, can be
constructed from anonymous IBE [15]. Like the relationship between PEKS and anony-
mous IBE, PEKS that can specify a flexible search condition, such as logical disjunctions
and logical conjunctions, can be constructed from anonymous ABE [33]. If such a generic
construction is known, it can be used as a guideline for constructing encryption schemes.
For example, since the generic construction from anonymous IBE to PEKS is known, if we
want to consider the construction of the PEKS scheme, we can consider the construction
of the anonymous IBE scheme. Therefore, clarifying the relationships among encryption
schemes is one of the most critical problems. Although the generic construction from
anonymous ABE scheme to PEKS scheme supporting logical disjunctions and logical con-
junctions as search condition is known, it is believed that the opposite direction, that is,
generic construction of such PEKS schemes from weaker cryptographic tools than ABE,
is difficult. However, this intuition has not been rigorously justified.

3.1.2 Our Contribution

In this chapter, we rigorously justify this intuition by constructing Key-Policy ABE (KP-
ABE) from PEKS for monotone Boolean formulas. Specifically, we prove that anonymous
KP-ABE whose access structure is specified by a monotone Boolean formula can be gener-
ically constructed from PEKS whose search condition is specified by a monotone Boolean
formula. We should note that our KP-ABE can deal with only plaintexts whose length is
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1 bit. However, we show how to extend our result to deal with longer plaintext in Sec-
tion 3.4. Refer to Figure 3.1.1 which describes some existing works which clarify a generic
relationship between a PEKS whose search condition is specified by a single keyword or
a monotone Boolean formula and an IBE or (KP-)ABE scheme whose access structure is
specified by a monotone Boolean formula.

Existing Known Results

- IBE — PEKS for a single keyword [33]

- KP-ABE for monotone Boolean formulas — PEKS for monotone
Boolean formulas [34]

- PEKS for a single keyword — IBE for 1 bit plaintexts [15]

Our Result
- PEKS for monotone Boolean formulas — KP-ABE for monotone

Boolean formulas and 1 bit plaintexts

Figure 3.1.1: Existing and our results. A — B means that B can be generically constructed
from A.

3.1.3 Main Difficulty

As we explained earlier, Boneh et al. [15] proposed a generic construction of IBE from
PEKS. The main difficulty in their construction is that, while the PEKS encryption al-
gorithm has only a single input, the keyword, the IBE encryption algorithm needs to
take two inputs, the identity and the plaintext. To overcome this difficulty, Boneh et al.
somehow encoded two objects, the identity ID and the plaintext b € {0,1}, into a single
object, the keyword K. Fortunately, their encoding was very simple, and in fact was
just to concatenate ID and b as ID||b and to use it as a keyword. This works as the
PEKS ciphertext hides the information on the keyword ID||b. Therefore, it also hides the
information on the plaintext b. To decrypt the ciphertext, the receiver with identity ID
will be issued with a pair of trapdoors for ID||0 and ID||1, which allow the receiver to
decrypt the ciphertext by trying the two trapdoors one by one if the identities match.

However, it is not straightforward to extend their idea to the context of ABE and
PEKS for Boolean formulas. Boneh et al.’s idea works because the identity ID and the
plaintext b is non-structured objects, binary strings, and thus it was sufficient to simply
concatenate them into a single binary string ID|[b. In contrast, in PEKS for monotone
Boolean formulas, for example, a set

S = {1100, 1010}
will be associated with a ciphertext and a Boolean formula
A = (1100 v 0101) A 1010

will be associated with a trapdoor. We need to embed a plaintext b € {0, 1} into the set S
to obtain a new set Sy of keywords and also convert the Boolean formula A into Boolean
formula (or a set of Boolean formulas) in such a way that (1) the receiver is able to extract
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b if S satisfies A and (2) the receiver obtains no information on b if S does not satisfies A.
Since the formula A can be an arbitrary complex Boolean formula, this task is not very
straightforward.

3.1.4 Related Work

Searchable encryption was firstly proposed by Song et al. [14], and they proposed a
symmetric-key type scheme. After their research, many SSE schemes have been pro-
posed. Curtmola et al. [35] defined the security for SSE and proposed the construction of
an SSE scheme that is efficient in search time using the inverted index. Bost et al. [24]
proposed an SSE scheme that supports index updates. Cash et al. [36] proposed a con-
junctive keyword search scheme. Recently, Kamara et al. [37] proposed the SSE scheme
supporting the Boolean search.

Public-key type searchable encryption was firstly proposed by Boneh et al. [15]. Zhang
et al. [38] proposed the PEKS scheme supporting conjunctive keyword search. Boneh et
al. [39] proposed the scheme supporting flexible queries such as subset queries. PEKS
schemes were also proposed in [22, 23, 25, 26].

Shamir firstly proposed the notion of IBE, but he did not give a construction [27].
After that, Boneh et al. [28] firstly proposed the construction of the IBE scheme. ABE,
an extension of IBE, was firstly proposed by Goyal [29], and they constructed a KP-ABE
scheme. After their proposal, Bethencourt [40] proposed the construction of the CP-ABE
scheme.

The relationship between encryption schemes is a common research theme. Regard-
ing PEKS, relationships with several encryption primitives have also been investigated.
Generic construction of PEKS with a single keyword as search condition from IBE was
proposed by Abdalla et al. [33], and generic construction of IBE from PEKS with a single
keyword as search condition was proposed by Boneh et al. [15]. In addition, the generic
construction of PEKS, whose search condition is a monotone Boolean formula from ABE,
was proposed by Han et al. [34]. However, it is not proven whether ABE can be constructed
from PEKS. See Figure 3.1.1 for details.

3.1.5 Chapter Organization

The remainder of this chapter is organized as follows. In Section 3.2, we introduce the
model of PEKS and its security definitions. In Section 3.3, we show our generic con-
struction of KP-ABE from PEKS. In Section 3.4, we show the extension of our generic
construction. In Section 3.5, we conclude this chapter.

3.2 Public-Key Encryption with Keyword Search (PEKS)

In this section, we review the model and the security definitions of PEKS. The concept
of PEKS was introduced in [15], and that considers the single keyword search. In this
chapter, we focus on multi-keyword PEKS whose search condition is specified by a mono-
tone Boolean formula. Regarding security, we consider indistinguishability against chosen
keyword attack (IND-CKA) and consistency. IND-CKA guarantees that no information
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is leaked from the ciphertext of keywords, and consistency ensures that unintended search
results cannot be obtained when searching for keywords.

3.2.1 Model

In this thesis, we consider multi-keyword PEKS. The keyword encryption algorithm in this
type of PEKS takes a set of keywords as input. Also, the trapdoor generation algorithm
takes as input a monotone Boolean formula consisting of the logical disjunctions and logical
conjunctions of keywords. We define a PEKS scheme to consist of the following four PPT
algorithms:

1. Gen(1") — (pk,sk): The key generation algorithm takes as an input a security
parameter 1* and outputs the pair (pk, sk) of a public key and a private key.

2. PEKS(pk, W) — C: The keyword encryption algorithm takes as inputs a public key
pk and a set of keywords W, and outputs a ciphertext C.

3. Td(pk, sk,Q) — tdg: The trapdoor generation algorithm takes as inputs a public
key pk, a private key sk and a monotone Boolean formula @), and outputs a trapdoor
tdg.

4. Test(pk,C,tdg) — 0/1: The test algorithm takes as inputs a public key pk, a ci-
phertext C' and a trapdoor tdg, and outputs 0 or 1.

Correctness For correctness, we require the following: For any A € N, any (pk, sk) <
Gen(1%), any set of keywords W, any C < PEKS(pk, W), any monotone Boolean for-
mula @ that is satisfied by W, and any tdg <« Td(pk,sk,Q), it always holds that
Test(pk, C,tdg) = 1.

3.2.2 Security Definitions

Consistency Consistency is a security notion defined in [33], that ensures that unin-
tended search results cannot be obtained when searching for keywords. If we use a PEKS
scheme that does not satisfy consistency in the mail service, mail routing errors will occur.
This notion of consistency can be defined as follows.

Definition 12. For a PEKS scheme Ypprs = (Gen,PEKS,Td,Test), if the following holds,
then we say Y ppxs has perfect consistency: For any X\ € N, any (pk, sk) < Gen(1%), any
set of keywords W, any C <+ PEKS(pk, W), any monotone Boolean formula Q' that is
not satisfied by W, any tdg < Td(pk, sk, Q’), it always holds that Test(pk,C,tdg) = 0.

Abdala et al. [33] defined three types of consistency, perfect, statistical, and compu-
tational consistency. The above defines perfect consistency, and it is the strongest notion
of consistency. We say that a PEKS scheme has statistical consistency, if for any adver-
sary A, the probability that A outputs a set of keyword W and a monotone Boolean
formula @ that is not satisfied by W such that Test(pk, C,tdg) = 1 is negligible, where
C < PEKS(pk,W) and tdg < Td(pk,sk,Q). We say that a PEKS scheme has com-
putational consistency, if for any PPT adversary, the same condition as statistical one
holds. According to [33], perfect consistency is difficult to achieve. We however require
the underlying PEKS scheme to satisfy this notion for simplicity.
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Indistinguishability IND-CKA (indistinguishability against chosen keyword attack)
security ensures that any information about the keywords is not leaked from the cipher-
texts. The IND-CKA security with respect to a PEKS scheme Y. ppis =(Gen,PEKS,Td,
Test) is defined by using the following game between an adversary A and a challenger
CH who manages the list of pairs of each monotone Boolean formula queried to trapdoor
generation oracle and the trapdoor generated for the monotone Boolean formula:

Setup: CH runs Gen(1}) and obtains (pk, sk). Then, CH sends pk to A.
Phase 1: A can adaptively use the following trapdoor generation oracle.

- Trapdoor generation oracle: A issues a monotone Boolean formula @ to CH.
If CH has already generated a trapdoor tdg for the monotone Boolean formula
Q, then CH sends the trapdoor tdg to A. Otherwise, CH runs Td(pk, sk, Q)
and obtains tdg, then CH sends tdg to A.

Challenge: A chooses two sets of keywords W and Wy such that |[Wy| = |[W| and
for any @; (i =1,2...) issued in phase 1, Q;(Wy) = Q;(W) holds, and after that,
sends them to CH. Then, CH runs PEKS(pk, W3), where a bit b € {0,1} is chosen
randomly, and sends the output C' to A.

Phase 2: A can adaptively use the trapdoor generation oracle in the same manner except
that queried a monotone Boolean formula @) should satisty Q(Wy) = Q(W1).

Guess: A outputs a guess bit b'.

We say A succeeds if b’ = b, and denote the probability that A succeeds by Pr 5, s [Succ].
In addition, we define the advantage of A by
AdvIRE-CKa (\) — Pr 5, s [Sucd] — 1/2].

Definition 13. We say Y prpxys satisfies IND-CKA security if Advﬁ?g;gigs (N) is negligible
for any PPTA A.

3.2.3 Construction of PEKS Scheme by Boneh et al.

To show that we can construct the PEKS scheme, we introduce the proposed PEKS scheme
by Boneh et al. [15]. They use the bilinear map to construct the scheme.

Let G and Gr be groups of prime order p, and H; : {0,1}* — G and Hs : Gy —
{0,1}°eP be CRHFs, where (p, G, Gr, g, ¢) < G(1?). Then, we show their construction in
Figure 3.2.1.

The trapdoor generation algorithm takes secret key sk and a keyword W as input since
their scheme only supports a single keyword search. Note that their construction does not
satisfy perfect consistency.

3.3 Generic Construction of KP-ABE from PEKS

Our generic construction is based on the generic construction of IBE from PEKS by Boneh
et al. [15]. In their generic construction, when we encrypt a bit b for an ID, the keyword
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Gen(1*):

a < 2Ly,

return (pk, sk) := ((g,h := g%), )
PEKS (pk, W)

T4 Zy

Compute t = e(Hy (W), h")

return C := (¢", Ha(t))
Td(sk, W)

return Ty := Hi(W)* € G
Test(TW/, C/) =1,

(' is parsed as (A, B)

if Hy(e(Tw, A)) = B,

then return 1

else

then return 0

Figure 3.2.1: Construction of PEKS Scheme by Boneh et al.

encryption algorithm is used as follows: At first, consider the string concatenated with
ID and the bit b (i.e., ID||b) as a keyword. Then encrypt it using keyword encryption
algorithm PEKS in underlying PEKS scheme. We use the idea of concatenating strings
before encrypting.

3.3.1 The Construction

In Figure 3.3.1, we present our generic construction of a KP-ABE scheme Ilgp . app. We
use a PEKS scheme lIppxs =(Gen, PEKS, Td, Test) as a building block. For the meaning
of notations such as S|y, Ao and A|;, the reader should see Definition 2 and Definition 3.
We are considering a PEKS scheme that encrypts a set of keywords collectively (e.g., [41]),
and which supports a monotone Boolean formula as an access structure. Our construction
is generic and only makes black-box use of the PEKS.

Let us explain the intuition behind our construction. In our construction, when we
encrypt a single bit b € {0,1} with a set of attributes S, and let the encryption al-
gorithm of the KP-ABE encrypt a set of keywords S|, using the PEKS encryption al-
gorithm. In addition, when we generate a secret key for a monotone Boolean formula
A in the KP-ABE, we compute two trapdoors tdy|, and tdy), for Alp and Al; respec-
tively, with the PEKS trapdoor generation algorithm. Then, the secret key sk for A is
sk = (tdy),,tdy|, ). We use tdy), as a decryption key for decrypting a ciphertext of b in
KP-ABE. Finally, we explain the decryption algorithm. Let C' be a ciphertext of a single
bit b with a set of attribute S’. When we decrypt C with a secret key dky/, we exe-
cute the following decryption procedure; At first, we parse dkys as (tdas|,,tdas,). Then,
we compute Test(tdy|,, C') and Test(tdy,,C). Since LSB of all attributes in Ao is 0, if
Test(tdy|,, C) = 1 ATest(tdy,,C) = 0, we can conclude A’|[(S’) = 1 and C is a ciphertext
of 0. Likewise, if Test(tdy,,C') = 0 A Test(tdy,,C) = 1, we can conclude A'[(S") = 1 and
C is a ciphertext of 1. In this way, using the Test algorithm, we obtain information about
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Setup(1*):

(pk, sk) < Gen(17)

return (pp, msk) := (pk, sk)
Enc(pp,b € {0,1},S):

C + PEKS(pp, S|p)

return C

KeyGen(pp, msk, A):
tdA\o — Td(msk,A\o)
tdA\l — Td(msk,Ah)
return dky = (tdy),,tdy),)
Dec(pp, dk‘A/, C/>:
dkyr is parsed as (tdps|,, tda),)
if Test(tdys),, C) = 1 A Test(tdy
then return 0
else if Test(tdy,,
then return 1

0) =0,

1>

C) =0A Test(tdA/ C) = 1,

[15

else
then return 1

Figure 3.3.1: Construction of llxp.apE

b’ only when S’ satisfies A'.

3.3.2 Security

We show that the KP-ABE constructed above is IND-CPA, IND-ANO-CPA and correct if
the underlying PEKS is IND-CKA and perfectly consistent. Theorem 2 (resp. Theorem 3)
guarantees that our KP-ABE scheme Il p.apg is IND-CPA (resp. IND-ANO-CPA) if the
PEKS scheme IIpggg is IND-CKA. Theorem 4 guarantees that our KP-ABE is correct if
the PEKS is correct and perfectly consistent.

Theorem 2. HKP—ABE is IND-CPA Zf HPEKS is IND-CKA.

Proof. By using an adversary A that breaks the IND-CPA with respect to the KP-ABE,
we can construct an adversary A’ that breaks the IND-CKA with respect to the PEKS as
follows:

Setup: A’ obtains pk. Then, A’ sends pp := pk to A.
Phase 1: A’ responds to a query of secret key for A from A as follows:

- A’ issues the query A|y to the trapdoor generation oracle, then obtains tdl,-
Likewise, A’ issues the query Al;, then obtains td,|,. After that, A’ sends
dk‘A = (tho’tdAh) to A.

Challenge: A outputs two plaintexts mg = 0, m1; = 1 without loss of generality. In
addition, A outputs a set of target attributes, we denote this by S*. Then, A’
outputs (S*|p, S*|1) to CH as the challenge keywords sets. After that, A’ receives
the challenge ciphertext C' from CH, then A’ sends C to A.
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Phase 2: A’ responds to a query for secret key from A in the same way as Phase 1.

Guess: Bit b is output from A, then A’ outputs b'.

In the following, we will explain that A’ provides a perfect simulation of the IND-CPA
game, and submits no forbidden queries.

In the challenge phase, A outputs a target attribute set S*. Here, S* satisfies A;(S™) =
0 (: = 1,2,...) for all monotone Boolean formulas issued in the phase 1, so it holds
Azlo(s*‘o) = Azlo(s*h) =0. Likewise, it holds A1|1(S*’0) = AZ\I(S*h) = 0, SO (S*|0, S*‘l)
are valid challenge keywords sets.

In the phase 2, when the secret key oracle query for A’ is submitted from A, A’ needs
,, for A'lp and tdy,, for A’|; from CH. Here, A can only
issue queries for secret keys for the monotone Boolean formula A’ satisfying A’(S*) = 0.

to obtain the trapdoors tdy:

Therefore, A'|o(S*]p) = 0. In addition, A’y is constructed from a monotone Boolean
formula A’ by replacing all elements v’ in A" with w'||0, so A’|y is a monotone Boolean
formula. Here, the LSBs of all the variables in A’|y is 0, and the LSBs of all elements
constructing S*|; is 1, and it holds A'|o(S*|1) = 0. Therefore, it holds A’|o(S*|o) =
A|o(S*|1). Likewise, it also holds A’|1(S*|o) = A’|1(S*]1), and A’|; is a monotone Boolean
formula. Hence, A’ can responds correctly to the query from A.

We can construct an adversary A’ in the above way, and the probability that A’ breaks
the security of IND-CPA for the KP-ABE scheme is exactly the same as the probability
that A breaks the security of IND-CKA for PEKS. Therefore, if PEKS satisfies IND-CKA
security, then KP-ABE satisfies IND-CPA security. O

Theorem 3. HKP—ABE is IND-ANO-CPA Zf HPEKS is IND-CKA.

Proof. By using an adversary A that breaks the IND-ANO-CPA with respect to the KP-
ABE, we can construct an adversary A’ that breaks the IND-CKA with respect to the
PEKS as follows:

Setup: A’ obtains pk. A’ sends pp := pk to A.
Phase 1: A’ responds to a key generation query for A from A as follows:

- A’ issues the query Ay to the trapdoor generation oracle, then obtains tdpl,-
Likewise, A’ issues the query Al;, then obtains tdy),. After that, A’ sends
dkp = (tho’tdAh) to A.

Challenge: A outputs a plaintext m € {0,1} and two sets of target attributes S( and
S7. Then, A" outputs (S§|m, ST|m) to CH as the challenge sets of keywords. After
that, A’ receives the challenge ciphertext C' from CH, then A’ sends C to A.

Phase 2: A’ responds to a key generation query from A in the same way as Phase 1.

Guess: Bit ¥’ is output from A, then A’ outputs b'.

We explain that A’ perfectly simulates the IND-ANO-CPA game, and submits no
forbidden queries.
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In the challenge phase, A outputs two target attributes sets S§ and S7. Here, S
and S7 satisfy A;(S5) = Ai(ST) =0 (i = 1,2,...) for all monotone Boolean formu-
las in phase 1, so it holds A;|0(SGlo) = Ailo(S7lo) = 0. In addition, the LSBs of all
the variables in A;|; is 1, so it holds A;[1(Sjlo) = Ail1(S7]lo) = 0. Likewise, it holds
Ailo(Spl1) = Ailo(S7]1) = 0, and Ai[1(Sgl1) = Ail1(S1l1), so (S¢|m, Silm) for m € {0,1}
is not prohibited as challenge sets of keywords.

In the phase 2, when the key generation query for A’ is submitted from A, A’ needs
o for Alg and tdy,
queries for secret keys for a monotone Boolean formula A’ satisfying A’(S§) = A’(S7) = 0.
So, in the case m = 0, it holds A’|o(S§lo) = A'|o(S7]o). In addition, the LSBs of all the
variables in A’|; is 1, and LSB of all elements constructing S§|o and S7lp is 0, so it holds
A11(S5lo) = A’[1(S7]o) = 0. Likewise, in case m = 1, it holds A'|o(S§|1) = A|o(S7]1) =0
and A'|;1(S§l1) = A’[1(S7]1) = 0. Therefore, A’ can response correctly to the query from
A.

We can construct an adversary A’ in the above way, and the probability that A’ breaks
security of IND-ANO-CPA for the KP-ABE scheme is exactly the same as the probability
that A breaks security of IND-CKA for PEKS. Therefore, if PEKS satisfies IND-CKA
security, then KP-ABE satisfies IND-ANO-CPA security. O

to obtain the trapdoors td,; for A’|; from CH. Here, A can only issue

Theorem 4. llxp apg is correct if lpgxg is correct and perfectly consistent.

Proof. We can prove this theorem by proving following lemma: For any security pa-
rameter 1%, any (pk,sk) < Gen(1%), any attribute set S, any m € {0,1}, any C'
PEKS(pk, S|m), any monotone Boolean formula A which is satisfied by S, any tdy|, +
Td(pk, sk, Alo), and any tdy|, < Td(pk, sk, Al1), it holds that 1 < Test(pk, C,tdy,,, ), and
0 < Test(pk, C,tdy,,), where m =1 —m.

The above lemma holds by the correctness and perfect consistency of the PEKS scheme
[Iprrs and the following fact: For any keywords set S, any monotone Boolean formula
A which is satisfied by S, and any m € {0,1}, A|,, is satisfied by S|, and Al is not
satisfied by S|, where m =1 —m. O

3.4 Extension

In this section, we discuss an extension of our generic construction. KP-ABE scheme
constructed from our generic construction can deal with plaintexts whose length is 1 bit.
However, we can extend our result to construct KP-ABE schemes that can deal with longer
plaintexts. In Figure 3.4.1, we show the construction of the KP-ABE scheme I} p 4 p5p
whose plaintext space is 2 bits from the PEKS scheme 11,5 = (Gen, PEKS, Td, Test),
where S|pp, := {s]|bob1 | s € S} and A|y,p, is the Boolean formula constructed by replacing
each variable w’ in A with w'||boby for byb; € {0,1}2.

We can prove I p_ 4 pp satisfies IND-CPA and IND-ANO-CPA if 1T}, ¢ satisfies
IND-CKA in the same way as Theorem 2 and 3. Also, it is obvious Iy p_4 g is correct if
s g i g 1s perfectly consistent.

The idea of the above extension is to achieve secret key generation and decryption
in KP-ABE by generating a trapdoor for each plaintext in plaintext space. By applying
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Setup(17):
(pk, sk) < Gen(1%)
return (pp, msk) := (pk, sk)
Enc(pp, boby € {0,1}2,8):
C + PEKS(pp,S’bobl)
return C

KeyGen(pp, msk, A):

td&\oo — Td(msk, A‘OO)

tdAbl — Td(msk, A‘Ol)

tdA\w — Td(msk, Aho)

tdA\ll < Td(msk,Ahl)

return d/{}A = (tdA|00,tdA|01 s td&ho’ tdAlll)
Dec(pp, dkpr, C"):

dky is parsed as (tdas|,, tda),)

if Test(tdys|y,, C) = 1 A Test(tdps|,,, C) = Test(tdy,,, C) = Test(tdy,,,C) =0,
then return 00

else if Test(tdy|,,,C) = 1 A Test(tdy|,,, C) = Test(tdy,,, C) = Test(tdy,,,C) =0,
then return 01

else if Test(tdy/|,,, C) = 1 A Test(tdy|y,, C) = Test(tdy,,, C) = Test(tdy,,,C) =0,
then return 10

else if Test(tdy|,,,C) = 1 A Test(tdy|y,, C) = Test(tdy, , C) = Test(tdy,,,C) =0,

then return 11
else
then return |

Figure 3.4.1: Construction of Il p_45p

this idea, it is possible to construct a KP-ABE scheme that can deal with longer plain-
texts. More specifically, let the plaintext space be k bit. Then, the key generation is the
same as Figure 3.4.1. To encrypt a plaintext m € {0,1}* using attribute set S can be
computed by encrypting S|,, using PEKS. In this way, the key generation and encryption
algorithms can be extended very simply. On the other hand, the secret key generation
and decryption algorithms are a bit more complicated. The secret key for access struc-
ture A is (tda|oy 00> tdajoo. 015 - - s tAA, 100 tdaj, ) Where tdy), < Td(msk, A[ys) for each
M € {0,1}*. Finally, the decryption algorithm takes a ciphertext C' and a secret key
sk = (tdbo. 00> tdbo. o015 - - - > tdhy 10,td} 1) as input, and computes Test(tdps, C') for each
M € {0,1}*. If there is only one tdy; € {0,1}* such that Test(tdy;,C) = 1, and Test
algorithm outputs 0 for all other trapdoors, then output M’. Otherwise, output L.

Note that since all algorithms have to be run in polynomial time, the length of plaintext
(i.e., k) should be small. In addition to this, the length of the secret key for an access
structure and computation time for decrypting ciphertext become longer if we deal with
longer plaintexts. To solve these drawbacks is future work.
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3.5 Conclusion

With the development of cloud technology, there are more and more opportunities to
outsource data. Under these situations, secure data operations are required. Searchable
encryption has been studied to realize secure search on encrypted databases. In particular,
public-key schemes (called PEKS) have many possible applications, such as secure routing
of e-mails, and various schemes have been proposed.

Most PEKS schemes that can use flexible search conditions are constructed using
powerful cryptographic tools, for example, ABE. It seems hard to construct PEKS from
weaker tools. However, it has not been rigorously verified whether this is true or not.
In this chapter, we proved this intuition by giving a generic construction of KP-ABE,
whose access structure is specified by a monotone Boolean formula from PKES, whose
search condition is specified by a monotone Boolean formula. Specifically, we gave a
generic construction of KP-ABE which satisfies IND-CPA, IND-ANO-CPA, and (perfect)
correctness from a PEKS which satisfies IND-CKA and the perfect consistency.

It remains future work to formalize the computational correctness of KP-ABE and to
prove that such a KP-ABE can be constructed from the computationally consistent PEKS.
Also, to clarify whether the KP-ABE scheme constructed from our generic construction
satisfies stronger security than IND-CPA or not is one of the future works.
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Chapter 4

Security Notions Against
Replayable CCA and the
Relationship Among Them

4.1 Introduction

4.1.1 Background and Motivation

In Chapter 3, we introduced Public-key encryption with keyword search (PEKS). In ad-
dition to secure data retrieval over encrypted databases, PEKS can also be used to secure
e-mail routing. Consider the situation where Bob wants to send an e-mail to Alice using
Alice’s public key. The receiver, Alice, wants to determine the device that will receive the
e-mail based on the keywords contained in the e-mail. For example, if the e-mail contains
the keyword ”urgent,” Alice wants to check the e-mail as soon as possible and route the
e-mail to her cell phone for that purpose. In such a situation, if Alice gives her private
key to the gateway, the gateway will route the mail correctly by decrypting the encrypted
e-mail and checking the content. However, this solution reveals much information about
e-mails to the gateway. So, it is expected that PEKS will be used to route e-mail. In
the case of using PEKS, Alice only needs to give the gateway a trapdoor to the keyword
“urgent” in advance. Then, the gateway can correctly determine the routing destination
without knowing the contents of the mail by executing a test algorithm in PEKS using a
trapdoor.

As mentioned above, PEKS is a useful tool, but other functionalities can be added
to PEKS. For example, proxy re-encryption with keyword search (PRES) was proposed
by Shao et al. [42]. PRES is an encryption scheme that combines the features of PEKS
and proxy re-encryption (PRE). PRE [32] is an encryption scheme that allows a proxy to
convert a ciphertext C encrypted with user A’s public key into a ciphertext C” encrypted
with user B’s public key while preserving the plaintext. Note that the proxy performs
this conversion without decrypting the ciphertext. Therefore the information about the
plaintext is not revealed to the proxy. In PRES, the combination of PRE and PEKS
allows for more flexible mail routing. Let consider the situation in which Carol wants to
route e-mails containing specific keywords to her secretary, Dave. At first, Dave gives the
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trapdoor of a specific keyword to the gateway, and Carol gives the re-encryption key to
the gateway. Then when the gateway receives the encrypted e-mail for Carol, he can check
whether the e-mail contains the specific keyword. If so, the gateway can also convert that
encrypted e-mail into encrypted mail for Dave.

PRES is more useful than PEKS, but the additional processes of transforming the
ciphertext require more careful thought about security and adversary models. Indeed,
when we consider CCA adversaries in PRES or PRE, we need to be careful in formaliz-
ing security. For example, let consider a security game against CCA for PRE, a simple
extension of the security game against CCA in a PKE setting. In this setting, we allow
the adversary to access the decryption oracle. In addition, we also allow him to transform
the ciphertext that is encrypted under one person’s public key to the ciphertext that is
encrypted under another person’s public key. Then, the adversary can trivially win the
game using the decryption oracle and the functionality of PRE as follows:

(i) In the challenge phase, the adversary chooses random plaintexts mgy and m; and
submit them to the challenger.

(ii) Upon receiving the challenge ciphertext ¢* from the challenger, the adversary trans-
forms that challenge ciphertext into the ciphertext ¢’ for the other user.

(iii) The adversary submits ¢’ to the decryption oracle and receives the decryption result

m'.

(iv) If m' = myg, the adversary outputs 0, and otherwise, the adversary outputs 1.

Note that the adversary cannot submit the challenge ciphertext to the decryption oracle in
the security game. Although the plaintext of ¢’ is the plaintext that the challenger chooses
in the challenge phase, ¢’ is not the challenge ciphertext, and the adversary can submit
c to the decryption oracle. So, trivially the adversary can learn the information about
the plaintext of the challenge ciphertext. To prevent such attacks, the replayable chosen
ciphertext attack (RCCA) adversary model is used. In the RCCA model, the adversary
cannot learn anything from the ciphertext of plaintext mg and my, where mg and m, are
the plaintexts that the adversary submits in the challenge phase. Therefore, the above
attack will not work in the RCCA model. RCCA is an adversary model, but is closely
related to the security requirement of non-malleability (NM).

NM [43] is one of the most fundamental security requirements for public key encryption
(PKE). As mentioned in Chapter 2, NM guarantees that an adversary cannot modify the
plaintext of a given ciphertext. For example, consider the electronic bidding using a PKE
scheme played by companies A and B. Suppose that company A places its bid of $1,000,000
by sending encryption ¢ of $1,000,000 generated by the PKE scheme over the internet. In
this case, if the PKE scheme does not satisfy non-malleability, company B might be able
to intercept ¢, make an encryption of $1,000,001 by modifying ¢, and use it as its bid. In
order to prevent such kind of malicious activities, the PKE scheme should satisfy non-
malleability. There are both simulation-based and indistinguishability-based definitions of
non-malleability for PKE. Bellare and Sahai [44, 45] showed that these two definitions are
equivalent when considering each of chosen plaintext attack (CPA), non-adaptive chosen
ciphertext attack (CCA1), and adaptive chosen ciphertext attack (CCA2). In this chapter,
we study non-malleability against RCCA [46].
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Canetti, Krawczyk, and Nielsen [46] introduced the notion of RCCA security in order
to handle an encryption scheme that is “non-malleable except tampering which preserves
the plaintext.” RCCA security is a relaxation of CCA security and a useful security no-
tion for many practical applications such as authentication and key exchange [46]. To
formulate “non-malleability except tampering which preserves the plaintext”, in the se-
curity experiment of RCCA security, the decryption oracle returns a symbol “Test” when
an adversary queries encryption of mgy and mq, where mg and m; are challenge messages.
Canetti et al. defined non-malleability against RCCA (NM-RCCA), indistinguishability
against RCCA (IND-RCCA), and universal composability against RCCA (UC-RCCA).
Moreover, they proved that these three security notions are equivalent when considering
a PKE scheme whose plaintext space is super-polynomially large.

As noted above, RCCA security was introduced in order to handle an encryption
scheme that is non-malleable except tampering which preserves the plaintext. To clarify
whether a security notion against RCCA such as IND-RCCA captures non-malleability
except tampering which preserves the plaintext, we should consider the equivalence be-
tween the security notion and NM-RCCA. Therefore, NM-RCCA seems to play the central
role among security notions against RCCA.

However, the definition of NM-RCCA proposed by Canetti et al. is not a natural
extension of original non-malleability. Therefore, it is not clear whether the definition
plays the above required role. More specifically, in the security experiment of their NM-
RCCA, an adversary is required to make an encryption of m,_; given an encryption of
my, where b is the challenge bit and (mg,m1) are challenge messages. It is not clear
whether this definition captures the requirement of original non-malleability that given an
encryption of some message m, an adversary cannot generate that of any message related
to m. In fact, Canetti et al. claimed the validity of the definition of their NM-RCCA
relying on the equivalence between NM-RCCA and UC-RCCA. However, it does not hold
when considering an encryption scheme the size of whose plaintext space is polynomial.
For this reason, we need to study non-malleability against RCCA more deeply and propose
a definition of it that captures the requirement of original non-malleability.

Some readers may think that the UC-RCCA defined by Canetti et al. is a simulation-
based formalization, and therefore we do not need more simulation-based non-malleability.
However, UC and NM are originally different security notions, and it is not clear whether
their formalization of UC captures NM or not. In addition to this, the ideal functionality
of the UC-RCCA definition is defined by focusing on confidentiality. Therefore, it is impor-
tant to clarify the relationship among security notions after formalizing a simulation-based
non-malleability against RCCA that properly captures the intuition that an adversary
cannot modify the plaintext of a given ciphertext.

4.1.2 Our Contribution

In this chapter, we propose simulation-based and indistinguishability-based definitions of
non-malleability against RCCA (we call these SNM-RCCA and INM-RCCA, respectively).
Note that while our real goal is a rigorous formulation of NM-RCCA for the PRES schemes,
as a first step, we consider the public key encryption setting in which NM-RCCA was
first defined. The proposed definitions are natural extensions of original non-malleability.
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Thus they have the same spirit as original definitions capturing the intuition that given
an encryption of some message m, an adversary cannot generate that of any message
related to m. Moreover, we prove that these two security notions and IND-RCCA security
proposed by Canetti et al. [46] are all equivalents regardless of the size of plaintext space.

While we can easily formalize indistinguishability-based non-malleability by naturally
extending the definition of IND-RCCA proposed by Canetti et al., there is a problem when
formalizing simulation-based non-malleability. The most non-trivial point is the decryp-
tion oracle we should allow an adversary to access when formalizing a simulation-based
security against RCCA. This is because we have to carefully consider the effect of decryp-
tion oracles in RCCA environments on attackers by returning the special symbol “Test”.
At first glance, the decryption oracle in the RCCA environment seems to leak less infor-
mation than the decryption oracle in the CCA environment. For example, let consider a
rerandomizable encryption scheme. In the security game, CCA adversary can rerandomize
the challenge ciphertext and know the plaintext of challenge ciphertext by querying the
rerandomized challenge ciphertext. On the other hand, if the RCCA adversary makes the
same attack, the decryption oracle returns a special symbol “Test”, and thus the adversary
cannot know the plaintext of challenge ciphertext. However, compared to the ordinary
CCA, the decryption oracle seems to leak much more information about messages when
considering RCCA due to the special symbol “Test” returned by the decryption oracle.
Thus, when formalizing a simulation-based security under the RCCA environment, we
need to formalize the intuition that an adversary cannot obtain any information about
the plaintext encrypted in the ciphertext except information leaked from the decryption
oracle. To capture the intuition, we use a predicate in the definition of simulation-based
non-malleability against RCCA. See Section 4.4.1 for more details.

We can see the usefulness of using a predicate when formalizing RCCA security from
the following fact. We can define semantic security [47] against RCCA using a predicate
similar to the definition of simulation-based non-malleability against RCCA. Then, we can
prove that the semantic security against RCCA is equivalent to IND-RCCA proposed by
Canetti et al. In Section 4.7, we show the definition of semantic security against RCCA and
its equivalence to IND-RCCA. We summarize our results in Figure 4.1.1. Especially, we
showed the equivalence between the definitions of IND-RCCA and SNM-RCCA, where the
latter is the most strict notion of non-malleability for the RCCA setting, and this implies
that it is sufficient to prove IND-RCCA when giving a proof for the non-malleability
against RCCA in the most strict sense.

4.1.3 Related Work

PRE and PRES Blaze et al. [32] firstly proposed a PRE scheme. Later, the notion and
construction of PRES that combine the concept of PEKS and PRE was proposed by Shao
et al. [42]. After their proposal, Yau et al. proposed the multi-hop bi-directional single
keyword search scheme [48], and Yang and Ma proposed the PRES scheme supporting
conjunctive keyword search [49]. Chen et al. [50] proposed the scheme that the proxy can
re-encrypt only the ciphertext that contains some specific keywords.
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[46] Sec. 4.5
NM-RCCA IND-RCCA | , INM-RCCA
[46]T 76 T lScc. 4.7 T lSoc. 4.6

UC-RCCA SS-RCCA SNM-RCCA

Figure 4.1.1: The summary of our results and previous results regarding security notions
against RCCA. SNM-RCCA and INM-RCCA indicate proposed definitions of simulation-
based and indistinguishability-based non-malleability, respectively. SS-RCCA indicates
proposed definition of semantic security. Solid arrows indicate implications. Red arrows
indicate our results. Note that the above results hold when the size of the plaintext space
is super-polynomially large.

Security Notions for PKE When considering security for PKE, we need to define
security requirements and adversary models. The security requirement that no information
about the plaintext is leaked from the ciphertext was proposed by Goldwasser et al. [47].
They proposed simulation-based formalization called semantic security, and game-based
formalization called indistinguishability. Regarding the adversary model, they proposed
chosen plaintext attack (CPA) model. The notion of chosen ciphertext attack (CCA1)
was formalized by Naor and Yung [51], and the adaptive chosen ciphertext attack (CCA2)
was formalized by Rackoff et al. [52]. Other than the above adversary models, RCCA [46],
WRCCA [53], ECCA [54], RECCA [55], and CCVA [56] have been proposed.

Relation among Notions for PKE Goldwasser and Micali [47] proved the equiva-
lence between semantic security and indistinguishability against CPA. Watanabe et al. [57]
proved the equivalence between semantic security and indistinguishability against CCA1
and CCA2. Bellare et al. [58] proved the equivalence between indistinguishability and
non-malleability under the CCA2 environment. Bellare and Sahai [44, 45] proved the
equivalence between simulation-based non-malleability and indistinguishability-based non-
malleability. In addition to the above, Pass et al. [59] considered the situation that an ad-
versary outputs a ciphertext which is decrypted to L in the experiment and proved the re-
lation of simulation-based non-malleability and indistinguishability based non-malleability
under the condition they considered. Specifically, they proved that those two definitions
are equivalent for a PKE scheme that allows efficient sampling of a ciphertext decrypted to
L. On the other hand, they proved a separation scheme exists between the two definitions
in the case that a PKE scheme does not allow efficient sampling of a ciphertext decrypted
to L. Katz and Yung [60] proved relations among notions of security for symmetric-key
encryption.

RCCA Security Several studies on the construction of RCCA secure PKE schemes
have been done since RCCA security was proposed by Canetti et al. [46]. Also, some
studies consider RCCA security for various cryptographic primitives such as proxy re-
encryption [61, 62, 63], hybrid encryption [64, 65], signcryption [66], and steganogra-
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phy [67]. RCCA security is also used when dealing with rerandomizable encryption
schemes. The construction of a rerandomizable encryption scheme that satisfies RCCA
security was a non-trivial problem. Groth firstly solved this problem [53]. Their scheme
satisfies a weaker variant of RCCA security but does not satisfy RCCA security. Subse-
quently, the construction of a rerandomizable PKE scheme satisfying RCCA security was
proposed by Prabhakaran et al. [68]. However, their scheme uses non-standard crypto-
graphic groups. After these researches, the construction of a rerandomizable PKE scheme
satisfying RCCA security from a standard assumption was proposed by Chase et al. [69],
and Libert et al. [70] improved the efficiency of their construction.

The idea of using predicates in the CCA security model has also been discussed by
Abe et al. [67] and Hofheinz and Kiltz [71].

4.1.4 Chapter Organization

The remainder of this chapter is organized as follows. In Section 4.2, we review the
definition of IND-RCCA and NM-RCCA defined by Canetti et al. [46]. In Section 4.3
we introduce the definition of SIM-NME’ by Pass et al. [59]. In Section 4.4, we then
give our simulation-based definition of non-malleability against RCCA (SNM-RCCA) and
indistinguishability-based one (INM-RCCA). In Section 4.5, we prove the equivalence of
IND-RCCA and INM-RCCA. In Section 4.6, we also prove the equivalence of INM-RCCA
and SNM-RCCA. In Section 4.7, we give our definition of semantic security against RCCA,
and prove that it is equivalent to IND-RCCA. In Section 4.8, we state the conclusion of
this chapter.

4.2 RCCA Models Defined by Canetti et al.

We review the definition of IND-RCCA security introduced by Canetti et al. [46]. They
formalized RCCA security by letting the decryption oracle in the second phase Qs return
a special symbol “Test” when an adversary queries a ciphertext of mg or mj, where
mgo and my are the challenge messages. The formulation that O returns “Test” relaxes
CCA security. By this relaxation, even if an adversary queries a ciphertext generated by
rerandomizing the challenge ciphertext to Os, the adversary cannot obtain any information
about the challenge bit in the experiments of RCCA security.

Then we give a formal definition of the IND-RCCA security. Let ¥ = (Gen, Enc, Dec)
be a PKE scheme, and A = (Aj, A2) be a pair of PPTAs. We consider the following
experiments IND-RCCA-b (b € {0,1}):

Yt
(pk, sk) <+ Gen(17);

(mo, mq, st1) < A?l (pk);
c* < Enc(pk, myp);

Vo AS2(c*, st);

output v’
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where,
Oi1(c) = Dec(sk, c),

Test (Dec(sk, c) € {mg,m1})
Os(c) =
Dec(sk,c) (otherwise).

We define the advantage as
Advii 3 RECA () i=[Pr[Exph 3 OO0 (N) = 1]
— Pr[EprEI\’IB'RCCA'l()\) — 1]

Definition 14 (IND-RCCA). We say that ¥ is IND-RCCA secure if AdvgYE'RCCA()\) is
negligible for any pair of PPTAs A.

Then we also review the definition of NM-RCCA security introduced by Canetti et
al. [46]. We consider the following experiments NM-RCCA-b (b € {0,1}):

ExpR}RCOR ()

(pk, sk) < Gen(11);

(mo, my, st1) «— AP (pk);
c* < Enc(pk, myp);

¢ — A2 (c*, sty);

my < Dec(sk, )

output my

where,
Oi1(c) = Dec(sk, c),

- {Test (Dec(sk, ¢) € {mg, m1})

Os(c
Dec(sk,c) (otherwise).

We define the advantage as
AdvsMEROOA () = [Pr[Expg OO0 (N) = ma]
— Pr[Expgf\f(RCCA'l()\) — my]|.

Definition 15 (NM-RCCA). We say that ¥ is NM-RCCA secure if Advgf\ﬁ'RCCA()\) is
negligible for any pair of PPTAs A.

The above formulation of NM-RCCA is very similar to the formulation of IND-RCCA.
The only differences between the two formulations are the adversary’s output, and the
condition of the adversary wins. Furthermore, when the NM-RCCA formulation is com-
pared with the existing definition of NM like SNM-CCA2 or INM-CCA2 introduced in
Chapter 2, the experiments are very different. More specifically, NM-RCCA is not a
simulation-based formulation because there is no distinguisher and simulator. In addition,
compared to INM-CCAZ2, there is no phase in which the adversary outputs multiple mod-
ified ciphertexts after receiving the challenge ciphertext, and the final output form of the
adversary is very different.

Thus, the formulation of NM-RCCA is very similar to that of IND-RCCA and is also
quite divergent from the existing formulation of NM. Therefore, it is not clear whether
the formulation of NM-RCCA by Canetti et al. really captures the meaning of NM.
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SIM-NME/(IL, A, \, £, r) SIM-NME' (I, A, \, £, 7)
(pk, sk) < Gen(11); (pk, sk) < Gen(1");
(M, st1) « A9 (pk); (M, st1) < Si(pk);
(ml,...,mg)<—/\/l; (ml,...,mg)<—/\/l;
fori=1to ¢
¢; := Enc(pk, m;)

(Cll, e ,C;q, Stg) — AS)Q(CL RN TR
h(mq),..., h(my), st1); (chy. ..,y sta) < Sa(h(my), ..., h(my), st1);
fori=1tor fori=1tor

| Copy (ch e{ec1,...,ce}) 5 Copy (¢ = Copy)

o Dec(sk,c;) (otherwise) o Dec(sk,c;) (otherwise)
output (M, my,...,mg,dy,...,d;, sta) | output (M,mq,...,my,dy,...,d,,sts)

Figure 4.3.1: Experiments SIM-NME’ and SIM-NME'

4.3 Definition of SNM by Pass et al.

When formalizing SNM-RCCA, we refer to the formulation of Pass et al. [59]. Therefore,
we introduce their formalization and explain their ideas. They formalize SNM under the
name SIM-NME’ as shown in the Figure 4.3.1.

where, M is a Turing machine that samples a vector of £(\) messages from a distribu-
tion. We say that M is an (p,£)-valid message-sampler if 1) the running time of M(1*)
is bounded by p()\), and 2) there exists polynomials Iy, ls, ..., I, such that M(1}) always
outputs message sequences (mi, ..., myy)) such that [m;| = 1;(1*) for all 1 <i < £(X).

PKE scheme IT is SIM-NME’ secure if for polynomials £(\),7(\) and p()\), every
polynomial-time computable history function h(-), every PPTA A = (A;,.A2) which runs
in time p(A) and always outputs a (p,¢)-valid message sampler, there exists an PPTA
S = (81, 82) that always outputs a (p, £)-valid message sampler, such that the following
two distributions are computationally indistinguishable:

{SIM-NME/(IT, A, A, £(\), 7(V) }, ~ {SIM—NME’(H,S,)\,K(A),r()\))}A

They considered the case where an adversary outputs challenge ciphertext directly in
the experiment of simulation-based and indistinguishability-based non-malleability under
the CCA environment. They allowed a simulator to output the symbol “COPY” and
formulated it. Similarly to the definitions of Pass et al., we allow a simulator to output
special symbols “Test” in order to handle replays of ciphertexts. In addition to this, Pass
et al. [59] showed that there is a separation between SNM-CCA and INM-CCA when
the formalization of SNM-CCA does not allow the simulator to output L. Thus, in our
definition of SNM-RCCA, we allow the simulator to output “Test” and L.

Regarding indistinguishability-based definition, they formalize INM under the name
IND-NME’ that considers the case that the adversary outputs the challenge ciphertext in
the experiment. However, when we consider CCA, they proved that the definition of IND-
NME' is equivalent to INM-CCA. This is because, unlike the case of SIN-NME', we do not
need to consider a simulator in the IND-NME’, so the adversary’s behavior of outputting
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B
(pk, sk) < Gen(11);

Exp$lERCCAL ()
(pk, sk) < Gen(1*);

(MvP('v')vstl) — A?l(pk); (MaP('v ')7St1) «— Sl(pk)§

m — M; m <« M,

c* < Enc(pk, m);

(C1, .. sy sta) < AD2(c* h(m), st1): (1, cnsta) — ST (h(m), sty);

fori=1ton forz-lton

Test (P(m, Dec(sk, ¢;)
& {Test (P(m,Dec(sk,c;)) =1) d - ) =1V ¢; = Test)
Dec(sk,c;) (otherwise) 1 (c;=1)
Dec(sk,c;) (otherwise)
output (M, m, P(-,-),d1,...,dy, sta) output (M, m, P(-,-),d1,...,dy, sta)

Figure 4.4.1: Experiments SNM-RCCA-0 and SNM-RCCA-1

the challenge ciphertext during the experiment does not particularly affect it. Also, we
do not need to consider the case where the adversary outputs the ciphertext decrypt to
L in the experiment. Therefore, when we consider indistinguishability-based NM, we can
use the definition of INM that is easy to use. Likewise, when we formulate INM-RCCA
by simply extending the definition of INM-CCA (i.e., the output of the decryption oracle
is the same as in the case of IND-RCCA).

4.4 Definitions of SNM-RCCA and INM-RCCA

In this section, we introduce our definitions of simulation-based and indistinguishability-
based non-malleability against RCCA.

4.4.1 Definition of SNM-RCCA

We give our definition of simulation-based non-malleability under the RCCA environment
(SNM-RCCA) as follows.

Let ¥ = (Gen, Enc, Dec) be a PKE scheme, A = (A, A2) and S = (S1,S2) be pairs
of PPTAs, and h be a polynomial time computable function. We consider the following
experiments SNM-RCCA-0 and SNM-RCCA-1 as in Figure 4.4.1.

In the Figure 4.4.1, the predicate P should satisfy
included in the support of M, and

P(m,m) = 1 for any m which is

01(0) = DeC(Sk‘, c),
02(0) = {TeSt (P(m7 D'ec(sk,c)) — 1)
Dec(sk,c) (otherwise).

In the above two experiments, M is a distribution over the plaintext space. In addition to
this, the function h in the above definition formalize the prior knowledge of the adversary.
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With this h, the definition states that even if the adversary has a priori knowledge about
plaintext, the adversary cannot do more than attacks based on that a priori knowledge.
We define the advantage as

AdVETLS 50 (A) = [Pr[D(ExpS AR A0 (N)) — 1]

— Pr[D(ExpS g A (V) — 1]].

Definition 16 (SNM-RCCA security). We say that ¥ is SNM-RCCA secure if for any
polynomial time computable function h and for any pair of PPTAs A, there exists a pair
of PPTAs S such that Advgﬂ]‘f‘gﬁg’:g/’()\) is negligible for any PPTA D.

On the use of predicate. We use a predicate in the definition of SNM-RCCA above.
The reason is as follows. When we formalize the simulation-based RCCA security, it is
not trivial what decryption oracle we should allow an adversary to access. For example,
suppose that we allow an adversary to access the decryption oracle which returns “Test”
only when he queries a ciphertext of m, where m is the plaintext chosen in the experiment
as the target of tampering. Then, this decryption oracle seems to leak m entirely to the
adversary when the size of the plaintext space is polynomial. At first, the adversary queries
a ciphertext of all plaintexts contained in the plaintext space, and then he can learn m by
decryption oracle’s response “Test”.

In this way, in the RCCA environment, the decryption oracle leaks the information
of the plaintext m chosen in the experiment. Thus, when we formalize simulation-based
RCCA security, we need to formalize it by capturing the intuition that an adversary
cannot obtain any information about the plaintext encrypted in the ciphertext except the
information leaked from the decryption oracle. In our definition, To capture the intuition,
we make an adversary output a predicate that determines whether a decryption result
of a decryption query is “Test” or not. In other words, this predicate indicates which
kind of tampering is considered to be a success. More importantly, we allow a simulator
to access the predicate oracle in order to give him the same information leaked from
the decryption oracle which the adversary accesses. We see that if such a simulator can
simulate an adversary, the adversary does not obtain any information of the plaintext from
the ciphertext except information leaked from the decryption oracle.

We can observe the usefulness of using a predicate when formalizing RCCA security
from the following fact. We can define semantic security under the RCCA environment
using a predicate in a similar way as the definition of SNM-RCCA. Then, we can prove
that semantic security against RCCA is equivalent to IND-RCCA security proposed by
Canetti et al. [46]. In Section 4.7, we show the definition of semantic security against
RCCA and its equivalence to IND-RCCA.

4.4.2 Definition of INM-RCCA

We give our definition of indistinguishability-based non-malleability under the RCCA en-
vironment (INM-RCCA) as follows.

Let ¥ = (Gen, Enc, Dec) be a PKE scheme, and A = (A5, Az, A3) be a triple of PPTAs.
We consider the following experiments INM-RCCA-b (b € {0,1}):
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Expll{1O0 ()

(pk, sk) < Gen(1*);
(mg, my, sty) < A?l (pk);
c* < Enc(pk, mp);

(C1y...,Cn, Sta) A§92(c*, st1);
fori=1ton

di = OQ(Ci)
b« .Ag(dl, cenydy, Stg);
output o’

where,
O1(c) = Dec(sk, ),

Test (Dec(sk,c) € {mg,m1})
Os(c) =
Dec(sk,c) (otherwise).

We define the advantage as

AdviFRECA () == [Pr[Exp Y RECA0(N) — 1]

— Pr[EprEI\’I%'RCCA'l()\) — 1]J.

Definition 17 (INM-RCCA security). We say that ¥ is INM-RCCA secure z’fAvaf%'RCCA
(N\) is negligible for any triple of PPTAs A.

As mentioned in Section 4.3, our formalization of INM-RCCA is a natural extension
of INM-CCA. Therefore, we do not need to use predicates in the experiment like in the
case of SNM-RCCA.

4.5 Equivalence of IND-RCCA and INM-RCCA

We can prove the equivalence between IND-RCCA and INM-RCCA. Specifically, the fol-
lowing two theorems, Theorems 5 and 6 hold.
At first, we prove that INM-RCCA implies IND-RCCA.

Theorem 5. If a PKE scheme ¥ = (Gen, Enc,Dec) is INM-RCCA secure, then ¥ is
IND-RCCA secure.

Proof. We assume that for any INM-RCCA adversary B = (B1, B, Bs), Adv%\%‘RCCA()\)
is negligible. Then, we show AdvIEI\fB‘RCCA(/\) is negligible for any IND-RCCA adversary
A= (A, Ar).

We construct an INM-RCCA adversary B = (B, Bz, B3) who uses internally 4 as in
Figure 4.5.1. When Ay queries a ciphertext ¢ to By, Bs sends ¢ to the decryption oracle
that he can access. Then Bs sends the response from the oracle to As.

By the construction of B as in Figure 4.5.1, B simulates IND-RCCA-0 experiment for
A when B receives an encryption of mgy. Moreover, B outputs 1 only when A outputs 1,
and thus it holds that

Pr(Exply ROCA0()) - 1] = PrlExplR RECA0()) - 1),
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B (pk)

(mo, mq, st}) < A?l (pk)
sty := (mog, mq, st})
output (mg, my, st1)
892 (c*, stq)

b A2 (e, sth)

c : empty string

sty :=b'

output (e, sto)

B3 (d, StQ)

output v’

Figure 4.5.1: The constructions of B used in Theorem 5

Likewise, it holds that
Pr[EprEI\%/I'RCCA'l()\) — 1] = Pr[EprZI\’IE'RCCA'l(/\) — 1].
Therefore, we can derive

Advit 3RO (X)
— PrBQRR RO (3) 1]

— Pr[EprZI\,TB'RCCA'O()\) — 1]
= [Pr[Expfs OO0 (N) — 1]

— Pr{BR RO () - 1)

= Advsi 3 OO (N).
Since we assume . is INM-RCCA secure, it is negligible. O

Note that since By outputs empty string as ¢, the input d for Bs is also empty string
in the above proof of theorem.
Then, we prove that IND-RCCA implies INM-RCCA.

Theorem 6. If a PKE scheme ¥ = (Gen, Enc,Dec) is IND-RCCA secure, then ¥ is
INM-RCCA secure.

Proof. We assume that for any IND-RCCA adversary B = (B1, B2), Advg\le)'RCCA()\) is
negligible. Then, we show Advlzl\f%'RCCA()\) is negligible for any INM-RCCA adversary
A= (A, Az, A3).

We construct an IND-RCCA adversary B = (Bi,B2) who uses internally A as in
Figure 4.5.2. When Ay queries a ciphertext ¢ to By, By sends ¢ to the decryption oracle
that he can access. Then By sends the response from the oracle to As.

By the construction of B as in Figure 4.5.2, B simulates INM-RCCA-0 experiment for
A when B runs in IND-RCCA-0 experiment. Moreover, B outputs 1 only when A outputs

1. Therefore, we have

Pr[Expl B ROOA0()) — 1) = PrExplyRECA0()) - 1),

39



B (pk)

(mo, mq, sth) < A?l (pk)
sty 1= st

output (mg, my, st1)

B;QQ(C*, st1)

(C1y ..y Cnysth) — AS2(c*, sth)
fori=1ton
di = OQ(CZ')

W As(dy, ... dn, sth)

Figure 4.5.2: The constructions of B used in Theorem 6

Similarly, it holds that
Pr[EprEI\jBD'RCCA'l()\) — 1] = Pr[Expg%'RCCA'l(/\) — 1.

Therefore, we can derive
AdviROCA ()

= [Pr{ExpB M () 1]

— Pr{ExpR Y ROCA0() 1
= [Pr[Expiip A O(N) = 1]
— Pr{ExpR B ROAT () - 1

= Advg 5 ROOA ().

Since we assume X is IND-RCCA secure, it is negligible. O

4.6 Equivalence of SNM-RCCA and INM-RCCA

In this section, we prove the equivalence between SNM-RCCA and INM-RCCA proposed
in this chapter. By defining SNM-RCCA using a predicate, we can prove the equivalence
between them regardless of the size of plaintext space. In the proof of implication from
INM-RCCA to SNM-RCCA, when the size of the plaintext space is polynomial, the simu-
lator can submit all plaintexts in the plaintext space to predicate oracle, and he can know
the outputs. By using that information, the simulator can simulate the behavior of the
adversary. When the size of the plaintext space is super polynomially large, we can prove
the equivalence like as the equivalence between SNM-CCA and INM-CCA by Bellare and
Sahai [44, 45]. Specifically, we use the technique of switching the original key pair to
different key pair such that the simulator can perform decryption.

4.6.1 INM-RCCA implies SNM-RCCA

We prove that INM-RCCA implies SNM-RCCA by a case analysis. We can consider two
cases where the size of the plaintext space which a PKE scheme ¥ supports is polynomial
or not. We consider the case that the size of the plaintext space is polynomial at first,
and give a proof. After that, we consider the other case, and give a proof.
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Theorem 7. If a PKFE scheme X = (Gen, Enc, Dec) is INM-RCCA secure, and the size of
the plaintext space of 3 is polynomial, then ¥ is SNM-RCCA secure.

In the proof of Theorem 7, we use a sequence of games (Game 0 to Game 3). We
can show that Game 0 and Game 1 are equivalent games by using the key switching
technique of [44, 45]. The reason for switching the keys is to allow a simulator who cannot
access to the decryption oracle to answer the decryption queries from the adversary A
running inside the simulator. Then, we can show from INM-RCCA that we assumed, the
difference between Game 1 and Game 2 is negligible. Since the simulator does not receive
the challenge ciphertext, he generates the ciphertext by himself and inputs it to A used
inside the simulator. Game 2 is used to show the effects when the simulator itself creates
the challenge ciphertext is negligible. Finally, by the construction of &, we can show that
Game 2 and Game 3 are equivalent games.

Proof. We assume Advg}\g/['RCCA()\) is negligible for any INM-RCCA adversary B = (By, Bo,
Bs). Then, we show for any SNM-RCCA adversary A = (Aj, A2) and for any poly-
nomial time computable function h, there exists a simulator & = (S1,82) such that
Adv%ﬁ{'{igﬁA()\) is negligible for any distinguisher D. To give a proof, we use a sequence
of games (Game 0 to Game 3), and the construction of S is as in Figure 4.6.1.

We define Game 0 to Game 3 as follows:

Game 0: Game 0 is the same as SNM-RCCA-0 for A and D. We denote the plaintext
sampled in SNM-RCCA-0 as my.

Game 1: The difference from Game 0 is to create (pk’, sk’) < Gen(1*) newly and change
the game so that (pk’, sk’) are used throughout the game. The input to A; is changed
to pk’, the challenge ciphertext is generated using pk’, and the oracles @; and Og
that A accesses are changed to the oracles that use sk’. In addition, the secret key
used to decrypt ciphertexts ¢; (i = 1,...,n) output by Ay is changed to sk’.

Game 2: The difference from Game 1 is that m; < P,,, is sampled in addition to my,
where P, is the uniform distribution over all plaintexts m’ such that P(mg,m’) =
1. In addition, the challenge ciphertext ¢* < Enc(pk’,mg) is changed to ¢* +
Enc(pk’,m1).

Game 3: Game 3 is the same as SNM-RCCA-1 under PPTA S and pk.

We can sample efficiently from P,,, which is used in Game 2 and S,. This is because,
since the size of the plaintext space is polynomial, by inputing all plaintexts to P(my,-),
we can identify all plaintexts m’ which satisfy P(mg,m’) = 1. Note that there always
exists at least one plaintext m’ satisfying P(mg, m’) = 1 because my satisfies P(mq, mg).

Let T; be the event that 1 is output by D in Game 1.

Lemma 1. It holds that Pr[T1] = Pr[Ty).

Proof. Game 1 is SNM-RCCA-0 under (pk’,sk’), and (pk,sk) is not used. Although
the key pair (pk,sk) is generated as (pk, sk) « Gen(1), pk is not input to A in Game
1. Therefore, Game 0 and Game 1 are equivalent from A’s view. Thus, it holds that
PI‘[Tl] = PY[T()]. ]
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S1(pk
(pk', sk') + Gen(1?)

(M, P( ), sth) < A7 (pk')
sty = (pk,pk’, sk’, st})
output (M, P(-,-), st1)

83" (h(mo), st)

~—

my < Pmo
c* + Enc(pk’,m;)
(Chy sy sth) = A3 (", h(mo), st))
sty = st
fori=1ton
g {Test (m}, <— Dec(sk',c;), P(mg,m}) = 1)
Dec(sk’,c) (otherwise)
Test (d; = Test)
=4 L (d; =1)
Enc(pk,d]) (otherwise)
output (c1, ..., cn, sta)

Figure 4.6.1: The construction of § used in Theorem 7

Lemma 2. There exists B as in Figure 4.6.2 such that |Pr[Ts] — Pr[Tl]\:AdvgYéV['RCCA(A).

Proof. We construct a reduction B that breaks INM-RCCA security from A. We construct
INM-RCCA adversary B = (By, Bs, B3) under (pk’, sk’) who uses internally A and D as
in Figure 4.6.2. When Ay queries a ciphertext ¢ to Ba, B2 sends ¢ to the decryption
oracle that he can access. Then, By receives m or “Test” from the oracle. After that, if
P(mg,m) = 1 or By receives “Test”, then By sends “Test” to Az. Otherwise, By sends
m to Ag. Since the plaintext m; which is generated in By satisfies P(mg,m1) = 1, B
can simulate the decryption oracle correctly. Likewise, By can simulate the sequence of d;
which is input to D correctly.

When B runs in INM-RCCA-0, B simulates Game 1 for A and D. Moreover, B outputs
1 only when D outputs 1. Therefore, we have

Pr[EprEI\%/I'RCCA'O(/\) — 1] = Pr[T1].
Similarly, we have
Pr[EprEI\%/I'RCCA'l(/\) — 1] = Pr[T3].

Therefore, we can derive

|Pr[Ts] — Pr[T1]|
= | PrlExpROCA () 1]

~ Pr{EpRRCOM() 5 1)

= Advsi 3 COA ().
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By (k)

(M, P(-,-), 5t) = AT (o)
mo < ./\/l,m1 — Pmo

sty := (mo, my, M, P(-,+), st})
output (mg, my, st1)
B;%(c*,stl)

O/
(chy. oy, sth) +— A2 (c*, h(myg), st))
St2 = (m07m1aM7P('7 ')a St/2)
output (c},...,c,, st2)

Bg(dl, e ,dn, Stg)

For each d;, check the value of P(myg,d;) by using mgy and P(-,-).
Set d; :=“Test” that satisfies P(myg,d;) = 1 by the above procedure.
b« D(M, mo, P(-, -), di,...,dp, Sté)

output v

Figure 4.6.2: The construction of B used in Lemma 2

In above proof, some readers might think that if an adversary A chooses a predicate
P such that P(mg,m’) = 1 only when mg = m/, it seems that we have to consider
the INM-RCCA experiment with m; = mg. However, the advantage of the adversary B
against INM-RCCA is equal to 0 in that case. This implies the advantage of A against
SNM-RCCA is also equal to 0. Hence, it is trivially secure without assuming INM-RCCA.
Thus, we do not have to consider that case.

Lemma 3. It holds that Pr[T3] = Pr[Ty].

Proof. In Game 3, S uses A internally as in Figure 4.6.1. Since Game 3 is SNM-RCCA-1,
S cannot access to the decryption oracle. However, S generates (pk’, sk’) internally, and
he can access the predicate oracle P(my,-). In addition, an input to A is pk’ as in Game
2, and thus S can respond to decryption queries from A by using sk’ and P(my,-).

Ss inputs a ciphertext of m which is generated internally in Ss to As, and Ay outputs
a sequence of ciphertexts. Sy decrypts them using sk’. After that, each d; is encrypted by
using pk, and the encrypted sequence is the output of S3. All ciphertexts are decrypted
using sk after Sz outputs, and these sequence is input to D. Here, the distributions of the
inputs to D in Game 2 and Game 3 are identical. Thus, it holds that Pr[T3] = Pr[Tz]. O

By using Lemma 1 to Lemma 3, we can derive

SNM-RCCA
AdVEl,\IA%V,[SI?D,h ()

= | PrD(ExpS 0 (N) = 1]
— Pr[D(ExpS5 (V) — 1]
— |Pr{To] — Pr{T3]| = [Px[Ti] — Pr[T3)]
= Advi g ROA ().
Therefore, for any A, there exists S as in Figure 4.6.1 such that Adv%ﬁ%}f&%%ﬂ is
negligible for any D. O
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Then, we prove that INM-RCCA implies SNM-RCCA when the size of plaintext space
is larger than polynomial.

Theorem 8. If a PKFE scheme ¥ = (Gen, Enc, Dec) is INM-RCCA secure, and the size of
the plaintext space of X is super polynomially large, then 3 is SNM-RCCA secure.

In the proof of Theorem 8, we use a sequence of games (Game 0 to Game 5). We can
show that Game 0 and Game 1 are equivalent games by using the key switching technique
of [44, 45]. The reason for switching the keys is to allow a simulator who cannot access
to the decryption oracle to answer the decryption queries from the adversary A running
inside the simulator. Then, we can show that the difference between Game 1 and Game
2 is negligible by using the fact the size of plaintext space is super pollynomially large.
Likewise, we can also show that the difference between Game 2 and Game 3 is negligible.
After that, we can show from INM-RCCA that we assumed, the difference between Game
3 and Game 4 is negligible. Since the simulator does not receive the challenge ciphertext,
he generates the ciphertext by himself and inputs it to A used inside the simulator. Game
2 to 4 are used to show the effects when the simulator itself creates the challenge ciphertext
is negligible. Finally, by the construction of S, we can show that Game 4 and Game 5 are
equivalent games.

Proof. Let the plaintext space of ¥ be {0,1}*. We assume Advlzl\%/['RCCA()\) is negligible
for any INM-RCCA adversary B = (Bi,B2,B3). Then, we show for any SNM-RCCA
adversary A = (Aj, Az) and for any polynomial time computable function h, there exists
a simulator § = (81, S2) such that Adv%ﬁ%ﬁﬁ%jx(}\) is negligible for any distinguisher D.
To give a proof, we use a sequence of games (Game 0 to Game 5), and the construction
of § is as in Figure 4.6.3.

We define Game 0 to Game 5 as follows:

Game 0: Game 0 is the same as SNM-RCCA-0 for A and D. We denote the plaintext
sampled in SNM-RCCA-0 as my.

Game 1: The difference from Game 0 is to create (pk’, sk’) < Gen(1}) newly and change
the game so that (pk’, sk’) are used throughout the game. The input to A; is changed
to pk’, the challenge ciphertext is generated using pk’, and the oracles O; and Oy
that A accesses are changed to oracles that use sk’. In addition, the secret key used
to decrypt ciphertexts ¢; (i = 0,...,n) output by As is changed to sk’.

Game 2: The difference from Game 1 is that m; < {0, 1}* is sampled in addition to my.
In additon, when decrypting ¢}, if P(mg, Dec(sk’,c;)) =1V m; = Dec(sk’,c}), then
let d; be “Test”.

Game 3: The difference from Game 2 is that O} returns “Test” when a ciphertext of m
is queried or a ciphertext of m satisfying P(mg, m) = 1 is queried.

Game 4: The difference from Game 3 is that the challenge ciphertext ¢* +— Enc(pk’, my)
is changed to ¢* < Enc(pk’,m1).

Game 5: Game 5 is the same as SNM-RCCA-1 under PPTA S and pk.
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Si1(pk)

(pk', sk') + Gen(1?)

(M, P(, ), sth) < A7 (pk')
st1 = (pk,pk’, sk’, st})
output (M, P(-,-), st1)

83 " (h(mo), st)

my < {0, 1}€
c* < Enc(pk’,m;)
(R sy sth) <= AS2(c*, h(mo), st})
sty = st}
fori=1ton
Test (m}, < Dec(sk',c}), P(mg,m}) =1
dy == vmj = my)
Dec(sk’,c}) (otherwise)
(Test (d; = Test)
Gi= 1 (d;=1)
Enc(pk,d]) (otherwise)
output (¢, ..., cn, sta)

Figure 4.6.3: The construction of § used in Theorem 8

Let T; be the event that 1 is output by D in Game q.
Lemma 4. [t holds that Pr[T}] = Pr[Tp].

Proof. Game 1 is SNM-RCCA-0 under (pk’,sk’), and (pk,sk) is not used. Although
the key pair (pk,sk) is generated as (pk, sk) + Gen(1), pk is not input to A in Game
1. Therefore, Game 0 and Game 1 are equivalent from A’s view. Thus, it holds that
PI’[Tl] = PY[T()]. ]

Lemma 5. It holds that |Pr[Ts] — Pr[T1]| < 1%[(/\).

Proof. Game 1 and Game 2 are identical if A5 does not output a ciphertext of m. Here,
my is chosen at uniformly random from {0, 1}*. Since the number of ciphertexts that Az
outputs is polynomial, it holds that

poly(\)
2€

|Pr[T5] — Pr[Th]] <
using the difference lemma [72] and the union bound. O

Lemma 6. It holds that |Pr[T3] — Pr[T]| < I%K(A).
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Proof. Game 2 and Game 3 are identical if A> does not query a ciphertext of m; as a
decryption query. Here, m; is chosen at uniformly random from {0, 1}¢. Since the number
of ciphertexts that Ay queries is polynomial, it holds that

poly())

[Pr[T3] — Pr{Th]] < 25

using the difference lemma and the union bound. O

Lemma 7. There exists B such that |Pr[Ty] — Pr[Ts]| = Adv]E]Yg'RCCA()\).

Proof. We construct a reduction B that breaks INM-RCCA security from .A. We construct
an INM-RCCA adversary B = (B1, B2, B3) who uses internally A and D as in Figure 4.6.4.
When As queries a ciphertext ¢ to Ba, Bs sends ¢ to the decryption oracle that he can
access. Then, B receives m or “Test” from the oracle. After that, if P(mg,m) = 1Vm = my
or By receives “Test”, then By sends “Test” to Ay. Otherwise, By sends m to As. We see
that B simulate the decryption oracles in Game 3 and Game 4 for A. Likewise, B3 can
simulate the sequence of d; which is input to D correctly.

When B runs in INM-RCCA-0, B simulates Game 3 for A and D. Moreover, B outpus
1 only when D outputs 1. Therefore, we have

Pr(Expi g HC9A0(X) — 1] = Pr[T3).
Similarly, we have
Pr[EprEI\%/I'RCCA'l(/\) — 1] = Pr[Ty].

Therefore, we can derive

|Pr[Ty] — Pr[T3]|
= ]Pr[Eprgg/I'RCCA'l(/\) — 1]

— Pr{BxplROCA0() 5 1)

= Advil 3 OOA ().

Lemma 8. It holds that Pr[T5] = Pr[Ty].

Proof. In Game 5, S uses A internally as in Figure 4.6.3. Since Game 5 is SNM-RCCA-1,
S cannot access to the decryption oracle. However, S generates (pk’, sk’) internally, and
he can access predicate oracle P(my,-). In addition, an input to A is pk’ as in Game 4,
and thus Sy can respond the decryption query from A by using sk’ and P(my,-).

Ss inputs a ciphertext of my which is generated internally in S to Ao, and Ay outputs
a sequence of ciphertexts. Sy decrypts them by using sk’. After that, each d; is encrypted
by using pk, and the encrypted sequence is output of Ss. All ciphertexts are decrypted by
using sk after So outputs them, and these sequence is input to D. Here, the distributions
of the inputs to D in Game 4 and Game 5 are identical. Thus, it holds that Pr[T5] =
PI‘[T4]. O
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By (oK)

(M, P(,), 5t;) « AT (pk')
mo < /\/l,m1 < {0, 1}5

sty == (mo, my1, M, P(-,-), st})
output (mg, my, st1)

7
B;QZ (c*, sty)

(),....c,,sth) « AJ2(c*, h(my), st})
sty := (mo, m1, M, P(-,-), sth)
output (c},...,c,, st2)

Bg(dl, ey dn, StQ)
By using mg and P(:,-), check the value of P(my,d;) for each d;

d; that satisfies P(mg,d;) =1V dy = my is set as d; :=“Test” by the above procedure
b« D(M, mo, P(, '), dl, ce ,dn, St/2)
output v’

Figure 4.6.4: The construction of B used in Lemma 7

By using Lemma 4 to Lemma 8, we can derive

SNM-RCCA
Ade,A,S,D,h ()

= | Pr[D(Expa5 (V) — 1]
— Pr[D(ExpS A5 A (A) — 1]]

= |Pr[To] — Pr[T5]|

= |Pr[Th] — Pr[T4]|

= |Pr[T1] — Pr[Ty] + Pr[T2] — Pr[T3] + Pr[T5] — Pr[Ty]]

< |Pr[Th] — Pr[Tp]| + |Pr[T5] — Pr[T3]]

+ [Pr[Ty) — Pr(Ty)|

poly(A) | poly(A) .
< T HAdEE TR,

Since we assume that 2¢ is super polynomially large and ¥ is INM-RCCA secure, for any
A, there exists S as in Fig 4.6.3 such that Adv%{\%;{g%A()\) is negligible for any D. O

The following theorem holds from Theorem 7 and Theorem 8.
Theorem 9. If a PKE scheme ¥ = (Gen, Enc,Dec) is INM-RCCA secure, then ¥ is
SNM-RCCA secure.

4.6.2 SNM-RCCA implies INM-RCCA

We prove that SNM-RCCA implies INM-RCCA. Unlike the case of the proof that INM-
RCCA implies SNM-RCCA, the following theorem does not need to make a case analysis
depending on the size of the plaintext space.

Theorem 10. If a PKE scheme ¥ = (Gen, Enc,Dec) is SNM-RCCA secure, then ¥ is
INM-RCCA secure.
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BY* (pk)
(mo, mq, sth) < A?l (pk)
M = [{mo,m1},Pr(mp) = Pr(my) = 1/2]

P(m, ) ;:{1 (" € {mo, m1})
0 (otherwise)
sty := (mo, mq, P(-,-), st})
output (M, P(,-), st1)
Bg (c*, st1)
(pk, sk) < Gen(1%)
(€1, s Cnysth) — AS2(c*, sth)
stg := (mo, my, P(-,-), sth)
output (c1,. .., Cn, sta)
D(M,m,P(-,-),dq,...,dy,sts)
if || M| # 2, then output 0
else if P'(m,mg) =0V P’'(m,m1) = 0, then output 0,
where [{mq, m1},Pr(mg) = Pr(m;) =1/2] =
else if b < As(dy, ..., dy, sth) A'm = my, then output 1
else then output 0

Figure 4.6.1: The constructions of B and D used in Theorem 10

Proof. We denote Explzl\%‘RCCA as the experiment that chooses the challenge bit b ran-
domly and excute INM-RCCA-b. Without loss of generality, we can assume

Pr(Exph i HCOA () — 0] > 1/2
for any INM-RCCA adversary A. It is because if
Pr(Expy 4 ROOA () = b) < 1/2,

then we consider the adversary A’ whose output is the reverse of A’s output. Then, the
advantage of A’ is same as A, and it holds

[EXpINM RCCA- b()\) N b} > 1/2.

Thus, if we can bound the advantage of A’, it means we can bound the advantage of A at
the same time.

We assume that for any SNM-RCCA adversary B = (Bi,B2) and for any poly-
nomial time computable function h, there exists a simulator S = (Si,S2) such that
Adv%ﬁé\{[bf{,?CA()\) is negligible for any distinguisher D. Then, we show AdvINM RCCA())
is negligible for any INM-RCCA adversary A = (A1, Az, A3).

We consider the SNM-RCCA-0 experiment with h : m +— ¢, where € is the empty
string, and we construct an SNM-RCCA adversary B and a distinguisher D who uses A
internally as in Figure 4.6.1. When A, submits a decryption query ¢ to By, By submits ¢
to the decryption oracle that By can access. Then Bs sends the response from the oracle

to As.
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By the construction of B and D above, D outputs 1 when A guesses bit b which is
chosen in the experiment correctly. Thus, we can derive

PrD(EpSRIRC() - 1] = PrExpR3 OO () 1)

Let E be the event that S outputs M and S such that |[M| = 2 and P(m,mg) =
1 A P(m,m;) = 1, and p be the probability that E occurs in SNM-RCCA-1, where
[{mo, m1}, Pr(mg) = Pr(my) = 1/2] = M. When the event E occurs in SNM-RCCA-1, §
does not receive the challenge ciphertext, and he cannot obtain any information about the
choice of mg and m; even if he access the predicate oracle. Thus, since || M| = 2 when F
occurs, it holds that

[ (EXPSNM RCCA- 1()\)) N 1] (41)
= Pr [D (Exp$ ;R4 (\)) — 1| E] - Pr[E]
p
2

Here, AdvINM RCCA(X) can be rewritten as follows.

Advg 3 RECA ()
= [Pr[Expyy R0 (V) — 1]
— Pr[Expfy RECA T (N) — 1]

= |2 Pr[Expf oy "R (N) = b] — 1.

Then, it holds that
AdVINM—RCCA ()\)

= |2 Pr[ExpSYFRECA(N) - b] — 1

=[2- r[D(ExpSNM RECAO(N)) — 1] — 1
<2- r[D(ExpSNM RCCA- 0()\)) — 1] —2-p/2|
= 2(|Pr[D(Exps 5 A0 (V) — 1]

— Pr[D(ExpSd iR (V) — 1))

=2 Adv ' A (N).

The transformation of the third equality is derived from the fact that we can assume
the advantage of A is greater than 1/2. Therefore, for any PPTA A, Advlg%'RCCA()\) is
negligible. O

4.7 Definition of SS-RCCA and Its Equivalence with IND-
RCCA

In this section, we propose the definition of semantic security under the RCCA environment

(SS-RCCA) in a similar way as the definition of SNM-RCCA. Since we need to consider

the simulator in SS-RCCA like the case of SNM-RCCA, we allow the simulator to access
the predicate oracle.
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We give our definition of SS-RCCA as follows.

Let ¥ = (Gen, Enc, Dec) be a PKE scheme, A = (A1, 42) and S = (51, S2) be pairs of
PPTAs, and h and f be polynomial time computable functions. We consider the following
experiments SS-RCCA-0 and SS-RCCA-1:

BT 0(0) B ()
(pk, sk) < Gen(17); (pk, sk) < Gen(1*);

(M, P(, ), st1) = AT (pk); | (M, P(,-), st1) < Si(pk);
m +— M, m — M,

c* < Enc(pk, m); c* < Enc(pk, m);

vV AgQ (c*,h(m), st1); v Sf(m")(h(m), st1);

if v = f(m), then g :=1 if v = f(m), then §:=1
else 8:=0 else B :=0

output (M, P(-,-),3) output (M, P(-,-),3)

where, a predicate P satisfies P(m, m) = 1 for any m which is included in the support of
M, and

Oi1(c) = Dec(sk, c),

Os(c) = {Test (P(m, D'ec(sk:,c)) =1)
Dec(sk,c) (otherwise).

In the above two experiments, M is a distribution over the plaintext space.
We define the advantage as

AdVE LS D, () =| PrD(ExpT 170 (A) = 1]

— PrD(ExpEHCOA (A) - 1))

Definition 18 (SS-RCCA security). We say that ¥ is SS-RCCA secure if for any poly-
nomial time computable function h and f, and for any pair of PPTAs A, there exists a
simulator S such that Adv%ﬁlf‘g%’%’f()\) is negligible for any PPTA D.

4.7.1 IND-RCCA implies SS-RCCA

We prove that IND-RCCA implies SS-RCCA by a case analysis. Like the proofs of Theo-
rem 7 and Theorem 8, we consider two cases that the size of the plaintext space which a
PKE scheme ¥ supports is polynomial or not.

Theorem 11. If a PKFE scheme ¥ = (Gen, Enc, Dec) is IND-RCCA secure, and the size
of the plaintext space of X is polynomial, then ¥ is SS-RCCA secure.

In the proof of Theorem 11, we use a sequence of games (Game 0 to Game 3). We can

prove can this theorem in the same way as proof of Theorem 7.

Proof. We assume Adv%\jg -RCCA ()\) is negligible for any IND-RCCA adversary B = (B, By).

Then, we show for any SS-RCCA adversary A = (A;,.A3) and for any polynomial time

computable function h and f, there exists a simulator S = (51, S2) such that Adv%?j}g%%h’ ¥
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Si1(pk)

(pk', sk') < Gen(1?*)

(M, P( ), sth) < A7 (pk')
st1 = (pk,pk’, sk’, st})
output (M, P(-,-), st})

83 " (h(mo)., st)

my < Pmo

c* + Enc(pk’,m;)

v AS2(c* h(mo), st})
output v

Figure 4.7.1: The construction of & used in Theorem 11

(A) is negligible for any distinguisher D. To give a proof, we use a sequence of games (Game
0 to Game 3), and the construction of S is as in Figure 4.7.1
We define the Game 0 to Game 3 as follows:

Game 0: Game 0 is the same as SS-RCCA-0 for A and D. We denote the plaintext
sampled in SS-RCCA-0 as my.

Game 1: The difference from Game 0 is to create (pk’, sk’) < Gen(1}) newly and change
the game so that (pk’, sk’) are used throughout the game. The input to A; is changed
to pk’, the challenge ciphertext is generated using pk’, and the oracles O; and Oy
that A accesses are changed to the oracles that use sk’.

Game 2: The difference from Game 1 is that m; < P, is sampled in addition to my,
where P,,, is the uniform distribution over all plaintexts m’ satisfying P(mg,m’) =
1. In addition, the challenge ciphertext ¢* < Enc(pk’,mg) is changed to ¢* <«
Enc(pk’,my).

Game 3: Game 3 is the same as SS-RCCA-1 under PPTA S and pk.

We can sample efficiently from Pp,,, which is used in Game 2 and Sz, in the same way
as in the proof of Theorem 7.
Let T; be the event that 1 is output by D in Game q.

Lemma 9. It holds that Pr[T}] = Pr[Tp].

Proof. Game 1 is SS-RCCA-0 under (pk’, sk’), and (pk, sk) is not used. Although the key
pair (pk, sk) is generated as (pk, sk) < Gen(1%), pk is not input to A in Game 1. Therefore,
Game 0 and Game 1 are equivalent from A’s view. Thus, it holds that Pr[T1] = Pr[Tp]. O

Lemma 10. There exists B such that | Pr[Ts] — Pr[T1]| = Advng’RCCA()\).

Proof. We construct an IND-RCCA adversary B = (B, B;) under (pk’,sk’) who uses
internally A and D as in Figure 4.7.2. When Ay queries a ciphertext ¢ to Bs, By sends
¢ to the decryption oracle that he can access. Then, B receives m or “Test” from the
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By (oK)

(M, P(-,-), 5t) < A7 (pk')
mo < ./\/l,m1 — Pmo

sty == (mo,my, P(,-), M, st})
output (mg, mi, sty)
Bgé(c*,stl)

v AS?(c* h(mo), st})

if v = f(mg), then g :=1
else g :=0

b < DM, P(-,-),B)
output b

Figure 4.7.2: The construction of B used in Lemma 10

oracle. After that, if P(mg, m) = 1 or By receives “Test”, then By sends “Test” to As.
Otherwise, By sends m to As. Since the plaintext m; which is generated in By satisfies
P(mg,mq) =1, Bs can simulate the decryption oracle correctly.

When B runs in IND-RCCA-0, B simulates Game 1 for A and D. Moreover, B outpus
1 when D outputs 1. Therefore, we have

Pr[EprEI\,TBD'RCCA'O()\) — 1] = Pr[T1].
Similarly, we have
Pr(Expy g O (N) = 1] = Pr[Ty).
Therefore, we can derive
|Pr[Ts] — Pr[T1]]
= [PrExpR O (3) - 1)
— Pr[Expp RO (N) — 1]]
= Advii g R ().
O

In above proof, we do not need to consider the case that an adversary A chooses a
predicate P such that P(mg, m’) = 1 only when mg = m’ like as the proof of Theorem 7.
It is trivially secure without assuming IND-RCCA.

Lemma 11. [t holds that Pr[T5] = Pr[T3].

Proof. In Game 3, S uses A internally as in Figure 4.7.1. Since Game 3 is SS-RCCA-1, S
cannot access to the decryption oracle. However, S generates (pk’, sk’) internally, and he
can access predicate oracle P(my,-). In addition, an input to A is pk’ as in Game 2, and
thus Sy can respond decryption queries from A by using sk’ and P(my, ).

Ss inputs a ciphertext of m; which is generated internally in S to As, and Ay outputs
v. Sy outputs this v. After that, v is input to D. Here, the distributions of the inputs to
D in Game 2 and Game 3 are identical. Thus, it holds that Pr[T3] = Pr[T3]. O
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By using Lemma 9 to Lemma 11, we can derive

AdV%?fg%%h, (N
= [Pr[D(Exp A5 50 (N) = 1]
— Pr[D(ExpSih 4 (V) — 1]]
= |Pr[T}] — Pr[Ty)|
= |Pr[T1] — Pr[T)|
= Advy g OO ().

Therefore, for any A, there exists S as in Figure 4.7.1 such that Adv%?fg%}h’ £(A). O

Then, we give a proof IND-RCCA implies SS-RCCA when the size of plaintext space
is larger than polynomial.

Theorem 12. If a PKFE scheme ¥ = (Gen, Enc, Dec) is IND-RCCA secure, and the size
of the plaintext space of X is super polynomially large, then ¥ is SS-RCCA secure.

In the proof of Theorem 12, we use a sequence of games (Game 0 to Game 4). We can
prove can this theorem in the same way as proof of Theorem 8.

Proof. Let the plaintext space of X be {0,1}*. We assume AdvIgBD'RCCA()\) is negligible
for any IND-RCCA adversary B = (B1,Bs). Then, we show for any SS-RCCA adversary
A = (A, Az) and for any polynomial time computable function h and f, there exists a
simulator S = (S1,S2) such that Adv%?f&%‘?‘m #(A) is negligible for any distinguisher D.
To give a proof, we use a sequence of games (Game 0 to Game 4), and the construction
of § is as in Figure 4.7.3.

We define Game 0 to Game 4 as follows:

Game 0: Game 0 is the same as SS-RCCA-0 for A and D. We denote the plaintext
sampled in SS-RCCA-0 as my.

Game 1: The difference from Game 0 is to create (pk’, sk’) < Gen(1}) newly and change
the game so that (pk’, sk’) are used throughout the game. The input to A; is changed
to pk’, and the challenge ciphertext is generated using pk’. In addition, the oracles
O1 and Oy that A accesses are changed to the oracles that use sk’.

Game 2: The difference from Game 2 is that m; + {0, 1}* is sampled in addition to my.
In addition, O} returns “Test” when a ciphertext of m; is queried or a ciphertext of
m satisfying P(mg, m) = 1 is queried.

Game 3: The difference from Game 2 is that the challenge ciphertext ¢* «— Enc(pk’, m)
is changed to ¢* + Enc(pk’,my).

Game 4: Game 4 is the same as SS-RCCA-1 under PPTA S and pk.

Let T; be the event that 1 is output by D in Game i.
Lemma 12. It holds that Pr[Ti] = Pr[Tp].
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Si1(pk)

(pk', sk') < Gen(1?*)

(M, P( ), sth) < A7 (pk')
st1 = (pk,pk’, sk’, st})
output (M, P(-,-), st})

83 " (h(mo)., st)

miq < {0, 1}5

c* + Enc(pk’,m;)

v AS2(c* h(mo), st})
output v

Figure 4.7.3: The construction of § used in Theorem 12

Proof. Game 1 is SS-RCCA-0 under (pk’, sk’), and (pk, sk) is not used. Although the key
pair (pk, sk) is generated as (pk, sk) < Gen(1%), pk is not input to A in Game 1. Therefore,
Game 0 and Game 1 are equivalent from A’s view. Thus, it holds that Pr[T1] = Pr[Tp]. O

Lemma 13. It holds that |Pr[Ts] — Pr[T}]]| < %}’\).

Proof. Game 2 and Game 3 are identical if Ay does not query a ciphertext of m;. Here,
my is chosen at uniformly random from {0, 1}*. Since the number of ciphertexts that As
queries is polynomial, it holds that

poly(\)

|Pr[T5] — Pr[Th]] < o0

using the difference lemma and the union bound. O
Lemma 14. There exists B such that |Pr[T3] — Pr[Ty]| = AdvIE]Y[?'ROCA()\).

Proof. We construct an IND-RCCA adversary B = (By, B2) who uses internally A and D
as in Figure 4.7.4. When Ay queries a ciphertext ¢ to Bs, By sends ¢ to the decryption
oracle that he can access. Then, B receives m or “Test” from the oracle. After that, if
P(mg,m) =1V m = my or By receives “Test”, then By sends “Test” to Az. Otherwise,
By sends m to As. We see that B simulates the decryption oracles in Game 2 and Game
3 for A.

When B runs in IND-RCCA-0, B simulates Game 2 for A and D. Moreover, B outpus
1 when D outputs 1. Therefore, we have

Pr[EprZI\,IBD'RCCA'O()\) — 1] = Pr[T3].
Similarly, we have
Pr[EprEI\IBD'RCCA'l()\) — 1] = Pr[T3].
Therefore, we can derive
|Pr[T5] — Pr[T3]|
= [Pr{ExpRRTOCAT () - 1
~ PrExpRR O 5 1)
= AdvipROCA ().
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By (oK)

(M, P(-,-), st) < A7 (pk')
mo < ./Vl,ml — {O, 1}6

sty == (mo, my1, M, P(-,-), st})
output (mg, mi, sty)
Bgé(c*,stl)

v AS?(c* h(mo), st})

if v = f(mg), then g :=1
else g :=0

b < D(M,p)

output v/

Figure 4.7.4: The construction of B used in Lemma 14

Lemma 15. [t holds that Pr[Ty] = Pr[T3].

Proof. In Game 4, S uses A internally as in Figure 4.7.3. Since Game 4 is SS-RCCA-1, §
cannot access to the decryption oracle. However, S generates (pk’, sk’) internally, and he
can access the predicate oracle P(my,-). In addition, the input to A is pk’ as in Game 3,
and thus Sy can respond decryption queries from A using sk’ and P(my, ).

Ss inputs a ciphertext of my which is generated internally in Ss to Ao, and Ay outputs
v. Sy outputs this v. After that, v is input to D. Here, the distributions of the inputs to
D in Game 3 and Game 4 are identical. Thus, it holds that Pr[T,] = Pr[T3]. O

By using Lemma 12 to Lemma 15, we can derive
- A
AdV%?Al?g,%,h, f()‘)
SS-RCCA-
= [Pr[D(Expsii 7 (N) —= 1]
_ A-
= Pr[D(Exp3 17 (V) = 1]

= |Pr[To] — Pr[T4]|

= |Pr[T1] — Pr[T3]]|

= ]Pr[Tl] — Pr[TQ] + PI‘[TQ] — PI[T3]
[ T3]

poly(A :
< 24( ) 4 Adviip ROCA ().

Since we assume that 2¢ is super-polynomially large and ¥ is IND-RCCA secure, for any
A, there exists S as in Figure 4.7.1 such that Adv%%:fg’%f‘m #(A). O

The following theorem holds from Theorem 11 and Theorem 12.

Theorem 13. If a PKE scheme ¥ = (Gen,Enc,Dec) is IND-RCCA secure, then X is
SS-RCCA secure.
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4.7.2 SS-RCCA implies IND-RCCA

We prove that SS-RCCA implies IND-RCCA. Unlike the case of the proof that IND-RCCA
implies SS-RCCA, the following theorem does not need to make a case analysis depending
on the size of the plaintext space.

Theorem 14. If a PKE scheme ¥ = (Gen, Enc, Dec) is SS-RCCA secure, then X is IND-
RCCA secure.

Proof. We denote E><p121\22‘1[‘)”cCA as the experiment that chooses the challenge bit b ran-
domly and excute IND-RCCA-b. Without loss of generality, we can assume

Pr(Exp} 3 ROOY(N) = b] > 1/2
for any IND-RCCA adversary. It is because if
Pr[Explzl\’IB'RCCA()\) —b] < 1/2,

then we consider the adversary A’ whose output is the reverse of A’s output. Then, the
advantage of A’ is same as A, and it holds

Pr[Exph 2 RCCAP(N) — 8] > 1/2.

Thus, if we can bound the advantage of A’, it means we can bound the advantage of A at
the same time.
We assume that for any SS-RCCA adversary B = (Bj,B2) and for any polynomial

time computable function h and f, there exists a simulator S = (S1,S2) such that
Adv%%%g%‘?;l’ #(A) is negligible for any distinguisher D. Then, we show AdvIZITB‘RCCA()\)

is negligible for any IND-RCCA adversary A = (A;,.4s2).

We consider the SS-RCCA-0 experiment with h : m +— €, where € is the empty string,
and we construct an SS-RCCA adversary B and a distinguisher D who uses A internally
as in Figure 4.7.1. When Ay submits a decryption query ¢ to Bs, By submits ¢ to the
decryption oracle that Bs can access. Then By sends the response from the oracle to As.

By the construction of B and D above, D outputs 1 when A guesses the bit b which is
chosen in the experiment correctly. Thus, we can derive

Pr[D(Expg%{*,SJ?A-O@)) — 1] = Pr[Exp} 3 "O9AP(N) — b

Let E be the event that S outputs M such that |[M] = 2 and P(m,mg) = 1 A
P(m,my) = 1, and p be the probability that E occurs in SS-RCCA-1. When the event E
occurs in SS-RCCA-1, § does not receive the challenge ciphertext, and he cannot obtain
any information about the choice of mg and m; even if he access the predicate oracle.
Thus, since ||M|| = 2 when E occurs, it holds that

Pr D (B ) - 1]
r[D (Expg?gf,fj%-lu)) — 1|E] - Pr[E]

(4.3)
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B (pk)
(mo, mq, sth) < A?l (pk)
M = [{mo, m1},Pr(mg) = Pr(my) = 1/2]
Pl {1 (P(m) =1)
0 (otherwise)
sty := (mo,m1, P(:), P'(-,-), st})
output (M, P'(-,), st1)
8592 (c*, stq)
b — A2 (¢, st))
V1= My

output v

D(Mv Pl('? ‘)7 /6)

if ||M]| # 2, then output 0

else if P'(my,mg) =0V P’(mg,m1) = 0, then output 0,
where [{mg, m1},Pr(mg) = Pr(m;) =1/2] =

else then output £

Figure 4.7.1: The constructions of B and D used in Theorem 14

Here, Advg\fﬂ'RCCA(}\) can be rewritten as follows.

Advi R RCCA(N)
= [PrERE M) 1

— Pr[Expf3 M (V) — 1)
= |2 Pr[Exp 3 ROOA(\) = b] — 1.

Then, it holds that

AdVIENB'RCCA ()\)
= |2 - Pr[Expl R RECA(N) = b] — 1]
=2 r[D(Exp%SBRE?A o) = 1] -1
< 2 Pr[D(ExpSFCFAC(N) — 1] - 2-p/2|
= 2(|Pr[D(ExpSRCEA0(N) — 1]
— Pr[D(ExpSgi F 4 (V) — 1))

- A
=2. Adv%?l;{gﬁ TN

—~~

The transformation of the third equality is derived from the fact that we can assume
the advantage of A is greater than 1/2. Therefore, for any PPTA A, AdvIND RCCA(N) is

4.8 Conclusion

PEKS allows us to perform a keyword search on encrypted databases. When considering
the practical application of PEKS, it would be beneficial to add more functionalities to
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PEKS. For example, PRES is the encryption scheme that combines the features of PEKS
and PRE. It is known that we can construct a more flexible mail routing service using
PRES. PRES is more useful than PEKS, but the additional processes of transforming the
ciphertext require more careful thought about security and adversary models. When we
consider the security game that is a natural extension of the IND-CCA game in the PKE
setting, the adversary can trivially win the game. To prevent trivial attacks, we usually
use RCCA as an adversary model when we consider the security for PRE or PRES.

RCCA security was introduced in order to handle the security of encryption schemes
that are non-malleable except tampering which preserves the plaintext. Therefore, the
rigorous definition of non-malleability is crucial in the context of RCCA security. How-
ever, at first glance, NM-RCCA proposed by Canetti et al. [46] seems not to properly
capture requirements for the non-malleability. In this chapter, we formulated simulation-
based non-malleability and indistinguishability-based non-malleability under the RCCA
environment by extending the standard definitions of non-malleability, and we proved that
these two proposed security notions and IND-RCCA proposed by Canetti et al. are all
equivalents (regardless of the size of plaintext space). Especially, by showing the equiva-
lence between the definitions of IND-RCCA and SNM-RCCA, where the latter is the most
strict notion of non-malleability for the RCCA setting, it becomes clear that it is sufficient
to prove IND-RCCA when giving a proof for the non-malleability against RCCA in the
most strict sense.

Since all the results presented in this chapter are for the PKE setting, simulation-based
and game-based formulations of NM-RCCA for the PRES setting are future work. Also,
clarifying the relationship among the security notion for PRES is one of the future works.
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Chapter 5

New Security Notion for Private
Information Retrieval Supporting
Range QQueries

5.1 Introduction

5.1.1 Background and Motivation

We dealt with information retrieval on encrypted data in Chapters 3 and 4. However,
there are also databases whose data is not encrypted. While the data itself might not
be private, the information regarding a client’s queries might be. For example, investors
searching for information regarding companies and stock prices, might involuntarily leak
their investment interests and intentions through their queries. It is conceivable that a
malicious data manager collects statistical data from the client’s queries and attempt to
exploit this information.

To prevent such attacks, private information retrieval (PIR) was proposed [73]. Using
PIR, a client can retrieve data from a database without the database server learning what
is being retrieved. A trivial way to achieve PIR would be for the client to download all data
from the database. However, since this trivial approach would incur communication cost
O(n) for the client, assuming the size of the database is n, this solution quickly becomes
unreasonable when we consider larger databases. Hence, a PIR scheme is required to have
communication cost lower than O(n).

The first PIR scheme was proposed by Chor et al. [73]. Their construction assumed that
many servers hold a replicated database, and that the servers do not communicate with
each other. A PIR scheme constructed under these assumptions is called a multi-server PIR
scheme. A PIR scheme relying on just a single server, which is technically more difficult to
construct, was first achieved by Kushilevitz and Ostrovsky [74]. After that, several works
on constructing single-server PIR and multi-server PIR schemes have been introduced,
gradually improving the communication cost of PIR [75, 76, 77]. However, while PIR
provides strong security guarantees, the standard definition of PIR only considers queries
that retrieve a single element, and do not consider other often used queries types, such as
basic range queries.
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In contrast, in the somewhat related area of encrypted databases, most schemes aim
at providing functionality approaching standard SQL, including range queries [78, 79].
However, note that even setting aside the problem of how data would be encrypted and
decrypted, an encrypted database would not address the privacy concerns considered in
a PIR scheme, as the aim is only to protect the confidentiality of the data against a
malicious server, and no attempts are done in these scheme to hide the access pattern
by clients. Furthermore, several attacks reconstructing the underlying data or partial
information about this, based on the functionality of encrypted database schemes, have
been discovered, e.g., attacks based on information leakage in searchable encryption [80],
and volume attacks based on observing only the volume of answers to the range queries [81,
82, 83].

An interesting recent scheme that provides a SQL-like functionality, but still aims at
preserving the privacy of client queries, is the private query scheme by Wang et al. [84].
While the scheme does not directly support unbounded range queries, by combining the
supported TOPK and COUNT queries of their scheme, we can implement the range query
functionality we consider in this paper. The scheme is based on a two-server setup, and
uses function secret sharing [12] to generate and respond to queries. Essentially, each
server will only receive a share of a function that extracts the relevant information the
client is interested in obtaining, and evaluate that share over his own copy of the database.
By the security property of function secret sharing, the server will not learn what function
is being evaluated, but correctness allows the client to combine the evaluation results from
the two servers, to obtain the output of the function. While Wang et al. [84] do not
provide any formal security models or security proofs for their construction, it is plausible
that their construction will satisfy our simple extension of PIR security to range queries,
defined in Section 5.2. However, it is relatively easy to see that the structure of their
scheme leaks the kind of queries a client is making, and for range queries, the number of
elements returned by the server. As discussed below, this can potentially be problematic
with respect to maintaining query privacy.

5.1.2 Our Contribution

In this chapter, we focus on PIR schemes that simultaneously provide strong security and
functionality beyond simple standard PIR. Specifically, we consider schemes supporting
range queries, which is one of the most frequently used queries for online data analytics [85,
86]. Only very few works seem to have a similar focus (Wang et al. [84] being an exception).
In addition to this, to the best of our knowledge, all query privacy preserving schemes that
do support some kind of range queries, are not formally shown secure.

Firstly, we formalize PIR schemes supporting both standard PIR queries as well as
range queries, and introduce corresponding security models. More specifically, we define
three security notions. The first notion captures ordinary PIR security i.e., when a client
request just a single element at a given position in the database (which we denote an index
query), the server(s) does not learn what element is being retrieved. The second notion,
which is a simple extension of the first notion to range queries, captures that when a client
request all database entries = satisfying a < x < b for chosen bounds (a,b), the server(s)
does not learn what elements are being retrieved i.e., the server cannot distinguish this
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query from any other range query containing the same number of elements. However, we
note that this notion might not be sufficient to protect query privacy in some scenarios. For
example, consider a simple database consisting of five elements; three distinct elements
(x,y,2) as well as two additional elements (2’,2”) identical to the third element i.e.,
z = 2/ = 2". For this particular database, any range query resulting in a three elements
response, can only have been for ranges including z, but not = or y; any query resulting
in two elements must have been for a range including x and y; and any query resulting in
a single element, must have been for ranges include either x or y, but not both. In other
words, the privacy of the range queries is almost completely lost, if the fact that a range
query is made, and the number of elements in the response, leaks to the server. This is the
case for the scheme by Wang et al. [84]. Furthermore, if additional information regarding
the distribution of queries a client is likely to make, is available to the server, deriving
what queries the client makes becomes even easier.

While this type of information leakage might seem inherent to range queries, we define
a third notion aimed at addressing this. This notion, which we call query indistinguisha-
bility, captures that the server(s) cannot distinguish between range queries and an appro-
priate number of independent index queries. This adds an additional layer of security,
in particular if multiple queries (ideally from multiple indistinguishable clients) are done
simultaneously. In other words, this notion ensures that the server(s) cannot detect range
queries (or the boundaries between different range queries), and that server(s) can only
obtain an overall estimate of the size of the data transferred in all queries by the client(s).
This can greatly reduce the ability of the server(s) to infer information about client queries.
We note that the definition of query indistinguishability addresses the structural informa-
tion leakage with respect to range queries, but, like most other cryptographic security
definitions, does not address temporal information leakage i.e. what servers might infer
from the timing of the queries made by the clients. In Section 5.3, we discuss ways to
address this.

Having defined the above three notions of security, we show that query indistinguisha-
bility implies the other two, i.e., schemes shown to satisfy query indistinguishability will
also satisfy ordinary PIR security as well as the simple extension to range queries. We then
show a simple generic construction of a PIR scheme satisfying query indistinguishability
from a standard PIR scheme. This scheme has a range query round complexity with a
multiplicative overhead of O(k 4 logn), where n is the size of the database and k is the
number of elements retrieved in the range query, compared to the underlying PIR scheme.
Lastly, we give a direct construction of a multi-server PIR scheme supporting range queries
based on function secret sharing. Our construction takes a similar approach to the pri-
vate query scheme of Wang et al. [84], but whereas the scheme from [84] is not formally
shown secure, and can potentially only achieve the simple extension of PIR security to
range queries, our construction is shown to satisfy query indistinguishability. In contrast
to the generic constructions, the round complexity of the direct construction is 24+ k. We
additionally implemented the client and server components of our scheme, and performed
various performance measurements. These show that the time required to process a range
query containing 50 elements from a database containing 7.5 million elements, is about
200 seconds. The details of this are discussed in Section 5.7.
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5.1.3 Related Works

Multi-server PIR Supporting Index Queries: Chor et al. [73] firstly proposed the
construction of information theoretically secure multi-server schemes. More specifically,
they proposed a 2-server scheme and a k-server scheme. Subsequent research has proposed
the ways to improve the amount of communication between the client and the servers [87,
88, 89, 90].

Chor and Gilboa [91] firstly proposed a computationally secure multi-server PIR scheme
from the quadratic residue problem. After their proposal, many computationally secure
multi-server PIR schemes are proposed from various assumptions [91, 92].

Table 5.1 below summarizes the results of existing studies on multi-server PIR schemes.

Table 5.1: Known results and efficiency for multi-server PIR schemes

Ref Servers | Communication Cost Security
GKG95 [73] 2 O(n'/3) Information Theoretical
BIKO05 [87] 2 O(n'/3) Information Theoretical
DG15 [88] 2 nO(v/loglogn/logn) Information Theoretical
GKG95 [73] k O(nl/*) Information Theoretical
Amb97 [89] k O(nTl—l) Information Theoretical
BIKRO02 [90] k =) Information Theoretical
CGI7 [91] 2 O(nf) (e >0) Computational

GI14 [92] 2 polylog(n) Computational

Single-server PIR Supporting Index Queries: Chor et al. [73] proved that the
information theoretical secure single-server PIR scheme always requires at least O(n)
communication cost between the client and the server. Therefore, the trivial way that
the client downloads all data from the server is optimal when we consider the informa-
tion theoretical secure single-server PIR scheme. Kushilevitz and Ostrovsky [74] firstly
proposed the computationally secure single-server scheme based on the quadratic residu-
osity assumption. After that, many single-server PIR schemes are proposed from various
assumptions [76, 93, 94, 77].

Table 5.2 below summarizes the results of existing studies on single-server PIR schemes.

Table 5.2: Known results and efficiency for single-server PIR schemes

Ref Communication Cost | Security Assumption
KO97 [74] O(n°) (e > 0) QR Problem
CMS99 [76] polylog(n) ® Hiding
GRO5 [93] log®n ® Hiding
DSH14 [94] logn Security of NTRU
DC14 [77] loglogn Security of BGV FHE

PIR Supporting Flexible Queries: While most PIR schemes support only index
queries, there are a few exceptions in the literature. Chor et al. [95] proposed a PIR scheme
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supporting keyword search queries. Tillem et al. [96] proposed a PIR scheme supporting
range queries, and Wang et al. [84], highlighted above, proposed PIR schemes providing
functionality approaching standard SQL, including range queries. We note that the latter
two works do not formally define security and provide security proofs. Furthermore,
neither of these schemes satisfy query indistinguishability, and it is unclear whether the
scheme by Tillem et al. even satisfies our simple security notion for range queries.

The concept of multi-query PIR proposed by Groth et al. [97] allows multiple elements
to be retrieved simultaneously. Groth et al. [97] gave an information-theoretic lower bound
on the communication of any multi-query PIR scheme, as well as a construction matching
this bound. We note, however, that in multi-query PIR, it is assumed that the client
knows the (possibly independent) indices of the elements to be retrieved, whereas, in a
range query, no such assumption is made. Hence, multi-query PIR schemes and PIR
schemes supporting range queries are not directly comparable.

Reducing Server-side Computation: The bottleneck in the execution of the PIR
protocol is the amount of computation on the server-side. It is known that when the client
and the server execute the PIR protocol, the server needs to perform O(n) computation,
where n is the size of the database. If the amount of computation performed by the server
is less than n, it means that the there is at least 1 bit that the server did not use to
compute the reply to the client. Then, the server can learn that the client is not interested
in those bits. Therefore, to maintain the privacy of the client’s queries, the server always
performs O(n) computation.

Beimel et al. [98] proposed a multi-server PIR with preprocessing scheme to reduce
server-side computation cost. Regarding the single-server scheme, Canetti et al. [99] firstly
proposed the preprocessing scheme. In addition to these studies, research on constructing
the preprocessing scheme to reduce server-side computation is continuing [100, 101].

5.1.4 Chapter Organization

The structure of this chapter is as follows. In Section 5.2, we define the syntax and
security models for multi-server PIR schemes supporting range queries, and in Section 5.3,
we discuss information leakage due to the timing of queries and how to address this. In
Section 5.4, we prove relations among the introduced security notions. In Section 5.5, we
show a generic construction of a PIR scheme supporting range queries from a standard PIR
scheme. In Section 5.6, we show our efficient constructions of a PIR scheme supporting
range queries using function secret sharing. In Section 5.7, we show experimental results
regarding the efficiency of our scheme. In Section 5.8, we conclude this chapter.

5.2 PIR Schemes Supporting Range Queries
Parameters. The following is a list of parameters we will use in this chapter:
e /: number of servers.
e n: size of the database (number of elements).

o V: size of each element.
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1D H Value

1 10
2 23
n—1 110
n 120

Figure 5.2.1: An example of database of size n: The elements in the database is sorted in

ascending order.

We denote probabilistic polynomial time algorithm by PPTA, denote PIR supporting
range queries by RQ-PIR. In this section, we define syntax and security models for PIR
schemes supporting range queries. In the following, we will treat a database as consisting
of an n-entry vector T = (x1,...,2p), and each entry as a V-bit integer. Furthermore,
we will assume that the entries in the database are sorted in ascending order i.e. it holds
that z1 < x9 < --- < x,. We attach an implicit ID to each item, and we set the ID of i-th
asi (i=1,...,n).

5.2.1 Model

Our notion of a RQ-PIR scheme supports two types of queries: index queries and range
queries. In an index query, the client specifies an index ¢ € [n], and obtains the ith entry
in the database i.e. x;. However, in a range query, the client specifies a range by values
a,b € N (a < b), and obtains all entries z; in the database satisfying a < x; < b. Note that
the client might be unaware of the indices j of the elements retrieved in a range query.

To capture interactive schemes, we define a RQ-PIR scheme via stateful algorithms.
Note, however, that we only require the client to maintain state. Specifically, only the
algorithms Index and Range defined below, which the client will run to make an index or
range query, respectively, will be stateful, whereas the algorithm Res run by the servers
to respond to the clients request, will be stateless.

(7, st') < Index(1*,an$, st): The Index algorithm is a stateful interactive algorithm run
by the client to execute an index query. The algorithm takes as input the security
parameter 1%, potential previous answers ané := (ansy,anss, . ..,ansy) from servers,
where ans; is the answer from server j, and state st. The algorithm outputs server
queries ¢ := (1,92, ---,q), and new state st’. The client sets the initial state to
st := {i}, where i is the index of the entry in the database he would retrieve, and
sets the initial ané < 1. When Index outputs ¢ = 1, it indicates termination of
the index query, and the client outputs st as the final output .

(7, st") < Range(1*,an$, st): The Range algorithm is a stateful interactive algorithm run
by the client to execute a range query. The algorithm takes as input the security
parameter 1%, potential previous answers ans := (ansy,ansa,...,ansy) from servers,
where ans; is the answer from server j, and state st. The algorithm outputs queries
7 = (q1,92, - - -, qe), and new state st’. The client sets the initial state to st := {a, b},
where a,b € Nja < b and [a,b] is the range that client wants to retrieve from
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database, and sets the initial ant « I> When Range outputs ¢ = I>, it indicates
termination of the range query, and client outputs st as a final output ¥.

ans; + Res(1*, 7, j,q): The Res algorithm is stateless and run by each server to respond
to the clients queries. The algorithm takes as input the security parameter 1%,
database Z, the identifier of the server j € [{], and query ¢ from the client, and
outputs answer ans;.

To simplify notation, we will often omit the security parameter 1* from the input
of the above defined algorithms. In addition to this, we will use Res;(Z,q) to denote
Res(1*,Z,7,q).

Based on the above algorithms, we obtain protocols for index and range queries by
respectively combining Index and Res, and Range and Res. We will use the following
notation regarding these:

(v, I>) < (Index, Resy, ..., Resy)(i,Z,...,&): This denotes the client running the Index
algorithm with input the initial state sto := {i}, and server j replying to each query
q; from client by running Res;(Z,q;), for all j € [¢], until the Index algorithm
halts. After completing the protocol, the client outputs y and each server receives

_no output (i.e. L).

(7, L) «+ (Range, Resi, ..., Resg)((a,b),Z,...,Z): This denotes the client running the
Range algorithm with input initial state sty := {a,b}, and server j replying to
queries ¢; from client by running Res;(&, g;), for all j € [¢] until the Range algorithm
halts. After completing the protocol, the client outputs ¢ and each server outputs
1.

For the above protocols, we will consider the transcript of an interaction between a
client and a server: for any j € [¢] and for any i € [n], we denote by Trans;((Index, Res1, . . .,
Resy) (3,2, ...,%)) the messages sent between the client and server j when executing the
above defined protocol for retrieving the database entry for index i (held by the client).
Likewise, for any j € [¢] and for any a,b € N, we denote by Trans;((Range, Res1, ..., Resy)
((a,b),Z,...,%)) the messages sent between client and server j during the execution of the
above defined protocol for retrieving values in the range [a, ).

5.2.2 Security Definitions

We will now define three security models for PIR schemes that support index queries and
range queries. In all of these models, we assume that serves do not collude, and there is
a secure channel between the client and each server.

At first, we define security of index queries for RQ-PIR schemes. This security notion
is equivalent to the computational notion normally considered for standard (multi-server)
PIR, and captures that the servers do not learn anything regarding the element being
retrieved in the index query.

Definition 19. A RQ-PIR scheme provides secure index queries if for all A € N, for any

database & = (x1,...,xy) of size n, for any server m € [¢], for any indices i,j € [n], for
any PPTA distinguisher D,

| Pr[D(View;") = 1] — Pr[D(View]") = 1]|
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1s negligible, where
View;' < {Trans,,((Index, Resi, ..., Resy)(k,Z,..., X)), &, r}

for k € {i,7}, and where r is the randomnesses used by server m during the execution of
the protocol.

We now define a simple extension of the above security notion aimed at capturing
security of range queries. This security notion captures that the servers do not learn the
bounds (a,b) of the range query, and what elements are being retrieved via an indistin-
guishability requirement: any server should be unable to distinguish two different range
queries as long as the number of elements in the query is the same.

Definition 20. A RQ-PIR scheme provides secure range queries if for all A € N, for any
database ¥ = (x1,...,2,) of size n,for any server m € [{], for any bounds a,b,c,d € [n]
such that |{z; | a < x; < b} = |{x; | ¢ < a; < d}| =k, for any PPTA distinguisher D,

| Pr[D(View,',) = 1] — Pr[D(View, ;) = 1]|
1s negligible, where
Viewp, 5, < {Trans;,({(Range, Res1, ..., Resg)((ho, h1), T, ..., %)), 7,1}

for (ho,h1) € {(a,b),(c,d)}, and where r is the randomnesses of server m during the
execution of the protocol.

While Definition 20 above intuitively guarantees the security of range queries, this
security notion does not guarantee that the type of query being made, or the number of
elements in a range query, are hidden. As discussed in the introduction, that might lead
to the privacy of range queries being compromised. Thus, a stronger security notion is
desirable.

Hence, we define query indistinguishability of a RQ-PIR scheme aimed at addressing
this. This security notion captures that the servers cannot learn whether the client is
performing a range query or a number of independent index queries for a set of arbitrary
unrelated set of entries in the database.

Definition 21. A RQ-PIR scheme provides query indistinguishability if there exists a
polynomial time computable function f: N — N such that for all X € N, for any database
T = (x1,...,xy,) of size n, for any server m € [{], for any bounds a,b € N, for any st of
indices i1, .. .15y € [n] where k = [{x; | a < x; <b}|, for any PPTA distinguisher D,

| Pr[D(View,",...) = 1] — Pr[D(View] ;...) = 1]|

range index
1s negligible, where

View . < {Trans,,((Range, Resy, ..., Res;)((a,b),Z, ..., X)), Z,r},

range

and
m

Viewn e, — View, || - - [|View; .,

where Views < {Transy,((Index, Res1, ..., Res)(k,Z,..., 7)), Z,r}, and s € {i1,...,ipp)}
and r is the randomnesses of server m during the execution of the protocol.
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Note that while Definition 21 guarantees that database server(s) cannot detect range
queries (or boundaries between these) from the queries alone, the definition by itself does
not address information derived from the timing of queries. In Section 5.3, we discuss
ways to address this.

5.3 Discussion

In both the introduction and in Section 5.2, it was highlighted that the definition of
query indistinguishability addresses the structural part of the problem of hiding range
queries, but does not, by itself, address information leakage due to the timing of queries.
Furthermore, it was left open how to take advantage of multiple clients accessing the same
server. In this section, we will provide an informal discussion of this.

Query indistinguishability guarantees that the server(s) cannot tell from the queries
alone, whether a client makes a set of index queries, a single or multiple range queries,
or a combination of these. However, under the assumption that a client will always wait
a certain amount of time between each query, and that the individual steps that range
queries are comprised of, are executed immediately, the server(s) will be able to infer from
the timing of the queries whether a range query is being made or not, and potentially the
amount of data transfer in the range query.

To address this, clients might adopt a number of different countermeasures. The
perhaps simplest of these, is for the client to adopt a constant query rate, in which all
index queries and each step of range queries, are executed at a constant rate. Additionally,
adding dummy queries to maintain the query rate in between real queries will eliminate
information leakage due to the timing of queries. However, the drawback of this approach
is that if the query rate is high, dummy queries might cause a significant overhead for
servers, as these would have to be processed like ordinary queries, and if the query rate
is low, a delay with respect to the completion of range queries will be introduced, which
might be significant if large amounts of data are retrieved.

A different approach is to group queries from different clients via a mechanism that will
hide from the server which queries belong to which clients. This will leave the server(s)
unable to analyze the query pattern of individual clients, and given a sufficient number of
clients generating various queries, this can prevent the server from inferring what type of
queries clients are making.

An easily conceivable but naive approach to this, is to use a proxy server for queries.
The clients submit their queries to the proxy server, which will group queries for a given
time interval, and then forward these to the database server. When the database server
responds, the proxy server would forward the appropriate responses to the appropriate
clients. Note, however, this merely moves the problem of protecting query privacy from
the database server itself to the proxy server. While a proxy server without access to the
database itself might be able to infer less about the queries made by clients, it would still
be able to detect whether or not range queries are made, and estimate the amount of data
being retrieved.

A potential way to resolve this issue, is to use an approach similar to mix networks
(e.g., the Tor network [102]). In a mix network, the origin of a message is disguised by
routing it through various mixing servers, and each intermediate server will not be able
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to determine the source of the message. Note, however, that to avoid the same issue that
arose when using a proxy server, the client must distribute their index queries and range
query steps across different entry nodes in the mix network. In order to maximize the
number of mixing servers and entry points, it is conceivable that each client would act as
a mixing server, and randomly distribute his own queries among all participating clients
and servers, who would then route the queries through the mix network to the database
server. This is very similar to the approach taken in user-private information retrieval
(UPIR) [103]. In UPIR, multiple clients form a P2P network with a shared memory, and
the clients forward each other’s queries to the database, thereby preventing the database
from learning the identity of the user who sent a particular query. A full analysis of this
type of construction is outside the scope of this paper, and is left as future work.

Lastly, note that query rate limitation and mixing of client queries can easily be com-
bined.

5.4 Relation Among Security Notions

In this section, we prove implications among the security notions introduced above. Specif-
ically, we prove that query indistinguishability implies secure index queries, as well as
secure range queries.

Theorem 15. If RQ-PIR scheme 11 provides query indistinguishability, then 11 provides
secure range queries.

Proof. For all A\, for any database ¥ = (x1,...,x,) of size n, for any m € [¢], for any
a,b,c,d € [n] such that [{z; | a < z; <b}| = [{x; | ¢ < d < b}| =k, we consider a PPTA D
against the security for range queries in RQ-PIR scheme II. The advantage of D is defined
by

Advpytf© = |Pr[D(Viewg),) = 1] — Pr[D(Viewy);) = 1]|.
To obtain a proof, we use a sequence of games (Game 0 to Game 2).

Game 0: This game corresponds to the client and servers running (Range, Res1, . .., Resy)
((a,b),2,...,2).

Game 1: This game corresponds to the client and servers running (Indez, Resy, . .., Resy)
(i1,%,...,7),...,(Index, Resy, ..., Resg)(if), L, ..., ¥), where k := [{z; [ a < x; <
b}| and i1, ..., i) are chosen randomly from [n].

Game 2: This game corresponds to the client and servers running (Range, Resy, ...,
Resy)((c,d), @, ..., %).

For all r, we denote by View," the view for server m generated in Game 7.

Lemma 16. If RQ-PIR scheme Il provides query indistinguishability, then for any r €
{1,2} and for any PPTA B, it holds that the difference between the probability that B
outputs 1 in Game r — 1 and r is negligible.
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Proof. We consider a PPTA B who distinguishes View;" ; from View;", and denote the
advantage of B by

Advi 1 = | Pr[B(View)") = 1] — Pr[B(View," ;) = 1]|.

Then, since View;" and Viewsy' are same as View,, in the definition of query indistin-

range

guishability, and View]" is same as View]. we can see B as an adversary against query

index’
indistinguishability for II. Thus, we can conclude

Adv’"&n = | Pr[B(View,") = 1] — Pr[B(View" ;) = 1]|
is negligible. O
By using Lemma 19, we can derive

]Pr[D(Vieme) = 1] — Pr[D(View; ) = 1]

< Z | Pr[D(View;" ;) = 1] — Pr[D(View,") = 1]|

O]

Then, we prove that query indistinguishability implies secure index queries. To show
this implication, we introduce the security notion of secure index queries for sets. At first,
we prove that query indistinguishability implies secure index queries for sets, and then
show that index queries for sets implies secure index queries.

Definition 22. A RQ-PIR scheme provides secure index queries for sets if for all A € N,
for any database T = (z1,...,xy,) of size n, for any server m € [{], for any set of indices
i = (T1yy- - ,ilk),fg = (i9y,--.,19,) € [n]¥, for any PPTA distinguisher D,

| Pr[D(View;) = 1] — Pr[D(View;,) = 1]

1s negligible, where

View;' < {Trans,,((Index, Resi, ..., Resy) (i, , T, ..., X)), Z,r1}H| -
[|{Trans,,({Index, Resy, ..., Rese) (i, , &, ..., &)), T, Tk}
for t € {1,2}, and where ri,...,ry is the randomnesses used by server m during the

execution of the protocol.

Theorem 16. If RQ-PIR scheme 11 provides query indistinguishability, then 11 provides
secure index queries for sets.

Proof. To obtain a proof, we use a sequence of games (Game 0 to Game 2).

Game 0: This game corresponds to the client and servers running (Indez, Resy, . .., Resy)
(11,,Z,...,Z)||-- - ||({Index, Resq, . .., Resy)(i1,,Z, ..., T).
Game 1: This game corresponds to the client and servers running (Range, Resy, . .., Resy)

((a,b),@,...,Z) such that |{z; | a < z; <b}| =k.
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Game 2: This game corresponds to the client and servers running (Indez, Resy, ..., Resy)
(i2,, @, ..., Z)||---||(Index, Resx, . .., Resy) (i, , T, ..., T).

For all r, we denote by View," the a view for server m generated in Game r.

Lemma 17. If RQ-PIR scheme 11 provides query indistinguishability, then for any r €
{1,2} and for any PPTA B, it holds that the difference between the probability that B
outputs 1 in Game r — 1 and r is negligible.

Proof. We consider a PPTA B who distinguishes View;" ; from View;", and denote the

T

advantage of B by

Advg ;= | Pr[B(View]") = 1] — Pr[B(View;" ;) = 1]|.

m

¥ . m . m ) :
Then, since View;' and Views;' are same as View; ,

in the definition of query indistin-

m
range’

indistinguishability for II. Thus, we can conclude

guishability, and View]" is same as View we can see B as an adversary against query

Advi 1 = | Pr[B(View,") = 1] — Pr[B(View;" ;) = 1]|

is negligible. O
By using Lemma 20, we can derive
| Pr[D(View!") = 1] — Pr[D(Viewy') = 1]|

< 3" PD(View;") = 1] - Pr{D(View") = 1]

O

Theorem 17. If RQ-PIR scheme Il provides secure index queries for sets, then 11 provides
secure index queries.

Proof. For all A, for any database & = (z1,...,xy) of size n, for any m € [¢], for any
i,7 € [n], we consider a PPTA D against the security for index queries in RQ-PIR scheme
II. The advantage of D is defined by

Adv%‘%ew = | Pr[D(View;") = 1] — Pr[D(View") = 1]|.

To obtain a proof, we use a sequence of games (Game 0 to Game 1).

Game 0: This game corresponds to the client and servers running (Indez, Resy, . .., Resy)
(i1, %,...,%)||(Index, Resy, ..., Resy)(i2, X, ..., D)|| - - - ||(Index, Resy, ..., Resy) (ik, T,

7).

Game 1: The difference from Game 1 is that client and server runs (Index, Resy, . .., Resy)

8y

(¢),Z,...,%) at first instead of runnning (Index, Resi, ..., Resy)(i1,Z, ..., T).
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B(View™)

Let View™ := {Trans,,({(Index, Res1, ..., Resy)(j1,Z,...,T)), Z,r1}|| - -
||{Trans,,((Index, Resy, ..., Resy)(ji, T, ..., X)), T, 1L}

b < D({Trans,,((Index, Res1, ..., Resy)(j1,Z, ..., %)), &, r1})

output b

Figure 5.4.1: Construction of B in Theorem 17

For all r, we denote by View," the a view for server m generated in Game r.
We construct B who distinguishes Viewj' from View]" who internally uses D as in
Figure 5.4.1. We denote the advantage of B as

Advz’ej{indew = ’PI‘[B(VIGW()TL) = ]_] — PI‘[B(VIGWT) = ].”

By construction, B simulates View;" for D for a server m when B receives View('.
Moreover, B outputs 1 only when D outputs 1. Thus, the probability that B output 1 in
the Game 0 is equal to Pr[D(View;") = 1]. Likewise, the probability that B output 1 in
the Game 0 is equal to Pr[D(View]") = 1]. Therefore, we can obtain that

Advisder = | Pr[D(View]") = 1] — Pr[D(View!") = 1]|

_ set—index

= Advgy .
Since we assume II provides secure index queries for sets, we can conclude Advii%® is
negligible. O

From Theorem 16 and 17, we can derive following theorem.

Theorem 18. If RQ-PIR scheme 11 provides query indistinguishability, then 11 provides
secure index queries.

Since we proved that query indistinguishability implies both secure index queries and
secure range queries, it is enough to prove the query indistinguishability when we give
the proof of security for RQ-PIR schemes. However, if the query indistinguishability is so
strong notion that it is unattainable, then the above discussion becomes meaningless. In
Sections 5.5 and 5.6, we give the constructions of RQ-PIR schemes that actually satisfy
query indistinguishability.

5.5 Generic Construction of RQ-PIR from PIR

In this section, we give a generic construction of the RQ-PIR scheme from a PIR scheme
that supports only index queries. Let ¥ = (Index, Resy, ..., Resy) be a PIR scheme that
provides secure index queries. We give a simple generic construction of a RQ-PIR scheme
II from 3.

II simply uses the index query algorithm provided by the underlying ¥: for index queries,
and we omit the description of this. Likewise, II uses the response algorithms from ¥, and
we omit the description of these as well. However, how range queries are implemented
does not follow immediately, and care must be taken to avoid these leaking information.
We firstly discuss the intuition of our construction, and then provide the full details.
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Note that when a client sends a range query, he does not know the indices corresponding
to the elements he would like to retrieve. Thus, to retrieve these elements using ¥, he
needs to obtain the relevant indices first. To do this, we use binary search. However, if
binary search is used naively, it might terminate in less than logn rounds, which will leak
information regarding the search, and prevent us from showing query indistinguishability,
as the query size of range queries for a given number of elements is required to be constant.
To prevent this, we adjust the communication rounds by sending dummy queries.

After the client has run binary searches for the bounds defining the range query, he
obtains the corresponding indices. However, when the database contains elements with
the same value, it is not guaranteed that the indices the client obtained cover all elements
in the range. To address this, the client will query additional elements on either side of
the obtained indices, until elements outside the desired range is obtained.

In the following, [a,b] denotes a range query specified by the client.

Range(an$, st) :

e Using binary search, the client searches for an index ¢ such that x; = a, by
appropriately setting the queries 7, processing the corresponding m, and
updating st. Each query in the search is done using Index from X. The client
additionally maintains a counter ¢ during this execution, which represents the
total number of queries made. If the index ¢ is found, but ¢ < logn, the client
chooses random index i’ € [n] and runs additional Index queries for i’ until
c = logn.

e Then, if z; > a, the client runs Index queries for ¢ — k for £ = 1,2, ... until he

retrieves an element such that x;_j» < a (i.e. i —k + 1 is the smallest index of
the elements with value a).

e The client then searches an index j such that x; = b, using binary search as
above.

e Then, if z; < b, the client runs Index queries for j +¢ for t = 1,2, ... until he
retrieves an element such that x4 > b (i.e. j —t' — 1 is the largest index of
the elements whose value is b).

e Finally, the client generates index queries for ¢+ 1 to j — 1. Since the elements
in the range from ¢ — &’ +1 to ¢ and j to j +t — 1 have already been retrieved,
the client obtains all elements within the range [a, b].

Regardless of the type of queries executed by the client, only Index queries from ¥ is
used when communicating with the server. In addition to this, when the client submits
a range query, the number of elements retrieved is always k 4+ 2 4+ 2logn, where k is the
number of elements within [a, b]. Hence, the following theorem easily follows.

Theorem 19. The RQ-PIR scheme Il above provides query indistinguishability.

5.6 Construction of RQ-PIR Scheme from FSS

In this section, we give a construction of a two-server RQ-PIR scheme using function secret
sharing. After that, we give a security proof for our construction. Our construction is more
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efficient than the scheme described in Section 5.5 in terms of communication complexity
and the number of communication rounds.

5.6.1 Construction of Two-server RQ-PIR Scheme

We construct a two-server RQ-PIR scheme II = (Index, Range, Res). Our construction
is based on function secret sharing and we take a similar approach to the private query
construction of Wang et al. [84]. While the scheme from [84] can be used for range queries
as highlighted in the introduction, the scheme allows the server to distinguish whether the
query from the client is an index query or range query. Our construction avoids this issue
by computing a server response that the client can simultaneously used for both index
and range queries, which leads to the server being unable to distinguish which query it
receives. Our constructions of Index, Range, Res; (j € {1,2}) are as follows:

I ndew(m, st) : This algorithm is stateless besides the initial state st = i indicating the
index i to retrieve, and allows a one-round index query protocol.

e On input st = i, the client computes (fi, fo) < Gen(1*, f), where

fz) =

1 7—-1<x<i+1
0 otherwise.

The client then output (¢, st’') = ((f1, f2), L), implying that f; is sent to server
1 and f2 to server 2 in the protocol.

e On input answers ané = ((a1,1,a1,2), (a2,1,a2,2)) from server 1 and server 2
(and state st = L), the client computes y <— a1 2 + ag,2, and outputs (g, st’) =
((L,1),y) indicating termination.

Range(m, st) : During the range query protocol, the client maintains state information
st == {st1, sto, st3, st4}, and initial state is st := {{a,b},{}, L, {}} where a and b are
the bounds in the range query.

e On input st; = {a, b}, the client computes (f1, fo) < Gen(1?*, f), where

f(a:):{l O<zx<a

0 otherwise.

The client then outputs (7, st') = (1, f2), {{b}, {}, L, {}}), indicating that fi
is sent to server 1 and f5 to server 2 in the protocol.

e On input st; = {b} and ant = ((a1,1,a12), (a2,1,a2,1)) from server 1 and server
2, the client computes y < a1,1 + a2,1 and start index s < y + 1, and updates
the state st = {{},{s}, L,{}}. After that, the client computes (g1, 9g2)
Gen(1?, g), where

1 O0<z<b+1
g(z) = ,
0 otherwise.

Finally, the client outputs (¢, st’) := ((g1, 92), st), indicating that g; is sent to
server 1 and g9 to server 2.
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e On input st; = {}, sto = {s}, and ané = ((a1.1,a12), (a1, az52)) from server 1
and server 2, the client computes y' < a1 + az,1, sets the end index ¢ < ¥/,
computes the number of elements in the range k + ¢ — s, and updates the state
st = {{},{s,t}, k}. After that, client computes (h1, ho) < Gen(1*, h), where

h(z) =

1 t—-1<ax<t+1
0 otherwise.

The client outputs (q, st’) := ((h1, ha), st), indicating that hy is sent to server
1 and hs to server 2.

e On input st; = {}, sto = {s,t}, sts # 0, and ant = ((a11,a1,2), (az,1,a22))
from server 1 and server 2, the client does the following:
The client computes y <— a1,2 + az2, stz = st3 — 1, sty = st4||y. After that, the
client computes (h}, hy) < Gen(1*, 1), where

1 st3—1<xz<stg+1
h’(w):{ K ’

0 otherwise.

The client outputs (q, st’) := ((h}, hY), st), indicating that h] is sent to server
1 and hj, to server 2.

o On input st; = {}, stz = {s,t}, st3 = 0, and ané = ((a} 1, a},), (ah,ah,))
from server 1 and server 2, the client computes y < a} 5 + a5 5,5t4 = st4||y, and
outputs (¢, %) := ((L, L), sts), indicating termination.

Resj(Z, fj): In the above algorithms, the client sends a share of a function f; to server j.
Upon receiving this, the server computes a1 = > .y fi(x:), ajo = >y fi(0) - 4,
and sends these to the client. Note that the server response is the same whether the
query from the client is a range query or an index query. Note also that the Res
algorithm is deterministic.

In the following, we prove security of our RQ-PIR scheme II. Since query indistin-
guishability implies secure index queries and secure range queries (as shown in Section 5.4),
we only prove query indistinguishability. The main idea of the security proof is to use the
security of the F'SS scheme to gradually change the function shares sent from the client to
the servers, transforming a range query into an appropriate number of index queries.

Theorem 20. If FSS scheme FSS = (Gen,Eval) is secure, then RQ-PIR scheme II
provides query indistinguishability.

Proof. For the function f(x) := x4+ 2,for all A, for any database & = (x1,...,x,) of size n,
for any m € [2], for any a,b € [n], for any i1, ...if4) € [n] where k = [{z; | a < 2; < b},
we consider a PPTA D against query indistinguishability in RQ-PIR scheme II. The
advantage of D is defined by

Advist = | Pr[D(View]L, ,.) = 1] — Pr[D(View]!4.,) = 1]|.

range index

m

range,, Can be

Since the Res algorithm in our RQ-PIR scheme II is deterministic, View
written as

{Trans,,((Range, Res1, Res2)((a,b), Z, %), &} = {(q,a), T},
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where [{z; |a < x; <b}| =k, 7= (q1,.-.,qk+2) and the i-th element in ¢ is a query for
server m generated from some function f; by the client, and @ = ((a1,1,a12), ..., (ak+2.1,
ap4+22)) and (a;1,a;2) is the reply from server m for query g;.

To obtain a proof, we use a sequence of games (Game 0 to Game k + 2).

Game 0: This game corresponds to the client and servers running (Range, Resi, Ress)
((a,b), %, X).

Game r (1 <r <k+1): The difference from Game r — 1 is that ¢,_; is replaced with
q,._, where ¢|._; is a function share for server m generated from a function f,_1(z) =
{1 i1~ 1<z <ipr+1

0 otherwise

Game k + 2: This game corresponds to the client and servers running (Index, Res;, Resa)
(ir, 2, %) for r =1,..., f(k).

For all r, we denote by View!" the view for server m generated by the experiment
Game r.

Lemma 18. If F'SS scheme FSS = (Gen, Eval) is secure, then for any 1 < s < k+2 and
for any PPTA B, it holds that the difference between the probability that B outputs 1 in
Game s — 1 and s is negligible.

Proof. We consider a PPTA B who distinguishes View;" ; from View;", and denote the

T

advantage of B by
Advi 11 = | Pr[B(View)") = 1] — Pr[B(View;" ;) = 1]|.

Then, we construct an adversary A against FSS who uses B internally as shown in
Figure 5.6.1.

By the construction of A, A simulates View;" ; for B when A receives a function share
of f¥ in the FSS security experiment. Moreover, A outputs 1 only when B outputs 1.
Thus the probability that A outputs 1 in the experiment that A receives a function share
of f0is equal to Pr[B(View™ ;) = 1]. Likewise, the probability that A outputs 1 in the
experiment that A receives a function share of f! is equal to Pr[B(View!) = 1]. Therefore,
we obtain

AdvTBJ—I = | Pr[B(View)") = 1] — Pr[B(View," ;) = 1]| = Adv;gg(l)‘,.A).

Since we assume FSS is secure i.e. that Advrss(1*,.A) is negligible for all PTTA A, we
can conclude Advp 1 is negligible. O

By using Lemma 18, we can derive

| Pr[D(View,",...) = 1] — Pr[D(View] ;...) = 1]|

range index
k+2
<> [Pr[D(View" ) = 1] — Pr[D(View!") = 1|
r=1
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A1(1)‘)
Send f0:= f,_1 and f!:= f._; to challenger,
where f,_1 is the r — 1-th function used in the range protocol for [a, b],

and fl(x) = {

Output st := ({(a,b), (i1, ... i)} T)
.Az( SwSt)
Let st := {(d', V'), (), ... ,z"f(k)),x_"’}
Compute s = Y, fh(a7),s" = Y21y fo (i) -
Run (y1lyell- - |lyr+2) < Transy,((Range, Resi, Resa)((d, V), @/, a')),
where y; :== qt||as1||ar for t =1,...,k+2
Foru=1tor—2
(@ @15 @, 0) = Transy, ((Index, Resy, Reso)(iy, @', 7))

1 1 —1<ax<tp_q1+1

0 otherwise.

View — {511 1ol oIl F2lsl1s el llgns2): 23,
where v, := qy|ay, 1||ay, o forw=1,...,r—2

b« B(View)

Output v/

Figure 5.6.1: Construction of A in Lemma 18

Efficiency We summarize the efficiency of the FSS-based RQ-PIR scheme in Figure 5.6.2,
and compare this to the generic constructions from Section 5.5. The RQ-PIR scheme
requires a FSS scheme for interval functions, and the most efficient among these was
proposed by Boyle et al [13]. Specifically, let G : {0,1}* — {0.1}>**2 be a PRG, and
fap : G™ — G°U be an interval function. Then, in their construction, the key size (i.e.
the size of the query sent in one round from the client to the servers in the RQ-PIR scheme)
is 8m - (A +1) +2ml+ 2\, and the size of the evaluation (i.e. the size of the response from
servers to the client) is ¢, where m = [log, |G'"|] and ¢ = [log, |G°"].

We note that for range queries in particular, the generic construction is less efficient,
both in terms of communication cost and the number of communication rounds, compared
to the FSS-based construction.

5.7 Experimental Results

We implemented the client query generation and server response computation of our RQ-
PIR scheme in C++ using FSS library [104]. In our evaluation, we used a server with a
10-core Intel(R) Xeon(R) CPU E5-2640 v4 @ 2.40GHz and 130 GB of RAM. As client,
we used a 1.3 GHz Intel Core i5 machine with 8 GB of RAM.

5.7.1 Evaluation

Our evaluation was done using a databases with elements consisting of 24-bits integers,
and a total database size of 5, 7.5 and 10 million elements. We measured the overall time
of generating client queries and server responses in our scheme for range queries retrieving
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Generic Construction | F'SS based Construction
Com. Cost Index CCpir CCfss
Rounds Index CTpir 1
Com. Cost Range | O(ccpir - (k + logn)) (k4 2) - cepss
Rounds Range O(crpir - (k +1logn)) (k+2)

Figure 5.6.2: The figure above shows the efficiency of the RQ-PIR schemes from Sec-
tion 5.5 and 5.6 in terms of communication cost and round complexity of the underlying
PIR and FSS schemes, respectively. We denote communication cost by Com. Cost, and
the communication cost of the PIR and FSS schemes cc,; and ccygg, respectively. The
communication costs for the client and the servers are obtained simply by using the cor-
responding values of ccpr and ceygss (n0te that ceypss corresponds to a FSS evaluation key
when considering the communication cost of the client, and a F'SS evaluation result when
considering the communication cost of the servers). We denote the round complexity by
Rounds, and the round complexity of the PIR scheme by crp;,. The parameter £ represents
the number of data entries in the database hit by the range query.

10, 50 and 100 elements from the database. In addition to the above, we noted the size of
the query that the client generates and the size of the response from servers.

In our implementation, in each communication round between client and servers, the
client generates a query of size 144 bytes, whereas the size of the response from each server
is 8 bytes. Since our RQ-PIR scheme requires k 4+ 2 rounds of communication when the
client makes a range query, the total communication cost for the client is 144 - (k + 2)
bytes per server, and each server needs to generate and send responses with a total size of
8- (k+2) bytes, where k is the number retrieved from the database by the range query. In
our particular network setup, in which the client connected to the server via a Wifi router,
the total round trip time for the client to send 144 bytes of data to the server, and the
server to respond with a 8 byte response, was 24 ms.

The client side computations in each round consists of generating the keys for the func-
tion secret sharing, and retrieving and combining the values from the servers’ responses.
Our measurements show that those computations take less than 1 ms per communication
round for the client to perform. In contrast, our measurements showed that the server side
computation took several orders of magnitude longer to execute, even for our smallest test
case. Hence, almost the entire execution time is occupied by server side computations,
which is the most important factor when considering practicality.

Figure 5.7.1 shows the experimental results of the server side computation time during
the execution of the protocol. Note that our scheme was implemented to perform parallel
processing of the database on the server side to accelerate the protocol execution. In
particular, the server used 20 threads when running the experiments.

5.8 Conclusion

An increasing number of applications and services rely on remotely stored data. While
the data itself might not be private, the information regarding a client’s queries might be.
Using PIR, a client can retrieve data from a database without the database server learning
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Figure 5.7.1: Experimental result of server side computation time: n denotes the database
size, and k denotes the number of element that client retrieves from database by range
query.

what is being retrieved.

Although many PIR schemes have been proposed in the literature, almost all of these
focus on the retrieval of a single database element, and do not consider more flexible re-
trieval queries such as basic range queries. In addition to this, to the best of our knowledge,
all PIR schemes that do support range queries, are not formally shown secure. Indeed, we
pointed out that the existing PIR scheme supporting range queries leaks the information
of clients’ queries in some cases. In this chapter, we formalized a security model for PIR
schemes that supports range queries and gave the construction of a secure multi-server
scheme based on function secret sharing.

To show the usefulness of the proposed scheme in practical applications, we gave an
implementation of the proposed scheme and measured its performance. This result showed
that our proposed scheme is comparable to existing schemes.
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Chapter 6

PIR Supporting
Multi-dimensional Range Queries

6.1 Introduction

6.1.1 Background and Motivation

In Chapter 5, we gave new security notions and constructions of the PIR scheme supporting
basic range queries on one-dimensional databases. However, those results are not sufficient
when considering the practical use of PIR. This is because the databases used in the real
world are not one-dimension but often more complex structures. While simple range
queries is a step in the right direction, we need to consider more complex databases and
more complex queries to support real-world applications. For example, multi-dimensional
range queries are an extremely common part of many workloads [105], and the construction
of PIR schemes supporting multi-dimensional range queries is an important step to bridge
the gap between the PIR as an academic research topic and real-world applications. Some
efforts towards this goal have been made. For example, Splinter, a private query system for
public datasets by Wang et al. [84], supports a subset of typical SQL-like queries, including
multi-dimensional range queries. Also, Boyle et al. [13] stated that multi-dimensional range
queries are possible by using the function secret sharing scheme they proposed, although
but they did not give a concrete construction and a formal security analysis.

However, a common problem with all of the above works is that the structure of the
proposed schemes leaks the kind of queries a client is making, and for range queries, the
number of elements returned by the server. We emphasize that the number of elements
matched by a range query can leak much information regarding the query a client is
making, and it is not hard to see that in some cases, this will reveal exactly what elements
the client retrieves. Furthermore, none of the above mentioned works formalize security for
range queries or provide a formal analysis for this type of queries, which leaves it unclear
what kind of security the proposed schemes provide.

It might seem that information regarding the number of elements retrieved in a range
query must inherently leak unless the trivial approach of downloading the entire database
is employed. However, we proposed security notions for PIR schemes supporting range
queries as well as concrete constructions, which aim at addressing this in Chapter 5.
More specifically, we introduced the notion of query indistinguishability which informally
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requires that the PIR servers cannot distinguish between the different types of queries
made by the client. Furthermore, this notion implies that, within a stream of queries,
the servers cannot determine the boundaries between queries, and when combined with
appropriate mixing of queries from different users, this holds the promise of hiding even
the number of elements retrieved by each individual user. However, the notions and
constructions in Chapter 5 are restricted to one-dimensional range queries.

6.1.2 Our Contribution

In this chapter, we extended the results in Chapter 5. Most of the existing PIR schemes
consider searching simple one-dimensional databases and the supported query types are
often limited to index queries only, which retrieve a single element from the databases.
However, most real-world applications require more complex databases and query types.

We build upon the notion of query indistinguishability in Chapter 5, and formalize
query indistinguishability for multi-dimensional range queries. More specifically, we pro-
vide four security notions for the PIR scheme supporting multi-dimensional range queries.
Furthermore, we clarify the relationships among these security notions. We then give a
construction of a secure multi-server scheme based on function secret sharing. This is
the first instantiation of a PIR scheme supporting multi-dimensional range queries while
being capable of hiding the type of query being made and, in the case of multi-dimensional
range queries, the number of elements retrieved in each query, when considering a stream
of queries.

6.1.3 Related Works

While most PIR schemes support only index queries, there are a few exceptions in the lit-
erature, as stated in Chapter 5 (See Subsection 5.1.3). Wang et al. [84], highlighted above,
proposed PIR schemes providing functionality approaching standard SQL, including multi-
dimensional range queries. It seems that their scheme supports multi-dimensional range
queries. However, their scheme leaks the information of clients’ queries in some cases, and
they did not formally define security and provide security proofs.

6.1.4 Chapter Organization

The structure of this paper is as follows. In Section 6.2, we define the syntax and security
models for multi-server PIR schemes supporting multi-dimensional range queries, and in
Section 6.3, we prove relations among the introduced security notions. In Section 6.4, we
show our constructions of a PIR scheme supporting multi-dimensional range queries using
function secret sharing. In Section 6.5, we conclude the paper.

6.2 PIR Schemes Supporting Multi-dimensional Range Queries

Parameters. The following is a list of parameters we will use in this chapter:
e /: number of servers.

e n: size of the database (number of records).
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0 1 e s—1 S
ID || Age ‘ ‘ Weight ‘ Height ‘
1 10 | --- 40 140
2 19 | --- 60 170
n—14 12 | --- 50 150
n 25 | .- 70 170

Figure 6.2.1: An example of s dimensional database of size n

e s: dimension of the database.
o V}: size of each field in i-th dimension (i =1,...,s)

We denote PIR supporting multi-dimensional range queries on multi-dimensional
databases by MDRQ-PIR. In this section, we define syntax and security models for MDRQ-
PIR schemes. In the following, we will treat a s-dimensional database with n records as an
n-entry vector 7 = (recy,...,recy), where each rec; consists of s values i.e. we view each
entry rec; as (recj1,...,recis), and let Vj (j =1,...,s) be the bit-length of the jth entry
i.e. rec;; € {0,1}"5 for all i € [n]. We attach an implicit ID to each record corresponding
to its row number by setting rec;o =4 (i = 1,...,n). An example database is shown in
Figure 6.2.1.

Note that the syntax and security models given in this section are easily applicable to
PIR schemes supporting basic one-dimensional range queries (i.e. this corresponds to the
case s = 1). However, unlike the case of Chapter 5, we do not assume the elements in the
databases are sorted. Therefore, the model of PIR scheme supporting basic range queries
in Chapter 5 is a special case of the model defined in Subsection 6.2.1.

6.2.1 Model

Our notion of an MDRQ-PIR scheme supports two types of queries: index queries and
multi-dimensional range queries. In an index query, the client specifies an index i € [n],
and obtains the ¢-th entry in the database i.e. rec;. However, in a multi-dimensional range
query, the client specifies a range by values (a;, b;)ic[s € N2 (a; < b;), and obtains all
entries rec; in the database satisfying a; < rec;; < b; for all @ = 1,...,s. Note that the
client might be unaware of the indices j of the elements retrieved in a multi-dimensional
range query.

Formally, we define MDRQ-PIR as interactive algorithms Index and MDRange to be
executed by the client and Res to be executed by the server. Note that the algorithm
executed by the server is Res only, regardless of the algorithm executed by the client.

y/L ¢+ Index(1*,i): The Index algorithm is an interactive and stateful algorithm that
is run by the client and takes as input the security parameter 1* and the index i
of the entry in the database that will be retrieved. The Index algorithm interacts
with the servers by sending queries ¢ = (¢1,...,qr), where g; is query for server
j (7 =1,...,¢). Finally, the Index algorithm outputs a database entry or L.
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/L < MDRange(1*, (a;, bi)ies)): The MDRange algorithm is an interactive and stateful al-
gorithm that is run by the client and takes as input the security parameter 1* and
the range (a;, bi)ie[s] that client wants to retrieve from database. The MDRange al-
gorithm interacts with the servers by forwarding queries ¢ = (qi,...,q), where g;
is the query for server j (j = 1,...,¢). Finally, the MDRange algorithm outputs
database entries ¢/ or L.

ans; < Res(1*, 7, 7, ¢;): The Res algorithm is run by each server to respond to the clients
queries. The algorithm takes as input the security parameter 1, database #, the
identifier of the server j € [¢], and query ¢; from the client, and outputs answer
ans;.

To simplify notation, we will often omit the security parameter 1* from the input
of the above defined algorithms. In addition to this, we will use Res;(Z,q) to denote
Res(1*, 7, 7, q).

Based on the above algorithms, we obtain protocols for index and multi-dimensional
range queries by respectively combining Index and Res, and MDRange and Res. We will
use the following notation regarding these:

_>
(y, L)(Index,Resq,...,Resy)(i,&,...,7): This denotes the client running the Index algo-
rithm with input ¢, and server j replying to each query ¢; from client by running
Res;(Z,q;), for all j € [£], until the Index algorithm halts. After completing the
protocol, the client outputs y and each server receives no output (i.e. L).

_>
(g, L) < (MDRange,Resy, ... ,Resy)((ai, bi)ig[s), T, . .- ,¥): This denotes the client running
the MDRange algorithm with input (a;,b;);c[s), and server j replying to queries g;
from client by running Res;(Z, g;), for all j € [¢] until the MDRange algorithm halts.

After completing the protocol, the client outputs 4 and each server outputs L.

For the above protocols, we will consider the transcript of an interaction between a
client and a server: for any j € [¢] and for any ¢ € [n], we denote by Trans;((Index,Resq,...,
Resy)(i,Z,..., %)) the messages sent between the client and server j when executing the
above defined protocol for retrieving the database entry for index 4 (held by the client).
Likewise, for any j € [¢] and for any (a, br)re[s] € N2, we denote by Trans;((MDRange, Resy,
... Resg)((ak, br)refs), T, - - -, T)) the messages sent between client and server j during the
execution of the above defined protocol for retrieving values in the range (ag, bx)re(s-

6.2.2 Security Definitions

We will now define index and range query security for MDRQ-PIR schemes. In the security
models, we assume that serves do not collude, and there is a secure channel between the
client and each server.

At first, we define the security for MDRQ-PIR schemes called secure index queries on
multi-dimensional databases. This security notion captures that the servers do not learn
anything regarding the element being retrieved in the index query.

Definition 23. An MDRQ-PIR scheme provides secure index queries on multi-dimensional
databases if for all A € N, for any dimension s € N, for any V,, € N (u =1,...,s), for
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any s dimensional database T = (recy,...,rec,) of size n where rec; = (recy1,...,rects)
and |recey| =V (t =1,...,n), for any server m € [{], for any indices i,j € [n], for any
PPTA distinguisher D,

| Pr[D(View}") = 1] — Pr[D(View!) = 1]|

1s negligible, where
View;' < {Trans,,((Index,Resy,...,Resy)(k, 7, ..., X)), &, r}

for k € {i, 7}, and where r is the randomnesses used by server m during the execution of
the protocol.

We now define a simple extension of the above security notion aimed at capturing
security of multi-dimensional range queries. This security notion captures that the servers
do not learn the bounds (a;,b;);c[s) of the range query, and what elements are being re-
trieved via an indistinguishability requirement: any server should be unable to distinguish
two different range queries as long as the number of elements in the query is the same.
While the prior works considering range queries [84, 12] do not formally define security,
the following security notion appears to capture the kind of security these works aim at.

Definition 24. An MDRQ-PIR scheme provides secure multi-dimensional range queries
on multi-dimensional databases if for all A € N, for any dimension s € N, for any V,, €

N (u = 1,...,s), for any s dimensional database ¥ = (reci,...,rec,) of size n where
rec; = (rece, ... reces) and |recey| =V, (t =1,...,n), for any server m € [{], for any
bounds a;, b, ci,d; € [n] (2 <i <s) such that |{rec; | a; < recj; <b; fori=2,...,s} =

{rec; | i <recj; <d; fori=2,...,s}| =k, for any PPTA distinguisher D,

|Pr[D(View’(Zi7bi)i€[S]) =1]— Pr[D(View?Zhdi)ie[S]) =1]|

1s negligible, where

View(, ) < Trans,,((MDRange, Res, . .. ,Resy) ((hw, My ) wels)s s - - -, T))

we|s]

for (huw, hiy)wels) € 1(ai, bi)icfs); (Cis di)icls)}, and where 1 is the randomnesses of server m
during the execution of the protocol.

While Definition 24 above intuitively guarantees some form of security for multi-
dimensional range queries, this security notion does not guarantee that the type of query
being made, or the number of elements in a multi-dimensional range query, are hidden.
As discussed in the introduction, that might lead to the privacy of range queries being
compromised. Thus, a stronger security notion is desirable.

Hence, we define query indistinguishability on multi-dimensional databases of an
MDRQ-PIR scheme aimed at addressing this. This security notion captures that the
servers cannot learn whether the client is performing a range query or a number of inde-
pendent index queries for a set of arbitrary unrelated set of entries in the database. This
security implies that the servers cannot distinguish individual queries within a stream of
queries, and that servers can only try to estimate the overall size of the data retrieved
by a client. Furthermore, this security notion allows clients to add noise to any estimate
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by the adversary by performing dummy queries, and if queries from multiple clients are
mixed, as we discuss later, extracting reliable information regarding any individual client
query becomes even harder for the adversary.

We formalize two very similar variants of query indistinguishability on multi-dimensional
databases: weak query indistinguishability on multi-dimensional databases and strong
query indistinguishability on multi-dimensional databases. The former captures the in-
tuition described above, that servers are oblivious to the type of query being done and
cannot detect individual queries within a stream of queries, but does not enforce that
multi-dimensional range queries matching the same number of elements will always re-
sult in the same round complexity and the total amount of data transferred. In contrast,
this is guaranteed by strong query indistinguishability on multi-dimensional databases, or
in other words, strong query indistinguishability on multi-dimensional databases implies
secure multi-dimensional range queries on multi-dimensional databases as defined above.
Strong query indistinguishability on multi-dimensional databases provides an extra layer
of security in case a client is not making multiple queries, is unwilling or unable to make
dummy queries, and mixing queries from different clients is not possible. However, strong
query indistinguishability on multi-dimensional databases inherently results in more com-
munication between client and servers, and hence yields less efficient schemes. Therefore,
in environments where a certain amount of client query activity or client query mixing
can be guaranteed, weak query indistinguishability on multi-dimensional databases might
be a better choice of security. We emphasize that in addition, we show how to gener-
ically convert a scheme satisfying weak query indistinguishability on multi-dimensional
databases to a scheme satisfying strong query indistinguishability on multi-dimensional
databases. The conversion is simple and can be applied dynamically i.e. a client can
decide on a query-by-query basis whether ordinary or strong query indistinguishability on
multi-dimensional databases should be achieved.

Lastly, note that while Definition 25 and 26 guarantee that database server(s) cannot
detect multi-dimensional range queries (or boundaries between these) from the queries
alone, the definition by itself does not address information derived from the timing of
queries. In Subsection 6.2.3, we discuss ways to address this.

We formalize weak query indistinguishability on multi-dimensional databases as fol-
lows.

Definition 25. An MDRQ-PIR scheme provides weak query indistinguishability on multi-
dimensional databases if for all A € N, for any dimension s, for any V,, € N (u =
1,...,8), for any s dimensional database ¥ = (recy,...,rec,) of size n where rec; =
(recea,...,recrs) and |recey| =V, (t=1,...,n), for any server m € [{], for any bounds
(ai, bi)ic|s); there exists a constant C' € N such that for any set of indices i1, ...ic € [n],
for any PPTA distinguisher D,

| Pr[D(View," ) = 1] — Pr[D(View} 4..) = 1]|

mdrange index

1s negligible, where

Viewy irange < {Transy, ((MDRange, Res1, . .., Rese)((ai, bi)ic[s), T - - -, T)), T, 7},
and
View] 1o < View;, || - - - ||View;,
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where
View,, - {Trans,,((Index,Resy,...,Resy)(w,Z,...,T)), T, r},

and w € {i1,...,ic} and r is the randomnesses of server m during the execution of the
protocol.

Then, we give the definition of strong query indistinguishability on multi-dimensional
databases.

Definition 26. An MDRQ-PIR scheme provides strong query indistinguishability on
multi-dimensional databases if there exists a polynomial time computable function f :
N — N such that query indistinguishability holds for C = f(k), where k is the number of
element in the database that satisfy the condition specified by (a;, bi)ie[s], i.e.,

| Pr[D(View," ) = 1] — Pr[D(View]" ;..) = 1]|

mdrange index
1s negligible, where

View," < {Trans;,({MDRange, Res1, .. ., Resy) ((ai, bi)ig[s), T, - - -, T)), T, 7},

mdrange
and
View e, — Viewy, || - - [|View; .,
where
View,, < {Trans,,((Index,Resy,...,Resy)(w, Z,...,T)), T, r},
and w € {iy, ... ,if(k)} and r is the randomnesses of server m during the execution of the
protocol.

6.2.3 Discussion

In this subsection, we discuss our definition of weak query indistinguishability on multi-
dimensional databases. In Chapter 5, we proposed three security notions: indistinguisha-
bility of index queries, indistinguishability of range queries retrieving the same number
of elements, and query indistinguishability for 1-dimensional databases setting. Further-
more, we showed that the notion of query indistinguishability implies indistinguishability
for range queries. However, this is not the case for our notion of weak query indistin-
guishability on multi-dimensional databases. Specifically, our notion of weak query in-
distinguishability on multi-dimensional databases does not imply that multi-dimensional
range queries retrieving the same number of elements from the database, will use the same
number of communication rounds to do so. This will theoretically allow a server to distin-
guish between two range queries retrieving the same number of elements, if these queries
are considered in isolation. However, the implicit security goal of query indistinguisha-
bility in Chapter 5 is not to achieve security for range queries in isolation as defined, as
this provides no guarantee with respect to range queries retrieving different numbers of
elements. Rather, the goal is to obtain the property that individual queries cannot be
distinguished within a stream of queries. For this, our definition suffices. Furthermore,
our definition allows more efficient constructions.

85



It should be noted that weak query indistinguishability on multi-dimensional databases
only provides meaningful security for a stream of queries. The simplest one is for the client
to adopt a constant query rate, in which all index queries and each step of range queries,
are executed at a constant rate. Additionally, adding dummy queries to maintain the query
rate in between real queries will eliminate information leakage due to the timing of queries.
The other way is to use private information retrieval (UPIR) [103], as we mentioned in
Chapter 5. In UPIR, multiple clients form a P2P network with a shared memory, and the
clients forward each other’s queries to the database, thereby preventing the database from
learning the identity of the user who sent a particular query. Swanson et al. [106] extend
the results of [103] and analyze the privacy properties of the scheme with respect to not
only the database but also coalitions of honest-but-curious users by providing a formal
analysis of the probabilistic advantage coalitions of users have in guessing the source of
queries.

We emphasize that in the above scenarios, our formalization of weak query indistin-
guishability on multi-dimensional databases will suffice, and introducing additional re-
quirements regarding the communication round complexity of individual queries will not
enhance security.

6.3 Relation Among Security Notions

In this section, we prove implications among the security notions introduced above. Specifi-
cally, we prove that weak query indistinguishability on multi-dimensional databases implies
secure index queries on multi-dimensional databases, and that strong query indistinguisha-
bility on multi-dimensional databases implies secure multi-dimensional range queries on
multi-dimensional databases. Lastly, we show how a scheme can be strengthened from
weak to strong query indistinguishability on multi-dimensional databases via a generic
conversion.

At first, we prove that strong query indistinguishability on multi-dimensional databases

implies secure multi-dimensional range queries for multi-dimensional databases.

Theorem 21. If MDRQ-PIR scheme II provides strong query indistinguishability on
multi-dimensional databases, then I1 provides secure multi-dimensional range queries on
multi-dimensional databases.

Proof. For all A € N, for any dimension s € N, for any V,, € N (u = 1,...,s), for any s
dimensional database & = (rec,...,recy,) of size n where rec; = (rec1,...,rec,s) and
lreci | = Vi (t=1,...,n), for any server m € [¢], for any bounds a;, b;, ¢;, d; € [n] (i € [s])
such that |{rec; | a; < recj; < b; fori =1,...,s} = [{rec; | ¢; < recj; < d; for i =
1,...,s} = k, we consider a PPTA D against secure multi-dimensional range queries on
multi-dimensional databases in MDRQ-PIR scheme II. The advantage of D is defined by

Adv’“Da’%ge = \Pr[D(Viewzi)bi)ie[S]) =1]— Pr[D(View?Zhdi)ie[s]) =1]|.

To obtain a proof, we use a sequence of games (Game 0 to Game 2).

Game 0: This game corresponds to the client and servers running (Range,Resy, ...,Resy)
((ai’ bi)’iE[sb‘fa o 75)
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Game 1: This game corresponds to the client and servers running (Index,Resy,...,Resy)

(i1, %,...,%),...,
(Index,Resy,...,Resy)(if), &, . . ., T), where iy,... i) are chosen randomly from
[n].

Game 2: This game corresponds to the client and servers running (Range,Resy,...,
Resy)((ci, di)ie[s]a ..., ).

For all r, we denote by View," the view for server m generated in Game 7.

Lemma 19. If RQ-PIR scheme Il provides strong query indistinguishability on multi-
dimensional databases, then for any r € {1,2} and for any PPTA B, it holds that the
difference between the probability that B outputs 1 in Game r — 1 and r is negligible.

Proof. We consider a PPTA B who distinguishes View;" ; from View;", and denote the

T

advantage of B by

Adv 1 = | Pr[B(View;") = 1] — Pr[B(View" ;) = 1]|.

m

range 1 the definition of strong query

Then, since Viewy' and Views' are same as View

m

indistinguishability on multi-dimensional databases, and View]" is same as View} .,

we
can see B as an adversary against strong query indistinguishability on multi-dimensional
databases for II. Thus, we can conclude

Advi 1 = | Pr[B(View,") = 1] — Pr[B(View;" ;) = 1]|
is negligible. O

By using Lemma 19, we can derive

]Pr[D(Viewﬁi,bi)ie[s]) =1]
_ Pr[D(VieW?Zivdi)ie[s]) = 1]
2
<Y | Pr[D(View]" |) = 1] — Pr[D(View]") = 1]|
r=1
< 2-negl

O]

We now prove that weak query indistinguishability on multi-dimensional databases
implies secure index queries on multi-dimensional databases. To show this implication,
we introduce an intermediate security notion in which we denote index queries for sets
on multi-dimensional databases. At first, we prove that weak query indistinguishability
on multi-dimensional databases implies secure index queries for sets on multi-dimensional
databases. Then we show that index queries for sets on multi-dimensional databases
implies secure index queries on multi-dimensional databases. Note that this definition is
only introduced to prove Theorem 22, and is not meant to be useful by itself.
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Definition 27. An MDRQ-PIR scheme provides secure index queries for sets on multi-
dimensional databases if for all X € N, for any dimension s, for any V,, € N (u =

1,...,8), for any s dimensional database ¥ = (recy,...,rec,) of size n where rec; =
(receq,...,recrs), and |rece,| =V, (t =1,...,n), there exists C' € N such that for any
server m € [{], any set of indices il = (11,1, .- .,7:170),;2 = (i21,...,92,0) € [n]C, for any

PPTA distinguisher D,
| Pr[D(View;}) = 1] — Pr[D(View;)) = 1]|

1s negligible, where

View}' <— Trans,,((Indez, Resy,...,Resy) (it 1,2, ..., 7))||
-+ || Trans,, ((Index, Res1, . .., Resy) (it.c, @, . .., T)),
for t € {1,2}, and where r1,...,r is the randomnesses used by server m during the

execution of the protocol.

Theorem 22. If MDRQ-PIR scheme 11 provides weak query indistinguishability on multi-
dimensional databases, then 11 provides secure index queries for sets on multi-dimensional

databases.

Proof. Let (aj;, bi)ie[s] be any multi-dimensional range query. Since II provides weak query
indistinguishability on multi-dimensional databases, we know that there exists a C' € N
such that this multi-dimensional range query is indistinguishable from any set of C' index
queries. We use this property to obtain a proof. Specifically, we use the following sequence
of games (Game 0 to Game 2).

Game 0: This game corresponds to the client and servers running (Index,Resy,...,Resy)
(11, @,...,Z)||-- - ||(Index,Res1,...,Resy) (i1,0, T, ..., T).

Game 1: This game corresponds to the client and servers running (MDRange, Resj, . ..,Resy)
((ai, bi)ie[s},fv PN ,f)

Game 2: This game corresponds to the client and servers running (Index,Resy,...,Resy)
(i21,%,...,Z)||---||(Index,Res,...,Resy)(iz,c, T, ..., T).

For all r, we denote by View;" the a view for server m generated in Game r. Note that
the advantage of any distinguisher D for sets i = (i11,...,91,c) and iy = (i2,1,-.-,12,0)
is given by

Advp 11 = |Pr[D(Viewg') = 1] — Pr[D(Viewy') = 1]].

Lemma 20. If MDRQ-PIR scheme 11 provides weak query indistinguishability on multi-
dimensional databases, then for any r € {1,2} and for any PPTA B, it holds that the
difference between the probability that B outputs 1 in Game r — 1 and r is negligible.

Proof. We consider a PPTA B who distinguishes View;" ; from View;", and denote the

T

advantage of B by

Adv 1 = | Pr[B(View;") = 1] — Pr[B(View" ;) = 1]|.
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Then, since Viewy' and Viewj' are same as View), in the definition of weak query

index

indistinguishability on multi-dimensional databases, and View!" is same as View)", we

range’
can see B as an adversary against weak query indistinguishability on multi-dimensional

databases for II. Thus, we can conclude

Advi 1 = | Pr[B(View,") = 1] — Pr[B(View;" ;) = 1]|

is negligible. O
By using Lemma 20, we can derive

= |Pr[D(View6”) = 1] — Pr[D(Viewy') = 1]|

< Z | Pr[D(View," ;) = 1] — Pr[D(View]") = 1]|
< 2-negl.
O

Theorem 23. If MDRQ-PIR scheme 11 provides secure index queries for sets on multi-
dimensional databases, then 11 provides secure index queries on multi-dimensional databases.

Proof. Let A € N be security parameter and = (recy, . . ., rec,) be s-dimensional database
of size n where rec; = (rect1,...,rects) and |reci,| =V, (t = 1,...,n). Then for any
server m € [{], for any i,j € [n], we consider a PPTA D against the secure index queries
on multi-dimensional databases in MDRQ-PIR scheme II. The advantage of D is defined
by

Advip % = | Pr[D(View]) = 1] — Pr[D(View!) = 1]|.

To obtain a proof, we consider the adversary B against secure index queries for sets
on multi-dimensional databases who distinguishes whether the client and servers execute
the index queries for i1 = (i,4g,...,ic) or ia = (j,4a,...,ic) where C is the number of
queries corresponds to the definition of secure index queries for sets on multi-dimensional
databases.

We construct B who internally uses D as in Figure 6.3.1. We denote the advantage of
B as

Advity e = | PriB(Viewf') = 1] — Pr[B(View]") = 1]].

By construction, B simulates View;" for D for a server m when B receives View'.
Moreover, B outputs 1 only when D outputs 1. Therefore, we can obtain that

Ad mdev’c — ’Pr[ (V|eW:n) = 1] — PF[D(VleWT) = 1”

set— mdex
= Ad VBII

Since we assume II provides secure index queries for sets on multi-dimensional databases,

mdez

we can conclude Advp 1" is negligible. O
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B(View™)

Let View™ := {Trans,,({(Index, Res1, ..., Resy)(j1,Z,...,T)), Z,r1}|| - -
||{Trans,,((Index, Resy, ..., Resy)(ji, T, ..., X)), T, 1L}

b < D({Trans,,((Index, Res1, ..., Resy)(j1,Z, ..., %)), &, r1})

output b

Figure 6.3.1: Construction of B in Theorem 23

From Theorem 22 and 23, we can derive following theorem.

Theorem 24. If MDRQ-PIR scheme 11 provides weak query indistinguishability on multi-
dimensional databases, then II provides secure index queries on multi-dimensional databases.

Also, following theorem trivially holds.

Theorem 25. If MDRQ-PIR scheme 11 provides strong query indistinguishability on
multi-dimensional databases, then 11 provides weak query indistinguishability on multi-
dimensional databases.

Therefore, like the case of query indistinguishability in Chapter 5, strong query indis-
tinguishability on multi-dimensional databases implies both secure index queries on multi-
dimensional databases and secure multi-dimensional range queries on multi-dimensional

databases.

6.3.1 Generic Conversion from Weak to Strong Query Indistinguisha-
bility

In this subsection, we show our generic conversion of a PIR scheme satisfying strong

query indistinguishability on multi-dimensional databases from a PIR scheme satisfying

weak query indistinguishability on multi-dimensional databases.

Let ¥ = (Index,MDRange,Resi,...,Resy) be an MDRQ-PIR scheme that provides
weak query indistinguishability on multi-dimensional databases. We give a simple generic
conversion of an MDRQ-PIR scheme II from 3.

IT simply uses the index query algorithm provided by the underlying ¥ for index queries,
and we omit the description of this. Likewise, II uses the response algorithms from X, and
we omit the description of these as well. Hence, it remains to show the construction of
MDRange’ in II. We firstly discuss the intuition of our construction, and then provide the
full details.

In ¥, when the client executes multi-dimensional range queries, two queries with the
same number of data hits are not guaranteed to have the same communication complexity
and could potentially be distinguished because of this. A simple solution is to add dummy
traffic that ensures all queries hitting the same number of elements will have the same com-
munication complexity. Note, however, that this traffic must appear to be part of the range
queries to any potential distinguisher. We use index queries for this purpose, and since
we assume Y satisfies weak query indistinguishability on multi-dimensional databases, no
distinguisher will be able to determine when the original multi-dimensional range query
ends and the dummy index queries begins.
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Protocol 1 (MDRange’,Resy, ... ,Res)((ai, bi)icls)y T, - - -, T)

1: (y,L1,..., 1) < (MDRange,Resy,...,Resy)(a,Z,...,T)
2: for j =C+1 to g(k) do
3: dum < [n]
— — —
4:  (z, L) < (Index,Resy,...,Resy)(dum,Z,..., %)
5: end for
6

: return

In the following, (a;, bi)ie[s] denotes a multi-dimensional range query specified by the
client. Let k be the number of records hit by the multi-dimensional range query (a;, bi)ie[s},
C be the equivalent number of index queries guaranteed by query indistinguishability of
Y, and let g(k) be an upper bound on the number of index queries equivalent to any
multi-dimensional range queries that hit & records in ¥. The construction of MDRange’ is
shown in Protocol 1, in protocol form (i.e. via the interaction with Res).

Then, we prove the security of II.

Theorem 26. If X provides weak query indistinguishability on multi-dimensional databases,
then 11 above provides strong query indistinguishability on multi-dimensional databases.

Proof. For the function g(z), for all A, for any dimension s, for any V,, € N (u =
1,...,s), for any s dimensional database & = (reci,...,rec,) of size n where rec; =
(recen,...,reces) and |recy,| = Vi (t = 1,...,n), for any server m € [{], for any
(aiy bi)ie[s), for any i1,...i44) € [n] where k is the number of element in the database
that satisfy the condition specified by (a;, b;);c[s), We consider a PPTA D against strong
query indistinguishability on multi-dimensional databases in MDRQ-PIR scheme II. The
advantage of D is defined by
Advis Ty = | Pr[D(View) jrange) = 1] — Pr[D(View} ;) = 1]|.

m

mdrange C21L be written as

From our construction of II, View

{Trans,,((MDRange’, Res, . .., Resy) ((ai, bi)ic[s), T, - - -, T), T}
= {Trans,,({MDRange,Res1, .. .,Resy)((ai, bi)ic[s], T; - - -, L), T}
||{Trans,,((Index,Resq,...,Resy)(jot1,... T, L), T}

-++|[{Trans;,({(Index,Resy, . ..,Resy) (Jy(), T, - - -, L), T},

where joi1, ..., Jg(k) corresponds to the randomly chosen indices for dummy queries.
To obtain a proof, we use a sequence of games (Game 0 to Game 2).

Game 0: This game corresponds to the client and servers running (MDRange’, Resy, . ..,Resy
>((ai7 bi)ie[s]a z,..., f)
Game 1: This game corresponds to the client and servers running (Index,Resy,...,Resy)
(i1,...%,%),...,(Index,Resy,...,Resy)(ic,T,..., ), (Index,Resy, ... ,Resy) (Joi1,
..Z,T),...,(Index,Resy, ..., Resy) (Jg(x), T - - -, T).

Game 2: This game corresponds to the client and servers running (Index,Resy,...,
ReSg>(i1,f, ..., @),...,(Index,Resy,... ,ReSg>(ig(k), Z,...,T).
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For all r, we denote by View," the view for server m generated by the experiment Game r.

Lemma 21. IfY provides weak query indistinguishability on multi-dimensional databases,
then for any PPTA B, it holds that the difference between the probability that B outputs 1
i Game 0 and 1 is negligible.

Proof. We consider a PPTA B who distinguishes Viewj' from View]", and denote the
advantage of B by

Advg i = | Pr[B(View]") = 1] — Pr[B(Viewg') = 1]|.

Then, since the transcript { Trans,,, ((Index, Resi,...,Resy) (jot1, ... T, Z), T}|| - - ||[{ Trans,,(

Index,Resq,...,Resy)(Jy), Ty -- ., L), Z} is the same in Game 0 and 1, View(" and View]"
Jg(k) 0 1

m
mdrange

indistinguishability on multi-dimensional databases. Thus, we conclude

m

and View; ;..

is the same as View respectively, in the definition of weak query

Advg 11 = | Pr[B(View!") = 1] — Pr[B(Viewy') = 1]|
is negligible. O

Lemma 22. IfY provides weak query indistinguishability on multi-dimensional databases,
then for any PPTA B, it holds that the difference between the probability that B outputs 1
i Game 1 and 2 is negligible.

Proof. This lemma immediately follows from Theorem 22.

O
By using Lemma 21 and 22, we can derive
| Pr[D(Viewy, grange) = 1] = Pr[D(Viewjg,)) = 1]]
< 2-negl.
O

Since we have a generic conversion from the MDRQ-PIR scheme satisfying strong query
indistinguishability on multi-dimensional databases from the scheme satisfying weak query
indistinguishability on multi-dimensional databases, when considering the security of the
MDRQ-PIR schemes in this paper, we will prove only weak query indistinguishability on
multi-dimensional databases.

6.4 Construction of an MDRQ-PIR Scheme

In this section, we give the construction of an MDRQ-PIR scheme. Unlike basic range
queries on a one-dimensional database, multi-dimensional databases cannot necessarily be
sorted with respect to all columns. As a consequence, the basic technique used in the
construction of RQ-PIR schemes cannot be used, and the construction of an MDRQ-PIR
scheme requires a new approach. Especially, it seems difficult to extend the result of the
generic construction of the RQ-PIR scheme from the PIR scheme supporting only index
queries in Chapter 5 to multi-dimensional databases setting.
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6.4.1 Construction of a Two-server MDRQ-PIR Scheme

We construct a two-server MDRQ-PIR scheme IT = (Index,MDRange,Res). Note that
while not all field values can be assumed to be sorted in MDRQ-PIR, as in Chapter 5,
the implicitly assigned IDs for each row will be sorted by definition. Our construction will
make use of these IDs.

The basic tool we use to implement our scheme is function secret sharing for decision
trees, which allows multiple conditions to be checked simultaneously. Specifically, in our
construction we will use FSSQuery shown in Protocol 2 as a sub-protocol.

The input to FSSQuery protocol from the client is (i1, 2, (ai, b;);c[s)) Where i1,i2 € [n]
are boundaries for the implicitly defined row IDs and (a;, b;);c[s) € N2¢ is the condition on
the row values. This structure allows the client to restrict which part of the database the
FSSQuery is applied to.

The server response Res; (j € {1,2}) is defined as follows (note that in the multi-
dimensional setting, each record rec; = (rec;p,...,rec;s) is a vector of size s + 1 corre-
sponding to the input of the function secret shares defined above):

Res;(Z, f;) : Upon receiving a share of a function f; from the client, the server j computes
aj1 =y .y filrec), ajo = > fi(rec) - rec;, and sends these to the client.

The main difference between our FSS-based RQ-PIR scheme in Chapter 5 and our
MDRQ-PIR scheme lies in the construction of MDRange. In the following, we give the
intuition for our construction of the MDRange algorithm: At first, the client identifies how
many elements in the database that match the given range by using FSSQuery. Then, the
client and servers split the database into two parts and process the parts recursively. For
each part, the following cases are considered:

e There are no matching elements.

e There is exactly one matching element.

e There is more than one matching element, but not all elements match.
e All elements are matching elements.

In the first case, the client finds the matching elements that he wants to retrieve are all
stored in the other part, so he continues the search in the other part. In the second case,
the client can retrieve the element by executing FSSQuery with the servers. In the third
case, the client continues the search by further splitting the database into smaller parts.
In the fourth case, all the elements stored in the partitioned database can be retrieved one
by one using FSSQuery.

If the client wants to retrieve the element in range (a;, bi)ie[s] from the database, he can
retrieve all elements that satisfy the condition by executing (MDRange,Resi,Resa)((1,n,

L, (ais bi)igls))> T, T)-
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Protocol 2 (FSSQuery, Res1,Resa)(i1, 12, (@i, bi)ic[s), T, T)

1: The client computes (f1, f2) < Gen(1%, f), where

B {1 i1 < xo <o A (a; < T < bi)igly)
flxo, 1, ... x5) = .
0 otherwise.

2: The client sends a share of a function f; to server j.

3: Upon receiving a share of a function f; from the client, the server j computes
(aj1,a52) < Res;(Z, f;) and sends (aj,1,a;2) to the client.

4: Upon receiving (aj1,a;2) from server j, the client computes ag < a1, + a2, and
ay <—ar2 + a2

5: The client outputs (a1, as9).

The full construction of MDRange is shown in Protocol 4 in protocol form (i.e. via the
interaction with Res). Note that the communication complexity of our (MDRange,Resq,
Resg)((1,n, L, (ai, bi)ics)), T, %) is O(klogn) in worst case.

Lastly, we show the construction of Index in Protocol 3 with the only difference being
that the additional condition (a;, b;);c[s) required for the function secret sharing is set
to match all possible values in the database. Note that the server response is the same
whether the query from the client is a range query or an index query, and the Res algorithm
is deterministic and stateless.

In the following, we prove the security of our MDRQ-PIR scheme II. Specifically,
we prove weak query indistinguishability on multi-dimensional databases for II. In our
security proof, we use a sequence of games. In adjacent games, a function share sent from
client to server is replaced with another function share, and any adversary who distinguish
adjacent game can be reduce to the security of the FSS scheme.

Theorem 27. If FSS scheme FSS = (Gen, Eval) is secure, then MDRQ-PIR scheme 11
provides weak query indistinguishability on multi-dimensional databases.

Proof. For all A € N, for any dimension s, for any V;, € N (v = 1,...,s), for any s
dimensional database & = (recy,...,recy,) of size n, where rec; = (rect1,...,rects) and
reciu| = Vo (t = 1,...,n), for any server m € [2], for any bounds (aw,bw)we[s, let
C' € N be the number of FSSQuery queries required in the execution of (MDRange,Resy,
Res2) ((aw, bw)wels), T, T) and let i1,...ic € [n] be any set of C' indices. We consider
a PPTA distinguisher D against weak query indistinguishability on multi-dimensional
databases of II for the multi-dimensional range query with bounds (aw, bw)we[s) and index
queries for i1, ...ic. The advantage of D is defined by

Adv Ty = | Pr[D(View,: ) = 1] — Pr[D(View",.) = 1]|.

mdrange index

m

mdrange €Al be written as

The transcript View
{Trans,, ({MDRange, Res1, Res2) ((aw, bu)wels), T, T)} = {(q, @), T},

where ¢ = (q1,...,q¢) and the i-th element in ¢ is a query for server m generated from a
function f; by the client, and @ = ((a1,1,a1,2),- .., (ac1,ac2)) and (ai1,a;2) is the reply
from server m for query g;.

To obtain a proof, we use a sequence of games (Game 0 to Game ().
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Protocol 3 (Index,Res;,Ress)(i, 7, %)

1: The client and servers execute ((a1,a2),l,l) < FSSQuery((i,i, (0,2 —
1)2<j<s),Resy, Resy)
2: Then the client outputs as

—

Protocol 4 (MDRange,Res;,Resa)((i1, 12, k, (a4, bi)z’e[s})a Z,T)
1: if k= 1 then

2: Then execute ((d1,dz2), L, L) + (FSSQuery, Res1,Res2)((i1, 42, (@i, bi)ic[s)), T; T)

3:  Client runs (MDRange, Res1,Res2)((i1, 42, d1, (@i, bi)ic[s)); T, T)

4: else

5. Then  execute (dy,db), L, L) — (FSSQuery,Resy,Reso)((i1, (i1 +
i2)/2, (ai, bi)iefs)), T, T)

6: if dj =0 then

7 return (MDRange, Res1,Res2)((i1 +72)/2 + 1,12, k, (ai, bi)ic[s)), T, T)

8: elseif d) =1 then

9: return dy||(MDRange,Res1,Resz)((i1 +i2)/2 + 1,42,k — 1, (ai, bi)ic[y)), T, 7)

10: else if d) =k then

11: ans = {}

12: for /=0to k—1do

13: ((dg,,dyp,), L, L) < (FSSQuery,Resi,Resa)((i1 + £, i1 + ¢, (a;, bi)ie[s})v Z,X)

14: ans <— ans||dy,

15: (=0+1

16: end for

17: return ans

18:  else

19: return (MDRange, Res1, Resa) ((i1, (71 + i2)/2,dy, (@i, bi)iels)), T, T)||

(MDRange, Resy,Reso)((1 + (i1 +1i2) /2,42, k — dll, (a, bi)ie[s})a %, T)
20: end if
21: end if

Game 0: This game corresponds to the client and servers running (MDRange, Res1,Ress)
((aw, bw)we[s]a T, ).
Game 7 (1 <r < C —1): The difference from Game r — 1 is that g,_; is replaced with
ql._; where ¢._; is a function share for server m generated from the function
1 1 —1<zo<ip_1+1
fro1(zr,. . 2s) = A0 <z, < 2Ve — D uels] - Note that f_1 above corresponds

0 otherwise.
to the function used in an index query.

Game C: This game corresponds to the client and servers running (Index, Resy, Resa) (i,
Z,%) forr=1,...,C.

For all r, we denote by View," the view for server m generated by the experiment
Game r.
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Ay (1)‘>
Send f° := f,_1 and f; to challenger,
where f._1 is the r — 1-th function used in the multi-dimensional range protocol for

(awa bw)?we[s]a
1 g — 1<z <ip1 +1A0<zy <2 —1
and fl(z1,...,25) = r=t 0= =t ( v Juels
0 otherwise.
output st := ({(aw, bw)wefs) (11 - - i)}, L)
AQ( 717)7,7 St)
Let st := {(ay,, by, )wels)> (11, - - - ,i}(k)),x’(: (recy,...,rec,))}
Compute z = Y 1| f2 (rech), 2’ = S°1 | fb(rec)) - rec,
Run (q1,a1,1,012, -, qk, Gk,1, ak2) < Trans,,((MDRange,Resy, . .., Res2)((ay,, by,)wels),
7,77
Foru=1tor—2
(G @15 @y ) Trans,, ((Index, Resy, Ress)(iy, ', ')
View < {(qlla a/1717 a/1,27 SR q';‘—27 CL;,_271, a"/r—2,27 f'rbnv Zs Zlv dr; Qr1,ar2 ..., 4k, Ak,1, ak’,2)7 f}
b < B(View)
output v’

Figure 6.4.1: Construction of A in Lemma 23

Lemma 23. If FSS scheme FSS = (Gen, Eval) is secure, then for any 1 < r < C and
for any PPTA B, it holds that the difference between the probability that B outputs 1 in
Game r — 1 and s is negligible.

Proof. We consider a PPTA B who distinguishes View;" ; from Viewg, e »» and denote
the advantage of B by

Advi i = | Pr[B(View,") = 1] — Pr[B(View;" ;) = 1]|.

Then, we construct an adversary A against FSS who uses B internally as shown in
Figure 6.4.1.

By the construction of A, A simulates View," ; for B when A receives a function share
of fO in the FSS security experiment. Moreover, A outputs 1 only when B outputs 1.
Thus the probability that A outputs 1 in the experiment that A receives a function share
of f0is equal to Pr[B(View™ ;) = 1]. Likewise, the probability that A outputs 1 in the
experiment that A receives a function share of f! is equal to Pr[B(View!) = 1]. Therefore,

we obtain

Advy ;= | Pr[B(View") = 1] — Pr[B(View!" ;) = 1]]
= Advzrss(1}, A).

Since we assume FSS is secure i.e. that Advrss(1?,.A) is negligible for all PTTA A, we
can conclude Advj py is negligible. O
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By using Lemma 23, we can derive

| Pr[D(View™, . .) = 1]

mdrange

— Pr[D(View}) ;..) = 1]

index
C
<> | Pr[D(View;" ;) = 1]
r=1

— Pr[D(View,") = 1]
< C - negl.

6.5 Conclusion

Most PIR schemes support only simple queries such as index queries and basic queries on
simple databases. While the PIR scheme supporting basic range queries is a step in the
right direction, we need to consider more complex databases and more complex queries to
support real-world applications. In this chapter, we proposed the model of the PIR scheme
supporting multi-dimensional range queries on multi-dimensional databases as complex
queries and complex databases. We gave four security notions for the PIR scheme support-
ing multi-dimensional range queries: secure index queries on multi-dimensional databases,
secure multi-dimensional range queries on multi-dimensional databases, weak query in-
distinguishability on multi-dimensional databases, and strong query indistinguishability
on multi-dimensional databases. We also give proofs of the relationship among security
notions we proposed in this chapter. More specifically, we proved that strong query in-
distinguishability on multi-dimensional databases implies all three other security notions.
Then we gave the generic conversion from the scheme satisfying weak query indistinguisha-
bility on multi-dimensional databases to the scheme satisfying strong one. In addition, we
gave the construction of the PIR scheme supporting multi-dimensional range queries sat-
isfying weak query indistinguishability on multi-dimensional databases based on function
secret sharing.

Considering PIR schemes on the databases more complex than multi-dimensional
databases and constructing PIR schemes supporting more flexible queries such as SQL
are future works. In addition, for the practical use of PIR, it is also important to combine
the results of this research with the results of research on reducing server-side compu-
tation costs, which is a bottleneck of PIR protocol, and to implement and measure the
performance of the proposed scheme.
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Chapter 7

Conclusion

In this thesis, we showed the results of public-key encryption with keyword search and
private information retrieval. In the following, we summarize the contributions of this

thesis, and conclude this thesis with prospects.

7.1 Summary of Contributions

Public-Key Encryption with Keyword Search: In Chapter 3, we proposed the generic
construction of a KP-ABE scheme whose access structure is specified by monotone
Boolean formula from PEKS scheme whose search condition is specified by monotone
Boolean formula. We also proved that if PEKS scheme II satisfies perfect consistency
and IND-CKA, then the KP-ABE scheme constructed from our generic construction
satisfies correctness, IND-CPA, and IND-ANO-CPA.

In Chapter 4, we pointed out the existing definition of NM-RCCA was formalized
arbitrarily. To give more rigorous formulations, we used simulation-based formal-
ization, called SNM-RCCA. In addition, we also gave a game-based definition of
NM-RCCA, called INM-RCCA. Then, we proved that the equivalence between our
SNM-RCCA and INM-RCCA. Regarding secrecy against RCCA, we gave the defini-
tion of semantic security, called SS-RCCA. Like the case of NM, we gave the proof of
equivalence between our SS-RCCA and IND-RCCA. Also, we proved that our INM-
RCCA is equivalent to IND-RCCA proposed by Canetti et al. As a result, when we
give the security against RCCA, we only need to give the proof of IND-RCCA.

Private Information Retrieval: In Chapter 5, we consider the PIR scheme supporting
basic range queries. Although some PIR schemes support basic range queries, no
rigorous proof had been given for those schemes. Therefore, it was not clear existing
schemes supporting basic queries are secure or not. In fact, we pointed out that
there are cases where existing schemes leak the information about the queries the
client submits. To prevent such attacks, we rigorously formalize the security for
PIR schemes supporting range queries. More specifically, we gave the definitions of
secure index queries, secure range queries, and query indistinguishability. Then, we
give the proofs that query indistinguishability implies other two security notions. In
addition, we gave two constructions of the PIR scheme supporting range queries sat-
isfying query indistinguishability. To show the usefulness of the proposed method in
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practical applications, we gave an implementation of the proposed scheme and mea-
sured its performance. The result showed that our proposed scheme is comparable
to existing schemes.

In Chapter 6, we extended the result of Chapter 5. We consider the PIR scheme
supporting multi-dimensional range queries on multi-dimensional databases. To take
into account more realistic situations, we gave four security notions, secure index
queries on multi-dimensional databases, secure range queries on multi-dimensional
databases, weak query indistinguishability on multi-dimensional databases, and strong
query indistinguishability on multi-dimensional databases. We proved that strong
query indistinguishability on multi-dimensional databases implies other three secu-
rity notions. In addition to this, we give the generic conversion from the scheme sat-
isfying weak query indistinguishability on multi-dimensional databases to the scheme
satisfying strong query indistinguishability on multi-dimensional databases. Then,
we gave the construction of the PIR scheme supporting multi-dimensional range
queries satisfying weak query indistinguishability on multi-dimensional databases
based on function secret sharing. This is the first instantiation of a PIR scheme
supporting multi-dimensional range queries while being capable of hiding the type
of query being made and, in the case of multi-dimensional range queries, the number
of elements retrieved in each query, when considering a stream of queries.

There are still many cases where information is leaked from databases due to the
complexity of information retrieval systems. Furthermore, the structure of information
retrieval systems is expected to become more complex in the future. Therefore, it is
essential to rigorously formulate the security notions that can be used universally for
increasingly complex and changing systems. Even though information retrieval systems
have become more complex, the elements stored in the database are basically classified into
plaintext or encrypted cases. Therefore, this research is expected to become a foundation of
the security of information retrieval systems that will become more complex in the future.
Furthermore, the security definitions we gave in each chapter capture more realistic attacks
than existing ones. In particular, the formulation of query indistinguishability not only
captures attacks that have not been captured by existing security definitions, but are also
applicable to other systems. We will discuss this in more detail in the next section.

7.2 Future Prospects

Formulation of Security Models Capturing Realistic Attacks: In this thesis, we
treated security for information retrieval systems. We believe that the ideas for the formu-
lations of SNM-RCCA and query indistinguishability are useful for capturing more realistic
attacks when considering security definitions for protocols. For example, in Chapter 4,
we pointed out that it is not clear whether the existing game-based formulation of NM-
RCCA captures the requirement of non-malleability. We gave a more rigorous formulation
of security (i.e., simulation-based security) to solve this problem. This result suggests that
simulation-based formulations are essential to capture the meaning of certain security no-
tions. Currently, game-based security definitions, which are easy-to-use formulations, are
widely used in many cryptography with advanced functionalities. Thus, the importance
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of verifying whether those formulations really capture the meaning of security will also be
increased by this thesis.

In addition to the above, the idea of query indistinguishability can be extended to
other protocols. For example, when considering a protocol that supports two types of
functionalities, the security of not being able to distinguish externally whether or not
either functionality is being performed can be formulated by simply applying the concept
of query indistinguishability. Also, even if the number of functionalities the protocol
supports increases, this concept can be easily applied. Therefore, the concept of query
indistinguishability is useful to formulate the security for protocols.

Construction of Efficient Protocols for Complex Systems: In Chapter 6, we
showed that even if we consider a security with a weakened definition of query indis-
tinguishability in Chapter 5, it is not a problem depending on the system in which the
protocol is used. In other words, we suggested that it is possible to increase security
through systems other than cryptography. We believe that this idea will be useful for
efficient protocol construction. For example, universal composability is one of the most
important concepts for composing complex protocols, but protocols that satisfy such a
strong security requirements are often inefficient. Therefore, it is necessary to think of
security with an eye to the practical application of cryptographic protocols. Our approach
is not to guarantee the security of the entire protocol with cryptography alone, but to
consider the combination with existing systems. We believe that efficient construction is
possible by considering the appropriate security notions for a particular protocol.

Practical Application of Secure Information Retrieval Systems: Since the first
schemes were proposed, PIR and PEKS have not yet been implemented in society. This
may be due to the efficiency problems and the flexibility of the queries supported by
the schemes, but there are other factors. For example, since PIR and PEKS require
the server-side to follow the protocol, companies such as search engine service providers
need to implement PIR or PEKS to provide secure information retrieval services. Since
those companies use information obtained from client queries to display appropriate ad-
vertisements, this information will no longer be available if PIR and PEKS are introduced.
Therefore, there is no motivation for search engine service companies to introduce PIR
and PEKS. However, it is also true that GDPR [107] and other moves to protect personal
information occur worldwide. Therefore, it is only a matter of time before search engine
service providers are forced to adopt technologies such as PIR and PEKS. Furthermore,
research on the construction of secure information retrieval systems such as PIR and PEKS
is expected to be actively conducted in the future, and their practical application is ex-
pected to progress as the times change. At that time, the required security and privacy
requirements may also change. In this research, we have developed a theory that serves
as a foundation for secure information retrieval systems. Therefore, the theory of security
proposed in this thesis will be extended in the future and is expected to play an important
role in considering the security requirements of that future era.
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