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Abstract

Recent years have witnessed an explosive increase in the research
works on cooperative relay networks (CRNs) to improve the reliability
and efficiency of wireless data transmission at the physical layer. Unlike
these works, this thesis focuses on secrecy-enhanced data transmission
for CRNs at the physical layer from the perspective of physical layer
security (PLS). There are generally two kinds of eavesdropping attacks
for CRNs: external eavesdropping attack from pure eavesdroppers and
internal eavesdropping attack from untrusted relays. The thesis is thus
divided into two parts by considering these two kinds of attacks.

In the first part of the thesis, the cooperative relaying for protecting
from the external eavesdropping attack, also named cooperative security,
is studied. 1) We first investigate the cooperative security for the typical
two-user cooperation scenario within the framework of game theory. Due
to the fact that the conventional cooperation may deteriorate the secrecy
performance compared to the direct transmission (DT), an opportunis-
tic user cooperation scheme (OUCS) is designed. The OUCS activates
the cooperation only when it is regarded to be worthwhile according to
the time-varying channel fading. It is proved that the OUCS consistent-
ly achieves a better secrecy performance than the DT, which motivates
the users to cooperate with each other. 2) Then, we extend the OUCS
to multi-user cooperation scenarios by jointly solving the questions of
whether to cooperate and with whom to cooperate under the eavesdrop-
ping attack. It is derived that the full secrecy diversity performance is
realized by the OUCS, which outperforms existing alternatives in the
literature. 3) Moreover, we consider the application of cooperative secu-
rity in a kind of specific sensor networks - wireless body area networks
(WBANS). Based on the channel characteristics of WBANS, the secre-
cy outage probabilities for the DT and cooperative relaying are derived
respectively. It is confirmed that the cooperative security is also feasible

in WBANS.



In the second part of the thesis, the code assisted security for pro-
tecting from the internal eavesdropping attack is investigated. Because
the cooperative relays themselves are the eavesdroppers in this case, the
cooperative security analyzed above is no longer effective. Therefore,
the code assisted security is introduced. 1) We first design a scheme
of fountain code assisted security (FCAS). Because the receivers need
a sufficient number of fountain packets to recover the original data for
fountain coded transmission, the security can be achieved if the destina-
tion receives fountain packets faster than the eavesdropper. The channel
fading and transmit power control are exploited by us to make a higher
packet reception rate at the destination compared to the eavesdropper.
It is observed that FCAS reduces the intercept probability to zero (near-
Jexponentially with increased number of source packets. Therefore, an
arbitrarily small intercept probability can be realized by simply increas-
ing the number of source packets. The conclusion is also held when we
apply FCAS in the CRNs to resist an untrusted relay. 2) We further
develop a fixed linear code assisted security (FLCAS) scheme based on
FCAS, and use it to resist multiple untrusted relays. Because the ran-
domness characteristics of fountain codes still results in a small quantity
of data leakage, we are motivated to adopt a fixed linear code with a
better secrecy performance. The intercept probability for FLCAS in the
CRNs with multiple untrusted relays is then analyzed. It is found that
FLCAS maintains the superiority of FCAS that the intercept probabil-
ity is decreased to zero exponentially as the number of source packets
increases. The destination based jamming strategy is also considered to
accelerate the rate of decrease. In addition, the comparisons of FLCAS
with FCAS and experiment evaluations are presented.

Overall, this thesis comprehensively studies how to enhance the secre-
cy of data transmission for the CRNs based on the concept of PLS. Both
of the external and internal eavesdropping attacks are considered. The
contributions herein can be also applied in the conventional multi-hop

networks to improve the data transmission security.
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Chapter 1

Introduction

1.1 Background

Information communication is a fundamental need for the development of
our human society. From the use of drums and smoke signals at the prehistoric
era to the cable & wireless communications nowadays, new technologies are
continually invented to pursue a faster transmission speed, a higher transmis-
sion reliability and a longer transmission distance. Especially in recent years,
the mature of wireless digital communications makes the information transfer
more flexibly and conveniently. Wireless devices nowadays have been employed

widely to serve our daily lives, industries and other areas.

Information
. Source Channel Digital
source and input [ > > 's
encoder encoder modulator
transducer
Channel
Output,
signal Source Channel Digital P
< o o
Output transducer 1< decoder decoder demodulator|

Figure 1.1: Basic architecture of modern digital communication systems [1].

Fig 1.1 shows the basic architecture of modern digital communication sys-

tems. At the transmitter, the source information is processed first by the source
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encoder and channel encoder, and then sent to the receiver through the commu-
nication channel after digital modulator. The receiver obtains the information
via a reverse process. For a communication system, the transmission perfor-
mance is affected greatly by the quality of the channel. In the milestone work of
Shannon [2], channel capacity was pioneered that provides the maximum trans-
mission rate at which reliable communication over a channel is possible! [1].
The shannon capacity of a point-to-point communication system with additive
white Gaussian noise (AWGN) channel is given by C' = Wlog, <1 + NOLW> (bit-
s/s), where W is the bandwidth of the channel, P is the received signal power
and N is the noise power spectral density?.

Compared to the cable networks, the wireless communications suffer a lot
from the channel fading. The popular wireless systems, e.g., cellular networks,
WiFi networks and satellite systems, are all using the radio wave to perform
the data transmission. During the transmission, the radio signal experiences
path loss, shadowing effect and multipath propagation. When it arrives at the
receiver, the power has been attenuated greatly and also becomes randomly
fluctuating. This kind of attenuation and random fluctuation is know as the
channel fading in the wireless systems. Assuming that the transmit power is P
and the channel fading coefficient is h, P is derived as P|h|2, which indicates
that the instantaneous channel capacity is proportional to the channel gain.
That is to say, a larger channel gain |h|2 supports a higher transmission rate of
the reliable communication, and similarly the temporary deep fade may result
in transmission failures.

Since the random fluctuations of the channel fading in wireless systems
yields an unstable transmission performance, how to deal with channel fading
is one central topic for the design of wireless communication systems [3,4]. The

diversity strategy is regarded as a powerful tool to mitigate the effects of fading

!Shannon second theorem - the noisy channel coding theorem: Reliable communication
over a discrete memoryless channel is possible if the communication rate R satisfies R < C,
where C is the channel capacity. At rates higher than capacity, reliable communication is
impossible [1].

2The shannon capacity with W = 1 (also named spectral efficiency), ie., C =
log, (1 + ]\%) (bits/s/Hz), is usually utilized for performance analysis. It is also adopted

in this thesis without loss of generality.
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by combining the signals from independent transmission links (which experience
independent channel fading). As described in [4], diversity-combining uses the
fact that independent signal links have a low probability of experiencing deep
fades simultaneously. The diversity can be realized in many ways, e.g., the
bit interleaving at time domain, subcarrier interleaving in orthogonal frequency
division multiplexing (OFDM) systems at frequency domain, and multi-antenna
transmitting /receiving in spatial domain.

Multi-antenna transmitting/receiving, also known Multiple Input Multiple
Output (MIMO), is an intuitive way to harvest the spatial diversity gain. If
the antennas are separately enough, the maximum diversity order M x N (i.e.,
M x N independent transmission links) can be reached, where M and N are
the numbers of transmit and receive antennas respectively. Both the academia
[4-7] and industry [8-13] generally accept that the required separation distance
between antennas to yield independent channel fading is the same order of the
carrier wavelength (from half to several wavelengths). Since the requirement of
the same order of the carrier wavelength is not difficult to be satisfied for many
wireless devices, the multi-antenna diversity has been extensively adopted. One
typical application is the base stations and smartphones® in cellular networks.

However, the number of configurable antennas on a specific device is still
restricted. Especially, some kinds of wireless devices (e.g., sensor nodes) are re-
quired to be as small as possible. The setup of two diversity antennas is already
infeasible for these size and resource limited devices. Recently, a novel form of
spatial diversity technique named cooperative diversity attracts much research
attention from the pioneering works of [15,16]. The nodes in the cooperative
networks act as relays and form a virtual multi-antenna system to assist the
transmission between the source and the destination, which realizes the spatial
diversity in a distributed manner. Due to the existence of the relaying phase,
the cooperative diversity is also called cooperative relaying. It has been proved
that cooperative relaying is effective to improve the transmission quality and

enlarge the coverage area of the wireless networks. Till now, the researchers

3The popular smartphones, e.g., Apple Iphone, Samsung Galaxy and Nokia Lumia all
adopt the spatial diversity antenna [14].
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have studied the application of cooperative relaying in different kinds of wire-
less networks, such as 5G networks, wireless sensor networks, smart grids and

even underwater acoustic systems [17-20].

1.2 Basic Theory of Cooperative Relaying

The direct transmission and cooperative relaying are shown respectively
in Fig 1.2. For the convenience of analysis, the channel from node i to node
j is modeled as Rayleigh block flat fading channel with the average channel
gain E(|h;;|*) =02, where hyj ~ CN (0,0%) is the channel fading coefficient.
Given that all the devices operate in the half-duplex mode and time division
multiple access is adopted to make orthogonal channel access, the cooperative
relaying is generally divided into two phases. In phase I, the source sends
the signals of its message, and both the destination and the cooperative relay
listen to it. In phase II, the cooperative relay retransmits its received signals
to the destination based on a selected cooperative relaying protocol. Then the

destination combines the signals of both phases to obtain the spatial diversity

gain.

Relay(R)

|
Source(S) Destination(D) | h
h () | Source(s) " $E
@ SD |
i .~
| d
|
|

(1). Direct transmission

Destination(D)

()

(2). Cooperative relaying

Figure 1.2: Direct transmission and cooperative relaying.

For the direct transmission, the received signals at the destination can be

written as
Yp = \/ﬁhSDl‘ + ngsp (11)

where, x is the transmitted signals and n;; ~ C'N (0, Ny) represents the addi-

tive white Gaussian noise (AWGN) at the node j. The maximum achievable
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transmission rate/channael capacity is derived as
Cd = 10g2 (1 + p’hsp‘z) (12)

where p = P/N, denotes the system signal to noise ratio (SNR). The transmis-
sion suffers from outage if the channel capacity is less than the target transmis-
sion rate R. An important performance metric to evaluate the quality of the
wireless transmission is the outage probability P,,; = Pr{C < R}, from which
the diversity order can be also derived by d, = — pli)rgo %. d, reflects the

number of independent transmission links. As for the direct transmission, the

outage probability is obtained as

a2 1 9R
Pl =Pr{C'<R}=1-¢ % * "R — (1.3)
9sp P

It is easy to get that the diversity order of the direct transmission is 1, which
is consistent with the intuitive observation.

For the cooperative relaying transmission, the decode-and-forward (DF)
and amplify-and-forward (AF) are two fundamental cooperative relaying pro-
tocols [16]. The theory of them is described as follows.

A. DF protocol

The DF relay first decodes the signals received in Phase I, and then for-
wards the message after re-encoding. To realize the diversity order of 2, the
selective DF relaying protocol is analyzed in this thesis. That is to say, the
relay forwards the message only if the channel gain of the source-relay link is
higher than a threshold. Considering that maximal ratio combining (MRC) is
adopted at the destination, the channel capacity of DF protocol is

oPF _ { 3108, (1+ plhsol”) hsal < (" =1)fp )
3log, (14 plhsp|* + plhapl®) , [hsrl* > (225 —1) /p
where % is due to the rate degradation of cooperative relaying. The outage
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probability is thus derived as [16]

PEE = pefort < gy A Tn ke (P
9sp  95RIRD p

The diversity order 2 can be confirmed for the DF cooperative relaying
protocol. Intuitively speaking, there are two independent links: direct link and
relaying link. The data transmission can be success if either of the two links
does not undergo the deep fade.
B. AF protocol

Unlink the DF relay, the AF relay only amplifies its received signals by a
factor and forwards the amplified signals directly. The factor is used to scale

the transmit power to be P and is given as

VP

p = - (1.6)
\/ P|hsr’ =+ NO
Therefore, the received signal at the destination from the relay is
Yrp = Phrpysr + nrp = phrp (hsrT + nsr) + nep (1.7)
. . . . __ plhsrl*plhrD|?
The corresponding received SNR is calculated as ygp = TeplhsnPtplhanl: Thus,
the channel capacity of AF protocol is
AF 1 2
cro= 5103;2 (1+ plhspl” + vrD)
1 2 plhs|*plhrp|”
= —log, [ 1+ plhsp|” + (1.8)
2 ( 1+ plhsa|* + plhrp|”
In the high p region, the outage probability is approximated to be [16]
1 2 2 92R _ 1 2
PAF _ py (CAF < gY'R° . Z5nT ko < ) (1.9)
2050 O5rRORD P

It is observed that the AF cooperative relaying protocol also has diversity

order 2. Although DF and AF protocols are extensively adopted, both of



1.3. Physical Layer Security

them have their own merits and drawbacks. For example, DF relay does not
need to storage the analog waveforms but has a higher complexity for the
decoding and re-encoding, while AF relay has a lower complexity but needs the
process of analog waveforms and amplifies the noise simultaneously. Therefore,
other cooperative relaying protocols, e.g., compress-and-forward [21, 22] and
demodulate-and-forward [23,24], are also studied by the researchers. With its
development in both theory and practice, the idea of cooperative relaying has
been considered by different wireless standards such as Wimax [25] and 3GPP
LTE-Advanced [26].

1.3 Physical Layer Security

In wireless networks, the openness of the transmission medium makes it
vulnerable to the eavesdropping attacks. Generally, the receivers in the coverage
area of a transmitter are all able to receive the transmitted signals. Therefore,
besides the reliability and efficiency, the transmission security is also a crucial
issue in the research of wireless networks. The cryptography is traditionally
adopted at the upper layers of the network protocol stack to secure the data
transmission. However, most of the encryption schemes rely heavily on the com-
putational hardness assumptions and the premise of limited computing power at
the eavesdropper, which is being threatened more by the emerging technologies,
e.g., cloud computing and quantum computer. Besides that, key management
is relatively complex for decentralized or dynamic wireless networks.

Compared to the cryptography which achieves the security mainly through
transmitting the cipher text, the physical layer security (PLS) exploits the
physical characteristics of the wireless channels (e.g., fading or noise) to make
that the eavesdropper is unable to decode/receive the transmitted data (which
may be the plain text) [27-30]. Therefore, it can realize the secure transmission
without encryptions. The PLS is based on information theory to pursue perfect
secrecy, and is being popularly studied in the research area of wireless security
[31,32]. The pioneer proposal of PLS is found in the work of Wyner [27]. It

is concluded that it is possible to transmit the information in perfect secrecy



1.3. Physical Layer Security

at a non-zero rate if the quality of the eavesdropping link is worse than that
of the legitimate link. The PLS in wireless networks with fading channels is
studied in [29], where the secrecy capacity (i.e., the maximum data rate at which
the eavesdropper cannot decode any information) is given as the difference of
the channel capacities between the legitimate link and the eavesdropping link.
Fig 1.3 shows a typical wireless network under eavesdropping attack. Given
the assumption of block-flat fading channels in the network, the instantaneous

secrecy capacity is expressed as

Eavesdropper(E)

Destination(D)

Figure 1.3: A wireless network under eavesdropping attack.

Cs = [CD - OE]+: [IOgQ (1 + p|h3D]2) — 10g2 (1 + p|hSE‘2)]+ (110)

where, [z]" = max {0, 2}, Cp and C are the channel capacities at the destina-
tion and the eavesdropper respectively. The secrecy outage probability is also
characterized in [29] as the probability that the instantaneous secrecy capacity
is less than a target secrecy rate Rg > 0, i.e., P,y = Pr{C; < R}.

How to improve the secrecy capacity and/or reduce the secrecy outage
probability is one of the main research directions of PLS. From their definitions,
it is direct to consider the transmission strategies which can increase the channel
capacity at the destination or decrease the channel capacity at the eavesdropper.
Typical approaches include multi-antenna beamforming [33] and artificial noise
[34]. The cooperative relaying has also been considered to enhance the PLS

recently, which we denote as cooperative security. For example, cooperative

relaying based beamforming and jamming for the PLS are studied in [35-40].
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1.4 Motivation and Contributions

The cooperative relaying based beamforming and jamming generally have
a higher complexity, which motivates us to design the cooperative security
schemes based on the basic cooperative relaying transmission. The underlying
idea is finding the diversity link which can provide the best secrecy performance
to perform the data transmission. The finished works with their respective
motivation and contributions are listed as follows.

1) For the two-user cooperation, we design an opportunistic user coopera-
tion scheme (OUCS) to consistently achieve a better secrecy performance than
the direct transmission, which cannot be ensured by the conventional coopera-
tion scheme. With the conventional cooperation, it is easy to observe that both
the destination and the eavesdropper can obtain the diversity gain, which may
deteriorate the secrecy performance if the eavesdropper gets more. Therefore,
we are motivated to design an OUCS based on the works of [41-43], such that
the cooperative relaying link is activated only when it is regarded to be posi-
tive for the enhancement of PLS. The analysis of the OUCS for the two-user
cooperation is conducted within the framework of game theory. We derive that
the secrecy performance of the OUCS is always better that that of the direct
transmission, which prompts the users to cooperate with each other.

2) The OUCS is extended to multi-user cooperation scenarios combining
with the concept of optimal relay selection, which is proved to achieve the
secrecy outage performance with full diversity. Although the optimal relay
selection has been studied for cooperative security in [44-49], these schemes
only deal with the question of with whom to cooperate. They do not fully
exploit the diversity transmission links and cannot realize full secrecy diversity
accordingly. However, by jointly solving the questions of whether to cooperate
and with whom to cooperate under the eavesdropping attack, our proposed
OUCS is proved to have full secrecy diversity performance.

3) The application of cooperative security in a kind of specific sensor net-
works - wireless body area networks (WBANS) is investigated. The physical

channels of WBANS have their own characteristics: the path loss is severer com-
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pared to other wireless networks due to the effect of human body. Therefore,
relaying is usually considered in WBANSs to improve the transmission reliabili-
ty and energy efficiency [50-58]. By analyzing the secrecy outage performance
of direct transmission and cooperative relaying, we prove that the cooperative
relaying is also a feasible way to realize secrecy-enhanced data transmission in
WBANS.

The cooperative security schemes studied above are to protect from ex-
ternal eavesdropping. For cooperative relay networks (CRNs), there is another
form of eavesdropping attack: internal eavesdropping caused by the untrusted
relays. These relays are willing to dedicate their resources to assist the trans-
mission, while they simultaneously attempt to intercept the relayed data. The
cooperative security does not work well for this issue and thus we introduce
code assisted security. The achievements are described as follows.

1) We propose a fountain-code assisted security (FCAS) scheme for wire-
less secure transmission, which is proved to be also effective for protecting from
the threat of internal eavesdropping in CRNs. Some researchers have made
their efforts on the issue of untrusted relays in CRNs based on the conven-
tional PLS, such as [59-66]. However, the perfect secrecy ensured by PLS is
not always necessary under the assumption that a certain number of packets
are required to recovery the original data. The fountain codes is a such kind
of coding scheme that satisfies this assumption. Therefore, the security can
be realized for fountain coded transmission if the destination receives fountain
packets faster than the eavesdropper. We thus exploit the channel fading and
transmit power control to ensure a higher packet reception rate at the des-
tination. It is observed that FCAS reduces the intercept probability to zero
(near-)exponentially as the number of source packets increases, and thus an
arbitrarily small intercept probability can be achieved by simply increasing the
number of source packets®. The validity of FCAS for protecting from internal
eavesdropping is then confirmed in CRNs with an untrusted relay.

2) A fixed linear code assisted security (FLCAS) scheme is designed to

4The intercept probability instead of secrecy outage probability is adopted here since the
code assisted security is not strict PLS.
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further improve the secrecy performance of FCAS, and the application of it to
resist multiple untrusted relays is then analyzed. The randomness characteris-
tics of fountain codes still results in a small quantity of information leakage at
the eavesdropper before it receives enough fountain packets correctly. There-
fore, we use a fixed linear code to overcome this shortcoming of the fountain
codes, through which the information encrypts itself more perfectly but with
the same complexity as fountain codes. We exploit FLCAS to protect from in-
ternal eavesdropping in the CRNs with multiple untrusted relays. It is derived
that the intercept probability is also decreased to zero exponentially with the
number of source packets. However, the rate of decrease becomes significantly
slow as the number of untrusted relays increases. We therefore further intro-
duce the destination based jamming strategy to accelerate the rate of decrease
and achieve an acceptable intercept probability for multiple untrusted relays.
In addition, the comparisons of FLCAS with FCAS and experiment evaluations
are conducted by using software defined radio platforms (NI USRP-2921).

1.5 Outline of the Thesis

The rest of the thesis consists of six chapters.

From Chapter 2 to Chapter 4, the cooperative security for protecting from
the external eavesdropping attack is studied: In Chapter 2, the two-user coop-
eration under eavesdropping attack is analyzed within the framework of game
theory. The designed opportunistic user cooperation scheme - OUCS which
always achieves a better secrecy performance than the direct transmission is
described. Then we explain how to motivate the users to cooperate with each
other by combining the OUCS with Stackelberg game. In Chapter 3, the OUCS
is extended to multi-user cooperation scenarios. Based on the OUCS, we give
an integrated solution on the questions of whether to cooperation and with
whom to cooperate under the eavesdropping attack, and prove that the secre-
cy outage performance with full diversity can be achieved. In Chapter 4, the
application of cooperation security in WBANSs is considered. We derive the se-

crecy outage probabilities for the direct transmission and cooperative multihop
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1.5. Outline of the Thesis

relaying respectively according to the channel characteristics of WBANSs, which
confirms the feasibility of the cooperation security in WBANSs.

From Chapter 5 to Chapter 6, the code assisted security for protecting
from the internal eavesdropping attack is analyzed: In Chapter 5, the fountain-
code assisted security - FCAS is studied. We first describe the theory of FCAS
for the wireless secure transmission. After that, the FCAS is applied in CRNs
with an untrusted relay to validate its effectiveness. In Chapter 6, the fixed
linear code assisted security scheme - FLCAS is introduced and exploited to
resist multiple untrusted relays. We give an explanation on the FLCAS and
describe its secrecy performance and complexity at first. Then we exploit it in
the CRNs with multiple untrusted relays for protecting from the internal eaves-
dropping. Finally we compare the FLCAS with FCAS and conduct experiment
evaluations.

The thesis is concluded and the future research directions are discussed in

Chapter 7.
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Chapter 2

Two-User Cooperation Analysis

under Eavesdropping Attack

Cooperative relaying is generally regarded as a win-win strategy for the
participated users. The users dedicate their own resources to assist other users’
data transmission, and in return they also get others’ cooperation. To motivate
the users to participate in the cooperative relaying, the following two conditions
should be satisfied: 1) the cooperation from others should be beneficial for the
considered performance metric; 2) the mechanism avoiding free-riders should
be included. The analysis of these requirements in theory is suitable to adopt
game theory, which is a powerful mathematical method for helping players
(users) make optimal actions in a competitive environment.

In this chapter, the two-user cooperation behaviors under eavesdropping
attack are analyzed through game theory. Considering the physical layer se-
curity (PLS), we prove that the conventional cooperation scheme actually de-
teriorates the secrecy performance compared to the direct transmission, given
that the eavesdropper has a better channel condition to the users than the des-
tination. In this case, the necessary condition of the cooperation that the users
should obtain additional utilities from the cooperation is not satisfied, which
makes the users have no incentive to participate in the cooperation game. In
order to motivate users, an opportunistic user cooperation scheme (OUCS) is

designed to improve the secrecy performance even if the eavesdropping channel
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2.1. Introduction

is superior to the legitimate channel, and it is also observed that the mutual
cooperation is one of the Nash equilibriums. We further exploit the Stackelberg
game with a punishment mechanism to avoid free-riders and make the mutual

cooperation as the unique Nash equilibrium.

2.1 Introduction

Besides the theoretical studies, the real experiments have also shown the
significant performance improvement via cooperative relaying in terms of bit
error rate, network throughout and delay, packet error rate, etc [67-69]. Till
now, however, the introduction of cooperative relaying in real wireless systems
is still rare. Besides the hardware and protocol limitations, the selfishness
of users in many wireless networks is one main obstacle. The selfish users
first assess whether the cooperation from others is beneficial or not. They are
willing to attend the cooperative relaying if the cooperation benefits themselves.
However, they still only care about their own utilities and intend to be free-
riders in cooperative communication systems. As a result, all of the users
prefer not to cooperate because they cannot get equivalent cooperation from
the others [70].

This cooperation behavior is especially suitable to be analyzed by the
game theory. Researchers have employed different game models to motivate
the users of wireless networks to cooperate with others. In [71], the repeat-
ed game is analyzed for decode-and-forward (DF') user cooperation, where the
utilities achieved in future cooperation periods can make the users choose mu-
tual cooperation currently. Nash bargaining solution is adopted to provide user
incentive to cooperate for the bits-per-energy efficiency in [72]. Resource al-
location is solved through Stackelberg game by [73] and [74]. Some studies,
such as [75], utilize the auction game to analyze cooperative communication.
In these papers [71-75], the cooperation from other users is generally assumed
to be beneficial for the utilities the users care about. For example, the utility
function is defined as a monotonically increasing function with the signal-to-

noise ratio (SNR) in [71]. That is to say, acting as a free-rider can strictly
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2.1. Introduction

improve one’s own utility. However, the assumption that the cooperation is
beneficial is no longer reasonable under eavesdropping attack.

As described in Chapter 1, the perfect secrecy in PLS can be achieved if
the secrecy rate is limited by the system secrecy capacity, which is defined as
the difference between the channel capacity of the destination and that of the
eavesdropper [29]. The secrecy outage occurs if a target secrecy rate is larger
than the instantaneous secrecy capacity. Intuitively, the conventional coopera-
tion with either DF or amplify-and-forward (AF) improves the channel capacity
both at the destination and the eavesdropper. If the eavesdropper achieves more
cooperation gain than the destination does, the secrecy performance is in fact
deteriorated compared to the direct transmission. Therefore, it is necessary
to reconsider the user cooperation behaviors with secrecy constraints. This
chapter focuses on this issue and the contributions are threefold.

1) The conventional cooperation scheme is proved to be negative from the
secrecy perspective if the eavesdropper has a better channel condition than the
destination. Here, the secure transmission probability (one minus the secrecy
outage probability) is treated as the users’ utilities. Given the passive eaves-
dropping, the users cannot estimate the channel state information (CSI) of the
eavesdropper and thus cannot decide whether the cooperation is positive or
not. Therefore, the users have no incentive to participate in the game and
accordingly the game theory analysis becomes meaningless.

2) To motivate users, an opportunistic user cooperation scheme (OUCS) is
developed which can consistently achieve a higher secure transmission probabil-
ity than the direct transmission even if the eavesdropper has a better channel
condition. That is to say, the users are motivated to join in the game for a high-
er secrecy performance. After the game theory analysis, mutual cooperation is
found to be one of the Nash equilibriums if one-shot static game is considered.

3) The Stackelberg game is then adopted with a simple punishment mech-
anism to avoid free-riders and stimulate the mutual cooperation, because the
users generally transmit in a sequential fashion. The game is modified to reflect
the symmetry of the users, in which the user who decides whether to cooperate

or not in the current cooperation period acts as the leader and the other user
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2.2. System Model and Problem Formulation

acts as the follower. In other words, they act as the leader by turns. The
follower will refuse to cooperate if the leader behaves as a free rider, until this
leader provides cooperation again. The mutual cooperation will be the unique
Nash equilibrium if the users care about the subsequent utilities. This result is
more valuable because the system converges to the mutual cooperation even in

the distributed systems with selfish users.

2.2 System Model and Problem Formulation

2.2.1 System model

Eavesdropper(E)

Destination(D)

Figure 2.1: Two-user cooperation under eavesdropping attack.

The two-user cooperation under eavesdropping attack as shown in Fig
2.1 is considered. Two users intend to cooperate with each other to transmit
their data to a common destination(D). An eavesdropper(E) overhears the da-
ta for illegal purpose through the passive eavesdropping, such that the CSI of
the eavesdropper’s links is unavailable. Both the destination and the eaves-
dropper employ the maximal ratio combining to achieve the diversity gain.

The channel between two nodes i and j is modeled as Rayleigh block-flat fad-

ing with the average channel gain Ufj, such that the channel fading coefficient
hij ~ CN (O, afj). The potential cooperation partner is selected from neighbor-
ing users. Thus, the inter-user channels are assumed to be reliable (error-free)
as is done in [71], and much better than the destination’s and the eavesdropper’s
channels. To make it simple, we also assume that the channels between the user-
s and the destination (and the eavesdropper) follow independent and identical

distribution because the users are close to each other, and set o3, = 03, = 02,
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2.2. System Model and Problem Formulation

0?p = 02, = 02. Due to the passive eavesdropping, it is impossible to decide
whether 02; > 02 or not. The two users transmit their messages by turns
based on the time division multiple access and a cycle forms one cooperation
period. Both users are selfish and they choose whether to provide cooperation
by themselves. Since the inter-user channel is assumed to be reliable, the DF
cooperation is adopted to avoid the noise amplification. However, the simula-
tion results of the AF cooperation will be also given for the comparison later.
The transmit power of each node for every transmission period is restricted as

P. If one user provides cooperation, it will offer P/2 to relay the other’s signals.

The power of additive white Gaussian noise at receivers is denoted by Nj.

2.2.2 Experimental evaluation on channel independence

The independence (/decorrelation) of channel gains among the antennas
or cooperative users is the basis for the spatial diversity techniques. It has been
introduced in Chapter 1 that both the academia [4-7] and industry [8-14] gen-
erally accept that the required separation distance between antennas to yield
independent channel fading is the same order of carrier wavelengths (from half
to several wavelengths). To confirm this conclusion again, we use the software
defined radio platforms (NI USRP-2921) to evaluate the correlation coefficients
for different separation distances between two antennas. The experiment setup
is as shown in Fig 2.2. A transmitter continues to transmit the data pack-
ets, while two receivers estimate the received signal power related to every
packet by using a probe that computes the average magnitude squared: ana-
log.probe_avg_mag_sqrd_c().

The experiments are performed at 2.4GHz ISM band and both the line
of sight (LOS) and non line of sight (NLOS) scenarios are considered. Each
experiment transmits 2500 packets, and we perform three times to calculate
the mean value of the correlation coefficients for different separation distances.
Since there are some nonreceived packets, their received signal power is set to
be -80dBm for computational convenience. The experiment results are shown
in Table 2.1. As noted in [76], signals are often said to be “effectively” decor-

related if the correlation coefficient is below a certain threshold (typically 0.5
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[ — e =
Figure 2.2: Experiment setup for evaluating channel correlations.

or 0.7), which is also the general case for the diversity applications [77-79].
It is observed from the Table 2.1 that in the experiments the correlation co-
efficient below 0.5 and 0.7 is hold for a distance larger than 100cm and 5cm
respectively (the same order of the approximate carrier wavelength 12.5c¢cm).
This requirement is feasible and that’s why many wireless devices nowadays
exploit the multiple antennas to harvest the spatial diversity gain [10,12,14].
It is obviously applicable in cooperative relay networks, because the distance
among distinct wireless devices is generally much longer than that within one
device. Furthermore, researchers usually assume the independent channel gain-
s pertaining to different transmission links for a simple theoretical analysis on

their proposals, which is also adopted in our system model above.

Table 2.1: Correlation coefficients vs. separation distance between antennas
1 5 10 20 50 | 100 | 150 | 200(cm)
LOS [0.76 | 0.70 | 0.56 | 0.52 | 0.69 | 0.61 | 0.42 0.24

NLOS | 0.48 | 0.60 | 0.61 | 0.60 | 0.42 | 0.45 | 0.26 0.35

2.2.3 Problem formulation

The cooperation decision is made by both users through game theory to
maximize their own utilities. Generally, a game is performed among N players.
The strategies of these players comprise a strategy profiles = {sy, sg, ...8;, ...Sn },

where s; is the selected strategy of user i. The possible strategies of user ¢ is
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defined as the strategy space of user i, S; and s; € S;. The strategy profile of
the opponents of user i is denoted by s_; = {s1, s2,...8i1, Si+1,...sn}. Under
the strategy profile s, the utility of user i is expressed as U;(s). Using these
notations, we can easily give the definition of Nash equilibrium [71], which
describes the specific strategy profiles that no user can improve its utility by
merely changing its own strategy.

Definition: (Nash equilibrium) The strategy profile s* is a Nash equilib-

rium if for each player i,
Ui(si,s*;) > Ui(si,s,),Vs; € {S;—{si}} (2.1)

For the two-user cooperation game, both users have two strategies, namely
cooperate (C) and not-cooperate (NC). Therefore, the game can be represented
by a strategic form as shown in Table 2.2, where p; = % = N% denotes the
system SNR and U;(s1, s2) = u;(x,y) is the utility function for different strategy
profiles. The expression of u;(x,y) depends on which kind of performance the
users care about. For example, the Shannon capacity w;(z, y) ~ log,(z|hip|* +
y|hap|?) and the transmission reliability for binary differential phase shift keying
ui(z,y) = 1—p, = 1—0.5¢~ @l +vlhnl”) are considered as the utilities in [71].
These utility functions monotonically increases with the received SNR. Each
user can get better payoff if it chooses NC no matter what the other user
chooses. The strategy profile {NC, NC} is the unique Nash equilibrium for
this game because each user intends to be the free-rider. The authors of [71]
also analyze the repeated game and find that {C, C} may be another Nash

equilibrium if users consider future utilities.

Table 2.2: Strategy form for the two-user cooperative relaying game

User 1 User 2 Cooperate Not-cooperate
Cooperate w (5, 5) w2 (5, 5)] [w (5.0),us (5, p2)]
Not-cooperate Uy (pl, %2) ) Us (0, 2 } [u (p1,0),usz (0, p2)]

Almost all the papers about the game theory analysis of cooperative re-

laying assume that cooperation from others is beneficial for the users [71-75].
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However, the cooperation is not always positive for different considered utility
functions. This paper analyzes the secure transmission probability in two-user
cooperation scenario under eavesdropping attack and shows that the conven-
tional cooperation in fact deteriorates this performance if o2, > 02,. As noted
above and Chapter 1, the secrecy capacity is defined as the difference between

the channel capacities of the destination and the eavesdropper [29],
C, =[Cp — Cg]* (2.2)

where, [z]" = max{0,z}, Cp and C are the channel capacities of the desti-
nation and the eavesdropper respectively. The outage occurs if the instanta-
neous secrecy capacity of the system is less than a target secrecy rate Ry. For
simplicity, we focus on the high system SNR scenario as [36, 71]. The secure
transmission probability, 1 — Pr{outage} = Pr{Cs > R}, is treated as the

utility function,

ui(z,y) = Pr{Cs> R}
= Pr {rlog2 (1+w|h1D|2+y|h2D|2)
—rlog, (1+ zlhip|? + y|h2E|2) > R,}

hipl* + ylhap|?
Pr ¢ rlog, i 1D|2+y‘ 2D’2 > R (2.3)
z|hip|” + ylhagpl

where, r = % if user ¢ gets the cooperation from the other user due to the rate

Q

degradation of the cooperative relaying and » = 1 for the direct transmission
[16,75].

Property 1: The conventional cooperation (DF) deteriorates the secure
transmission probability if the eavesdropper has a better average channel gain

than the destination.

Proof. We will compare the secure transmission probability for different strate-

gy profiles. Without loss of generality, we derive the utilities of user 1 (Appendix
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A1),
w (% % - (zi—i; (2.4)
e %) E (25:2)2(25 1) (25)
ur (2,0) = s (p1,0) = 5/5% (2.6)

where & = Jj—f—Q and § = 2f. For any target secrecy rate Ry > 0, we can get
sd

0 > 1 and further prove that

P1 1 P2 P1 P2
,0) = (—,0>>—> ( ,—)> (—,—) 2.7
Ul(pl ) Uy 5 £+ 1 Uy |\ p1 5 U1 97 9 ( )
if £ > 1, which always holds when de > 1 (i.e., the eavesdropper has a better
sd
average channel gain than the destination). Ol

This result shows that the cooperation provided by other users in fac-
t reduce the secure transmission probability if the eavesdropper has a better
channel condition. Fig 2.3 illustrates the analytical curves and simulation re-
sults with R, = 0.1bits/s/Hz to reconfirm Property 1 (the simulation results
of AF is also presented). The conventional cooperation with both DF and
AF is negative compared to the direct transmission if Z—% > 1. For the pas-
sive eavesdropping, the users cannot estimate the eavesdri)pper’s CSI and thus
cannot decide whether the cooperation from the other user is positive or not
considering the secrecy. Therefore, they will have no incentive to participate in
the game and the game theory analysis becomes meaningless. To describe this
problem, we formulate the necessary condition of the cooperative relaying game
first. Then we motivate the cooperation behavior through an opportunistic co-

operation scheme which achieves a higher secure transmission probability than

0.2

the direct transmission for any =5¢ values. The mutual cooperation is found to
sd

be one of the Nash equilibriums. After that, the Stackelberg game is modified

with a punishment mechanism to make the mutual cooperation become the

unique Nash equilibrium.
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Figure 2.3: Secure transmission probability of user 1 for different strategy pro-
files with the conventional cooperation scheme.
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2.3 User-Motivated Cooperation Scheme un-

der Eavesdropping Attack

2.3.1 Necessary condition of the cooperation game

The users will prefer not to participate in the game if they cannot obtain
benefits from the cooperation. Therefore, we formulate the necessary condi-
tion of the cooperation game to describe whether the users are interested in
the game. Concentrating on the system model, we only consider the two-user
cooperation for a simple representation, although it can be easily extended to
the multi-user cooperation.

Necessary condition of the two-user cooperation game: For at least one
strategy of user i, s;, the cooperation from the other user should generate a

higher utility compared to the NC status of the other user, i.e.,

Ui(Si, C) > Ui(Si, NC), ds;, € S; (28)
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It can be understood as follows: A user who joins in the game intends to
improve its own utility through mutual cooperation or as the free-rider. If
the cooperation cannot realize any performance improvement no matter what
strategy the user chooses, the decision not to attend the game is better. This
formulated necessary condition can be used to validate whether the game theory
analysis for the cooperation is necessary. In [71-75], it is all assumed that the
cooperation can provide additional utilities to the users. For example, users
can strictly improve their utilities if they act as the free-rider in [71], i.e.,
Ui(si, C) > U;(s;, NC) if s; is NC. The source(s) should pay for the cooperation
power to other users in [73] and [75], also because the cooperation from others
is more beneficial than the direct transmission. However, according to Property
1, the necessary condition is not satisfied in terms of the secure transmission
probability if an eavesdropper exists and has a better channel condition than the
destination. Therefore, if we still adopt the conventional cooperation scheme
under eavesdropping attack and cannot ensure that the destination will have a
much better average channel gain, the users would prefer the direct transmission

by themselves and have no interest in the cooperation game.

2.3.2 DMotivate the user cooperation through an oppor-
tunistic user cooperation scheme (OUCS)
The analysis above shows that with the secrecy constraints none of the

users is interested in the conventional cooperation mode. To satisfy the neces-

sary condition of the cooperation game, the cooperation scheme must be revised

2 . .
Zse values. The typical cooperation schemes for se-
sd

g

to make it positive for any
crecy includes cooperative beamforming or jamming, as designed in [80-83].
The game theory analysis in these studies is reasonable, since the users can
always achieve a better secrecy performance by the cooperation under certain
assumptions (e.g., the CSI of the eavesdropping channel is available [80-83] or
the jamming signal can be cancelled at the destination [83]). However, these
assumptions are not valid in general cases, especially for the passive eavesdrop-

ping, and also the cooperative beamforming or jamming is relatively complicat-
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ed. To relax the assumptions and reduce the complexity, we exploit the concept
of the opportunistic cooperation to motivate the user cooperation.

The cooperation scheme is designed and presented as Fig 2.4. We con-
sider the scenario wherein user 1 transmits its message and user 2 chooses the
strategy C. Let’s denote the average inter-user channel gain as E(|h,|*) =02,
where h;, is the inter-user channel coefficient. If user 1 finds out that |hy D]2 >
amin {|hin)?, |hep|’} (where a is the regulatory factor and a = 1/4 is found to
be a rational choice), user 1 gives up the cooperation and transmits the message
by itself. Otherwise, user 1 transmits the message to user 2 first and user 2
forwards the message using different codebooks [84]'. Thus, receivers at both

the destination and the eavesdropper cannot combine the signals of the direct

and relay links. The destination uses the signal of the relay link, whereas the

eavesdropper attempts to overhear the message in both phases.
h[n2,|h2D|2} |th|2<amin{h

2 2
in ’|h2D| }
’aEavesdropper

daEavesdropper
-
e

\ Userl/ _
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Figure 2.4: The OUCS for user 1 when user 2 provides cooperation.

|th|2 Zamin{

Property 2: The OUCS achieves a higher secure transmission probabil-
ity than the direct transmission for any g; values if the inter-user channel is
sd

dominant and a is set to be 1/6.

Proof. When user 2 provides cooperation to user 1 and OUCS is adopted, the

secure transmission probability of user 1 is derived as (Appendix A.2)

(BB ()T e e

E2+265+£€'0+€25(1-¢') 1 _ 02.8° it
ETD @) (ELEs +E010) ETEs TE5T20) and £ = 25— The utilities of user

Tin

where ® =

IThe decision on cooperation can be made in a centralized manner or a distributed manner
as shown in [85] (by setting timers at user 1 and user 2 inversely proportional to |kip|* and
amin {|hin|?, |hap |’} respectively).
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1 when user 2 chooses strategy NC are the same as the results in Sec 2.2.2, that
is,
1

uy (ﬁ,o) =uy (p1,0) = 5 +1

: (2.10)

The dominance of the inter-user channel in Property 2 means that the
average channel gain of the inter-user channel is better than the product of the
average eavesdropping channel gain and 42, i.e., 02, > 02,62 Considering the
small target secrecy rate, this requirement can be easily satisfied by selecting
a neighboring user as the cooperation partner?, which agrees with the system
model. Therefore, we can obtain ¢ < 1 and thus ® > 0. Because u; (%1, %2) >

Uy (%, 0) and uy (pl, %) > wuy (p1,0) when ® > 0, Property 2 is proved. O

Fig 2.5 gives the simulation results of the OUCS with R, = 0.1bits/s/Hz
to confirm the property, assuming that o2 /o2, = —5,—10,—15 dB. It is ob-
served that the users can always obtain a higher secure transmission probability
than the direct transmission. Thus, the users are motivated to participate in
the cooperation game. Apparently, the performance improvement from the co-
operation of one partner is limited. If multiple users are clustered together,
the multi-user cooperation can be exploited to obtain more cooperation gain.
The simulation results for five-user cooperation are also shown in Fig 2.5 to
illustrate the performance improvement by the multi-user cooperation. The
detailed analysis for multi-user cooperation will be considered in Chapter 3.

The strategy form with the OUCS is derived in Table 2.3. The necessary
condition of the cooperation game is obviously satisfied. Both users intend to
participate in the game because they can improve their secure transmission
probabilities via the other’s cooperation.

Table 2.3 shows that all of the four strategy profiles are Nash equilibriums.

Neither of the users regrets its choice for any strategy profiles. It turns out that,

2For the neighboring users, the inter-user channel is always much better than the channels
between them and other receivers due to the channel attenuation. In addition, a certain dis-
tance between the users and the eavesdropper can be also maintained through the geographic
constraints or physical inspection. Therefore, 02, > 02,62 is generally satisfied. Here, the
effect of 62 = 228 is limited since the target secrecy rate is usually set to be very small to
achieve an acceptable secrecy outage probability, e.g., Rs = 0.1bits/s/Hz in [29, 36].
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Figure 2.5: Secure transmission probability of user 1 for different strategy pro-

files with the OUCS (58 = Z=).

Oin

if we treat this cooperation game as the one-shot static game [70], we cannot
ensure that the users will select C as their strategies. Fortunately, the users
always need a series of cooperation periods to transmit their data and also they
transmit by turns. We can modify the Stackelberg game with a punishment

mechanism to make the strategy profile {C, C} as the unique Nash equilibrium.

Table 2.3: Strategy form for the two-user cooperative relaying game with the
OUCS (in terms of the secure transmission probability)

2
User 1 User Cooperate Not-cooperate
1 1 1 1
Cooperate 5/6+1+<I>,5/5+1—|—<I> 5/6“,5/6“—#(1)
1 1 1 1
Not-cooperate 7T D, T e AT
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2.3. User-Motivated Cooperation Scheme under Eavesdropping Attack

2.3.3 DMotivate the mutual cooperation using Stackel-

berg game

The players in the Stackelberg game take actions in sequence. Focusing
on our model, we also only give the mathematical formulation of the two-user
Stackelberg game [86]. We denote that the user who takes action at the current
time slot as the leader (L), and the other user as the follower (F'). In the Stack-
elberg game, the leader is aware of the utility function of the follower. Thus,
the leader can derive the optimal strategy of the follower s} by assuming that it
selects strategy s%. Specifically, if the leader performs strategy s?, the follower

will choose strategy, sk(s%) = argmaxUr(s%,sr). Therefore, the leader can

SFESF
decide its optimal strategy through st = argmax U (s}, argmax Up(s%, sr)).
s%esy SFESFE
Consequently, the optimal strategy of the follower is decided by s} = argmax

SFESE
Ur(st,sr).

Because the users transmit their messages by turns, the cooperative relay-
ing game is proper to be modeled by the Stackelberg game. However, the leader
and the follower are always fixed for the general Stackelberg game [73,74,82,83].
In order to reflect the symmetrical structure of the cooperation period as shown
in Fig 2.6, we modify the Stackelberg game as follows: the user who decides
whether to provide cooperation or not in the current time slot is treated as the
leader, and the follower is the user that is transmitting. That is to say, the two
users take turns to be the leader, which is different from the general Stackelberg

game.

Userl Tx User2 Tx Userl Tx
User2 cooperate? _ Userl cooperate? User2 cooperate? °t
a
User 2-Leader, User 1-Follower

User 1-Leader, User 2-Follower
ati iod
User 2-Leader, User 1-Follower

Figure 2.6: Stackelberg game for the two-user cooperation.
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2.4. Summary

From the Table 2.3, we can obtain that
Ur(s),C) = Up(s%,NC), Vs € {C,NC} (2.11)

which means that the follower’s selection does not affect its own secure trans-
mission probability. To motivate the cooperation, we design a punishment
mechanism that the follower user refuses to cooperate if the leader intends to
be a free-rider. That is to say, if the leader selects strategy NC in one coopera-
tion period, the follower in this cooperation period will choose NC accordingly
in future periods until the leader chooses the strategy C again (s3.(NC) = NC).
If the leader selects strategy C currently, it will get the cooperation from the
follower as a reward (s3.(C) = C). Therefore, we can calculate the different

utilities for the leader’s strategies,

1
* = = 1P 2.12
1
NC, s%(N = NC,NC) = 2.1
UL(NC. 55 (NC)) = Uy(NC,NC) = 7 (21
We can further derive
57 = argmax Up(s%,s%(s%)) = C (2.14)

S%ESL

Both users prefer choosing C as their strategies if they care about the
subsequent punishment from each other. The strategy profile {C, C} becomes
the unique Nash equilibrium when we employ the Stackelberg game and the

punishment mechanism.

2.4 Summary

The game theory is exploited to analyze the two-user cooperation behaviors
under eavesdropping attack. It is proved that the conventional cooperation from

others is in fact negative for the physical layer security if the eavesdropper has a
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2.4. Summary

better average channel gain that the destination, and users will not participate
in the cooperation game. Therefore, a simple but effective opportunistic user
cooperation scheme (OUCS) is introduced to motivate users, which can always
achieve a better secrecy performance than the direct transmission. The mutual
cooperation is thus found to be a Nash equilibrium. To make the mutual
cooperation as the unique Nash equilibrium, we further adopt the modified
Stackelberg game with a punishment mechanism. Through the analysis of the
Stackelberg game, both users will select cooperation as their optimal strategies
based on the OUCS, which is also a global optimality for the users. Due to its
superiority, the designed OUCS will be extended to the multi-user cooperation

scenarios in next chapter.
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Chapter 3

Multi-User OUCS with Full

Secrecy Diversity for

Cooperative Relay Networks
(CRNs)

The opportunistic user cooperation scheme (OUCS) is exploited to moti-
vate user cooperation under eavesdropping attack in Chapter 2. However, the
OUCS therein only solves the problem of whether to cooperate. In this chapter
we extend the results of Chapter 2, and analyze the multi-user cooperative relay
networks by modifying the OUCS to further solve the problem of with whom
to cooperate.

For mathematical convenience, we first define a secrecy performance index
called secrecy-providing capability (SPC) for both the source and the coopera-
tive users(/relays). By comparing the values of SPC of these nodes, the OUCS
jointly decides whether to cooperate and with whom to cooperate from the
perspective of physical layer security. The secrecy outage performance of the
OUCS is then derived. From the results we prove that full secrecy diversity can
be achieved (i.e., the diversity order is N+1 for one source with N cooperative
users), which outperforms existing alternatives in the literature. Numerical

results are then provided to validate the theoretical analysis.
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3.1. Introduction

Moreover, the full secrecy diversity performance of the OUCS is also con-
firmed in another typical multi-user cooperative relay scenario that multiple

sources share a dedicated cooperative relay.

3.1 Introduction

In cooperative relay networks, the cooperation scheme itself is an impor-
tant fact to motivate users’ cooperation. It is proved in Chapter 2 that the
opportunistic user cooperation scheme (OUCS), which decides whether to co-
operate or not according to the channel conditions, is feasible to realize secrecy-
enhanced data transmission under the external eavesdropping attack. On the
other hand, if there are multiple cooperative users(/relays), which relay(s) is
selected to assist the transmission also affects the performance a lot. To apply
the cooperative relaying more effectively, the optimal relay selection strategy is
introduced by considerable works [41,85,87-89].

From the perspective of physical layer security (PLS), the application of
optimal relay selection has also been researched by [44-49]. The authors in
[44-46] realize enhanced PLS through the ordinary user cooperation with relay
selection, but they just analyze a special scenario in which the direct links
(the link between the source and the eavesdropper as well as that between
the source and the destination) are blocked. Although the direct links are
considered in [47,48], the channel capacities of the source-relay links are not
taken into account in the relay selection process and the cooperation is also
performed blindly without considering whether it is beneficial to the secrecy
performance. Furthermore, in [49] only the eavesdropper exploits the direct
link from the source to it. Due to these limitations, the schemes in [44-49]
cannot achieve the full secrecy diversity performance, which motivates us to
modify the OUCS proposed in Chapter 2 to realize full secrecy diversity.

In the OUCS of Chapter 2, however, the decision on the cooperation is only
based on the channel state information (CSI) of the legitimate links, and does
not consider the CSI of the eavesdropping links. This CSI should be helpful

to further improve the secrecy performance if it’s available. In addition, only

31



3.2. System Model

one cooperative relay is assumed in that work. Given multiple cooperative
relays, the relay selection issue should also be taken into consideration. In this
chapter, we analyze the multi-user cooperative relay networks and revise the
OUCS with the concept of optimal relay selection to achieve full diversity from
the perspective of PLS. The main contributions can be outlined as follows:
1) A secrecy performance index called secrecy-providing capability (SPC) is
defined for all the transmitter nodes, including the source and the cooperative
relays, under different CSI assumptions of the eavesdropping links. Based on
the values of SPC, the OUCS jointly decides whether to cooperate and with
whom to cooperate to enhance the transmission security. 2) The secrecy outage
probability of the OUCS is derived accordingly. By analyzing the diversity
order it is found that the full diversity performance (i.e., diversity order N + 1
for N cooperative relays) is achieved, which outperforms existing alternatives
in [44-49] (in which at most diversity order N can be achieved). 3) Another
typical multi-user scenario of the cooperative relay networks is also considered,
in which a dedicated cooperative relay is shared by multiple sources. It is
observed that with minor changes the OUCS can still achieve the full secrecy

diversity performance.

3.2 System Model

The cooperative network considered in this paper is shown in Fig 3.1, which
consists of one source (S), one destination (D), N cooperative relays (Rq, Ra, ...,
Rx) and one eavesdropper (E). S intends to transmit confidential information to
D securely under the eavesdropping attack of E. The cooperative relays dedicate
their resources to assist the transmission not only for the reliability but also for
the security. All of the nodes are assumed to operate in the half-duplex mode.
Due to the low complexity and favorable diversity performance, optimal relay
selection strategy is adopted in which only the “best” relay is selected to assist
the transmission. As usual, cooperative relaying is divided into two phases for
one transmission. In Phase I, the source broadcasts its message and other nodes

listen to it. Then in Phase II, the selected cooperative relay Ry, forwards this
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Eavesdropper(E)
&)
7

()
ﬁ Destination(D)

Figure 3.1: Multi-user cacr)iﬂ)'erative networks under eavesdropping attack.

message. The receivers (both D and E) combine the signals of the two phases

to harvest the spatial diversity gain through maximal ratio combining.
Similar to Chapter 2, the transmission links are modelled as Rayleigh

block-flat fading channels. Specifically, the channel coefficient h;; between n-

odes ¢ and j is a circularly symmetric complex Gaussian random variable with
2
g9
sion to another. The instantaneous CSI between legitimate nodes is supposed

mean zero and variance o;:, and it changes independently from one transmis-
to be known through channel estimation. As for the CSI between legitimate
nodes and the eavesdropper, three cases are considered for different real-world
systems: (A)the CSI cannot be estimated; (B)statistical CSI can be estimat-
ed; (C)instantaneous CSI can be estimated’ [44]. The noise at each receiver is
assumed as additive white Gaussian noise with variance Ny. The source and
relays transmit signals with power P, and p = P/N, represents the average

signal-to-noise ratio (SNR) of the system.

3.3 Scheme Descriptions

In this section, a more precise secrecy performance of the conventional user
cooperation is introduced first. Then we give the definition of SPC, based on

which the proposed multi-user OUCS is decided.

!There are examples of real-world systems corresponding to the three cases: (A)the eaves-
dropper performs strict passive eavesdropping; (B)the location of the eavesdropper can be
determined to analyze its average channel conditions; (C)the eavesdropper is also a legiti-
mate node which transmits its own signals but is prohibited from obtaining the confidential
messages [90].
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3.3. Scheme Descriptions

As described in the system model, the source broadcasts a message first
and then the selected cooperative relay forwards it. We assume that the set of
cooperative relays is formed to be much closer to the source and the relays can
decode the source message correctly. It is reasonable for the relays to adopt
the decode-and-forward (DF') protocol, in which the selected relay re-encodes
and forwards its decoded message to the destination. Both the destination
and the eavesdropper can combine the signals from the source and the relay.
Therefore, their channel capacities Cpg) = %logQ(l + Ysp(B) + YnrD(B)), Where
n* represents the selected relay R,- and v;; = p|h¢j]2 denotes the received SNR
at the receiver j for the link from node i to node j.

In [47,48] and Chapter 2, the secrecy capacity using DF protocol is derived
directly by the definition Cs; = [Cp — Cg|t. However, considering the select
relay is also a legitimate receiver besides the destination, the channel capacity of
the source-relay link should be taken into account when calculating the secrecy
capacity, i.e., Cy = [min{C,,«, Cp} — Cg|* as that in [91,92]. Therefore, a more

precise secrecy capacity of the conventional cooperation is calculated by

. 1 1
C, = [mm {510g2(1 + Von+ ), ilogQ(l + vsp + %*D)}

1 +
—5108“2(1 +ysE + %*E)}

1 1+ min {~vsn*, Ysp + Yn*D -
= [—IOgQ( { })

2 14+ vse + ek
highp [ 1 ' * * '
ghe {_ng(mln {¥sn; 75D + T D})] (3.1)
YSE T VnrE

The secrecy outage event occurs if the instantaneous secrecy capacity is less
than a target secrecy rate R, and the secrecy outage probability is Pr {Cs < R,}.

Similar to Chapter 2, it can be observed from Eqn (3.1) that the con-
ventional cooperation provides diversity gain at both the destination and the
eavesdropper, thereby affecting anti-eavesdropping capabilities. Meanwhile, the
channel capacity of the link between the source and the selected relay may be-
come the bottleneck in some cases, which should be also considered in the

OUCS.
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3.3. Scheme Descriptions

The SPC is defined for the source and the cooperative relays first to facil-
itate the implementation of the OUCS. To restrict the diversity gain achieved
by the eavesdropper, the randomize-and-forward (RF) cooperation scheme pro-
posed in [84] is exploited as Chapter 2 and [90]. The source and the cooperative
relays use different codebooks to transmit the confidential message, and the
transmission is secured as long as the broadcast and the relaying phases are
secured separately. Furthermore, the channel capacity of the source-relay link
is included in the definition of SPC for the relays. The detailed definition of
SPC is given in Table 3.1.

Table 3.1: Definition of SPC

Case A Case B Case C
YSD YSD
ource 18D 1SD
S sp OsE YSE
3 3 JSn InD 3 JSn InD
Relay(R,) min{vsn, Yup} min {U%E’ 3 } min {VSE, Tnb }

The proposed OUCS is designed based on the SPC, including whether to
cooperate and with whom to cooperate. Specifically, the optimal cooperative

relay is firstly selected by n* = argmax {SPC,}. Then if SPCg > SPC,,-,
ne{l,2,...,.N}
the source transmits its message to the destination directly in Phase I and the

relays keep silent in Phase II%; otherwise, the cooperation mode is performed
that the source transmits its message to the selected relay in Phase I and the
relay forwards it by RF protocol in Phase II. The eavesdropper attempts to
intercept the information in both phases.

The instantaneous secrecy capacity of the OUCS can be expressed as fol-

lows,
Cs =I(SPCg > SPC,+ ) Cs_girect + I(SPCg < SPC,,+)Cs_gp (3.2)

where 1(X) is the indicator function (i.e., I(X) = 1/0 if event X is true/false),

2The secrecy capacity can be further increased if the source continues to transmit in
Phase II. For a simple comparison between the OUCS and alternatives, this manner is not
considered here.
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and
1 1 *
Cs—direct - 5 IOgQ <1 + rySD) - 5 10g2 (]‘ + WSE)
highp 1 YSsD :|
~ —1 —_— 3.3
5ion(2) (33
C = |:110 (mln{l +’YSn* 1 +7n*D} :|+
soRE 2 &2 1+ vse "1+ Vn*E
high p 1 . YSn* Yn*D } :| *
~ —log,(min , 3.4
[2 Bl { VSE Y E ) (34)

From Eqn (3.2), the secrecy outage performance and diversity order can be
analyzed as shown in the next section.

The implementation of the multi-user OUCS can be also made in a dis-
tributed [85] or centralized manner. For the distributed manner, a timer which
is inversely proportional to the SPC is set at each node and the timers of the
nodes exhaust in sequence according to their SPC. If the timer of the source
exhausts first, it broadcasts a flag message to relay nodes and the direct trans-
mission will be performed. Otherwise, cooperation occurs if the timer of a
cooperative relay exhausts first. For the centralized manner, a control node
maintains a SPC table for all the nodes. The implementation is made by look-

ing up this table.

3.4 Performance Analysis

The approximate closed-form expressions for the secrecy outage probability
of the proposed OUCS are derived in this section. Based on the results, the

diversity order is then analyzed.

3.4.1 Secrecy outage probability

The Case A is considered first in which no CSI of the eavesdropping links

is available. According to the definition, the secrecy outage probability can be
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written as

1 .
Py, =Pr ( logz(zzZ) < Rg,vsp > mlﬂ{ﬁsm%*p})

1 n* n* .
Pr (—logQ(min {L, u}) < Ry, vsp < mln(’YSn*fYn*D)) (3.5)
2 VSE(m*) Vn*E

Here, we consider that orthogonal frequency resources (e.g., different subchan-
nels in OFDM systems) are assigned to the direct link and the relaying links
in the OUCS, such that vgz and vsgm),n € {1,2,..., N}, are independent from
each other®. By denoting \;; = 1/01-2]- we can get

— J
Pz;/-vit — / H |:1 — 6_()\S7L+)\7LD)$] ASDe_)‘SDxe )‘SE 22Rg dx
0

N o)
+ Z/ (1 _ 6*)\SD33) H [1 _ ef(Astr)\mD)w]
n=1 0

m=1

m#£n
{)\ ASnI )\ nDydy

e
/ T Aepe MPY(1 — ¢ e dy]

—AnDT —Asny anﬂ vy
+Anp€ )\5 e dy — | Anpe~ —e 22Fs )
T

=

)\ )\Snz f)\SEZQLRS)

> Asn —Asny (1- —ASE 3Ry dy:| } dx

Z AsD

'LZO JC { ..... N} )\SD + Z )\SD] 2)\2RE5
[J]=i e
N | N \
Sn

2|2 (- > 5

n=1 | i=0 JC{1,2,...N,N+1}—{n} jEZJ Aspj 1 Asn + it + Anb

| J|=i

+ /\Sn)\nD

()\nD + QQRS) (;} Aspj + Asn + Anp + 2st>

J

3The results with a shared frequency resource (i.e., an identical ysg) are also simulated
in the next section, which show a similar outage performance and a same diversity order as
the orthogonal scenario.
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)‘Sn)\nD

(Anp + 22£) (Z Aspj + Asn + 25E + Aup + 2/\{35)

JjeJ
)\nD
E )\SD] + )\Sn + )\nD + 227}?2
jeJ
+ )\Sn)\nD
()\Sn 22R ) (Z )\SD] + )\Sn 22Rs + )‘nD)
jed
)\Sn)\nD

(Asn + 252) (Z Aspj + Asn + 25 + A )
jes

where Asp; = Agj + Ajp, Vi € {1,..., N} and Aspn+1) = Asp-

Similar to Case A, the exact CSI of the eavesdropping links is unavailable
for Case B, but the statistical CSI regarding these links can be obtained, e.g.,
based on the location of the eavesdropper. The derived outage probability for
Case B is similar to Eqn (3.6), in which we only need to replace \;; with o2;\;;.
For Case C in which the instantaneous CSI can be estimated, the secrecy outage

probability is derived as follows,

1 * *
P(gt = Pr (—logg(—’YSD) < R,, Jsb > min {—7‘% , D })
2 VsE VsE YSE(m*) Vn*E

1 n* n* . n* n*
Pr (—logz(min{ s ,ry D}) < R, J5D <m1n{ s ,7 D})

2 YSE(n*) Vn*E VSE VSE(n*) Vn*E

1 75D ) ( { YSn %D} )
= Pr( =log,( Pr | =logy(min <R
(2 2 H 2 YSEMm) TnE )

= / Aspe AP ASERRE 4y H

0

|:1 — / )\Sne_)\snZ
n=1 0

oo
(1-— e_’\SEﬂﬁs)d:U/ Anpe mPY(1 — e_’\"Ezﬁ*s)dy]
0

2)\231?2 n=1 ()\Sn 5\25122) ()\nD + 22R5) .
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3.4. Performance Analysis

3.4.2 Diversity order analysis

It can be observed from Eqn (3.6) and Eqn (3.7) that the secrecy outage
probability is independent of p in high SNR regime. The traditional definition of
diversity order is not applicable. Therefore, a generalized definition of diversity

order proposed in [45,93] for wireless PLS is adopted:

log(Pout)

o e () (3:8)

dsecrecy =
where 4. = ?;i is the ratio of the average channel gain of the source-destination
link to that of the source-eavesdropper link (which is also referred to be the
main-to-eavesdropper ratio (MER) in [45]). This diversity order definition re-
flects the reduction rate of the secrecy outage probability as dg4. increases. We
adopt 0%, = cs,0%p, 02p = Cuposp and 02 = ¢,p0%y to denote the average
channel gains of the relaying links in the cooperative networks, where cg,, ¢,p
and ¢, are constant values.
Based on the fact that e* > 1+, the upper bound of P4, can be obtained

U

as follows,
o N
Po™ = / H[(A5n+)‘nD)$} Aspe sPTe AP
0 n=1

N 00 N
+> /0 Aspz [ [(Asm + Amp)2]
n=1 m=1

m;z_én
& Y
_ _ I W I
+Asne /\S”x/ A\ pe AnPYe  MnEpaR; dy
x
sz, Aspate [ MDY~ AnE sk
—Agne Sn¥e” "SF22Rs Appe” "PYe” "3RS dy
x
+ ()\npe_)‘"Dref’\"EﬂLRse_’\S"z
& Y
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x
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/ )\Sne_AS”ye’\SEﬂ%sdy>} dx (3.9)
By using Eqn (3.326.2) of [94],
/ P exp (—fx!) de = —F,¢ = —— (3.10)
0

where Re3 > 0, Rep > 0 and Req > 0, we can derive d?;*?. = N+1 (please see

secrery

Appendix B.1 for details). Since there are only N+ 1 independent transmission

links for one source and N cooperative relays, dfecﬁiy < d;“ecrery < N+ L
Therefore, d;“emry = N + 1, which indicates that in Case A the full diversity is

achieved. Similar to the derivation for Case A, it can be proved that Case B
has the same diversity order N + 1.

For Case C, the secrecy outage probability can be rewritten as

N

pC AsD H [1 _ a*AspAnE }
out Asp +alse 3 (Asn + adse) (Anp + aXng)

1

N 1 1 1 a
| I CSnCnDUSD CnD CSnCnE Osp9sE

: — L+
g 0' =
5D sp n=1 (cSnU%D cgE) (anagD ChETSp

6.t 1 1
o 1 1 ﬁ 1 CSndC’nD + a <CnD + CSnC'n,E)

Sae 07} +a 14 154 (655 )(&; N )
CnE

CSn

1
1 N+l 1 N csidcenp + a (Cl + CSnlan>
— ( ) 1T (3.11)

) G| () ()
CSn CnE
1

where, a = 5g;. It is easy to obtain that d¢ — — lim ®lad _ N + 1.

secrery 5 4000 log(dg4e)

The full diversity is also achieved in the Case C.

3.5 Numerical Results and Discussions

Numerical results are presented in this section to validate the secrecy per-
formance of the proposed OUCS. It is shown that the OUCS achieves a better

performance than the existing alternatives in terms of secrecy outage proba-

40



3.5. Numerical Results and Discussions

bility, and the full diversity is also confirmed. Without loss of generality, the
parameter cg, for the simulation is generated randomly from [10,100], while
¢np and ¢, are generated randomly from [5,25]. The target secrecy rate is set
to be Ry = 0.5bits/s/Hz.

In Fig 3.2, the secrecy outage probabilities of the direct transmission, con-
ventional cooperation and OUCS are illustrated, given that only one coopera-
tive user is specified to provide the cooperation. It is observed that the OUCS
always performs better than the conventional cooperation, especially when the
CSI of the eavesdropping links can be obtained (Case C). That is because the
OUCS utilizes the cooperation opportunistically according to the time-varing
channel qualities. Furthermore, the diversity order of the OUCS is shown to
be 2, while the direct transmission and the conventional cooperation only have
diversity order 1. Although the OUCS may be slightly worsen than the direct

transmission in low MER (d4.) region, it does much better as MER increases.

Secrecy outage probability

10°H ¢ OUCS(Case A)-simulated
OUCS(Case A)-analytical

O OUCS(Case B)-simulated
OUCS(Case B)-analytical

1007 © OUCS(Case C)-simulated

—— OUCS(Case C)-analytical

direct transmission-simulated

- + - conventional cooperation-simulated
-5 0 5 10 15 20 25 30 35
MER(dB)

Figure 3.2: Secrecy outage probability vs. MER for the direct transmission,
conventional cooperation and OUCS with one cooperative relay.

Fig 3.3 shows the comparison of secrecy outage performance between the

proposed OUSC and alternatives in [45] and [47,48] (with N=2 cooperative
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10° ¢ : : : :
{ OUCS(Case A)-simulated
OUCS(Case A)-analytical
1 0O OUCS(Case B)-simulated
10 OUCS(Case B)-analytical [
( )

O OUCS(Case C)-simulated
—— OUCS(Case C)-analytical
direct transmission—-simulated ||
- * — NODIR-simulated
- + — WITHDIR-simulated

Secrecy outage probability

15
MER(dB)

Figure 3.3: Secrecy outage probability vs. MER for the OUCS and alternative
cooperation schemes with optimal relay selection.

users). All of the schemes select the “best” relay to assist the secure trans-

mission. In our OUCS, the relay selection is based on n* = argmax {SPC,}
ne{l,2,...,N}
and the cooperation occurs opportunistically by comparing SPC,,« and SPCg.

In [45], the direct links are not considered such that the optimal relay selec-

tion scheme (“NODIR”) is n* = argmax {%j’;%”}} Since the NODIR
ne{1,2,..,N} "
simply neglects the direct links even if they exist, its diversity order cannot ex-

ceed the number of the cooperative relays, i.e., N (The same problem is found
in [44,46,49]*, where the diversity order is also N). The direct links are tak-
en into account in [47,48], and their relay selection scheme can be written as

n* = argmax {m’;—izzg} (denoted by “WITHDIR”). However, the conven-

tionalnig(f[;éyr]\;}’;mn is performed blindly therein and the source-relay links are
not involved in this relay selection scheme. Both the NODIR and WITHDIR
assume that the instantaneous CSI of the eavesdropping links are available,
which is same as the Case C in this chapter.

It is shown from Fig 3.3 that the diversity order of NODIR is N (i.e., 2)

4In [49], only the eavesdropper exploits the direct link.
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as concluded in [45]. The diversity order of WITHDIR is still 1, because this
scheme does not take into account the channel capacities of the source-relay
links. However, the OUCS in this paper can achieve the full diversity (diversity
order N +1). Moreover, It is found from Fig 3.2 and Fig 3.3 that the simulated

results are consistent with the analytical curves.

107"

Secrecy outage probability

—&o— OUCS(Case A)—analytical
—&— OUCS(Case B)-analytical
—6— OUCS(Case C)-analytical

-15 I I I

-5 0 5 10 15 20 25 30 35
MER(dB)

Figure 3.4: Secrecy outage probability vs. MER for the OUCS with different
numbers of cooperative relays.

10

Fig 3.4 plots the secrecy outage probabilities of the OUCS for N=1,3,5
cooperative relays. Exploiting more cooperative relays can achieve a much low-
er secrecy outage probability. Meanwhile, as N increases the secrecy outage
probability reduces to zero much faster for MER— oo. The diversity order of
the OUCS is also observed to be N+1. In Fig 3.5, the OUCS with a shared
frequency resource in the cooperative network is simulated. The simulation
results are approximate to the analytical values derived in this paper for or-
thogonal frequency resource allocation, and more importantly the full diversity
performance is still ensured. That’s to say, the conclusions obtained above are

also applicable to this scenario.
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Figure 3.5: Secrecy outage probability vs. MER for the OUCS with orthogonal
or shared frequency resource allocation.

3.6 Another Form of Multi-User OUCS

There is another typical multi-user cooperative relay networks: multiple
sources share a dedicated cooperative relay to communicate with the desti-
nation. In this case, the multiuser diversity (MUD) instead of optimal relay
selection should be adopted (in fact, the principle of them is almost the same).
For every time slot the source with best channel condition is scheduled to ac-
cess the channel and transmit its data, which is named as MUD. There have
been some literatures studying the application of MUD in cooperative relay
networks, such as [95-98]. Due to the similar principle between the MUD and
optimal relay selection, our proposed OUCS can be also modified with MUD
to enhance the PLS.

The system model considered here is as shown in Fig 3.6, where system
parameters are assumed to be the same as those in Fig 3.1. We modify the

OUCS as follows: the optimal source is first selected by k* = argmax {SPCy}.
ke{1,2,...K}
Then similar to Sect 3.3 if SPC,« > SPCg, the selected source transmits its
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Figure 3.6: Multi—sorﬁrfcie7066perative networks under eavesdropping attack.

message directly to the destination in Phase I and the relay keeps silent in
Phase II; otherwise, the cooperation mode is conducted that the selected source
transmits its message to the relay in Phase I and the relay forwards it by RF
protocol in Phase II. The eavesdropper also attempts to obtain the information

in both phases.
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Figure 3.7: Secrecy outage probability vs. MER for the OUCS and the con-
ventional cooperation with RA and RDA.

Fig 3.7 shows the secrecy outage performance of the OUCS and the con-
ventional cooperation (K=3). For the conventional cooperation, the random

access (RA) and round-robin access (RDA) are presented. It can be observed
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that the OUCS surpasses the conventional cooperation with both RA and RDA
significantly. That is because every time it is the source with the “best” secrecy-
providing transmission link that accesses the channel and accordingly optimal
secrecy performance is provided, while the conventional cooperation cannot get
any benefits from the multiuser diversity gain. Moveover, it is shown that the
OUCS realizes full diversity performance (diversity order K + 1 = 4) while the

conventional cooperation only have diversity order 1.

3.7 Summary

In this chapter, the opportunistic user cooperation scheme (OUCS) is ex-
tended to multi-user cooperative relay networks for achieving full secrecy diver-
sity performance. Considering the eavesdropping attack, a performance index
called secrecy-providing capability (SPC) is first introduced for both the source
and the cooperative relays. The OUCS jointly solves the problems of whether
and with whom to cooperate based on the values of SPC. Then, the closed
form expressions for the secrecy outage probability of the OUCS are derived,
from which the full diversity performance is confirmed. The numerical results
are also given to verify the theoretical analysis and validate the superiority of
the OUCS over the existing alternatives. In addition, another typical form of
multi-user cooperative relay networks, where a dedicated relay services multiple
sources, is also analyzed to confirm the effectiveness of the OUCS in enhancing

the physical layer security.
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Chapter 4

Secure Transmission through
Cooperative Relaying in

Wireless Body Area Networks

We make our effort in this chapter on the application of cooperative securi-
ty to a kind of specific sensor networks - wireless body area networks (WBANS).
The channel attenuation (/path loss) is proved to be severe in WBANs by the
literature, which makes relaying become a general strategy to improve the data
transmission reliability and energy efficiency of WBANs. Unlike these works,
the relaying on the enhancement of physical layer security for WBANS is studied
by us. Specifically, the secrecy outage performance for direct transmission and
cooperative multihop relaying is derived based on the channel characteristics
of WBANSs. The results illustrate that cooperative multihop relaying performs

much better than direct transmission in terms of secrecy outage probability.

4.1 Introduction

The wireless body area networks (WBANSs) generally mean the wireless
networks of wearable sensor devices for monitoring the physiological data of
human bodies [51], which have been considered for a variety of application

scenarios, e.g., consumer electronics, healthcare and athletic training. The
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monitoring data generated by sensor nodes in WBANSs are transmitted to the
gateway node via a wireless link. Compared with its wired counterparts, W-
BANSs are more flexible and comfortable for practical use.

However, the on-body channels in WBANs are affected a lot by the hu-
man body. The received power is reduced quickly as the link distance increases.
Based on the experiment measurements of [50], the path loss can be still mod-
eled by Friis formula [99] but with a larger path loss coefficient than that in
free space. Therefore, it is preferable to adopt short-distance multihop relay-
ing in WBANs [51], since the sever path loss makes that the channel gain
for each short-distance hop is much higher than that for the direct/single-hop
transmission. The research works [50-58] have illustrated the effectiveness of
relaying (/cooperative relaying) to reduce the energy consumption or improve
the reliability of WBANSs.

Similar to other wireless networks, the openness of the wireless medium
makes the monitoring data to be overheard easily. Besides the cryptography,
the physical layer security (PLS) may be an alternative secure data transmission
method for the resource and size limited nodes in WBANs. The PLS simply
exploits the wireless channel fading to achieve perfect secrecy [29]. As described
in the above chapters, the secrecy capacity, defined as the difference between
the channel capacities of the legitimate (main) link and the eavesdropping link,
indicates the maximum data rate at which the eavesdropper cannot decode any
information. Considering that the channel fading is random, the probability
of secrecy outage (the instantaneous secrecy capacity is lower than a target
secrecy rate) is usually adopted to evaluate the secrecy performance. Because
the cooperative multihop relaying can improve the channel gain (i.e., channel
capacity) of the legitimate links in WBANSs, we thus think it should be also
positive for the improvement of the secrecy performance.

Although the PLS has been studied extensively, to the best of our knowl-
edge, we are the first to study the secrecy performance improvement for WBANs
from the PLS perspective. The contribution of this chapter is: The applica-
tion of cooperative security in WBANS is analyzed. Specifically, we derive and

compare the secrecy outage performance for both the single-hop and coopera-
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tive multihop transmission based on the channel characteristics of WBANs. It
is observed from the results that the multihop relaying is not only beneficial
for the reliability and energy efficiency as shown in the literature, but also an
effective strategy to enhance the PLS of WBANS given the severe path loss of
radio signals through the human body [50,51].

4.2 System Model

The considered system model is shown in Fig 4.1, where a WBAN is im-
plemented on a human body and an eavesdropper attempts to intercept the
monitoring data. The sensor nodes transmit their data to the gateway node by
using the time division multiple access to realize orthogonal channel sharing.
The main channel between the sensor and the gateway nodes is regarded as the
on-body channel, whereas the wiretap channel is the off-body channel. Based
on the existing research, the on-body channel can be modeled as a log-normal
fading channel [50,51]. Therefore, the received signal to noise ratio (SNR) vy,
for the main channel follows log-normal distribution, and its probability density

function is

(1010g10’7M - /'LM)2> (41)

Fornr) = ——
= ——exp| —
TMm T p 20%/[

with gy, [dB] and oy, [dB] denoting the mean value and standard deviation of
the received SNR respectively. The off-body channel can be regarded as the
Rayleigh fading [100], and thus the received SNR ~yy for the wiretap channel

follows the exponential distribution of parameter Ay,

fyw) = Aw exp (= Awyw) (4.2)

The path loss is assumed to follow friis formula [50,51]. Thus we can obtain

that

E[)(d) = B (dy) wnlogmd% (4.3)
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Figure 4.1: WBAN application with eavesdropping attack.

where E[y?P](d) denotes the mean value [dB] of the received SNR at a distance
d and n is the path loss exponent. For the on-body channel, the path loss
exponent is generally larger than 2 due to the severe shadowing in WBANs
(In [50], it is assumed that n = 3.11 for the line of sight channel and n = 5.9
for the non-line of sight channel). It has been proved that the cooperative
relaying is effective in resisting channel fading and improving energy efficiency
in [50-58]. Here, we will further show the superiority of cooperative relaying
from the PLS perspective in WBANSs.

4.3 Secrecy Outage Analysis for Direct and Re-
laying Transmission

The secrecy capacity of the system is described as follows according to its

definition,

Cs = [Cy—OCw]"
= [logy(1 +var) — logy(1 + yw)]* (4.4)

and for a target secrecy rate Rg the outage probability is calculated by P, =
Pr{Cs < Rg}. Since the cumulative distribution function of the log-normal

distribution is F(z;pu,0) = Q (‘L_loi#) by using Q-function, the secrecy
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outage probability for the direct/single-hop transmission is

Py = Pr{[logy(1+vur) —logy(1+ )" < R}
& — 101 ofts 4 th
0 oM

with th = 2% — 1'. For cooperative multihop relaying, we still adopt the
relaying protocol of the opportunistic user cooperation scheme (i.e., OUCS) in
the Chapter 2 and 3, but neglect the direct link here due to the severe path loss.
That is, the relays adopt different codebooks to avoid the diversity combining
at the eavesdropper [84]. Thus, the secrecy outage occurs no matter which
hop suffers from outage. We can then obtain the secrecy outage probability for

M-hop cooperative relaying,

M

Pou " = 1= ] (1= Pri™)
=1
M o] Rs
—1_ H |:1 . / Q (,LLMJ — 1010g10(’7W,i2 + th))
=1 0 OM,i
A€ W dryy | (4.6)

where i indicates the ith hop. Based on the Eqn (4.3), the mean received
SNR pear,; becomes much larger than gy, with the hop distance decreasing. If
the distance for the ith hop is 1/p (p > 1) of the distance for the single-
hop, pari = par + 10nlog gp. Therefore, the secrecy outage probability for
each hop in multihop will be significantly smaller than that of the single-hop
transmission, given that these hop distances are much shorter?. Accordingly,
PM=hop hecomes much lower than PSP, as confirmed by simulations in the

next section.

!The approximate result of (4.5) can be obtained numerically by e *w® +

a par—10log, o (Yw 279 +th) Y
fo Q( M 1((7)MW )\We W’Ywd’yW.

2Wiretap channels for each hop are assumed to follow identical distribution because of
the relatively long distance between the WBAN and the eavesdropper, i.e., Aw,; = Aw, Vi.
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4.4 Numerical Results and Discussions

The secrecy outage probability is compared between the direct/single-hop
transmission and cooperative multihop relaying under different parameter set-
tings. The transmit power at the nodes is fixed to make the single-hop trans-
mission achieve a reliability of 99% for an received SNR threshold of 0dB,
oum(; = 5dB and the target secrecy rate is set to Rg = 0.5bits/s/Hz. The
cooperative relays are initially positioned to divide the distance between the
sensor node and the gateway node equally.

In Fig 4.2, the secrecy outage probability for the single-hop, two-hop and
three-hop transmission is presented for different MER= E[vy/]/E[vw] values
(In practical systems, MER is usually much larger than 0dB since the WBAN
is a short range wireless network and the eavesdropper may not be able to come
very close to the target WBAN). The simulated results are consistent with the
analytical curves, and it is also observed that the multihop achieves a much
better secrecy outage performance than the single-hop. As the number of the

hop and the path loss exponent increase, the multihop becomes more effective.

Fig 4.3 shows the effect of the cooperative relay’s location for the two-hop
transmission (MER= 10dB) by assuming that it is difficult to set more relays.
The midpoint turns out to be optimal as expected. Furthermore, we consid-
er more freedom of the cooperative relay’s location and illustrate the secrecy
performance in Fig 4.4 for n=3.11, which confirms again that a better secrecy
performance is achieved as the cooperative relay approaches the midpoint. This
result provides a reference for how to decide an optimal cooperative relay, and

also benefits the practical relay positioning if the dedicated relay is employed.

4.5 Summary

The application of cooperative security in wireless body area networks is
analyzed in this chapter. Due to the severe path loss caused by the human

body, reducing the transmission distance can improve the channel capacity sig-
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Figure 4.2: Secrecy outage probability for single-hop and multihop transmis-
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Figure 4.3: The effect of the relay’s location for the two-hop transmission.
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nificantly. This characteristic motivates us to introduce the cooperative multi-
hop relaying to improve the channel capacities of the legitimate links and thus

enhance the physical layer security. Through the theoretical analysis and nu-
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Figure 4.4: The effect of the relay’s location (with more freedom) for the two-
hop transmission.

merical results, the cooperative security is proved to be a feasible strategy to

enhance the transmission security in WBANSs.
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Chapter 5

Fountain Code Assisted Security

for Internal Eavesdropping in

CRNs with an Untrusted Relay

The external eavesdropping attack is considered in the above chapters.
However, the cooperative relay networks may also suffer from internal eaves-
dropping if the cooperative relays are untrusted. In this chapter, a secure
transmission scheme named fountain code assisted security (FCAS) is designed
and then utilized to protect from the internal eavesdropping.

FCAS is based on the characteristics that, in fountain coded transmission
systems, the receivers need a sufficient number of fountain packets to recover
the original data. Secure transmission can be achieved if the legitimate user
receives enough fountain packets before the eavesdropper. For this purpose,
we utilize the independent channel fading of different users to ensure a higher
packet reception rate at the destination. The channel fading is competent if
the destination is known to have a better average channel condition than that
of the eavesdropper; otherwise, transmit power control (TPC) relative to the
destination channel is employed. Numerical results show that the intercept
probability is reduced to zero (near-)exponentially as the number of source
packets increases. Moreover, due to the ordinary fountain coded transmission,

the achievable data rate of the delivery depends only on the source-destination
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channel capacity rather than the system secrecy capacity.

When we treat the untrusted cooperative relays as the eavesdroppers, the
secure transmission is realized if the destination receives fountain packets faster
than these relays. The adoption of FCAS with & without TPC is analyzed for
both the decode-and-forward and amplify-and-forward relaying with an un-
trusted relay. It is observed that FCAS is also powerful to protect from the
internal eavesdropping, and its superiority is confirmed again that the inter-
cept probability can be reduced to zero (near-)exponentially by increasing the

number of source packets.

5.1 Introduction

The secrecy capacity in physical layer security (PLS) dictates the maxi-
mum data rate at which perfect secrecy of the transmitted messages can be
ensured (the eavesdropper cannot decode any information correctly) [29]. In
practice, such protection mechanism is not always necessary, if we assume that
the transmitted packets of the confidential data are related and a certain num-
ber of packets are required for data recovery.

Fountain codes are introduced by us to satisfy this assumption. These
fountain codes, such as LT (Luby Transform) codes and Raptor codes, are first
proposed to deliver files in a reliable and efficient manner without retransmis-
sion. Using a fountain encoder, an infinite number of packet streams can be
generated, and each encoded fountain packet is the bitwise sum of distinct
source packets chosen randomly [101]. As described in [101], the original data
file can be recovered from any set of N encoded fountain packets by assuming
that the source file comprises K packets and N is slightly larger than K. This
underlying characteristic provides a novel insight into secure delivery: the secu-
rity is achieved if the intended user can receive enough fountain packets before
the eavesdropper does. In this chapter, the independence of channel fading
across different users is utilized to ensure that the packet reception rate at the
destination is higher than that at the eavesdropper. Specifically, if the average

channel quality of the source-destination link is known to be better than that of
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the source-eavesdropper link, we prove that channel fading itself is competent
and security can be achieved without any additional operations. Otherwise, a
transmit power control (TPC) strategy is adopted. In this manner, the desti-
nation can maintain the received signal-to-noise ratio (SNR) above the desired
level for correct channel decoding, whereas the eavesdropper suffers from outage
with a certain probability because of independent channel fading.

If the eavesdropper also obtains a sufficient number of fountain packets
when the destination can perform the fountain decoding, the confidential data
are intercepted. The results show that the intercept probability of the proposed
scheme decreases (near-)exponentially with increasing value of K. This study
does not need to address the perfect secrecy of data streams in physical layer.
Confidential data are delivered through ordinary fountain coded transmission,
and correct decoding of some fountain packets at the eavesdropper is allowed
as long as the intended user finishes the fountain decoding first. Therefore, the
achievable data rate of the delivery is only bounded by the channel capacity of
the source-destination link.

The designed fountain code assisted security (FCAS) presents a new secu-
rity perspective on the research area of PLS. In this chapter, we further extend
FCAS to cooperative networks for resisting an untrusted relay. Till now, the
cooperative networks with an untrusted relay have been studied widely from the
perspective of PLS [59-63], but all aim at improving the secrecy capacity or re-
ducing the secrecy outage probability. Based on the concept of FCAS, however,
the secure transmission can be realized if the destination can receive fountain
packets faster than the untrusted relay. The utilization of FCAS with & without
TPC to resist the untrusted relay is studied for both the decode-and-forward
(DF) and amplify-and-forward (AF) relaying protocols. The theoretical result-
s of the intercept probability are derived, which are further validated by the
numerical simulations. The advantages of FCAS are observed to be inherited,
especially that the intercept probability is reduced (near-)exponentially as the

value of K increases.
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5.2 Fountain Code Assisted Security (FCAS)

5.2.1 System model

Fig 5.1 presents a three-node wireless system that consists of one source
(S), one destination (D), and one eavesdropper (E). The source wants to deliver
a confidential data file to the destination and the eavesdropper tries to overhear
the message. The file is relatively large and is divided into long message packets
(K packets). These packets are delivered by the source using fountain codes at
the application layer. Both the destination and the eavesdropper will attempt
to obtain a sufficient number of fountain packets to recover the original file, and
it is assumed that no usable information is leaked prior to the completion of
fountain decoding. When enough fountain packets have been correctly decoded,
the destination sends a feedback to the source to terminate the transmission.
Secure delivery is achieved if the eavesdropper has not received enough fountain

packets at this time.
Eavesdropper

Fountain packets P

Source g .-

Figure 5.1: Secure wireless transmission by using fountain codes.

The wireless channels are modeled as the Rayleigh block flat fading, i.e.,
channel coefficients are constant during the time slot of one packet and change
independently across different time slots. The channel coefficient h;; between
nodes ¢ and j is a circularly symmetric complex Gaussian random variable with
zero mean and variance Ufj = dfjﬁ , where d;; is the distance between nodes ¢
and j, and [ is the path loss exponent. Additive white Gaussian noise w is
assumed at the receiver with variance Ny. If the source sends the packets with

power P, the received SNR at receiver j can be represented as vg; = p|hgj|2,

where p = P / Ny denotes system SNR.
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The source continually sends the encoded fountain packets (f[1], f[2], f]3],
...) generated by the K original packets (p[1], p[2], ..., p[K]) until the destination
can decode the file correctly. After the cyclic redundancy check (CRC) encod-
ing at the data link layer and the channel encoding at the physical layer are
performed, the encoded fountain packets become (x[1], z[2], z[3],...), which are
sent over the wireless channel. In time slot n, the received signal at node j can
be written as y;[n| = z[n]hg;[n] + w;[n], j € {D, E}. The target transmission
rate is R bits/s/Hz, and capacity-achieving channel code is adopted for theoret-
ical analysis. If log(1+7s;[n]) > R, the received packet can be decoded reliably
and kept for fountain decoding; otherwise, this packet is discarded [102,103].
If any N = [(1+ ¢)K| encoded fountain packets are received correctly, Bob
can recover the original file, and so can Eve. Here § represents the decoding

overhead of fountain codes [101] and [-] denotes the ceiling function.

5.2.2 Scheme descriptions and performance analysis

This section introduces the physical layer strategies based on the indepen-
dent channel fading of different users to ensure a higher packet reception rate at
the destination. Two different scenarios are considered, and some application
issues are presented.

A. The destination has a better average channel condition than the eavesdrop-
per (S1)

S1 corresponds to the scenario where the distance between the source and
the eavesdropper is larger than that between the source and the destination,
due to the geographical restraints or physical inspection. For example, the
source wants to deliver the files to the destination in one room, whereas the
eavesdropper is not allowed to enter. For this scenario, the destination has a
better expected value of the received SNR. The channel fading is competent to
secure the transmission, which is denoted as CF strategy for future reference.

Based on the system model, the receiver is considered to obtain the foun-

tain packet reliably in time slot n if log(1 + vs;[n]) > R. The outage probabil-
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ities at Bob and Eve are expressed respectively by

esp = Pr {10g2<1 + ’}/SD{’I”L]) < R} =1— e tsnl/p (51)

esp = Pr{log,(1 + vsp[n]) < R} =1 — e Ased/r (5.2)

where \;; = (U?j)_l and ¢ = 2% — 1. The required number of time slots for
the destination to recover the file, Lgp, meets the negative binomial distribu-
tion NB(N,1—¢egp). Its probability mass function (PMF) and cumulative

distribution function (CDF) can be respectively given by
frsp(l) = Pri{lsp =1}
-1
= ( ) (1 - €5D)N85DZ7N,Z > N (53)

N -1

FLSD(Z) = Pr {LSD S l}

I r—1
:Zx:N ( N _q ) (1 — e’SSD)NESDz_N,l Z N (54)

The PMF and the CDF of Lgg (i.e., the required number of time slots for the
eavesdropper) have the same forms as Eqn (5.3) and (5.4), with egp replaced
by esp. According to the mean value of the negative binomial distribution, the
expected values of the recovery time at the destination and the eavesdropper

are given as follows,

NgSD N
E(L =N = 5.9
(Lsp) +1—5513 1 —esp (5:5)
Ne N
E(Lsp) = N+—2F — (5.6)

1_5SE 1—65E

Because dgp > dgp, it turns out that esg > £gp, and hence, E(Lgsp) <

E(Lgsg). The expected time slots for the destination to obtain enough fountain

60



5.2. Fountain Code Assisted Security (FCAS)

packets is less than that for the eavesdropper. However, the interception is
inevitable due to the randomness of the channel fading. The eavesdropper in-
tercepts the original file if it decodes N fountain packets first or simultaneously.

The exact intercept probability can be derived as

N =3 Fren (g (D) (57)

As shown by the simulation results in Section 5.2.3, the intercept proba-
bility decreases near-exponentially as K increases. If K is sufficiently large, the
delivery can be conducted with a negligible probability of information leakage.
B. The CSI pertaining to the source-eavesdropper link is unavailable or the
eavesdropper has a better average channel condition (52)

Channel fading is unable to guarantee security for S2, and an additional
physical layer strategy is required. We introduce the TPC technique to ensure
the higher packet reception rate at the destination. Specifically, transmit power
is adjusted based on the channel estimation of the source-destination link. If
the channel gain of the source-destination link is lower than a threshold, the
transmission is postponed at this time slot. Otherwise, the transmission is per-
formed with a constant received SNR at the destination (i.e., with a constant
data rate) through the power control'. This strategy is also regarded as trun-
cated channel inversion [4]. According to [4], if P denotes the average transmit
power, the control strategy is expressed as

PLC) YsD 2 0,

P'(ysp) = { TSP (5.8)
0, Ysp < Y0,

where P’(vsp), 7¢ and v represent the transmit power for different vsp, the

constant received SNR and the cutoff fade depth respectively. It is derived from

LChannel estimation errors may occur in practical systems. Thus redundant transmit
power is needed, which deteriorates the secrecy performance to a certain degree but does not
affect the performance improvement with increasing K values. In this chapter, we consider
the perfect CSI estimation for a simplified theoretical analysis.
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the average power constraint that

e 1 B 1
T En [1/79s0] [ f(vsp)/vspdyso (5:9)

with f(-) denoting the probability density function for the continuous random
variable. The optimal value of the cutoff fade depth, 7§, is selected to maximize

the capacity,

1
Y = argmaxlo 1+ —— | Pr > 5.10
Yo g o < E’yo [1/’)/SD]) (VSD fYO) ( )

Yo

For all of the transmission time slots (i.e., the time slots when vsp > 70),
the outage probability at the destination is zero. However, the eavesdropper

encounters outage in the transmission time slot n if

P(vsp)[n]
No
= |hSE[n]|2 < |hSD[n]|2 (5.11)

4

log,(1 + \hse[n])?) <logy(1+9°) =R

The delivery of the original file is finished in N transmission time slot-
s because of the zero-outage at the destination, and then the transmission is
terminated. The eavesdropper intercepts the file only when it can also have
zero-outage performance during these N time slots. In other words, the chan-
nel gain of the eavesdropper should be greater than or equal to that of the

destination in these time slots. Thus the intercept probability is calculated as

N
e = TIPr{Ihselil® > |hsplill*| vsnlil > 70}
i=1

A —(Asp+AsE)th N
{ ( SDe } (5.12)

Asp + Agg) e~ Aspth

where th = vy/p. The intercept probability also decreases exponentially with
K. Obviously, this power control strategy is also suitable for S1.
C'. Application issues of the proposed scheme

The intercept probability of the proposed scheme decreases as the value of
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K increases. This characteristic can be utilized to satisfy the required secrecy
constraint. If we assume a maximum possible average channel gain of the

eavesdropper, the minimum values of K can be derived by

K = argmin {e“"(N) < &} (5.13)
K>0

K™Y = arg min {ETPC(N) <ewm} (5.14)
K>0

where g4, is the intercept probability requirement. For the delivery of large
files or streaming media, the value of K can be selected flexibly as described
in [104]. Therefore, it is feasible to realize a desired intercept probability by
adjusting the value of K. When dealing with small files, the confidential data
can be distributed into more packets by introducing redundancy or merging
multiple files.

The other observation is that in the proposed scheme, the source deliv-
ers the confidential data through ordinary fountain coded transmission. The
achievable data rates for CF and TPC strategies in the physical layer depend on
the outage capacity and the capacity of the truncated channel inversion respec-
tively [4]. It is not necessary to deliver the fountain packets according to the
system secrecy capacity, which focuses on the perfect secrecy of every transmit-
ted packet. The eavesdropper is allowed to correctly decode some transmitted
fountain packets. However, before enough fountain packets are obtained for
fountain decoding, the eavesdropper cannot recover the original data file or
even any original packets at the application layer due to the fountain encoding
and optional preprocessing.

Besides the power control strategy, other adaptive strategies can be also
adopted for S2, such as adaptive modulation and coding as well as channel
pre-compensation. The eavesdropper suffers from outage if its channel gain is
lower than that of the destination because the related control parameters are
adjusted according to the source-destination link. The control parameters at

the source can be derived from the pilot signal or CSI feedback sent by the
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5.2. Fountain Code Assisted Security (FCAS)

destination®. System complexity is not increased much because many existing
wireless protocols have introduced these techniques. The additional complexity
of the proposed scheme is caused by the introduction of fountain codes, which

has been analyzed in detail in [101] and references therein.

5.2.3 Numerical results and discussions

The results of computer simulations are provided to evaluate the proposed
scheme. The simulation environment is established in a 2D rectangular coordi-
nate system, where the source and the destination are located at (0, 0) and (1,
0) respectively. Path loss exponent 3 is set to 3, p = 10dB and § = 0.05.

Fig 5.2 shows the effect of K on the secrecy performance of the proposed
scheme®*. The simulation results are consistent with those of the theoret-
ical analysis. Moreover, the intercept probability is reduced to zero near-
exponentially with increasing K values for the CF strategy in S1, and is re-
duced to zero exponentially for the TPC strategy. Therefore, an arbitrarily
small intercept probability can be realized by increasing the value of K.

The intercept probability for the different locations of Eve is presented in
Fig 5.3. The intercept probability is slightly higher than 0.5 for the CF strategy
when Eve is also located at (1, 0) and has the same average channel condition as
Bob. This result is due to that the interception occurs when the eavesdropper
obtains N fountain packets first or simultaneously. The intercept probability
for the CF strategy also decreases (increases) as the value of K increases given
that the destination has a better (worse) average channel condition than the
eavesdropper. Therefore, the CF strategy is only applicable to S1. On the
other hand, the TPC strategy applies to both scenarios and exhibits better
secrecy performance but at the cost of system complexity. The secrecy perfor-

mance of the two strategies deteriorates as the eavesdropper comes closer to the

source. However, increasing the value of K is an effective approach to reduce

2The proposed scheme does not rely on the secrecy of CSI.

3Simulation for large K values is difficult because of the extremely small intercept prob-
ability.

4For e“F of (5.7), we find that the items [ > (N +500) almost cannot affect the sum value
when K < 300. Thus, the first 500 items are adopted to obtain approximate results.
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10°

E(1.2,0)

] 0_1w v .

—— CF-analytical (5.7) v
v  CF-simulated

TPC-analytical (5.12)

® TPC-simulated

\r

S,
<

E (1.5, 0)

Intercept probability
S

5 6 7 8 9 10
K

Figure 5.2: Intercept probability with different values of K.
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Figure 5.3: Intercept probability for the different locations of the eavesdropper
(E is located at (x, 0)).

Table 5.1 provides some results of the minimum values of K for different

application scenarios, which are derived from Eqn (5.13) and (5.14) numerically.
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The results prove again that the desired intercept probability can be satisfied
by selecting an appropriate value of K. In 3GPP MBMS [105], K > 1024 is
recommended; this condition is sufficient to realize secure delivery for a wide

range of application scenarios.

Table 5.1: The minimum values of K for different application scenarios

CF TPC
S~ Plaso) a2 @ (1) (060
th
1073 10 74 5 6 23
107° 19 120 10 11 42
10710 41 275 18 22 84

5.3 FCAS for Internal Eavesdropping in CRNs

5.3.1 System model

The cooperative networks with an untrusted relay is as shown in Fig 5.4,
where the relay helps to forward the source packets but also attempts to decode
the information. The channel model is the same as that in Fig 5.1, and FCAS is
adopted to protect from the internal eavesdropping. That is to say, the secure
transmission is realized if the destination receives fountain packets faster than

the untrusted relay.

Relay(R)

_.YS\aen
fountain packets -~ '
Source(S) .,.-’ -
- ((¢)) Destination(D)

P

20"
& EEE

Figure 5.4: The cooperative network with an untrusted relay.
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5.3.2 FCAS without transmit power control

First, we consider the cooperation scenario by only using fountain codes
for DF and AF protocols respectively. For simplicity, the selection combining
is adopted at the destination.

A. DF protocol

For DF protocol, the relay decodes the transmitted fountain packets and
then forwards the correctly decoded packets to the destination. According to
the channel model, the packet loss probability at the relay is similar to the

result in Section 5.2, i.e.,

er-pr = Pr{log,(1+ plhsr|’) < R}
= 1— e Asré/p (5.15)

Due to the cooperative relaying, a packet is lost at the destination only when
both the direct link and the relay link have a bad channel quality. The packet

loss probability at the destination is

ED—DF = Pr{log(l + ,0|hSD|2) < R}
Pr{log(1 + pmin{\h53]2, \hRD\Q}) < R}
= (1- e*)\SDC/p)(l _ e*(ASRvL/\RD)C/P) (5.16)

As described in Section 5.2, the required time slots L; for the receiver j to
receive N fountain packets correctly follow the negative binomial distribution
NB(N,1—¢;) . That is to say, the probability mass function and cumulative

distribution function of L; are

fr,_pe(l) = Pr{L; pr=1}

-1
= ( N 1 > (1 — €j_DF)N€j_DFl7N,Z > N (517)

Fr, pe(l) = Pr{Lj_pr <1}
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l z—1
:Zx:]v ( N—1 > (1- EijF)Né“ijFI_N,l >N (5.18)

The expected values of L; is N/(1 — ¢;). Therefore, if we know that ep_pp <
€r_pr, the destination is expected to receive fountain packets faster than the
relay does. Since the channel fading is random, there is still a certain probability
that the relay decodes enough fountain packets first. This intercept probability

is derived as

o0

Pintercept—DF = Zl:N fLD,DF (Z)FLR,DF <l) (519)

If ep_pr < €r—DF, Pintercept—nr reduceds to zero near-exponentially as N (i.e.,
K) increases. When K is large enough, the probability of interception becomes
too small to be ignored.
B. AF protocol

For AF protocol, the untrusted relay simply forwards the received signal
after amplification. Simultaneously, the relay tries to decode the transmitted
packets for itself. The packet loss probability of the relay for AF protocol is
the same as that for DF protocol, and thus eg_ar = eg_pr. The packet loss

probability at destination is changed to

ED_AF = Pr{log(l + ,0|hSD|2) < R}
plhsr)’plhro|”
5 5) < R}
L+ plhsr|” + plhrpl

Pr{log(1 +

_ (1 - e*)\sDC/P) (1 _ 26*()\SR+>\RD)C/P

\/)\SRARD% (% + 1) K, <2\/>\SR)\RD% <% + 1))) (5.20)

where K () is the first order modified Bessel function of the second kind [94,

106]. The following analysis is similar to that for the DF protocol, by changing
DF to AF in the equations. The security can be enhanced by increasing K

Value, ifep_ar < ER—AF-
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5.3.3 FCAS with transmit power control

Because the secure cooperation scheme only using fountain codes does not
work when ep_pa)r > €r—pa)r, we still propose to use transmit power control
to solve this problem?®.

A. DF protocol

The transmit power control designed for DF protocol is shown as follows,

_ (N ; >
Ps—pr max{|hSD‘27‘hSR|2}’Zf Cro 2 R (5.21)
PS*DF = |hCS]'\;T|2alf CRD < R

In this case, the destination can always decode the transmitted packets, while
the relay loses the packet when |hsg|” < |hsp|>. Therefore, in order to intercept
the information, |hSR|2 should be larger than or equal to |h5D|2 in all the N

transmission time slots. That means the intercept probability is

N N
A
plrre = [ Pr (Ihsrl* = |hspl*) = ( —2— 5.22
intercept—DF r (| SR‘ - ’ SD| ) )\SD + )\SR ( )

n=1

It is observed that we can reduce the intercept probability to zero by simply
increasing the value of N (K).
B. AF protocol

The transmit power control scheme for AF protocol is designed as,

14plhrp|?)CN . 2 2
Ps_ap = (p|h;3\+27f‘131213\2‘2\<hsl|2<)’Zf‘hSR’ > |hspl

Ps_ar = stj\;olmif |hsrl* < |hspl”

(5.23)

For AF protocol with transmit power control, the intercept probability is

the same as that for DF protocol, such that Pglfegcept_ AF = PE};?CBM_DF.

SWithout loss of generality, vo of Eqn (5.8) is set to be zero in this section. However, it
is simple to revise the derived results for other values of 7p.
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5.3.4 Numerical results and discussions

In this section, the numerical results are given to validate our proposed
scheme. Similar to Section 5.2, the source and destination are located at (0,0)
and (1,0) respectively in a two-dimensional coordinate simulation environment,
while the relay (eavesdropper) moves on X axis from (0,0) to (1,0). The decod-
ing overhead of fountain codes 9 = 0.05. In addition, the path loss exponent (3

and p are set to be 3 and 20dB for simulation convenience.

Intercept probability

intercept probability—analytical (5.19)
v intercept probability-simulated

intercept probability—analytical (TPC, 5.22)
® intercept probability—simulated (TPC)
1 0—2 . | L\ . ®
0 0.2 0.4 0.6 0.8 1
Abscissa x of relay’s location

Figure 5.5: The intercept probability of the FCAS without & with TPC for a
DF untrusted relay.

Fig 5.5 shows both the analytical and the simulated results of the FCAS
without/with TPC for a DF untrusted relay. First, it can be observed that
the simulation results accord with the theoretical analysis. In addition, the
secure cooperation without TPC does not work when the relay is near to the
source (to be more exact, when ep_pr > €g_pr), since we cannot reduce
the intercept probability by increasing the value of K. However, the secure
cooperation scheme with TPC works even when the relay is close to the source.

Through increasing the value of K, the intercept probability decreases to zero

rapidly. The results for an AF untrusted relay are similar to those for the
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DF untrusted relay, and thus we omit the performance figure here due to the

similarity.

5.4 Summary

In this chapter a novel secure wireless transmission scheme using fountain
codes (fountain-code assisted security: FCAS) is first proposed. To realize the
secrecy of data transmission, physical layer strategies are introduced to make
the destination receive fountain packets faster than the eavesdropper. Analyt-
ical and simulated results demonstrate that the proposed scheme can almost
always realize secure transmission if the number of source packets is sufficiently
large. In addition, the proposed scheme delivers confidential data through or-
dinary fountain codes, which are transmitted according to the channel capacity
of the source-destination link instead of the system secrecy capacity.

Then, the proposed FCAS scheme is applied in cooperative networks to
resist an untrusted relay. Similarly, the security can be realized if we can
make the destination obtain fountain packets more quickly than the relay. The
theoretical analysis and numerical simulations are also conducted, from which
the effectiveness of the FCAS for protecting from the internal eavesdropping is

confirmed.
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Chapter 6

Fixed Linear Code Assisted
Security for Resisting Multiple
Untrusted Relays

The fountain code assisted security (FCAS) is proposed in last chapter
to realize secure wireless transmission, and then used to protect from the in-
ternal eavesdropping caused by an untrusted relay. Due to the randomness
characteristics of fountain codes, however, the eavesdropper can still decode a
small number of original packets before enough fountain packets are obtained.
Therefore, we adopt a fixed linear code in this chapter, which overcomes this
shortcoming of fountain codes (“fixed” used here is corresponding to the ran-
domness characteristics of fountain codes). Furthermore, the more complicated
scenario of the internal eavesdropping by multiple untrusted relays is analyzed.
It is derived that the superiority of FCAS is still held, that the intercept proba-
bility is decreased to zero exponentially with the number of source packets. To
accelerate the rate of decrease for multiple untrusted relays, the introduction of
destination based jamming strategy is also considered. At last, the comparisons
of the fixed linear code assisted security with FCAS and experiment evaluations

are conducted.
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6.1 Introduction

We exploit the fountain codes to achieve the secure data transmission for
wireless networks (fountain code assisted security, FCAS) in Chapter 5. The
scheme is based on an important fact that, for fountain coded transmissions,
any receiver must obtain a sufficient number of fountain packets to recover
the original data. If the destination can accumulate the packets more quickly
than the eavesdropper, the security will be guaranteed. However, the fountain
packets do not conceal the original data ideally. Since each encoded fountain
packet is the bitwise sum of distinct source packets chosen randomly [101], there
are always some fountain packets which are the original packets. If fountain
decoding is performed greedily, the receiver can still decode a small number
of original packets even though not enough fountain packets are received (as
shown in Fig. 8 of [101] and the experimental decodings performed by us in
Fig 6.1, where the parameter settings for the degree distribution are the same
as those in Fig. 8 of [101]). For the strict application that no original packets
can be decoded by the eavesdropper, we introduce a fixed linear code by which

the information can encrypt itself more perfectly than the fountain codes.
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Figure 6.1: Three experimental decodings for LT fountain codes.
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On the other hand, the internal eavesdropping attack considered in Chap-
ter 5 is only caused by one untrusted relay. For a more general application, the
cooperative networks with multiple untrusted relays should be studied. Till
now, few literatures [64-66, 107] research on the issue of multiple untrusted
relays, among which [64-66] focus on the perfect secrecy through the original
physical layer security (PLS) and [107] considers the security from a different
perspective of bit error rate. In this chapter, we contribute to this issue and
adopt the fixed linear code assisted security (FLCAS) to resist untrusted relays.
Specifically, Our contributions are listed as follows,

1) A fixed linear code assisted security scheme -FLCAS with linear com-
plexity is designed, which avoids the information leakage caused by the fountain
codes before enough coded packets are received correctly. Similar to FCAS, the
FLCAS also relaxes the strict requirements of PLS, and thus the transmission
can be performed according to the ordinary channel capacity instead of the
secrecy capacity.

2) The security performance (intercept probability) is derived when apply-
ing the FLCAS to resist multiple untrusted relays. The intercept probability is
proved to be also reduced to zero exponentially as the number of the original
packets increases. To accelerate the rate of decrease of the intercept probabil-
ity, the destination based jamming (DBJ) strategy is further introduced. In
addition, it is observed that adopting cooperation achieves a better secrecy
performance than treating the untrusted relays as pure eavesdroppers.

3) The comparisons of FLCAS with FCAS are made by analyzing their
similarities and differences. Then, the experiment evaluations using NI USRP-

2921 platforms are conducted to confirm their secrecy performance.

6.2 System Model

The considered cooperative networks with multiple untrusted relays are as
shown in Fig 6.2, which consists of one source (S), one destination (D) and K
untrusted relays (denoted by a relay set R={Ry, R,,..., Rk}). All of the nodes

are operated in a half-duplex mode with a single antenna. S intends to deliver

74



6.2. System Model

a confidential data to D through packet-based wireless transmission with the
potential cooperation of the relays. However, the relays are only service level
trust but not data level trust [107], i.e., they attempts to intercept (decode)
the data simultaneously when they cooperate. For the worst case, the relays

are also supposed to be collusive with each other.

Relay(R;)

_.
.- ~HOEE
coded packets ’_,-’ N,
gEE .- N
.~

Source(S)

.. Destination(D)
N (9)

‘<. RelayRy)  _ 7= Y| DEEEE

Figure 6.2: Cooperative networks with multiple untrusted relays

The transmission links are modelled as the Rayleigh block flat fading chan-
nels as usual. That is to say, the channel coefficient h,, between node u and
node v is a complex circularly symmetric Gaussian variable with mean zero and
variance o2,. Meanwhile, h,, remains constant during the transmission of one
packet and varies independently among different packets. S and the relays (if
cooperation is selected) transmit the packets with power P and a target rate
R bits/s/Hz. The noise at each receiver is represented by the additive white
Gaussian noise with variance Ny. Therefore, the received signal-to-noise ratio
(SNR) for the link between node u and node v is written as vy, = p|hu|’,
where p = P/Ny. The ~,, follows an exponential distribution with parameter
Ao = (po,)”"

The original packets of the confidential data are denoted by (Iy,Is, ..., Iy).
For the direct transmission (DT), the instantaneous achievable rate at D can

be expressed as

Cp = 10g2 (1 + 'YSD) (61)

Considering that the capacity-achieving code is adopted at the physical layer,

D receives I,, correctly if Cp > R. The system uses basic automatic repeat-
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request (ARQ) mechanism to ensure D obtains all of the packets, in which the
receivers simply discard the erroneous packets. When the relays are treated

pure eavesdroppers, the achievable rate of the relay Ry is

Cr =log, (1 4 vsr) (6.2)

Since the relays are collusive, they can share their obtained information. For
simplicity, we assume that one original packet is intercepted if any relay decodes
it correctly and the mutual information accumulation among the relays is not
considered. Therefore, the packet I, is intercepted if %{Egﬁ {Cx} > R.

If the cooperation mode is decided, the relays assist the transmission of S
but also act as the eavesdroppers at the same time. As a low complexity scheme
to benefit from the multi-relay cooperation, relay selection strategy is adopted
in which only the best relay is selected to cooperate for every transmission. The
transmission is divided into two phases. In phase I S broadcasts its packet, and
in phase II the selected relay forwards its received signals by either DF or AF
protocol. The achievable rate at D by using the DF protocol is given by

CpT = 0.5log, (1 + vsp + max {’chD}) (6.3)
RreR/

where R’ is the decoding set which includes the relays that succeed in decoding

the transmitted packet. As for the AF protocol, the achievable rate at D is

CAF = 0510 (1 + + max {M}) 6.4
b 82 Tsp RieR | 1+ vsk + YD (6.4)

The achievable rate at relay Ry in the cooperation mode is C}, = 0.5C.

Therefore, it requires Inax {C}} > R to intercept one packet.
k€
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6.3 Fixed Linear Code Assisted Security (FLC-
AS)

It can be observed that the relays can easily intercept some confidential da-
ta if the original packets are transmitted directly. Therefore, a fixed linear code
assisted security scheme is designed to resist untrusted relays while employing

them to cooperate.

6.3.1 Scheme descriptions

Intuitively, the original packets can be pre-processed such that a certain
number of the processed packets are necessary to recover the original data.
And thus the transmission is secured if the destination receives enough pro-
cessed packets faster than the eavesdroppers. In our previous work of last
chapter, the fountain codes are adopted to realize this kind of secure transmis-
sion. Due to the randomness characteristics of fountain codes, however, the
eavesdropper(s) can still decode a small number of original packets before e-
nough fountain packets are obtained. Therefore, a fixed linear coding scheme is
adopted in this chapter which achieves a much better information self-encrypted
performance. Specifically, for the N original packets (I, I, ..., Iy), the following

N x N generator matrix is used,

011 11
101 - 11
T_ 110 - 11 (6.5)
111 01
111 I
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Assuming each original packet has B bits, i.e., I, = [i1n, t2n, ..., i5a]'", the coding

scheme is written as
[Pl,Pg,...,PN] = [11712,...,IN] *T(modZ) (66)

where, the processed packet P, = [pin,Don, .-, PBa]"" also has B bits. The
scheme can be represented as the following equation by the bit-wise modulo

two operation among the original packets,

N
Pp=0®. 0L 10LLo. . aly=) [al, (6.7)

=1
If N is an even number, the generator matrix 7" has an inverse matrix
T—! = T. That is to say, the original packets can be recovered through the

same process as the encoding scheme,

N
I,=P1®..®P, 1 &P, ®..&Py=> P@P, (6.8)

=1

If the number of the original packets is odd in practical application, we can
simply add a redundant packet. The FLCAS combines this fixed linear code
and the concept of PLS to realize the secure data transmission: First the data
packets are transmitted after this fixed linear code, and then channel fading is
exploited to make that only the destination receives all of the coded packets
through ARQ. As far as we know, we are the first to jointly use this fixed linear
code and physical characteristics of the wireless channels to pursue the secure

data transmission.

6.3.2 Secrecy performance and complexity

A. Secrecy performance
According to the scheme descriptions, we can get the following conclusion:
if less than N — 1, N — 1 and N coded packets are obtained correctly, O,

only 1 and all of the N original packets can be recovered respectively. As for
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the recovery of one specified original packet I,,, it needs N — 1 coded packets
{P1,...; Pr_1,Ppny1,....,Pn}. The secrecy of I, is achieved if less than these
N — 1 coded packets are received. Therefore, all of the original packets cannot
be recovered before N — 1 coded packets are received.

In case we neglect the data leakage caused by one original packet (only
one original packet can be recovered when N — 1 coded packets are received),
it is regarded that the confidential data is intercepted only if the untrusted
relays obtain all of the N coded packets when the transmission from S to D
is finished. By exploiting the random channel fading at the physical layer,
an arbitrarily small intercept probability can be realized as N increases. This
characteristic is utilized in this chapter to resist these untrusted relays and
satisfy any predetermined secrecy constraints, which will be analyzed in detail
in next section.

B. Linear complexity

The encoding process can be designed directly based on Eqn (6.7) that
N N
P, = > 1, ®1,, in which the }_ I, is calculated first and then each P, is derived

=1 =1
by the modulo two operation with I,,. Therefore, the complexity of the proposed

scheme is 2N (i.e., linear complexity O(N)). The complexity of the decoding

process has the same result.

6.4 Intercept Probability Analysis

In this section, the intercept probability of FLCAS for protecting from the

internal eavesdropping is analyzed.

6.4.1 Intercept probabilities for direct transmission and

cooperative relaying with untrusted relays

A. Direct transmission
In this case, the untrusted relays are not employed and simply treated as

the eavesdroppers. The probability that one received packet is not decoded
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correctly at the destination is
ep =Pr{Cp =log, (1 +vsp) < R} =1— e 7 = F (\gp7) (6.9)

where, F'(x) = 1 —exp(—x) and 7 = 2 — 1. On the other hand, the relays
have the packet error probability

eR = Pr{g}}gﬁ{@} = log, <1+1§;g§{75k}> < R}

K K
= [J(—e?) =] F sr) (6.10)
k=1 k=1

The required time slots Tp and Tx for the destination and the relays to
recover one packet meets the geometric distribution with parameter 1 —ep and
1 — eg respectively, i.e., their probability mass function (PMF) and cumulative

distribution function (CDF) are given by

fo (1) ="t (1—¢,) (6.11)
F,(T,) = Z el (1 —g,)=1—¢l (6.12)

To obtain one coded packet, the relays should decode the packet correctly
not after it is correctly received by the destination through ARQ. Thus, the

intercept probability for one coded packet is calculated as

P = S o (To) Fa(T)

Tp=1
o) 1—
= Z EgDil(l — SD)(l — €£D) = _1 — 661; (613)
Tp=1 DER

In order to intercept the confidential data, the eavesdropper should receives

all of the {Pq, Py, ..., Py} correctly. The intercept probability is thus derived as

Pr= (P171)N (6.14)
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It is observed that the intercept probability decreases to zero exponentially as
N increases, which means that any arbitrary small intercept probability can be
satisfied by simply increasing the value of N.
B. DF protocol

For the DF cooperation, there should be some coded packets that D re-
ceives directly without the cooperation of any relays (i.e., the decoding set R’

should be null set). In this case, the packet error probability of D is

PP — Ppr {ch = 0.5log, (1 +vsp + rﬁg{%n}) < R}

= 1—e 27 = F(AgpT) (6.15)

K
where, 7/ = 2% — 1. Simultaneously, eB¥ = [ F (Asx7’). The secure trans-

k=1
mission of one packet is thus obtained as
PN = N fo(Tp) (1 — Fr(Tp))
Tp=1
MG O LNEE SIC TR
Tp=1
_ R —cpeR” (6.16)

DF _DF
1—epier

Therefore, the intercept probability of one packet is

DF DF 1—eph
Pioy=1-P = DF _DF (6.17)
1—€ep’en
The intercept probability of the confidential data is also
DF DF\N
P = (P1—1) (6.18)

For mathematical convenience and fair comparison among different num-

bers of relays, it is assumed that for all of the Agy and A,p are identical in this
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chapter, and denoted that Agy = Agr and Axp = Agrp. We can easily derive
Pﬁq(Kl) > PID7F1‘<K2), for K1 > K2 (619)

from the fact that eg(K;) < eg(K>). Therefore, more untrusted relays deteri-
orates the secrecy performance, although more diversity gain can be achieved.
Furthermore, whether to select the cooperation or not can be also decided by
comparing Eqn (6.13) and Eqn (6.17). However, we can still reduce the inter-
cept probability exponentially by simply increasing the value of N.
C. AF protocol

It is intractable to obtain the exact intercept probability of the AF proto-
col. Therefore, we consider its upper and lower bounds by using the following

inequalities,

YSkVkD Yskvep 1 1 . 1A _
> —— 2 -min{Ysg, kpf —5 =7 6.20
L+vsk +7%p ~ Vs +wp 47 2 { o} 4 AF (6.20)

and,

YSkYkD < VSkVkD

. A
< < min {ysk, kp} = V4 6.21
L+9sk +7%Dp ~ Ysk+ VD { 0} = Yar (6.21)

where the first equality comes from the result derived in [108].
First the upper bound of the intercept probability is analyzed. We can
derive the probability that both D and the untrusted relays cannot receive a

packet correctly as follows,
AF+ _ P -
<t = e oo < R+ ) < )
A
= G <F ()\SRT/) 5 %F (IlT,) — Al
1

+ _ARD [F (Asr7’) — ASE p (117')} — Ag) (6.22)
Il — ASR Il
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where,

= ()\SR + )\RD) (k‘g + 1) + )\RD (K -1 k‘1 — kg), Ig = 11 — 0-5/\SD7 ™ =
228 _ (.75 and,

A . /\SR [1—F(>\5D7'1)]7'I,[2 :0
b —ASRU_Z(’\SD“)]F (Io7') , else

() —F(AspT1
2rp[l-FQspn)] [ ,\S; sp7L) [F(AsrT)

—AsrT'exp (—AgrT')], [o —Agp =0

Az =9 A\ ppl-FOspr
RD[}T—,\(SED”][ (AsrT") = AsrT'] , o =0
A —F(AspT
L RD%*,\(SZ_D o) [F()\SRT) - ’\I—F(I T )] ,else

(See Appendix C.1).
Then the probability that only D decodes a packet correctly is similarly

calculated as,

et = Pr {ma s} < R+ s {30} 2 )
=G (F ()‘SRT/) LA+ AQ) (623)

Therefore, the intercept probability of one coded packet can be derived as

oo AF+

Tp—1 €rp
PIA_F1+ = 1 — Z (€£7FD+) P €gf;9+ = 1 — W (624)
Tp=1 R,D

And we can obtain the upper bound of the intercept probability of the confi-
dential data by

PAF+ (PAF+) (625)
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On the other hand, the expression of the lower band P/~ is similar to P/,
and we only need to replace 7, with 7" and set I = I} — Agp. Therefore, the
intercept probability of the confidential data is also reduced exponentially as
the value of N increases. The upper bound of the intercept probability can be
used to decide a suitable value of NV to satisfy any required security level. It

is not intuitive to compare the intercept probabilities for different numbers of

relays, and we will observe the tendency through the numerical results.

6.4.2 Intercept probabilities for destination based jam-
ming

In some practical networks, the direct link between S and D is blocked such
that the transmission is realized only through the help of relays. It is impossible
to realize the secure transmission by DF protocol since the relays should decode
the packets correctly to forward them. For the ordinary AF protocol, it is also
unusable because for any relay Ry we have g, > % The relays can
always decode the packets correctly if D does. Therefore, a scheme called
destination based jamming (DBJ) [59, 64] is exploited in the literature. In
this chapter, we attempt to combine the DBJ with FLCAS to realize the secure
transmission regardless of the existence of the direct link. In DBJ, the transmit
power P in Phase I is allocated between S and D with parameter o € [1,0].
S transmits its packet with power aP and D transmits artificial noise with
power (1 — «) P simultaneously. Then the relay forwards the received super-
position signal still with power P. D can subtract the artificial noise from the
received signal since it is generated by itself, while the relays are confused by
it. Therefore, the achievable rates at the relays and D are derived respectively

as [64],

CPBI — 0510 (1 n Y5k ) 6.26

k g2 1 + (1 - Ck) kD ( )
CPBI — 051og, (1 OVSk kD 6.27
b o2 {1 Reer | 1+ aysk + (2 — @) b (6.27)
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First, we calculate the upper bound of the intercept probability based on

the following equations

QYsEYkD 1 1 1
= 2 2- — = (6.28
l+aysk+(2—a)wp ~— (2— ) (2m1n{a’75k7( @) Vkp} 4) (6.28)

Q7sk Q7Ysk
< 6.29
1+ (1-a)wp  (I—a)vp (6.29)
Let’s denote X7 = aygy and Xy = (2 — ) yep. If 70 = (22R — 1) ;:—3 >1,

we can derive that

X
5g’BDJ+ = Pr{max{?:} <Tz,%2§{min{X17X2}}<T3}

A A
+ 222 F (Iyry) — %F (1473)) (6.30)
and

X :
6g%J+ = Pr {Fr{r:gﬁ{z} < Ty, }r{riae%{mm {X1, X5} > 73}

Ax Ax
= —_— LN —F(I
G ()\XQ +)\X1T2, I [ ( 373)]

Ax, 1= F (Iyrs)] — AX, - F([4T3)]> (6.31)

R I,

where 753 = 2 [(22R — 1) (2—a)+ 0.25], Ax, = Asra™! Ax, = Arp (2—a) 7,
Is=(Ax, + Ax,) (k2 + 1)+ (A, + Axy72) (K —1—Fky — ko) and Iy = Ax, 70 +
Ax, + (Ax, +Ax,) ko + (Ax, + Ax,72) (K — 1 —ky — ko).

On the other hand, if 7, < 1,

A K=1\
DBI+ _ 1.1, [ — 2% Xp(r 6.32
2% ( A5 ) Aree) e
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and

A K=1 A
DBI+ _ 1.1, (| —2% X111 F(I 6.33
ERD G ( : ( Jy—— /Tz> A [ (Is3)] (6.33)

where, G’ (¢, 3, ¢) = KKz_:l [( k=1 ) (—§)k1 ﬁKleSOI, and

k1=0 k1
I5 = ()\X1 + )\X2/7—2> (k’l + 1)
Therefore, the upper bound of the intercept probability of the confidential

data is

. 25+ \"
_ (pDBJ _ :
PI — (Plfl +) = (1 — H‘TH> (634)
R,D

To derive the lower bound of the intercept probability, the following in-

equality is utilized
QYSEVkD < 1
l+aysk+2—a)mp — (22—«

{ o, @ if aogy, > (2 —a)oip

(‘3'15;),@ if acgy, < (2—a)oip

) min {avysk, (2 — &) Vkp}

IN

(6.35)

For case (), we can derived that

DBJ- Q7YSk ’ /
€R.D r{%ﬁ§{1+(1—ay%D} 7”R£§{WD}<T}

- G (1 _ Arpe?SHTI Anp

F(I,7
S (1)

—AsrT /a
—ARDeI—8F ([ﬁ)) (6.36)

and,

DBJ— QYSk / /
= P >
€R7B r{rlgleali({l—F(l—Oé)’}/kD} <T,Il£lea1§({’ykD} _T}

)\ *)\SRT,/OZ )\
— afl1- RDE ’ RD
Is I7

[1 = F (7))

86



6.4. Intercept Probability Analysis

)\RDef)\SRT,/OL

——[8 [1 - F (IST/)]) (6.37)

Where, I6 = )\RD + /\SR (1 — Oé) 7'//Ck7 17 = /\RD (kg + 1) + [6 (K —1- kl — kg)
and Iy = I; + Asr (1 — a) 7' /.

Now the attentions turn to the case 2), we can derive that

DBJ— __ Q7sk Q7YSk /
“RD T {T3§{1+ 1—a)'ykD}<T I??%{(z—a)}<7}
_ <1717 F(<k1+1))\5RT>> T
k1—|— e}
I )\536(1 O’) Ja Ig (k'1+1) (2—06) T/
10, 117[9 k1+1) o
Iy (ky +1
F( okt 1)7 )D (6.38)
and
DBJ— QYsk Q7YSk /
— >
“RD Pr{?§§{1+(1—a)yw}<7 I?é‘é‘{(z—a)}—T}
Aenel
e I ASRETT™
( 10, 117[9 (]{31-'-]_)
I 1) (2 — d
{1—F< otk + 1) O‘)Tﬂ) (6.39)
«
e
where, Iy = \gp + B2 (e a)w I = % and

Iy =F (227) 4 1 (1 - F (82)).

«Q

The lower bound of the intercept probability for both cases (D) and @) is

DBJ—

N oDBJ- N
PPBI= = (PPEI=)" = (1 s & ) (6.40)
— &

For the combination of DBJ with FLCAS, any required security level can

be also satisfied by increasing the value of N.
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6.5 Numerical Results and Discussions

In this section, the numerical results are provided to validate the theoret-
ical analysis, and some remarkable conclusions are discussed. The simulation
environment is established in a rectangular coordinate system, where the source
and the destination are located at (0,0) and (0,1) respectively. The position of
the relays is generated between the source and the destination. Without loss
of generality, path loss coefficient and p is set to be 3 and 20dB respectively,
and R = 1bit/s/Hz.

The intercept probability vs. N for the DT, DF and AF relaying is shown
in Fig 6.3 for K = 1,2 and 3, where the locations of the relays are assumed
to be the midpoint between the source and the destination, i.e., (0.5,0). It
can be observed that exploiting the relays to assist the transmission achieves a
better secrecy performance compared to treating them as the pure eavesdrop-
pers. More importantly, the intercept probability reduces to zero exponentially
with the values of N based on FLCAS, which can be used to realize the re-
quired security level and is the main superiority compared to the alternative
schemes. However, in accordance with the research works of [64,65], the secre-
cy performance is deteriorated significantly with more relays (eavesdroppers).
For K > 2 it is almost impossible to make a secure transmission due to the
diversity gain at the relays, which makes us expect the results of DBJ.

Fig 6.4 illustrates the results of intercept probability for the DBJ strategy’.
Although the secrecy performance is still deteriorated with the number of the
relays (eavesdroppers), adopting DBJ results in interference-limited effect on
the relays and thus improves the secrecy performance dramatically. Even for
a large number of relays, the intercept probability is acceptable by combining
DBJ with FLCAS given large N values. The intercept probability with different
locations of relays (K = 2 and N = 1000) is shown in Fig 6.5. It is observed
that the intercept probability is increased as the relays approach to the source,

which is also an inherent weakness of the physical layer security. However, DBJ

!Because of the simulation time, only the results with small N values are given. For the
results with large IV values, the intercept probability can be obtained based on the exponential
decline principle.
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Figure 6.3: Intercept probability vs. N for the DT, DF and AF relaying

always performs much better than both the DF and AF cooperation, and also

achieves an acceptable secrecy performance.

¢ DBJ-simulated
—— DBJ(+)—analytical
10 - — — DBJ(-)-analytical

Intercept probability

—_
o

Figure 6.4: Intercept probability vs. N for the DBJ strategy

Due to its significant advantage, the DBJ is considered in the following
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Figure 6.5: Intercept probability vs. locations of relays (K = 2 and N = 1000)

discussions. First, the simulation results for HARQ at the receivers are given
in Fig 6.6. The intercept probability is nearly the same between the Basic ARQ
and HARQ receivers. The one reason is that both the relays and the destina-
tion can benefit from the HARQ protocol. In addition, the worst case that the
information accumulation among the relays is also considered. Although the in-
formation accumulation among the relays deteriorates the secrecy performance,
the intercept probability is still reduced to zero as N increases.

In Fig 6.7, the effect of the alpha on the intercept probability is shown.
It is observed that the intercept probability is decreased by reducing the value
of alpha (i.e., increasing the interference caused by the jamming signal at the
relays). However, reducing the value of alpha means more power is provided
to generate the jamming signal and thus less power is available for the data
transmission, such that the data transmission needs more time slots. To satisfy
both the transmission efficiency and security requirement, the values of alpha

and N should be selected jointly.
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Figure 6.6: Intercept probability vs. N for the receivers with different ARQ
protocols
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Figure 6.7: Intercept probability vs. alpha values (N = 10)
Comparisons of FLCAS with FCAS and
Experiment Evaluations
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The design of FLCAS is mainly to overcome the small quantity of data
leakage caused by the randomness characteristics of fountain codes in FCAS.
There are also some similarities and other differences between them, which are
listed as follows.

A. Similarities

1) The data transmissions for both FCAS and FLCAS are according to
the ordinary channel capacity instead of the secrecy capacity, which reduces
the transmission delay.

2) The intercept probabilities for both FCAS and FLCAS are decreased
to zero (near-)exponentially with increased number of source packets. That
is to say, an arbitrary small intercept probability can be realized by simply
increasing the number of source packets.

3) The least required complexities of both FCAS and FLCAS are linear,
which does not cause much resource consumption. More importantly, the basic
FCAS and FLCAS only passively employ the wireless channel fading and do
not have any complicated requirements at the physical layer (e.g., channel state
information at the transmitter and node synchronization). They are thus more
practical and easier to be implemented compared to the regular PLS techniques.
B. Differences

1) Since the fountain codes are a kind of forward error correction codes,
the data transmission based on FCAS does not require ARQ mechanism. On
the other hand, the completion of data transmission based on FLCAS should
utilize ARQ and/or other error control methods.

2) As shown in the second similarity, both of FCAS and FLCAS have
the characteristic that the intercept probability is decreased to zero (near-
Jexponentially with increased number of source packets. However, FCAS holds
this characteristic only when the destination has a higher packet reception rate
than the eavesdroppers (/untrusted relays). If the wireless channel fading can-
not ensure this requirement, other physical layer strategies like transmit power
control should be combined as shown in Chapter 5. However, FLCAS always
works well even when the destination does not have a higher packet reception

rate than the eavesdroppers. That is to say, other physical layer strategies are
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not necessary for FLCAS, although adopting them may accelerate the rate of

decrease as analyzed in this chapter.

The experiments on basic FCAS and FLCAS, which only employ the wire-
less channel fading passively, are conducted to confirm their security features
(mainly the second similarity and the second difference).

Three USRPs are used in the experiments, where one USRP (Tx) transmits
the confidential data through packet based transmission and the other two
USRPs (Rx1 and Rx2) act as the receivers. As shown in Fig 6.8, Tx and Rx1
are in the same room and Rx2 is outside of the room. Therefore, it is expected
that Rx1 has a better channel condition, i.e., a higher packet reception rate,
than Rx2.

For FCAS, considering that the required number of coded packets to recov-
er the original data is N=10, 100 and 1000, the numbers of correctly received
packets at Rx2 when Rx1 correctly receives N packets for 10 times experiments
are illustrated in Fig 6.9. It can be observed that if Rx1 is the destination and
Rx2 is the eavesdropper the secure transmission is realized for all the experi-
ments. However, for the reverse case that Rx2 is the destination and Rx1 is
the eavesdropper the confidential data is always intercepted. In this case, the
secure transmission needs other physical layer strategies like transmit power

control as discussed above.

- Y
ROOM
A 4

jl I\/cl
A Rx2
Figure 6.8: Experiment setup for FCAS and FLCAS.
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Figure 6.9: Experiment results for FCAS.

For FLCAS, the secure transmission is also realized for all the experiments
if Rx1 is the destination and Rx2 is the eavesdropper, since there are always
some packets that Rx1 receives correctly but Rx2 does not. If Rx2 is the des-
tination and Rx1 is the eavesdropper, the No. of the packets that Rx2 receives
correctly but Rx1 does not are listed in Table 6.1 considering N=10, 100 and
1000 packets?®. These packets are not retransmitted again according to the ARQ
mechanism, and thus Rx1 cannot obtain them forever, which makes that Rx1 is
unable to recover the original data if the set of these packets is nonempty. For
example, the secure transmission is realized in the 7th experiment for N=10,
1st-8th and 10th experiments for N=100 and all the experiments for N=1000.
The results mean that, the secure transmission can be realized by the basic
FLCAS even if the eavesdropper has a better channel condition than the des-
tination, while the secure transmission cannot be realized by the basic FCAS
in this case. Moreover, the secrecy performance is improved as the number of
source packets N increases, which is consistent with the theoretical analysis.

Next, we consider that the Rx2 is the destination and Rx1 is an untrust-
ed relay. For simplicity, the selection combining is adopted that one packet is
received correctly at Rx2 if the packet through either of the links TX-Rx2 or
Tx-Rx1-Rx2 is decoded correctly. Fig 6.10 shows that the number of correct-

20nly a part of the packets are listed for N=1000, but it is already enough to draw the
conclusion.
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Table 6.1: Experiment results for FLCAS

N=10 N=100 N=1000
1 T[] [13 48 70 90] [13 48 70 90 109 152 220 221..]
2 | ] [26 27 56 59 85 [26 27 56 59 85 179 224 239 .. |
3 1] [25 64 68 85] 25 64 68 85 130 156 221 240 .. |
4] [59] [59 105 122 126 167 218 226 234 ..
51 1] 21 88 21 88 278 294 375 392 405 410 .. |
6| [] [19 53] [1953 ..]
7 | [10] [10 31 50 52 [10 31 50 52 104 105 157 176 ..]
8| T[] [41 67] [41 67 152 177 181 185 207 215 ..]
9 ] (] [117 118 125 149 150 151 156 241 ..
10 | [] | [2627424755..] [26 27 42 47 55 56 59 64 .|

ly received packets at Rx2 when the untrusted relay Rx1 receives N packets
correctly for 10 times experiments. It is observed that the number of correctly
received packets at Rx2 is increased via the cooperation by Rx1. However, the
secure transmission is still impossible for the basic FCAS, since Rx1 receives
enough packets faster than Rx2. And other physical layer strategies should
be combined in this case. On the other hand, the basic FLCAS is constant-
ly workable based on the Table 6.1, because there are always some packets
which cannot obtained by the Rx1. Therefore, we can use FLCAS to resist
untrusted relays even if no additional physical layer strategies are expected to
be embedded.
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Figure 6.10: Experiment results for FCAS when treating Rx1 as the untrusted
relay.
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6.7 Summary

A fixed linear code assisted security (FLCAS) scheme is designed in this
chapter to resist untrusted relays in the cooperative networks. The FLCAS is
based on the idea of utilizing the original packets to encrypt each other as the
secret keys, such that the receivers need to receive all of the coded packets to re-
cover the original data. The security is realized if the eavesdroppers (untrusted
relays) cannot obtain all of the coded packets due to the physical characteristics
of the wireless channels. From the theoretical analysis and numerical results, it
is observed that the intercept probability is reduced to zero exponentially with
the number of the original packets, and exploiting the cooperation provided by
these untrusted relays achieves a better secrecy performance than direct trans-
mission. However, the rate of decrease is slow for a large number of untrusted
relays. To solve this problem, the destination based jamming strategy is in-
troduced and a faster rate of decrease is realized. The comparisons of FLCAS

with FCAS and the results of experiment evaluations are presented at last.
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Chapter 7
Conclusions and Future Work

This thesis focuses on the secrecy-enhanced data transmission for cooper-
ative relay networks. Based on the concept of physical layer security (PLS),
both the external eavesdropping attack caused by the pure eavesdropper and
the internal eavesdropping attack caused by the untrusted relays are considered.

For the external eavesdropping attack, the opportunistic cooperative relay-
ing is exploited to improve the secrecy performance (which is named cooepratve
security). The essence of the cooperative relaying is to provide independent di-
versity links. Accordingly, the secrecy performance through these links are also
independent and time-varying with the channel fading. For every transmission,
if the diversity link with the best secrecy performance is utilized, the enhance-
ment of PLS is realized. Based on this idea, I finished the following three works
in the first part of this thesis.

In Chapter 2, the two-user cooperation under external eavesdropping is
analyzed within the framework of game theory. Since both the destination and
the eavesdropper can combine the signals of the direct link and the relaying
link, both of them benefit from the conventional cooperation. The secrecy per-
formance is actually deteriorated by the cooperation if the eavesdropper gets
more diversity gain, and users are not willing to cooperate with each other
in this case. Therefore, we design an opportunistic user cooperation scheme
(OUCS) to consistently achieve a higher secrecy performance than the direc-

t transmission. Specifically, if the channel quality of the direct link is better
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than the relaying link between the source and the destination, the direct data
transmission is performed; otherwise, the source transmits the data to the des-
tination through the relaying link. As a result, only the destination is expected
to harvest the diversity gain, which improves the secrecy performance.

In Chapter 3, the OUCS is extended to multi-user cooperation scenarios
to achieve the secrecy outage performance with full diversity. The Chapter 2
solves the problem of whether to cooperate under eavesdropping attack, based
on which we further consider the problem of with whom to cooperate in Chap-
ter 3. The secrecy-providing capability (SPC) is first defined for both the
source and the cooperative relays assuming different channel knowledge of the
eavesdropping links. By comparing the values of SPC of these nodes, the trans-
mission link with the best secrecy performance can be selected from the direct
link and relaying links. Theoretical analysis and numerical results validate
that the OUCS can realize the full secrecy diversity performance, which cannot
ensured by the alternatives in the literature. In addition, the application of
OUCS for another form of multi-user cooperation where multiple sources share
a dedicated relay is also analyzed, from which the superiority of the OUCS is
confirmed again.

In Chapter 4, the cooperative security in a kind of specific sensor networks
- wireless body area networks (WBANS) is investigated. Due to the severe path
loss caused by the human body, we neglect the direct link in OUCS and only
consider the relaying links if the cooperative relaying is performed. The secrecy
outage probabilities for the direct transmission and the cooperative relaying
are derived respectively. It is found that, besides to improve the reliability and
efficiency, the cooperative relaying is also an effective strategy to enhance the
secrecy performance of the data transmission in WBANS.

For the internal eavesdropping attack, the code assisted security is studied.
The theory of code assisted security is to process the original packets to be
related packets first by a coding scheme, such that the receivers need a sufficient
number of coded packets to recover the original data. The secure transmission
is achieved if the destination correctly receives enough coded packets earlier

than the eavesdroppers (/untrusted relays), which can be realized through the

98



physical characteristics of the wireless channels.

In Chapter 5, the fountain code assisted security (FCAS) is proposed and
utilized to resist an untrusted relay. The fountain codes have the inherent
characteristics that a sufficient number of fountain packets are required at the
receivers for the recovery of the original data. We exploit the channel fad-
ing and transmit power control to make a higher packet reception rate at the
destination, and thus the secure transmission can be achieved. The intercep-
t probability is proved to be decreased to zero (near-)exponentially with the
number of the original packets, which is a particular advantage compared to
other regular PLS techniques. That is to say, any required security level can be
satisfied by simply adjusting the number of the original packets. In addition,
the data transmission is according to the original channel capacity instead of
the secrecy capacity, which also reduces the data transmission delay.

In Chapter 6, a fixed linear code assisted security (FLCAS) scheme based
on FCAS is designed, and the application of it for resisting multiple untrusted
relays is analyzed. Due to the randomness characteristics of fountain codes, the
FCAS proposed in Chapter 5 still results in a small quantity of data leakage.
Therefore, we revise the FCAS and use a fixed linear code to carry out the in-
formation self-encryption. It outperforms the fountain codes in terms of secrecy
performance but with the same linear complexity. The application of FLCAS
for protecting from the internal eavesdropping attack caused by multiple un-
trusted relays is then studied. The advantages of FCAS are still maintained,
especially that the intercept probability is decreased to zero as the number
of the original packets increases. In addition, the destination based jamming
strategy is introduced to further accelerate the rate of decrease. The compar-
isons of FLCAS with FCAS and experiment evaluations are also given in this
chapter.

In future, we will mainly continue to research on the code assisted security,
since its complexity is relatively low and the application of it is more practical.
Besides finding new coding schemes, other potential research directions include
applying it in different scenarios and combining it with different data trans-

mission techniques. For example, it can be further used to protect from the

99



external eavesdropping attack for cooperative relay networks. The employment
of it in resource-limited sensor networks is feasible due to its low complexity.
The combination of it with existing and future data transmission techniques,
e.g., OFDM and Massive MIMO, should be also valuable. Moreover, the ap-
plication of our proposed secrecy-enhanced data transmission schemes from an
engineering point of view will be considered, such as the implementations of
OUCS in mobile networks and the code assisted security for delay-constrained

services.
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Appendix A

Derivations in Chapter 2

A.1 The utilities of user 1 for strategy profiles

with the conventional cooperation

The cumulative distribution function (CDF) and probability density func-
tion (PDF) for the sum of two independent exponential random variables are
derived first. Given two independent exponential random variables z; with
parameter A\; and 2z, with parameter Ay, 2 = 21 + 2o meets the following distri-

butions:

F(z) = //\16’\1‘”(1—6’\2(23”))@3
0

A2 =Mz M ez
{ 1+ )\1—>\2€ )\1_)\26 ,)\1 7& )\2

1 —e M7 — )\126_)\1Z7 Al = Ao

fz) = F'(2)
- { Tdzehiz f D ehez ) o )y

)\%Z@i)\lz, )\1 = )\2
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A.1. The utilities of user 1 for strategy profiles with the conventional cooperation

where, F(-) and f(-) denote CDF and PDF respectively. The channel gain |h;|”
for the Rayleigh fading is exponentially distributed. Therefore,
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A.2. The utilities of user 1 for strategy profiles with the OUCS

1 A o2 §2 . R
where, \ = —— and & = 24 = Zse? with § = 2%%.
) Sd(e) asd(c) é- )\86/62 asd

A.2 The utilities of user 1 for strategy profiles
with the OUCS

If user 2 does not provide cooperation, the utilities of user 1 are the same

as the results of Appendix A.1, i.e., u; (%,O) = uy (p1,0) If user 2

_ 1
= gt
chooses to cooperate, the utilities of user 1 are derived as follows,
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Appendix B

Derivations in Chapter 3

B.1 Diversity order analysis of P(fw_w

Eq. (3.9) can be divided into different parts based on “4+” and “—” oper-

ations,
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B.1. Diversity order analysis of P/ "
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where, @ = gp;. The results of the last three parts of Eqn (3.9) are similar to
piu?  pATups and PATUP* respectively. Therefore,
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Appendix C

Derivations in Chapter 6

C.1 Derivations of €é%+

Denoting the relay selected to cooperate is k, the derivation of a’é’ly can

be divided into two parts: 1) vg; < Vip: 2) Ysi > Vip, and

AF AF AF
‘ER,DJr = 6R,DJE1) + 6R,DJEQ) (C.1)
Correspondingly,
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C.1. Derivations of e4/"
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Then, the e/}, is obtained by combining Eqn (C.1), (C.2) and (C.3).
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