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Abstract

RSA is one of the most famous cryptosystems and the security has been studied in
numerous papers. One main approach for the research is due to Coppersmith’s lattice
based methods that enable us to solve modular/integer equations with small solutions
in polynomial time. Indeed, several RSA vulnerabilities have been reported by using
the methods. Thus far, a number of attacks on RSA and its variants with some
special hints have been proposed, however, some of these attacks have obvious room
to be improved. The facts come from the technical hardness to apply Coppersmith’s
methods to RSA cryptanalyses. More concretely,

e how to formulate attack scenarios appropriately and

e how to construct appropriate lattices to solve equations

are technically hard problems. In this paper, we propose several improved polynomial
time attacks on RSA variants by resolving the above difficulties. Our first result
is an improved algorithm for solving the small inverse problem that relates to the
security evaluation of the small secret exponent (multi-prime) RSA. Our proposed
algorithm offers improved attacks on multi-prime RSA with small prime differences.
Our second results are improved partial key exposure attacks on CRT-RSA where
the attacks utilize partial exposed bits of CRT-exponents. We study attacks with the
most /least significant bits of d,, or/and d,. For all the cases, we propose improved
attacks. Our third results are improved partial key exposure attacks on RSA for
general exposure scenarios. Our claimed scenarios contain several ones which have
been studied as special cases. We construct attacks that contain all the currently
known best attacks as special cases. Furthermore, we obtain improved attacks in
several specific scenarios. Our last results are improved small secret exponent attacks
and partial key exposure attacks on Takagi’s RSA and the prime power RSA both
of that have moduli N = p"q. We propose simple lattice constructions to attack the

variants and obtain improved attacks.
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Chapter 1

Introduction

1.1 Background

1.1.1 Public Key Cryptosystem — Development and RSA

The information technology is indispensable for the modern society. In several sit-
uations, one has to consider the security of his digital data. Cryptography is the
fundamental technique to resolve the problem such as secure communication and in-
tegrity of data. Here, assume that Alice wants to send her secret message M to
Bob via an insecure channel. If they share a common secret k, they can achieve the
goal by utilizing a symmetric encryption scheme. Alice encrypts the message M as
C := Ency(M) by a symmetric encryption algorithm with a key k, then sends the
ciphertext C' to Bob. Due to the correctness of the symmetric encryption scheme,
M = Dec(Enci(M)) holds. Hence, Bob gets the plaintext M = Decy(C') by a sym-
metric decryption algorithm with a key k. As we assumed, since they used an insecure
channel for the communication, an eavesdropper Eve may obtain the ciphertext C.
However, it does not matter. Due to the security of the symmetric encryption scheme,
Eve, who does not know the common secret k, cannot recover the plaintext by the
eavesdropped ciphertext c. As a result, Alice and Bob can successfully communicate
via an insecure channel. However, a simple question arises; how do Alice and Bob
share a common secret.

In 1976, Diffie and Hellman [DH76] resolved the key exchange problem in an elegant
way. Let p be a prime number. Then, Z, with the multiplication forms an abelian
cyclic group G of order p — 1. Let g € G be a generator of G. Assume Alice and Bob
want to share a common secret via an insecure channel along with public p and g.

Alice picks random secret a € Z,_1 and sends g* (mod p) to Bob. Bob picks random
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secret b € Z, 1 and sends ¢g° (mod p) to Alice. Then, Alice and Bob can share a
common secret k = g% (mod p). By eavesdropping the communication, what Eve
knows is (g, 9%, ¢°). Among the cryptographic community, it is widely believed that
computing the secret ¢g?® from Eve’s knowledge is computationally hard where the
problem is called the Diffie-Hellman problem.

Diffie and Hellman’s work developed a notion of public key cryptography. Alice
and Bob share a common secret by utilizing the Diffie-Hellman key exchange proto-
col and communicate securely by utilizing symmetric key encryption schemes via an
insecure channel. Then, let us consider a case when many n users Uy,...,U, want
to send their own secret message m; to other members in the same manner. For
the purpose, each user U; should share a common secret k; ; with all the other users
Uy, ...,Ui-1,U;41,...,U,. The task requires (g) times run of the Diffie-Hellman key
exchange protocol. Therefore, the approach results in heavy communication cost that
depends on the number of users n.

In 1978, Rivest, Shamir, and Adleman [RSA78] proposed the first public key cryp-
tosystem that avoids the key exchange problem; the so-called RSA cryptosystem,
which we study in this paper. Let p and g be secret primes, N = pq, (e, d) be random
elements in Z3 y such that ed = 1 (mod ®(N)) where ®(N) = (p — 1)(g — 1) is
Euler’s totient function. In a public key cryptosystem, there are two forms of keys;
a public key pk and a secret key sk. RSA has a public key pk := (N,e) and a se-
cret key sk := (p,q,d). To communicate with Alice, Bob produces his public/secret
key pair. Then, Bob publishes the public key pk = (N, e) and store the secret key
sk = (p,q,d). Alice encrypts a plaintext M € Z% as C = Encpi(M) := M (mod N)
by Bob’s public key and sends the ciphertext C' to Bob. Bob uses his secret key
and recover the plaintext M by computing M = Decgy;,(C) := C?% (mod N). The de-
cryption works correctly where the fact is verified from Fermat’s little theorem; M¢?
(mod N) = M'*®WN) (mod N) = M where / is some integer. By eavesdropping the
communication, Eve learns the ciphertext C' and Bob’s public key pk = (N, e). How-
ever, the security of a public key cryptosystem ensures that Eve cannot decrypt the
ciphertext even with the public key. Hence, Alice and Bob can communicate securely
via an insecure channel without any key exchanges.

Designing the RSA cryptosystem is one of the most fantastic breakthrough in the
context of cryptographic research thus far. Indeed, Rivest, Shamir, and Adleman
received the valuable Turing Award in 2003. After the invention, several public key
cryptosystems have been proposed (e.g., the ElGamal encryption scheme [Gam85],
the knapsack cryptosystem [MHT78], and more), however, RSA is still one of the most
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widely-used public key cryptosystems. Today, it is a common knowledge that RSA is
not the first public key cryptosystem but the first “published” public key cryptosys-
tem. The notion of public key cryptosystems was mentioned in James Ellis in 1969.
In 1973, Clifford Cocks constructed a public key encryption scheme which is analo-
gous to RSA. In the next year, Malcom Williams developed a key exchange protocol
which is similar to Diffie-Hellman’s one. Since they were UK secret agencies worked
in Government Communications Headquarters, they did not publish the results due
to the secrecy policies.

Since the popularity, several variants of the RSA cryptosystem with higher efficiency
have been considered. The most well-known variant is the CRT-RSA as described by
Quisquater and Couvreur [QC82] where the scheme has secret keys d, and d; in
place of d where ed, =1 (mod p — 1) and ed; = 1 (mod g — 1). CRT-RSA achieves
about four times faster decryption than the standard RSA. Some variants have the
composite integers N which are the product of more than two secret primes. The
Multi-Prime RSA has a composite integer N = p; ---pg. Other variants such that
Takagi’s RSA [Tak98] and the prime power RSA have a composite integer N = p'q.
If the same size of composite N is used, these variants achieve faster key generation
and decryption than the standard RSA.

Thus far, several advanced forms of public key cryptosystems have been constructed
based on more useful algebraic structures and developments of cryptographic tech-
niques. The most typical two of them are bilinear pairing from elliptic curves and the
lattice-based cryptography. Here, we introduce the most basic application of pair-
ing; a one round tripartite key exchange protocol proposed by Joux [Jou00]. Let
G1,G2, and Gp be cyclic groups of the same prime order p. A bilinear pairing é
is a map such that ¢ : G; x G3 — Gp. G1 and Gy are subgroups of points on an
elliptic curve over a finite field where the group operations are denoted as addition.
G is a subgroup of the multiplicative group of a finite field where the group op-
eration is denoted as multiplication. Let P; and )1 be a generator of G; and G,
respectively. In the context of cryptographic designs, non-degenerate, efficiently com-
putable pairings are used. For a non-degenerate pairing é, if é(P, Q) is an identity
element in G, then either P or () is an identity element in G; or G. The pow-
erful feature of pairings is its bilinearity which is useful in designing cryptographic
schemes; for a,b € Z,, é(aP1,bQ1) = é(bP1,aQ1) = é(P1, Q1) holds. Then, we show
how Alice, Bob, and Charlie can share a common secret k via an insecure channel.
Alice, Bob, and Charlie pick random a,b,c € Z,_1, respectively. Alice broadcasts
(aP1,aQ7) to Bob and Charlie, Bob broadcasts (bP;,bQ1) to Charlie and Alice, and
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Charlie broadcasts (cP;,cQ1) to Alice and Bob. Since Alice knows her own secret a
along with bP; and ¢(); which Bob and Charlie broadcasted, she can compute k =
e(bPy,cQ1)® = é(Py,Q1)%¢. Similarly, Bob and Charlie can compute the same secret
kask = é(cPy,aQ1)? = é(P1,Q1)%¢ and k = é(aPy,bQ1)¢ = é(Py, Q1), respec-
tively. Although an eavesdropper Eve can learn (P, Q1,aP;,aQ1,bP;,bQ1,cPy,cQ1),
it is believed that computing k = é(P;, Q1) seems infeasible.

As the example suggests, bilinear pairings and also lattices enable us to con-
struct several advanced forms of public key cryptosystems that are infeasible to
obtain without such powerful primitives. Fully homomorphic encryption [Gen09,
vDGHV10, CMNT11, Bral2, CNT12, GHS12a, GHS12b, CCK*13, GSW13, JR13,
BGV14, BV14a, BV14b, CLT14, Nuil4, CS15, NK15] have ciphertexts which one can
operate addition and multiplication without knowing its secret key. More concretely,
given C1 = Encp(my) and Cy = Encpy(m2) which are fully homomorphic ciphertexts
of plaintexts my and mg, anyone can compute Encyy(m1 +mq) and = Encpy(mq - mg)
which are fully homomorphic ciphertexts of plaintexts mi 4+mso and my -my. Identity-
based encryption [Coc01, BF03, BB04, Wat05, BW06, Gen06, Wat09, ABB10, LW10,
BB11, CHKP12, Lewl2, CW13, AHY15, KY16, Yam16, ZCZ16] can use arbitrary
strings as its public key. Attribute-baed encryption and predicate encryption [OT09,
LOS*10, OT10, AFV11, YAHK11, LW11, ACM12, OT12b, OT12a, KSW13, Xagl3,
Att14, BGG™14, Takl4, YAHK14, AY15, CGW15, GVW15a, GVW15b, OT15] can
control fine-grade access structure of its ciphertexts.

In 2013, one of the most expected cryptographic primitive was constructed by
Garg, Gentry, and Halevi [GGH13a]. They proposed a graded encoding scheme
which is an approximate multilinear map. Since a multilinear map is an ex-
tension of a bilinear map, a one round multipartite Diffie-Hellman key exchange
is a straightforward application. After that, other constructions of graded en-
coding schemes [CLT13, LSS14, ACLL15, CLT15, GGH15] have been proposed.
Based on the powerful map, numerous magical cryptosystems have been pro-
posed [FHPS13, GGH"13b, GGH'13¢c, GGSW13, HSW13, BWZ14, Gar14, YYHK14,
GLSW15, AFHT16, GMMT16].

1.1.2  Cryptanalysis — The Security of RSA

In Section 1.1.1, we introduce one side of cryptographic research, i.e., designing cryp-
tographic schemes. There is the other side of the research, i.e., cryptanalysis, which
is the main topic of this paper. The security of cryptographic schemes is verified by
attacking the schemes. If there are efficient attack algorithms, the security of the
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schemes are broken. Conversely, if there does not seem to be efficient ones, the fact
ensures the security.

Let us talk back about the Diffie-Hellman key exchange protocol. The security is
broken if there is an efficient algorithm for solving the Diffie-Hellman problem; given
(g,9% g°) and the goal of the problem is computing g%*. A simple approach is recov-
ering a secret a from (g, g%) (or equivalently recovering a secret b from (g, g*)) where
the problem is called a discrete logarithm problem. Shoup [Sho97] showed that any
generic algorithms should perform €(,/p) group operations where p is the order of the
group G. Hence, if one uses the group GG whose order p is exponentionally large with
respect to the security parameter, there exists no generic algorithms for computing
discrete logarithms efficiently. We call the fact that “there are no efficient algorithms
for solving the discrete logarithm problem” the discrete logarithm assumption, and
so do other problems. Although there are no proofs which show the polynomial time
equivalence between the Diffie-Hellman problem and the discrete logarithm problem,
the former problem is also believed to be computationaly hard. As one evidence, Mau-
rer and Wolf proved the polynomial time equivalence in some special groups [MW96].
Then, the Diffie-Hellman assumption has been used to ensure the security of crypto-
graphic schemes. It is widely believed that similar assumption also holds for bilinear
groups.

The Diffie-Hellman like problems are successful results. Unfortunately, there
are several cryptographic schemes whose security have been broken. It is widely
known that there are several critical attacks on knapsack cryptosystems [Sha82,
LO85, CJLT92]. Recently, a number of attacks on multilinear maps have been pro-
posed [CGH*15, CHL*15, CFL*™16, CLLT16, HJ16, MSZ16]. As these negative ex-
amples suggest, cryptanalysts have to work extensively to guarantee the security of
existing cryptographic schemes.

Then, the time has come to discuss the security of RSA. Since RSA is one of the
most basic cryptosystems, the security has been discussed in numerous papers. The
security of RSA relates to the factorization of large composite integers N which is a
component of the pubic key. It is easy to see that the security of RSA is completely
broken if N is factorized. When N is factorized, then its prime factors p and ¢ are
revealed. Recall the key generation ed =1 (mod (p—1)(¢—1)). If the public e along
with the prime factors p and ¢ are known, the extended Euclidean algorithm enables
one to recover the remaining secret d. Hence, all ciphertexts C' can be decrypted.

Here, we want to emphasize the fact that breaking RSA is easier than the factoriza-

tion of N, however, the reverse is not necessarily true. In a number of textbooks for
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information engineering which is not for experts of cryptgraphy, there are incorrect
statements written, i.e., “breaking RSA is no easier than the factorization of N”.
Here, “breaking RSA” means that given a ciphertext C', then computing its plaintext
M only with a public key (IN,e). Most cryptographers expect that the statement is
true, however, there are no proofs. Moreover, Boneh and Venkatesan [BV98] showed
that there should be a gap between the hardness of breaking RSA and the factoriza-
tion of N. Thus far, however, there are no attacks known that do not factorize N but
break RSA. Indeed, there are some positive results that indicate that breaking RSA
is almost as hard as the factorization of N. In the original paper of RSA [RSATS],
the authors claimed the probabilistic polynomial time equivalence between computing
the secret d from the public key (N, e) and the factorization of N due to the work
by Miller [Mil75]. It means that there is a probabilistic polynomial time algorithm
to factorize N when (N, e, d) is given. Furthermore, Miller’s work suggests that there
is a deterministic polynomial time equivalence between computing the secret d from
the public key (IV,e) and the factorization of N under the Extended Riemann’s Hy-
pothesis. However, it seems a strong assumption. Later, May [May04a], Coron and
May [CMO7] proved the deterministic polynomial time equivalence between comput-
ing the secret d from the public key (N, e) and the factorization of N. Although the
results have the same restriction ed < ®(N)2, it covers a standard parameter setting.
Since there are no proofs for the polynomial time equivalence between breaking RSA
and computing the secret d, these results are not sufficient. By taking a different
approach, Aggarwal and Maurer [AMO09] showed that a gap between breaking RSA
and the factorization of N does not seem large. In the paper, they proved that if
there exists a generic algorithm for breaking RSA, then the algorithm can factorize
N. Since they studied the problem only in the generic group model, the result is
not sufficient. However, as these results suggest, there are several conjectures that
“breaking RSA is no easier than the factorization of N”. Therefore, in the rest of this
paper, we assume that the statement is true.

Since the factorization problem is one of basic number theoretic problems, it has
been studied from ancient Greeks. However, no efficient algorithms are not known.
Indeed, the current state-of-the-art factorization algorithms [Pom84, Len87, LIJMP90)|
require subexponential time in the input length. It suggests that there does not seem
to be any efficient algorithms for breaking RSA.

To summarize the above discussion, RSA seems secure since the factorization is
computationally hard problem. However, thus far, several practical vulnerabilities

of RSA have been reported. The factorization problem for N = pq is computation-
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ally hard when p and ¢ are randomly distributed. Since the sampling large primes
cannot be performed very efficiently, there are several implementations that some-
times use the same primes or sample secret primes from statistically biased distri-
butions. Lenstra et al. [LHAT12] and Heninger et al. [HDWHI12] independently
showed that about 0.2% of public N’s for SSL/TLS protocols can be factorized
efficiently since they share the same secret prime factors. Similarly, Bernstein et
al. [BCCT13] efficiently factorized 184 out of more than two million N’s for Tai-
wan’s government-issued digital smart cards since they share the same secret prime
factors or the primes are sampled from statistically biased distributions. Not only
the distribution of secret primes p,q but also that of d may disclose the factoriza-
tion of N. If d is sampled as small integers, the decryption/signature generation
becomes faster. However, Wiener [Wie90] first showed that if too small d’s such that
d < N925 are used, then N can be factorized in polynomial time. After that, Boneh
and Durfee [BD00] further improved the bound to d < N°292. Moreover, even if
RSA is implemented correctly, some portions of secret information can be extracted
via physical attacks against cryptographic devices where such attacks are called side
channel attacks. Kocher [Koc96] and Kocher, Jaffe, and Jun [KJJ99] showed that
power analysis can extract some secret information about d. Genkin, Shamir, and
Tromer [GST14] proposed an acoustic attack, which utilized acoustic information
during cryptographic operations, where the attack can extract whole RSA secret
keys from the GnuPG software. Boneh, DeMillo, and Lipton [BDL97] showed that
if the fault is induced during the CRT-RSA signature generation, the output faulty
signature discloses the factorization of N. Several follow-up papers have been pub-
lished to attack more secure systems [CJK*09, CNT10, BNNT11, BBD*13, FGL*13].
Halderman et al. [HSHT09] applied coldboot attack against laptop then some se-
cret information about (p,q,d) along with (dp,d,) can be extracted. Several pa-
pers [HS09, HMM10, PPS12, KSI13, KH14, Kunl5] followed Halerman et al.’s work
and proposed key recovery attacks against RSA where the attacks utilize secret in-
formation which are extracted from coldboot attacks.

Since the secret information extracted from practical side channel attacks are not
the exact secret keys but some partial information of the secret keys in general,
cryptanalyses of RSA with its partial information have been studied in numerous
papers. Furthermore, such cryptanalyses are also interesting topic in the theoret-
ical sense since they assure the hardness for breaking RSA. Indeed, such attacks
have been analyzed before the development of side channel attacks. The most basic

problem for the research direction is the factorization problem with some portions of
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secret primes. Rivest and Shamir [RS85] proposed the polynomial time factorization
algorithm for N = pq with 3/5 of the most significant bits of p. Then Copper-
smith [Cop96a] proposed an improved algorithm that works with half of the most
significant bits of p. Herrmann and May [HMOS8] extends the attack with known
bits which are not in consecutive blocks. Maurer [Mau95] constructed a factor-
ization algorithm with the strong oracle that can answer arbitrary questions for
Yes/No. May and Ritzenhofen [MR09] introduced implicit hints for the prime fac-
tor and proposed implicit factoring algorithms where the work has been followed
by [SM09a, SM10, FMR10, SM11, TK14a, LPZ"15]. Not only the partial informa-
tion of the secret primes, attacks on RSA with the partial information of d have
also been studied [BDF98, BM03, EJMdW05, Aon09, SSM10, JL12, TK14d]. Other
attacks on RSA are summarized in [Cop97, Bon99, NS01, May03, May10].

1.1.3 Coppersmith's Methods — Tools for Attacking RSA

In 1996, Coppersmith [Cop96b, Cop96a] introduced elegant techniques to solve uni-
variate modular equations with small solutions or bivariate integer equations with
small solutions in polynomial time by using the LLL lattice basis reduction algo-
rithm [LLL82]. Although there are no rigorous proofs, several evidences [AASW12,
Kunl2, CHHS16] for the optimality of the methods have been claimed. In short,
to solve modular/integer equations, the methods first construct lattices that contain
algebraic structures of the polynomials. Since the short lattice vectors in the lattices
contain secret information of the small solutions, apply the LLL reduction and recover
the short vectors. In the original papers [Cop96b, Cop96a], Coppersmith mentioned
the algorithms for solving univariate modular equations and bivariate integer equa-
tions, however, the methods can be extended to equations with more variables under
reasonable assumptions. Although the original methods are hard to apply to equa-
tions with more variables, simplified reformulations have been proposed. Howgrave-
Graham [How97| proposed a simpler reformulation of the modular equations solving
method whereas Coron [Cor04, Cor07] proposed simpler reformulations of the integer
equations solving method. Then the methods are applied to cryptanalyses, especially
for RSA, in numerous papers. Indeed, several results for RSA cryptanalyses which
are introduced in Section 1.1.2 utilized the methods. Until recently, the cryptanalytic
results based on Coppersmith’s methods have theoretical flavor, however, Bernstein
et al. [BCC™13] first applied the methods to the realistic cryptanalysis.

However, it is hard task to construct optimal attacks on RSA by using Copper-
smith’s methods. There are two main difficulties for constructing nice attacks. The
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first difficulty is how to formulate attack scenarios as modular/integer equations. For
the same attack scenario, we can formulate it as several ways by using modular equa-
tions or integer equations. In general, we do not know optimal formulations before
we construct concrete attack algorithms. The second difficulty, which is the main
bottleneck of algorithm constructions via Coppersmith’s method, is how to construct
lattices to solve modular/integer equations. The qualities of attack algorithms de-
pend on underlying lattices. In other words, if we can construct appropriate lattices
which contain full algebraic structures of the polynomials, we can construct the best
attack. However, an optimal lattice construction methodology is not known. Hence,
we should construct each algorithm in an ad hoc manner.

Jochemsz and May [JMO06] proposed one solution for resolving the above difficulties.
They proposed a general strategy for lattice constructions to solve both modular
equations and integer equations. The method is applicable to any equations and
offers to some extent nice algorithms. Indeed, there are no integer equations solving
algorithms that are better than ones based on the Jochemsz-May strategy.

However, the strategy cannot resolve the above difficulties completely. Lattice con-
structions for the modular method are simpler than those for the integer method
in general. Thus far, in the context of RSA cryptanalyses based on Coppersmith’s
methods, most attacks are based on the modular method due to its simplicity. How-
ever, once the integer method is applied, better attacks may be obtained. Although
attacks that solve modular equations based on the Jochemsz-May strategy are also
constructed by solving integer equations and reverse does not hold in general, there
are several attacks that have been analyzed only with the modular method. For ex-
ample, Ernst et al.’s partial key exposure attacks on RSA [EJMdWO05] utilized the
integer method and no attacks with the same quality have been constructed based on
the modular method.

Moreover, the bottleneck of the Jochemsz-May strategy is that there are several
modular equations solving algorithms that are better than ones based on the strat-
egy. Due to its generality, the strategy does not capture specific algebraic structures
of underlying polynomials. If one exploits useful algebraic structures, then better al-
gorithms can be constructed. For example, in the context of Boneh and Durfee’s small
secret exponent attack on RSA [BDO00], small d < N9284 discloses the factorization
of N based on the Jochemsz-May strategy. However, Boneh and Durfee showed that
small d < N°292 discloses the factorization of N by exploiting more useful algebraic

structures.
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1.2 Our Contributions

In this paper, we carefully analyze formulation of attack scenarios and lattice con-
structions. Then, we obtain several improved results in the context of the security
evaluation of RSA. More concretely, the spirits of our improvements owe to the fol-

lowing two approaches:

e solving integer equations based on the Jochemsz-May strategy,
e solving modular equations based on better lattice constructions than the

Jochemsz-May strategy by exploiting useful algebraic structures.

Chapter 3: We study solving a specific modular equation called the small in-
verse problem; given two integers (IV,e) then solving a bivariate modular equation
(N 4+ y) =1 (mod e). The small inverse problem was introduced by Boneh and
Durfee [BD00] in the context of the small secret exponent attack on RSA; the attack
on RSA for small d. Thus far, more general formulation of the small inverse problem
has been analyzed by Weger [dW02], Sarkar, Maitra, and Sarkar [SMS08|, Kunihiro,
Shinohara, and Izu [KSI14]. Concretely, Boneh and Durfee only studied the case
when the absolute value of the solution of y is bounded above by N'/2, however, the
follow-up papers studied arbitrary sizes.

In this paper, we first show that the results of Sarkar et al. and Kunihiro et al. are
not valid. Then, we propose an improved algorithm to solve the general version of the
small inverse problem. The improved result owes to our better lattice construction.
As a result, by using the algorithm, we propose an improved small secret exponent
attack on the Multi-Prime RSA, which has a public modulus N = py - - - pi, with small
prime differences; p; < -+ < pg and pp — p1 < N7 for 0 <y < 1/k.

(The results appeared in the international conference ICISC 2014 [TK14c] and the
international journal IEICE Transactions [TK17a]. )

Chapter 4: We study the partial key exposure attacks on CRT-RSA; attacks on
CRT-RSA when some portions of the most/least significant bits of CRT-exponents
d, or/and d, are exposed to attackers. Blomer and May [BMO03] proposed attacks
with the most/least significant bits of d, or d, where dp,d, =~ N /2 Given the
most significant bits of d,,, the attack works for e < N /4 whereas given the least
significant bits of d,,, the attack works for extremely small e = poly(log N). Sarkar
and Maitra [SM09b] proposed attacks with the most significant bits of d,, and d,. As

opposed to Blomer and May’s attacks, although Sarkar and Maitra used more partial
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information than Blémer and May, their attack does not work for d,,d, ~ N'/2.
Lu, Zhang, and Lin [LZL14] proposed improved attacks of Blémer and May with the
least significant bits of d,, or d,. Lu et al.’s attack works for e < N 3/8 " We note
that Blomer and May’s attacks and Lu et al.’s attacks used Coppersmith’s method
to solve modular equations whereas Sarkar and Maitra’s attack used Coppersmith’s
method to solve integer equations.

In this paper, we use Coppersmith’s method to solve integer equations and improve
Blomer and May’s attacks and Lu et al.’s attacks. As opposed to previous results,
the interesting feature of our results is that attack conditions do not depend on the
position of exposed bits. Then, we propose the first partial key exposure attack on
CRT-RSA for e < N3/8 with the exposed most significant bits. We claim that our
attack is better than Lu et al.’s attack with the exposed least significant bits; our
attack works with less exposed bits than Lu et al. We also improve Sarkar and
Maitra’s attack with detailed analyses where our improved attack works for e < N
and d,, d, =~ N'/2.

(The results appeared in the international conference ACNS 2015 [TK15] and ISC
2016 [TK16b]. )

Chapter 5: Thus far, partial key erposure attacks on RSA have been intensively
studied using lattice based Coppersmith’s methods. In the context, attackers are
given partial information of a secret exponent and prime factors of (Multi-Prime)
RSA where the partial information is exposed in various ways. Although these attack
scenarios are worth studying, there are several known attacks whose constructions
have similar flavor. In this paper, we try to formulate general attack scenarios to
capture several existing ones and propose attacks for the scenarios. Our attacks
contain all the state-of-the-art partial key exposure attacks, e.g., due to Ernst et al.
(Eurocrypt’05) and Takayasu-Kunihiro (SAC’14, ICISC’14), as special cases. As a
result, our attacks offer better results than previous best attacks in some special cases,
e.g., Sarkar-Maitra’s partial key exposure attacks on RSA with the most significant
bits of a prime factor (ICISC’08) and Hinek’s partial key exposure attacks on Multi-
Prime RSA (J. Math. Cryptology ’08). We claim that our contribution is not only
generalizations or improvements of the existing results. Since our attacks capture
general exposure scenarios, the results can be used as a tool kit; the security of some
future variants of RSA can be examined without any knowledge of Coppersmith’s
methods.

(The results will appear in the international conference CT-RSA 2017 [TK17b]. )
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Chapter 6: We study the security of Takagi’s RSA [Tak98] and the prime power
RSA. Both variants have the moduli N = p”q where r is a fixed constant and p, g are

the same bit-size. The public/secret exponent, i.e., e and d, of Takagi’s RSA satisfies
ed =1 (mod (p — 1)(¢ — 1)) whereas that of the prime power RSA satisfies ed = 1
(mod p"~1(p—1)(g—1)). For r = 1, these variants are the same as the original RSA.
Thus far, the small secret exponent attack; the attack for small d, and the partial
key exposure attacks; attacks when some portions of the most/least significant bits
of d are exposed to attackers, on these variants have been studied in several papers.
Itoh, Kunihiro, and Kurosawa [IKKO09] proposed the small secret exponent attack
on Takagi’s RSA. Huang et al. [HHX ' 14| proposed the partial key exposure attacks
on Takagi’s RSA. Both attacks on the prime power RSA have studied in several
papers [Tak98, May04a, Sarl4, LZPL15, Sar16]. However, Itoh et al.’s attack is the
only result that is the same as the best attack on the standard RSA for r = 1.
Furthermore, the spirit of lattice constructions for these attacks are hard to follow

due to the complicated moduli N = p"q and key generation.
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In this paper, we propose generic transformations that convert the lattices to attack
the standard RSA to lattices to attack Takagi’s RSA and the prime power RSA. Hence,
our lattice constructions are relatively easy to understand. Moreover, our proposed
transformations enable us to construct improved attacks on the variants. Indeed,
we propose an improved small secret exponent attack on the prime power RSA and
improved partial key exposure attacks on both variants. Although not all our attacks
are the same as the best attacks on the standard RSA for » = 1, however, we claim
that our results are to some extent optimal from our simple lattice constructions.
(The results appeared in the international conference PKC 2016 [TK16a]. )
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Chapter 2
Preliminaries

In the beginning of this section, we introduce the RSA cryptosystem. In the re-
maining of this section, we introduce tools to solve modular equations and integer
equations; lattices and the LLL algorithm, the overview of Coppersmith’s method,

and the Jochemsz-May strategy.

2.1 RSA

In this section, we introduce the RSA cryptosystem and its CRT variants.

In 1978, Rivest, Shamir, and Adleman [RSAT78| proposed RSA cryptosystems. In
this section, we introduce the RSA encryption scheme. Although there is the RSA
signature scheme, we omit the definition in this paper.

The original RSA encryption scheme consists of the following three algorithms (Gen,
Enc, Dec):

e Gen(\): On input the security parameter A, samples two distinct primes p and

q with the same bit-size and computes
N =pq.
Next, samples e and d where
ed=1 (mod (p—1)(qg—1)).
Then, Gen(\) outputs the public key PK and the secret key SK where
PK:=(N,e) and SK:=(p,q,d).

The message space is defined as M := Z},.
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e Enc(PK, M): On input the message M € M and the public key (N, e), outputs
the ciphertext C' where
C:=M° (mod N).

e Dec(PK,SK,(C): On input the chiphertext C' and public key N and the secret
key d, outputs the message M by computing

M =C? (mod N).

Notice that the decryption algorithm outputs the correct message M from Fermat’s
little theorem. If the public RSA modulus N is factorized, then whole the decryption
key including d can be computed efficiently. Hence, the factorization of N should be
computationally hard.

For the fast decryption, the Chinese Remainder Theorem is often used. We call the
scheme, the CRT-RSA encryption scheme. The CRT-RSA encryption scheme consists
of the following three algorithms (Gen, Enc, Dec):

e Gen(\): On input the security parameter A, samples two distinct primes p and

q with the same bit-size and computes
N=pg and g :=¢ ' (modp).
Next, samples e and d, where
ed=1 (mod (p—1)(¢—1)),
then computes d, and d,, where
dy:=d (modp—1) and d,:=d (modgq—1).
Then, Gen(\) outputs the public key PK and the secret key SK, where
PK:=(N,e) and SK:=(p,q,d,dp,dg,qrnw)-

The message space is defined as M := Z};.
e Enc(PK, M): On input the message M € M and the public key (IV, e), outputs
the ciphertext C, where
C:=M° (mod N).

e Dec(PK,SK,C): On input the chiphertext C' and public key N and the secret
key (p,q,dp,dq, qrnv), computes M, and M, as

M, :=C% (modp) and M,:=C% (mod q).
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Next, computes M’ as
M = qrpy - (M, — My) (mod p),
then outputs M by computing
M = M, + M -q.

The main computational cost of the decryption is the modular exponentiation. The
operation in the standard RSA is performed (mod NN) whereas that in the CRT-RSA
is performed (mod p) and (mod ¢). Hence, the decryption becomes about four times

faster. In Chapter 4, we define d, and d, as
ed,:=1 (modp—1) and ed;:=1 (modgqg—1),

where the definitions are essentially the same.

2.2 Lattices

In this section, we define an integer lattice in Section 2.2.1 and explain a basic property
of the LLL lattice basis reduction algorithm in Section 2.2.2.

2.2.1 Definition

Let by,...,b, € Z" be linearly independent n’-dimensional vectors. All vectors are
row representations. The lattice L(by,...,b,,) spanned by the basis vectors by, ..., b,

is defined as

L(by,...,b,) = cjbj:c; €Z forall j=1,2,...,n
j=1

We also use matrix representations B € Z"*" for the bases where each row corre-
sponds to a basis vector by, ..., b,. Then, a lattice spanned by the basis matrix B is
defined as:

L(B)={cB:ccZ"}.

We call n a rank of the lattice and n’ a dimension of the lattice. We call the lattice
full-rank when n = n’.

For the same lattice L(B), the representation of its basis is not unique. Let U €
Z™*™ be an arbitrary unimodular matrix, i.e., an integer matrix with |det(U)| = 1.
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Then, UB is also a basis for L(B). We can verify the fact that any lattice points cB
in L(B) are equal to lattice points ¢/UB in L(UB) where ¢/ = cU ™.
Let P(B) be a fundamental parallelpiped of the lattice L(B) defined as:

PB)={cB:0<c¢; <1 forallj=1,2,...,n}.

Then we define a determinant of the lattice det(L(B)) as n-dimensional volume of

the fundamental parallelpiped. The value is computed as:

det(L(B)) = y/det(BBT),

where B” is a traspose of B. By definition, the determinant of a full-rank lattice is
computed as det(L(B)) = |det(B)|. Notice that the determinant is invariant with
respect to the representation of a lattice basis.

In cryptographic research, lattices are used in various ways such as crypto-
graphic designs [AD97, GGH97, HPS98, GPV08, Pei09, Reg09, MP12|, security
proofs [Sho02, FOPS04, KOS10], and cryptanalyses. See [NSO1]| for more infor-
mation. In recent years, lattices are considered as one of the main cryptographic
tools in cryptographic research. In the context of cryptographic designs, lattice-
based schemes are believed as post-quantum ones and the security is guaranteed
by the powerful worst-case average-case reduction. Furthermore, thus far, nu-
merous advanced cryptosystems have been constructed such as the fully homo-
morphic encryption [Gen09, Bral2, GSW13, BGV14, BV14a, BV14b], the func-
tional encryption [ABB10, AFV11, ACM12, CHKP12, Xagl3, BGG*14, GV15,
GVW15a, GVW15b, AFL16, Yaml16, ZCZ16], and the cryptographic Multilinear
map [GGH13a, LSS14, GGH15].

2.2.2 LLL Reduction

One of the main cryptographic applications of lattices is the cryptanalysis. In gen-
eral, cryptanalytic problems are reduced to finding short vectors in integer lattices.
Hence, a number of algorithms to find the exact shortest lattice vectors have been
proposed, e.g., sieve algorithms [AKS01, NV08, MV10b, ADRS15, Laal5, BDGL16],
enumeration [Kan83, FP85, Hel85, HS07, GNR10, MW15, Wall5|, random sampling
reduction [Sch03, FK15], the voronoi cell computation [MV10a], and more. However,
since finding the exact shortest vectors is NP-hard problem under the randomized
reduction [Ajt98], these algorithms run in at least exponential time in the lattice

dimension.
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In 1982, Lenstra, Lenstra, and Lovész [LLL82] proposed a polynomial time algo-
rithm to find short lattice vectors, called the LLL algorithm. Although the LLL
algorithm can find only 2°(") approximate shortest lattice vectors in the worst case,

it is sufficient for our purpose.

Propostion 1 (LLL algorithm [LLL82, May03]). Given a lattice basis matrizx B €
Z"<"" | the LLL algorithm finds linearly independent vectors b} and b, in a lattice
L(B) where Euclidean norms of the vectors are bounded above by

18] < 20D/ 4(det(L(B) V" and  [[By] < 2/ (det(L(B)))Y .

The running time is polynomial time in n,n’, and the mazimum input length of B.

Thus far, faster variants of the LLL reduction [Sch88, KS01, NS05, Sch06, NS09,
NSV11, SMSV14, NS16] have been proposed. Furthermore, there exist several
blockwise generalizations of the LLL algorithm where they find 20(mloglogn/logn)
approximate shortest lattice vectors in polynomial time, e.g., the BKZ reduc-
tion [Sch87, SE94, CN11, HPS11, AWHT16] and the slide reduction [GN0O8, Ngul0],
and more [GHKNO06, MW16]. However, in this paper, we use the LLL reduction that

is sufficient for Coppersmith’s methods.

2.3 Coppersmith’'s Methods

In this section, we introduce Coppersmith’s methods for solving modular/integer
equations with small solutions [Cop96b, Cop96a]. Instead of the original Copper-
smith method, we introduce Howgrave-Graham’s reformulation to solve modular
equations [How97] in Section 2.3.1 and Coron’s reformulation to solve integer equa-
tions [Cor04] in Section 2.3.2. Although Coron’s method [Cor04] is less efficient than
the original Coppersmith method [Cop96a] and Coron’s other method [Cor07], it is
simpler to analyze than the other methods.

For a k-variate polynomial h(xy,...,xx) = > hhzkxzf . l'i:k, we define norms of
a polynomial as

[h(z, ..o )l = Wi and Az, w) oo = max R, .

2.3.1 Modular Equations Solving Method

At first, we show a modular method since an integer method makes use of the mod-

ular method. Coppersmith’s method can find solutions (Z1,Z2) of a bivariate mod-
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ular equation h(xi,z2) = 0 mod e when |Z1| < Xi,|Z2| < X2, and X7 X5 is rea-
sonably smaller than e. Let m be a positive integer. We construct n polynomials
hi(x1,23),...,hy(x1,22) that have the root (Z1,Z2) modulo ™. Then, we construct
a matrix B whose rows consist of coefficients of hy(z1 X1, 22X3), ..., hn(x1X1, 22X2).
Applying the LLL algorithm to B and we obtain two short vectors b} and b}, and
their corresponding polynomials h'(z1,z2) and hf(zq,z2). If norms of these polyno-
mials are small, they have the root (Z1,Z2) over the integers. The fact comes from
the following lemma.

Lemma 1 (Howgrave-Graham’s Lemma [How97]). Let h(z1,...,zx) € Zlx1, ..., 2]
be a polynomial over the integers that consists of at most n monomials. Let
X1,..., Xk, and R be positive integers. If the polynomial h(x1,...,xx) satisfies the
following two conditions:

1. h(%1,...,%K) =0 mod R, where |Z1| < X1,...,|Tk| < Xk,

2. |h(x1 Xy, ..., 2 Xk)|| < R//n.

Then, h(Z1,...,&r) = 0 holds over the integers.

Therefore, if h'(z1,22) and hb(x1,x2) satisfy Howgrave-Graham’s lemma, we can
compute Grobner bases or a resultant of them and easily recover (1, Z2).

If the basis matrix is triangular, the volume of the lattice vol(L(B)) can be com-
puted as a product of all diagonals. Therefore, when we add an extra polynomial,
the polynomial is helpful when the absolute value of the diagonal is less than W'™.
Although May [May10] first noted the definition, Takayasu and Kunihiro [TK14d]
considered more general definition of helpful polynomials.

Definition 1 (Helpful Polynomials [TK14d]). To solve equations with a modulus W,
consider a basis matrix B. We add a new shift-polynomial and construct a new basis
matriz BT. We call the polynomial a helpful polynomial, provided that

det(B™)

— < W™

det(B) —
Conversely, if the inequality does not hold, we call the polynomial an unhelpful poly-

nomial.

To maximize the solvable root bounds, a simple approach is to use as many helpful
polynomials as possible and as few unhelpful polynomials as possible as long as basis
matrices are triangular.

We should note that the methods need heuristic argument. There are no assurance
if new polynomials obtained by outputs of the LLL algorithm are algebraically inde-
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pendent. In this paper, we assume that these polynomials are always algebraically
independent and resultants of polynomials will not vanish since there have been few

negative reports that contradict the assumption.

2.3.2 Integer Equations Solving Method

Next, we show an integer method. Coppersmith’s method can find solutions
(Z1,Z2,%3) of a trivariate equation h(xy,z2,23) = 0 over the integers when
|Z1] < Xi1,|%2] < Xo,|Z3] < X3, and X;X5X3 is reasonably smaller than
|h(z1 X1, 22 X2, 23X3)||0o. Although we omit details of the method, we set a rea-
sonable integer R and remaining procedures are almost the same as modular case by
solving a modular equation h(z1,z2,23) = 0 mod R. If we use the LLL algorithm
and obtain small polynomials b} (x1, x2,z3) and h)(x1, o, x3) that satisfy Howgrave-
Graham’s Lemma, they have the same root as h(x1,z2,z3) over the integers. Fur-
thermore, the following Hinek-Stinson’s Lemma showed that they are algebraically

independent of h(zy,xs,3).

Lemma 2 (Hinek-Stinson’s Lemma [HS06]). Let f(z1,...,zx) and g(x1,...,xx)
be two non-zero polynomials over Z of maximum degree § separately in each vari-
able such that g(x1,...,xx) is a multiple of f(x1,...,xx) in Z[x1,...,x5]. Assume
that f(0,...,0) # 0 and g(x1,...,xk) is divisible by a non-zero integer r such that
ged(f(0,...,0),r) =1. Then g(x1,...,xy) is divisible by v - f(x1,...,x) and

_ k
lg(ar, .. zw)ll = 27CH | [ f (e, ) oo

More concretely, if norms of h)(x1,z2,z3) and hb(x1, 22, 23) are small enough to
contradict the inequality of Hinek-Stinson’s Lemma, they are algebraically indepen-
dent of h(zy,x2,x3). See [Cor04] for the detail.

Since the integer method is hard to understand, here, we summarize concrete lattice
constructions to solve integer equations based on the Jochemsz-May strategy [JMO06].
To the best of our knowledge, there are no algorithms to solve integer equations that
are better than the algorithms based on the Jochemsz-May strategy. Let [; denote
the largest exponent of x; in the polynomial h(xy,...,x) = 3 hiy i@t -2l
We set an (possibly large) integer W such that W < ||h(x1,...,2)||co- Next, we
set an integer R := WXil(m_l)H Hﬁ:g X]l-“(m_l) with some positive integers m
and t = O(m) such that gcd(R, ho,.. o) = 1. We compute ¢ = ho_,_ln,0 mod R and
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W (xy,...,z) :=c-h(xy,...,2,) mod R. We define shift-polynomials g and ¢’ as

k
: : I (m—1)+t—i Lu(m—1)—i, : ;
g:att o (. wy) - XHTOT “”Xj (=D for git .. gir € 8,
u=2
g al---af - R for ait---x € M\S,

for sets of monomials

S = U {27 gl |2t - 2tk is a monomial of h(wy,...,2)™ '},
0<j<t
M :={monomials of ' - -z} - h(x1,...,x) for 27 --- )} € S}.

All these shift-polynomials g and ¢’ modulo R have the roots (Z1,. .., Zx) that are the
same as h(zy,...,x). We construct a lattice with coefficients of g(x1 Xy, ...,z Xk)
and ¢'(x1X1,...,2,Xk) as the bases. The shift-polynomials generate a triangular
basis matrix. Ignoring low order terms of m, LLL outputs short vectors that satisfy

Howgrave-Graham’s lemma when
g
k
8j [S] - >
HXj < Wl for s; = g ij.
J=1 a:il ~--m;k€M\S

When the condition holds, we can find all small roots. See [JMO06] for the detail.



22

Chapter 3

General Bounds for the Small Inverse

Problem

3.1 Introduction

3.1.1 Background

The Small Inverse Problem. In [BD00], Boneh and Durfee introduced the small
inverse problem (SIP). Given two distinct large integers N and e, the goal of the SIP
is finding # and ¢ such that & is an inverse of N + § (mod e) where & and g are
small, i.e., absolute values of Z and ¢ are bounded above by X := N® and YV := N7,

respectively. The SIP can be formulated as the following modular equation,
2(N+y)=1 (mod e)

whose solution is (z,y) = (Z,7). In this paper, we call the problem the (4, 3)-SIP.
One of the typical cryptographic applications of the SIP is the small secret exponent
attack on RSA. Recall RSA key generation

ed=1 (mod ®(N)),
where ®(N)=(p—1)(¢—1) = N — (p+ q) + 1. We can rewrite the equation as
ed+ 4N —-(p+qg +1)=1

with some integer £ < N°. If we can solve the (8,1/2)-SIP, i.e., z(N +y) = 1 (mod e),
whose solution is (z,y) = (¢, —(p+¢q) +1), we can factor the RSA modulus N. Notice
that | — (p + q) + 1] is bounded above by N'/2 within a constant factor since p and
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q are the same bit-size. When the public exponent e is full size, the size of the secret
exponent d is = £ < N°. Boneh and Durfee [BD00] proposed lattice-based polynomial
time algorithms to solve the (0,1/2)-SIP. At first, they proposed an algorithm that

works when

-2
§ < 7T\/7 = 0.28474 - - - . (3.1)
This result improved the previous bound § < 1/4 = 0.25 proposed by Wiener [Wie90).

In the same work, Boneh and Durfee further improved the bound to

1
0<1——==0.29289---. 3.2
7 (32

To obtain the stronger bound (3.2), they extracted sublattices from the previous
lattices that provided the weaker bound (3.1). However, the analysis for computing
the determinant of the sublattice is involved since the basis matrix is not triangular.

Boneh and Durfee [BD0O] claimed that their bound may not be optimal. They
estimated that the bound should be improved to 6 < 1/2. Although several pa-
pers [BMO01, HM10, KSI14] have followed the work, no results that improved the
Boneh-Durfee stronger bound (3.2) have been reported and Aono et al. [AASW12]
showed some evidence of the optimality of the attack. Blomer and May [BMO1] con-
sidered different lattice constructions to solve the (§,1/2)-SIP. Their algorithm works

when

)<

\/65_ L 0.28989... . (3.3)
Although the bound (3.3) is inferior to the Boneh-Durfee stronger bound (3.2), it
is superior to the weaker bound (3.1). Moreover, dimensions of the Blémer-May
lattices are smaller than those of the Boneh-Durfee lattices. However, the analysis
for computing the determinant of the lattice is still involved since the basis matrix is
not triangular.

Herrmann and May [HM10] revisited the Boneh-Durfee algorithms [BD00]. They
used a technique called unravelled linearization [HMO09] and analyzed the determi-
nant of the lattice to obtain the stronger bound (3.2). They used the linearization
z = —1 + zy and transformed the basis matrices that were not triangular to be
triangular. The proof is very simple compared with Boneh and Durfee’s original
proof [BD00]. Kunihiro, Shinohara, and Izu [KSI14] followed the work and provided
a simpler proof for the Blomer-May algorithm [BMO1] by using unravelled lineariza-
tion. Hence, unravelled linearization is a key technique to maximize solvable root

bounds of the SIP with simple analyses.
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General Bounds for the SIP. The SIP is an important problem in the context
of RSA cryptanalyses and has been analyzed in several papers. Then, several vari-
ants of the problem have been considered, small secret exponent attacks on variants of
RSA [DN00, IKKO08], partial key exposure attacks [BM03, EJMdWO05, Aon09, SSM10,
TK14d], multiple small secret exponent attacks [Aonl3, TK14d], and more. To ana-
lyze the problem in detail, mathematical generalizations of the SIP [Kunll, Kunl2]
have also been considered. One of the well considered generalizations is the (4, 3)-SIP
for an arbitrary 0 < 5 < 1, not only 5 = 1/2. To study the problem, generalizations
of lattices for the (6,1/2)-SIP [BD00, BM01] have been analyzed.

Weger [dWO02] studied small secret exponent attacks on RSA for a small difference
of prime factors, e.g., |p — q| < N7 with v < 1/2. In this case, they revealed that the
RSA modulus can be factorized when (4,2 — 1/2)-SIP is solved. They extended the
Boneh-Durfee lattice constructions and proposed algorithms to solve the (9, 3)-SIP
for an arbitrary . Their algorithms solve the (9, 3)-SIP when

§<1—+/pB fori§ﬁ<1, (3.4)
6<1—%@MMB+$—B) (3.5)

The first bound (3.4) can be obtained by lattice constructions to obtain the Boneh-
Durfee stronger bound (3.2) whereas the second bound (3.5) can be obtained by
lattice constructions to obtain the Boneh-Durfee weaker bound (3.1). Weger [dW02]
also extended Wiener’s algorithm [Wie90] for the attack. The algorithm works when

5<2_ 4 (3.6)
4
Although the bound (3.4) is the best among the three bounds, the algorithm works
only when 1/4 < 8 < 1. The bound (3.5) is the better when 0 < 5 < 1/8 whereas
the bound (3.6) is the better when 1/8 < g < 1/4.

Sarkar et al. [SMS08] studied small secret exponent attacks on RSA for the case
when attackers know the most significant bits of a prime factor p. They solved the
(6, 8)-SIP for an arbitrary § for the attack. In addition to Weger’s results [dW02],
Sarkar et al. extended the Blomer-May lattice constructions for the bound (3.3).
Sarkar et al.’s algorithm solves the (6, 8)-SIP when

5<§<\/4ﬁ2—ﬁ+1—3ﬂ+1>. (3.7)

The bound is superior to Weger’s bound (3.5) and (3.6) when 3/35 < g < 1/4.
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Kunihiro, Shinohara, and Izu [KSI14] considered a broader class of lattices which
is not straightforward generalizations of existing lattices for the (d,1/2)-SIP [BD0O,
BMO1]. To solve the (4, 3)-SIP for an arbitrary (3, Kunihiro et al. analyzed hybrid
lattice constructions that included the Boneh-Durfee lattices for the stronger bound
(3.2) and the Blomer-May lattices for the bound (3.3). To be precise, Kunihiro et
al. considered a broader class of lattices, and the previous two lattices were special
cases of the class. Therefore, there may be chances to improve the previous result
by making use of the structures of two lattices, simultaneously. However, their result
becomes the same as Weger’s bound (3.4) for 1/4 < g < 1 and Sarkar et al.’s bound
(3.7) for 0 < 5 < 1/4.

Small Secret Exponent Attacks on Multi-Prime RSA with Small Prime
Differences. Multi-Prime RSA is a variant of RSA whose public modulus N =
H§:1 p; is a product of k distinct primes py,p2,...,pr. The bit length of all prime
factors are the same. Key generations of Multi-Prime RSA are the same as that of
standard RSA,

ed=1 (mod ®(N)),
where ®(N) = [T5_, (p; — 1)

Multi-Prime RSA becomes efficient for its low cost decryption for a large k since
the main computation costs are modular exponentiations with log N/k bits moduli
when Chinese Remaindering is used. Moreover, most algebraic attacks become less
efficient for a larger k such as small secret exponent attacks [Wie90, BD00] and partial
key exposure attacks [BM03, EJMdWO05, TK14d]. As the standard RSA (for k = 2),
Multi-Prime RSA becomes insecure when extremely small secret exponents d < N°
are used. Ciet et al. [CKLQO2] extended Wiener’s [Wie90] and Boneh and Durfee’s
attacks [BD00]. Extensions of Wiener’s attacks work when 6 < 1/2k. To extend
Boneh and Durfee’s attacks, they solved the (§,1 — 1/k)-SIP. The algorithms work
when § < 1— \/m . Both bounds become the same as the previous results [Wie90,
BDO00] for k = 2.

Zhang and Takagi [ZT13] analyzed small secret exponent attacks on Multi-Prime

RSA with small prime differences*!.

Assume p; > po > .-+ > p without loss of
generality. Zhang and Takagi analyzed the case when |p; — pi| < N7 with 0 < v <
1/k and revealed that Multi-Prime RSA becomes insecure when we can solve the

(0,7 + 1 —2/k)-SIP. After that the same authors [ZT14] gave an improved analysis.

*1 See also Bahig et al.’s work [BBN12]. They extended Weger’s attacks that are based on
Wiener’s work [Wie90]. The attacks work when § < 1/k —~/2.
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Fig. 3.1. The comparison of the recoverable sizes of ¢ for 0 < 8 < 1/4. Our algorithm

works in the left below of the solid line.

Multi-Prime RSA becomes insecure when we can solve the (4,2 + 1 — 3/k)-SIP.
When v = 1/k, the results [ZT13, ZT14] becomes the same as that of Ciet et al.’s
results [CKLQO02] that solves the (§,1—1/k)-SIP. In addition, the improved result for
the standard RSA setting, i.e., for kK = 2, becomes the same as Weger’s attack [dW02]
that solves the (§,2y — 1/2)-SIP.

3.1.2 Our Contributions

In this paper, we study the (4§, 3)-SIP for an arbitrary 5. At first, we summarize
previous lattice constructions [BD00, BM01, dW02, SMS08, KSI14] to obtain the
bounds (3.4) to (3.7). We reveal that a generalization of the Blémer-May lattices
to obtain the bound (3.7) is not valid for 8 < 1/4. Therefore, although Sarkar et
al. [SMS08] and Kunihiro et al. [KSI14] claimed that the bound (3.7) is the best when
3/35 < B < 1/4, the results are incorrect. Among previous results, Weger’s bound
(3.5) and (3.6) is the best for 0 < 5 < 1/8 and 1/8 < 8 < 1/4, respectively.

Next, we propose an improved algorithm to solve the (9, 3)-SIP for arbitrary .
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Table 3.1. Numerical data of solvable § for the (¢, 3)-SIP.

B Ours (3.6) of [dW02] | (3.5) of [dW02]
1/4=0.25 0.5 0.5 0.482408121
0.225 0.5255002 0.525 0.507109165
0.2 0.552146808 0.55 0.533333333
0.175 0.580217435 0.575 0.561398283
0.15 0.610102051 0.6 0.591742431
1/8 =0.125 || 0.642374781 0.625 0.625
0.1 0.67793654 0.65 0.662149042
0.075 0.718337521 0.675 0.704843788
0.05 0.766666667 0.7 0.756325011
0.025 0.831074521 0.725 0.825
0 1 0.75 1

The spirit of our approach is the same as Kunihito et al. [KSI14]. We consider a
broader class of lattices that include Weger’s three lattices to obtain the bounds
(3.4)-(3.6) [dWO02] for special cases. Therefore, there may be chances to improve the
previous results by making use of the structures of previous lattices, simultaneously.
Indeed, when 0 < 8 < 1/4, our algorithm works when

§<1— % <\/5(3+45)—5> (3.8)

and the bound is superior to the previous bounds. This means that our lattice con-
structions make better use of algebraic structures of polynomials than previous anal-
yses to solve the (6§, 5)-SIP [dW02]. As several previous works [HM10, KSI14, ZT14],
we analyze the determinant of lattices using unravelled linearization. Therefore, the
proof is rather simple.

Figure 3.1 compares recoverable sizes of § between our algorithm and previous
ones [dW02, SMS08] to solve the (4, 5)-SIP for 0 < g < 1/4. Table 3.1 shows the
numerical data. When 8 = 1/4 and 8 = 0, our bound becomes the same as Weger’s
result § < 0.5 and § < 1, respectively. However, our algorithm is better than the two
results for 0 < § < 1/4.

As an application of our algorithm, we analyze small secret exponent attacks on
Multi-Prime RSA with small prime differences. It is clear that we can improve pre-
vious results since our algorithm to solve the (d, 5)-SIP is better than the algorithm
which was used in [ZT14].
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3.1.3 Roadmap

In Section 3.2, we define the (J, 3)-SIP and recall previous lattice constructions to
solve the (6, 5)-SIP. In Section 3.3, we propose our lattice constructions to solve the
(0, B)-SIP for an arbitrary 5. In Section 3.4, we analyze small secret exponent attacks

on Multi-Prime RSA with small prime differences.

3.2 Previous Lattice Constructions to Solve the (9, 3)-SIP

In Section 3.2.1, we formally define the (d,3)-SIP and the common approach for
the lattice constructions. In Section 3.2.2, we explain the previous lattice construc-
tions [BD00, BM01, dW02, SMS08, HM10, KSI14]. The understanding of the latter

section enables readers to understand the spirit of our improvement.

3.2.1 Definition and Approach
In this section, we formally define the (d, 5)-SIP as follows.

Definition 2 (The (6, 3)-SIP). Given two distinct integers N and e with the same
bit-size and real numbers 6, 5 € (0,1), the goal of the the (6, 5)-SIP is finding integers
T and § that satisfy |T| < N°, |§] < NP, and

Z(N+g)=1 (mode).

In this paper, we also use X := N% and Y := NP that denote upper bounds of
the absolute values of the solutions. Although we only consider the case when two
integers N and e are the same bit-size, it is easy to extend the following algorithms
to more general cases.

To solve the modular equation

fl@,y) = =1+ 2(N+y) =0 (mode),
Boneh and Durfee [BD00] used two forms of shift-polynomials,

—Uu u

Gy (2.y) = 2 @, y)e™ ™ and g (2,y) ==y f (e, y)em

Each polynomial i ) (z,y) and gf’u i (z,y) is called z-shifts and y-shifts, respectively.
When all indices 7, u, and j are non-negative integers, both polynomials modulo e™
have the same root (z,9) as f(z,y), i.e., gj; ,(%,9) =0 (mod ™) and gf’ ] (Z,9)=0

u,Jj
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(mod e™). Let Z, and Z, denote sets of indices and B be the basis matrices that

& (z,y) with indices in Z, and gE’ 1 (@)

consist of coefficients of shift-polynomials i) i

with indices in Z,. The selection of shift-polynomials 7, and Z, is essential to maxi-

mize the solvable root bounds X and Y.

3.2.2 Previous Lattice Constructions

In the rest of this section, we summarize previous lattice constructions [BD00, BMO01,
dW02, SMS08, HM10, KSI14] to solve the (4, 5)-SIP.

Weaker Boneh-Durfee Lattices. We introduce the Boneh-Durfee lattices [BDO0O]
to obtain the weaker bound (3.1); § < (7 — 2v/7)/6, and its generalization by
Weger [dW02] to obtain the bound (3.5); § < $(8+3 — 2v/B(B +3)). Boneh and

Durfee defined sets of indices as:

TYBD = [(i,u)|i=0,1,...,m;u=0,1,... i},

I;”BD ={(u,j)|lu=0,1,....m;j =1,2,...,[nm]|},

with a parameter n > 0. They constructed basis matrices B whose row vectors consist

of coefficients of gj; ](:L', y) with indices in Z¥BP and gf’u i (z,y) with indices in I;”BD.

7,0

The matrices become triangular with diagonals
o X'YUem " for gf n(x,y) and

o XuYutiegm=u for gf’u b (x,9).

Ignoring low order terms of m, the dimension and the determinant of the lattices are

n—=\—= m
2 /r’

det(B) = X+’ y (G+252)m? (1+ 3ym?

computed as

and

respectively. The conditions for the (4, 3)-SIP to be solved, i.e., (det(B))Y/™ < e™,

become ) ) a ) ) .
n nil+n n
5(3+2)+5(6+ . )+(3+2><2+n

which yields the bound

1—B8+3(1—p)n—36n°
2+ 3n '

o<
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To maximize the right hand side of the inequality, we set the parameter

_ 28+ VB(B+3)
36

and the condition becomes the inequality (3.5);

<%<ﬁ+3—2 5(6+3)).

Stronger Boneh-Durfee Lattices. To improve the bound, Boneh and Dur-
fee [BD00] extracted sublattices from the previous weaker Boneh-Durfee lattices
and constructed an algorithm that solves the (d,1/2)-SIP when the condition (3.2);
§ < 1—1/4/2, holds. Weger [dW02] generalized the lattice constructions and con-
structed an algorithm that solves the (4, 3)-SIP when the condition (3.4); § < 1—+/8,
holds.

Boneh and Durfee redefined sets of indices as:

ISBD {( )| ,1,,,.,m;U:071,...,i}7
IsBD:{( Du=0,1,...,m;5=1,2,...,|Tul},

with a parameter 0 < 7 < 1. They selected shift-polynomials g‘[ﬁ u](x, y) with indices
in Z5BP and gE’u i (z,y) with indices in I;B D Although the basis matrices generated
by the polynomial selections are not triangular, Herrmann and May [HM10] showed

that the matrices can be transformed into triangular with a linearization

z=—1+u2xy.

As the Boneh-Durfee weaker lattice, polynomials in Z3PP generate a triangular matrix
with diagonals XY “e™~%. When the linearization z = —1 4 xy is applied to the
polynomials, the matrix is still triangular with diagonals X*~“Z%e™~“. Although
the matrix with extra polynomials in I;BD becomes non-triangular, the linearization
preserves the matrix to be triangular with diagonals Y7 Z"e™~". In short, existences
of monomials X*~%Z% for i = 0,1,...,m;u = 0,1,...,i (that are equivalent to XY
for the same set of indices) enable the transformation. To summarize the discussion,

the basis matrices become triangular with diagonals

o XiTuzuem=u for 9 (2, y) and
o YIZue™m™t for gf’u 1(@,9).

Notice that the analysis requires a restriction 7 < 1. See [HM10] for the detailed

analysis.
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Ignoring low order terms of m, the dimension and the determinant of the lattices

are computed as

and .
det(B) = X6y 5™’ Z(6+5m’ (5 +5)m’

respectively. The conditions for the (8, 5)-SIP to be solved, i.e., (det(B))Y/" < e™,

becomes )

1 T 1 7 1 7 1 7
56+BE+(5+5) <6+§)+(§+6> <§+§
which yields the bound

- 1—64‘2(1—6)7—672.

)
24271

To maximize the right hand side of the inequality, we set the parameter

T_\/I—l
VB

and the condition becomes the ineqality (3.4);

§<1—+/B.

Although the bound is the best, the algorithm does not work for an arbitrary 0 <
B < 1. Since the restriction 0 < 7 = \/l/_ﬁ — 1 < 1, the algorithm works only when
1/4<B<1.

Wiener Lattices. Weger [dW02] also considered the generalization of Wiener’s
algorithm [Wie90] and obtained the bound (3.6)."2 The bound can be obtained by
the special case of the stronger Boneh-Durfee lattice. We fix the parameter 7 = 1 and
obtain the condition (3.6);

3
5<Z—ﬁ

By the definition, the Wiener lattice is the special case of the stronger Boneh-Durfee
lattices.
Blémer-May Lattices. Blomer and May [BMO01] extracted other sublattices from

the weaker Boneh-Durfee lattices and constructed an algorithm that solves the

*2 In Boneh and Durfee’s work [BD00], they obtain the Wiener’s bound § < 1/4 for the (4,1/2)-
SIP [Wie90]. The bound can be obtained by the special case of the Boneh-Durfee lattice with
the fixed parameter n =0 or 7 = 0.
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(6,1/2)-SIP when the condition (3.3); 6 < (v/6 — 1)/5, holds. Sarkar et al. [SMS0S]

generalized the lattice constructions and constructed an algorithm that solves the

@ﬁ}ﬂPWMnmemmMMH@7ﬁ5<%(MM?—Q+1—35+Q,MM&

Blomer and May defined sets of indices as:

i=[(1—pwm], [(1—pm] +1,...,m; }

u=20,1,...,1%

z?ﬁ:{@m

pM = {(w‘)

u=[(1—pwm], [(1—p)m] +1,...,m;
j=1,2,...,|u—(1—p)m] ’

with a parameter 0 < p < 1. As the Boneh-Durfee lattices, the basis matrices
generated by the polynomial selections are not triangular. Following the work of
Herrmann and May [HM10], Kunihiro et al. [KSI14] used the same linearization

z=—-1+4+u2ay

and transformed the basis matrices to be triangular. Applying the linearization ap-

propriately and the basis matrices become triangular with diagonals

o XiTuZuem=u for g* (xz,y) and

[é,u]

o ZUYJem~=U for Ihu i) (T Y)-

See [KSI14] for the detailed analysis. Ignoring low order terms of m, the dimension

and the determinant of the lattices are computed as
n = um?

and
3u—3u24ud 3

u3 M I
det(B) = X 6 mmlyem’ ggm’ o hm®

respectively. The conditions for the (8, 5)-SIP to be solved, i.e., (det(B))Y/" < e™,

become
5 3p— 3u® + b
6

3
H poH
+ 6+®+5)2+2<u

which yields the bound
_ 23 _ 3,2
)< 335_6'“
6 — 3u + p?

To maximize the right hand side of the inequality, we set the parameter

o LHB /AP B
a B
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and the condition becomes the ineqality (3.7);

5<§<«Mﬂ—ﬁ+ —36+Q.

Although Sarkar et al. [SMSO08] claimed that the bound is the best when 3/35 <
p < 1/4 for the (6§, 5)-SIP, it is incorrect. Since the restriction of the parameter 0 <
W= <1 + 06— \/m> /B < 1, the algorithm works only when 1/4 < 8 < 1.
In this range, the bound (3.7) is weaker than the generalization of the Boneh-Durfee
stronger bound (3.4).

Kunihiro-Shinohara-Izu Lattices. Kunihiro et al. [KSI14] considered a broader
class of lattices for the (9, 5)-SIP. They defined sets of indices as:

IJIC{SI 2={(i,u) i = L(l_ﬂ)mJ7l_(1_u)mJ+1a"'7m; }7
u=20,1,...,4%

I;(sz:{(%j) w= (1= pym], |1 = pm] +1,...,m; }

j=12. . |7(u—(1—p)m)]

with two parameters 0 < 7 <1 and 0 < p < 1. The sets are hybrid sets consisting
of the stronger Boneh-Durfee lattices and the Blomer-May lattices. More concretely,
the previous two lattices are the special cases of the Kunihiro-Shinohara-Izu lattices;
when 7 = 1, the sets ZX57 and IJ(SI become the same as the sets Z5PP and I;BD
TEST If ST hecome the same as the setsZPM and

whereas when p = 1, the sets and

IBM
g
As the stronger Boneh-Durfee lattices and the Blomer-May lattices, the basis matri-
ces generated by the polynomial selections are not triangular. Kunihiro et al. [KKSI14]
used the same linearization

z=—-1+uxy

and transformed the basis matrices to be triangular. Applying the linearization ap-

propriately and the basis matrices become triangular with diagonals

o XiTuZuem=u for g¥ (@, y) and

[i,u

o ZWYJem™U for Ihu) (T Y)-

See [KSI14] for the detailed analysis. Ignoring low order terms of m, the dimension

and the determinant of the lattices are computed as

(20— p?) +pPr
B m
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and

mS

3u—3u24u3 m3 p3r2
6 Y

3
6 Mz

Bu—=3p2+u3)+Bu%—u3r Bu=—p+u3r 3
6 6 m

€ )

det(B) = X

respectively. The conditions for the (4, 3)-SIP to be solved, i.e., (det(B))Y/™ < e™,

become

Bp — 3p? + p? B2 B —3p” + p°) + (Bp® — p°)1
5. 3H g M+6'u6 +(5+5).(M 1 Mé (Bp —p7)
N (3u—u2)+u3T - (2u—u;)+u27

which yields the bound

(1—=B)((3 =3+ p?) + (Bu — p?)7) — 5#272_

5 <
2(3 = 3p+ p?) + (Bp — p)7

When 1/4 < 8 < 1, we set the parameter p = 1,7 = /1/8 — 1, and obtain the
bound § < 1 — /B that is the same as the stronger Boneh-Durfee lattices. When
0 < 8 < 1/4, we set the parameter u = 1,7 = 1, and obtain the bound § < 3/4 — 8

that is the same as Wiener’s Lattice.*3

3.3 New Lattice Constructions to Solve the (4, 5)-SIP

In this section, we propose an improved algorithm to solve the (6, 5)-SIP. Inspired by
the work of [KSI14], we consider a broader class of lattices that contains the weaker
and stronger Boneh-Durfee lattices, and the Wiener lattices as special cases. The
three lattices provide the best results among previous results [dW02, SMS08, KSI14].
When 1/4 < 8 < 1, our hybrid lattices become the same as the stronger Boneh-Durfee
lattices and yield the bound (3.4). When 0 < 8 < 1/4, our lattices make use of the
properties of the three lattices, i.e., the weaker and stronger Boneh-Durfee lattices,

and the Wiener lattices, simultaneously and obtain the following improved result.

Theorem 1. There is a polynomial time algorithm to solve the (8, 3)-SIP when the

following conditions hold:

§<1—+/B for 1/4<pB <1,
5<1—§(\/(3+45)5—5) for o<5<i.

*3 Although Kunihiro et al. [KSI14] claimed the lattices yield the bound (3.7) when 0 < 3 < 1/4,
the result is not correct as we noted above.
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3.3.1 The Lattice Construction

To solve the SIP, we define sets of indices

Z, = {(i,u)|i=0,1,...,m;u=0,1,...,i},
Iy = {(uaj)|u:0>17“~7m§j:1727"'7an+TUJ}7

with two parameters 7 > 0 and 0 < 7 < 1. The sets are hybrid sets with the weaker
and stronger Boneh-Durfee lattices, and the Wiener lattices. More concretely, the
previous three lattices are the special cases of our lattices; when 7 = 0, the sets Z,
and Z, become the same as the sets Z*BP and ), BD whereas when 1 = 0, the sets T,
and Z, become the same as the sets Z:5P and I;B D Since the Wiener lattice is the
special case of the stronger Boneh-Durfee lattices, the Wiener lattice is the special
case of our lattices.

Our selections of polynomials generate basis matrices B that are not triangular.

However, as Herrmann and May’s analysis, we use the same linearization

z=—14+zy
and the matrices can be transformed into triangular with diagonals

o Ximuzuem=u for g& (x,y) and

[éu]

o ZUYJem™U for Ihu i) (T Y)-

The analysis is almost trivial from the previous analyses. At first, as the case of the
weaker Boneh-Durfee lattice, polynomials in Z, and Z, for j = 1,2,..., |nm| generate
a triangular matrix with diagonals X*Y“e™~% for 7, and X*Y“ /™ " for 7, and j =
1,2,...,[nm]. When the linearization z = —1+ xy is applied to the polynomials, the
matrix is still triangular with diagonals X*~“Z4%e™~ for i (z,y) and Z¥YIem—u
for gf’uyj](m,y). Hence, what we have to show is that the matrix is still triangular
when we use extra polynomials in Z, for v = 0,1,...,m;j = [npm] + 1, [pm| +
2,...,|mm + Tu]. Notice that there are monomials X*Y™“ for i = 0,1,...,m;u =
lnm|, [nm| + 1,...,[nm| + i that correspond to diagonals for Z, and for Z, and
j=1,2,...,|nm]|. The extra polynomials gﬁm] (x,y) for u=0,1,...,m;j = [npm] +
1, gm| +2,...,|nm + Tu] are (almost) equivalent to yl"™ times gf’u’j](x,y) with
indices in I;BD . Therefore, as the Boneh-Durfee stronger lattice, the existences of
the monomials X*Y™“ for i = 0,1,...,m;u = [pm]|, |[pm| +1,..., |pm] + i preserve
the matrix with the extra polynomials to be triangular by using the linearization

2z = —1 + xy. The diagonals for the extra polynomials are Z%YJe™ %,
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The dimension and the determinant of the lattices det(B) = X5XY*®Y Z%Z¢% are
computed by

m | mm4Tu]

SHAIDS S 1= (g g)mrotn

=0 u=0

m an—l—TuJ

SX“Z—ZZHZ ) U—(— g+3) m? + o(m?),

1=0 u=0 u=0 j=1

m | nm4+Tu]
S S TS Sl SR
1=0 u=0 u=0 j=1

(1.7 n° o, 3 3
—(6+2+3+2+2+6)m+0(m),

m g m [nm4Tu]
L n 7 3 3
.= - (t — L4 .
s ;;( “+Z Z u) (3+2+6)m + o(m?)
Ignoring low order terms of m, the conditions for the (d,3)-SIP to be solved, i.e.,

(det(B))'/™ < e™, become

1— 38431 —p8)n+2(1-p)r—3p8n*> — 38y — pr?

0 <
2+ 3n+21

When 1/4 < 8 < 1, to maximize the right hand side of the inequality, we set the
parameter n = 0 and 7 = y/1/8 — 1, and obtain the bound

§<1-+/B

that is the same as the bound (3.4).
When 0 < § < 1/4, we set the parameter

_ 48+ VBB +48)
36

d =1,

and obtain the bound

s<1- (VB+aR5-5).

This bound is the best among all known results [dW02, SMS08, KSI14] when 0 <
g <1/4.
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3.3.2 An Observation of the Lattice

Although the lattice construction is obtained by a simple combination of the previous
three lattices, i.e., the weaker and the stronger Boneh-Durfee lattice and the Wiener
lattice, the construction should be appropriate. To show the fact, we introduce helpful
polynomials. The notion was introduced by May [May10], and Takayasu and Kuni-
hiro [TK14a] made use of the notion and proposed improved lattice constructions.
In lattice constructions to solve modular equations, we call polynomials helpful if
the absolute values of the diagonals are smaller than the modulus in triangular basis
matrices. Helpful polynomials enable us to solve modular equations for larger solu-
tions since the polynomials reduce the norm of vectors output by the LLL algorithm.
Takayasu and Kunihiro suggested that as many helpful polynomials as possible should
be selected in lattice constructions as long as the basis matrices are triangular.

To solve the (6, 3)-SIP for 1/4 < 8 < 1 and 6 < 1 — /3, the above lattice (that is
equivalent to the stronger Boneh-Durfee lattice) contains as many helpful polynomials
as possible. That means all gﬁm] (x,y) in the lattice basis are helpful polynomials and
other gﬁm](m,y) are not helpful since the diagonals Z“Y7e™~* for the polynomials
gf’u’ﬂ (z,y) with indices in u = 0,1,...,m;j < (\/1/_ﬁ — 1) u are always equivalent
to or smaller than the modulus € and and those for the polynomial with indices in

j> (\/1/5 — 1) u are larger than e™:

Z“Yjem—“§em<:><1—\/B+ﬁ)u+5jgu

ej < (VI/B-1)u.
Although not all gﬁ ] (z,y) in lattice basis are helpful, they contribute the basis
matrices to be triangular.

As we explained, the lattice construction is valid only when 1/1/8 — 1 < 1, i.e.,
B > 1/4, since the unravelled linearization does not work well otherwise. Then we
consider to solve the (4, 3)-SIP for 0 < S < 1/4 and § < 1 — % <\/(3 +45)8 — ﬁ). In
this case, not all gf’u J (x,y) in the lattice basis are helpful and not all helpful gf’ ] (z,y)

u,j
are in the lattice basis. However, our lattice construction is the best possible. For the
series of gEJu’j](a:, y) for u = 0,1,...,m;j = nm + u with some 7, the corresponding

diagonals in the lattice basis are

Zuynm—l—uem—u — N(ﬁ+6)u+,6’(nm+u)+m—u

< N3 (T8} s
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Since < 1/4, \/m — 46 > 0 holds and the diagonals become smaller for
larger w. Hence, if possible, we want to select only gﬁw.] (x,y) for larger u in the
lattice basis, however, unravelled linearization does not work well without grf’u’j] (x,y)
for smaller u. Therefore, the best possible lattice construction is collecting as many
helpful series of gf’u’j](:v, y) for u =0,1,...,m;j = nm + u as possible. The helpful
series of gf’u’j] (z,y) for u=10,1,...,m;j = nm + u means the geometric mean of all
the diagonals is smaller than the modulus ™. The geometric mean is calculated as

m 1/(m+1)
(H Zuynm +uem_u> < N3 (VBFaB)E—48) mt(1+ns)m
u=0

_ N (=3 (VErams-atsns) )m.

Hence, the series of gﬁL i

than €™ =~ N™, that is,

BraBB— (443820 & p< 0t V3§(3+45).

(z,y) becomes helpful when the geometric mean is smaller

The analysis suggests that our lattice contains all helpful series of g%’u i (x,y) for

u=0,1,....,m;5 =nm+ u.

3.4 On the Security of Multi-Prime RSA

In this section, we study the security of Multi-Prime RSA for small differences of the

prime factors.

3.4.1 Background and Our Improvement

We write the Multi-Prime RSA modulus as

N =pip2--pi

and assume the following two conditions p; > pg > - -+ > pg without loss of generality,
and |p1 — pr| < N7. Define

and
1/k
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By definition,
Py <py < <pj

and
1/k

k
k(% = kNk—1/k
j=1

holds.
In [ZT13, ZT14], Zhang and Takagi analyzed the security. They revealed that
Multi-Prime RSA becomes insecure if we can solve the (4, 3)-SIP.

Lemma 3 (Proposition 1 and Theorem 2 of [ZT13]). Let N = pi1ps--- pr such that
p1 > pa > -+ > pr be a Multi-Prime RSA modulus. All prime factors of N are
the same bit-size and p1 — pr < N7, 0 < v < 1/k. Let e be a full size public
exponent whose corresponding secret exponent d is smaller than N°. When A =
Z§:1 pi—k <H§:1 p}>1/k is smaller than NP, if we can solve the (6, 3)-SIP, we can
factor the Multi-Prime RSA modulus N .

For the attack, bounding the size of Ay is crucial. Although Zhang and Tak-
agi [ZT14] obtained a similar bound, i.e., 0 < Ay < poly(k) - N>¥+1=3/k from Propo-
sition 1 of [ZT14], we show a slightly better bound as follows.

Lemma 4. Let N = p1ps - - - pr be composite integers and Ay, be defined as in Lemma
3, then
0<Ap <2(k—1) NPHI=3/k,

Zhang and Takagi [ZT14] used Newton’s Generalized Binomial Theorem to bound
the size of Ag. See [ZT14] for detailed information. Since small k = 3,4, 5 are used in
standard settings of Multi-Prime RSA, the term poly(k) can be assumed to be much
smaller than N. Therefore, Zhang and Takagi did not analyze the term in detail.

We give an alternative proof for Lemma 4 that does not use Newton’s Generalized
Binomial Theorem. Moreover, our proof shows poly(k) = 2(k — 1). Hence, our result
justifies the assumption, e.g., the term poly(k) is much smaller than N. The proof
will appear in Section 3.4.2.

Since we proposed an improved algorithm for the (4, 3)-SIP, i.e., Theorem 1, we
can improve the cryptanalysis of Multi-Prime RSA. Combining Lemma 3, Lemma 4,

and Theorem 1, we obtain the following result.

Theorem 2. Let the Multi-Prime RSA modulus N, public (resp. secret) exponent e
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(resp. d) as in Lemma 3. We can factor the Multi-Prime RSA modulus N when

1 1

d<1—+/142y-3/k f07’§(———>§7<

1
k4 k’

5<1—%(¢w+87—1wmu+ay—3ﬂg—1—2y+&m)

3/1 1
3.4.2 Proof of Lemma 4

To prove Lemma 4, we use the following Lemma 5 and Lemma 6. In all following

equations, if all indices j for p; in summations are larger than k, let j be j — k.

Lemma 5. Let N = pips - - - pr be composite integers and Ay be defined as in Lemma

3, then
L )k 1) / ko2
1/k 1(k—u—1-2)/k 1/k 11/k 11/k
9 ZZ Puj pJ Pjtu+1 (pj _pj+u+1> )
u=0j5=1 1[=0
where
P 1 for uw=20,
u,j —
Piv1Pire Djru for u=1,2,...,k—2.

The proof of Lemma 5 is written at the end of this section.

Lemma 6. Let N = pyps---pr be composite integers, then

1/k 1/k
Mkl

foralli,7=1,2,...,k,i#j.

Proof. By definition,

k+1)/k
2 e

1k 1/k
1/k n/k| 1 1 Nl/k— by =D Nl/k
i P | 1/k T 1k | 1/k 1k |
D; D; b; D,
By definition, since p; > ps > -+ > pg,
pl/k pl/k P1— Pk
1~ Py 1/k _ ATk
< Y i y e, PR I N

Py Py 1=0 P
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P1 — Pk 1/k _ 1/k
< -N —— N
2/k ~—~k—1 (k—1)/k (k—l—l)/k
Dy, 1=0 Pk kp
By definition, all prime factors p1, po, - - - , pr are the same bit size. Hence, pp > %Nl/k
holds, then
N7 o(k+1)/k
< (k+1)/k NVE = o N
FGN)
as required. O

Combining Lemma 5 and Lemma 6, we can prove Lemma 4 as follows.

Proof of Lemma 4. From Lemma 5,

k:2kku2

2
ZZ Z 731/1g /(k u—I— 2)/kp;lJ/r/;+1 <p/1/k p;'1—1{5+1> .

u= 0_] 1 =0
By splitting the summation into two parts with respect to u =0 and u =1,2,...,k,
| Fk2 ( e ) e
Hk—1-2)/k 1/k 11/k /11/k
252 p; Pjt1 (p —ij)
j=11=0
1 2 G L? 1k  rk—u—1-2)/k 1/k Jk k)2
u— 2 / /1 /1
+ 9 Z (p;+1p;-+2 e 'p;'+u) Py Pjtu+1 (p - pj—l—u—l—l)
u=1j=1 1=0
(3.9)

By definition, since pj < p5) < --- < p},, we bound the first summation of equation
(3.9) as

1 -2 (k—1—2)/k 1L/ [ 1)k /i) 2

/ 2 / /1 /1
) Z Pj Pjt1 (p —ij)
j=11=0
LN b2/ (e k2
(k-2 /11 /1
<g 2 2 (A =)
j=11=0
1 (k—2)/k (k1K) 2
:§k(k - 1)pk (pk — D )

As the proof of Lemma 6, since pp > %Nl/k, P, = N/pp < 2N k=1/k holds, then

1 (k—2)/k 2
< Ghtk—1) <2N(k—1)/k:> , <p;€1/k _p/ll/k>

1 C1)(k—2) /K2 1k n/k\?
:mk(k—l)]\f(k 1)(k—2)/k ‘<p;€/ _p/1/>
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By Lemma 6,

2
<

k(k — 1)]\[(14—1)(’@—2)/’@2 ) (2(k+1)/k Nv—l//fz)

1
22/k k

_ A(k — 1)N27+1—3/k
— .

Next, we bound the second summation of equation (3.9). By definition, since
Py <ph < <pp

1 F2 kb ku2 5
/ 1k 1(k—u—1-2)/k 1]k n/k n/k
—ZZ Z p]+1p3+2 pj—|—u) P Pjtu+1 (p _pj+u+1>

u=1j5=1 1=0
k2kku2

<_ZZ Z /(k 2)/k< n/k p/11/k>2

u=1j=1 I=
(k—Q)(k—l)k k—2)/k [ 1/k 1/k) 2
_ ; ,p;c( )/ (p;/ _pf1/>

Since p, < 2N*-1/k

o k=2)(k =Dk <2N(k—1)/k>(k_2)/k . (pg/k _pfl/k>2

1

4
(k—2)(k —1)k k—1)(k—2)/k> 1/k n/K)?
= i . N=1(k=2)/k? (pk — ) ,
By Lemma 6,
2
(k=2)(k =1k nymgyme (2FF e
< T urom N ' N7
2= 2= i
. :
Therefore, Ay, is bounded above by
A, < 4(7?]{:— 1)N27+1—3/k " 2(k — 2}1(’“ - 1)N27+1—3/k
=2(k — 1) N2 +H1=3/k
as required. O

In the rest of this section, we prove Lemma 5.

Proof of Lemma 5. We show the following equation

k k-2

k

/1/k 11/k (k—1-2)/k Il/k
Zp;' ZZ( J+1> P; Pjt1
j=1

]1[0
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k
SN athee )

2
H(k—u—1-2)/k Il/k 11/k 11/k
Pj Pjtut1 (p‘ - j+u+1>

i 1/k
+ k H p;-
j=1

that is equivalent to the equation of Lemma 5.
Forallu=2,3, -k,

u—2
(p;l/k: B p;l/k:) 2 Z p;(u—l—Q)/k;p;l/k:

1=0
_ <p;1/k _ p;l/k) (p;(u_l)/k _ p;(u_l)/k>
:p/u/k —i—p/u/k p;l/kp;-(u_l)/k —p;(u_l)/kpg-l/k.
Hence,
9 u—2
_ (p;l/k _p;l/k) Zp;(u—l—z)/kp;l/k +p;l/kp;(u—l)/k +p;(u—l)/kp;1/k. (3.10)
=0

Next, by the equation (3.10),

k
1/k [ 1(k—u)/k Hk—u)/k
Z (p;-+1p;-+2 o 'p;'Jru) (pj T Djtusl )

j=1
- Iy V2NN A kil
/ / / 11/k 11/k Hk—u—1-2)/k 1l/k
:Z (Pj1P2 D) '[<pj _pj+u—|—1> Z P; Pjtut1
j=1 1=0
11/k 1(k 1)/k /(k—u—1)/k 11/k
TP; p]+uj:l TP, o J+u+1]
S k(1) / ( )k i/
/ ’ / 11/k 11/k Hk—u—1-2)/k I/k
= (Pj1Pj42 " Pitu) '(pj _pj+u+1) P; Pjtu+t1
j=1 1=0
: 1/k /K ( ) )/k, 11/
’ / / 11/k 1(k—u—1)/k Hk—u—1)/k 11/k
+ Z (Pj1Piya Phaa) T (pg Pjtuti +p; p]+u+1)
j=1
From the standard calculation, we slide the indices of the second term as
skl Iy e\ )k i)
/ / 11/k 11/k H(k—u—1-2)/k I/k
Z pg+1pj+2”'pj+u) '<pj _pj—|—u—|—l> p; Djtut1

]:1 =0



44 Chapter 3 General Bounds for the Small Inverse Problem

k
/o / 1/k (k—u—1)/k / ’ ’ 1/k 1(k—u—1)/k
+ Z [(pjpjﬂ " 'pj+u) "Pjtutt + (pj+1pj+2 o 'pj+u+1) P;j ]

k k—u—2
_ ) bk (/e Ak N2 k—u—1-2)/k 1)k
_Z (Pj 1Ptz Pltu) '(pj _pj—|—u—|—l) P Pjtu+1
. 1/k
k—u—1)/k | r(k—u—1)/k
) (PhaPe D) (pj ek ) (3.11)
j=1

Again, by the equation (3.10) for u = k,

k Lk
2.7 252 Py +Pj1)
=1 =1
LN (1 JEN? e=1=2) /e 11/
kAN i(k—1-2)/k_ [k
:§ZZ< J+1> p; Pjt1
7=11=0

k
n/k /(k: 1)/k 1(k=1)/k_11/k
T Z( Pj+1 TP pj+1)

J:

DN | =
_-

From the standard calculation, we slide the indices of the second term as

E
\V]

k
1 kRS i(k=1=2)/k il/k
252 ( J+1> p; Pjt1
=1

~
o

<.

T j+1Pj42 + P, i1

“-

Il
_

( n/k 1(k—1)/k p/(k 1)/kp/1/k>

N | =

J

x>
\V]

k
1 ik /KN i(k=1-2)/k /l/k n/k [ 1(k=1)/k = 1(k—1)/k
252 < ]+1) P; Pjy1t 35 Z Pjt1 < p; T Pjyo )

Jj=1

o~
o

For the second term, we recursively apply the transformation of the equation (3.11)
foru=1,2,...,k —1 and obtain

k k-2
1 n/k /1/k: W(k—1-2)/k 1]k
=525 (¥ 1)) Py
7j=11=0
R 1k (k—u—1—2)/k 1l/k /k k2
/ u—1l—2 / /1 /1
) Z Z (1Dl Phwa) o ;+u+1( —pj+u+1>

k
/ / / 1/k ll/k /1/k
+ Z (Pis1Pj2 Pian—2) Pj " Pjyk—1-
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From the fact that

1/k

/ / / 1/k 11/k /l/k
(Pj+1pj+2"'pj+k:—2) P;" Pjig—1= Hpj

forall j =1,2,...,k,

k
1 n/k n/k\" n(k—1—2)/k 1/k
:52 <pj —pj+1> pj p]+1
j=11=0
1 ke Uk (k—u—1—2)/k 11k /k /e \?
/ / / / u—Il—2 / /1 /1
+ 2 Z (pj+lpj+2 o 'pj+u) " pj Pjtut1 < - j+u+1>
u=1j=1 1=0
i 1/k
+ k Hp;
j=1
as required. O

3.5 Concluding Remarks

In this chapter, we studied the (6, 5)-SIP for an arbitrary g that relates to the security
of Multi-Prime RSA. Unlike the results of the (4, 1/2)-SIP [BD00, BM01, HM10], the
results for the general (4, 3)-SIP are not widely known. Indeed, some previous results
reconstruct the algorithm to solve the problem, which had already been proved, and
did not refer to the previous works. Therefore, one of the contributions of this paper
is to summarize the previous results [BD00, BM01, dW02, HM10, KSI14, SMSO08].
Moreover, we revealed that the bound (3.7) proposed by previous works [KSI14,
SMS08] is not valid.

The main contribution of the paper was to provide the improved lattice construction
for the (9, 5)-SIP. Our lattice covers a broader class and previous results [BD00, dW02]
that provide the best bounds among previous works are special cases of our lattice.
The lattice makes better use of the algebraic structures of modular polynomials and
we improved the previous bound.

Based on the improvement, we also showed the improved analysis for the security
of Multi-Prime RSA. Our result showed that Multi-Prime RSA is vulnerable than

expected when differences of prime factors are small.
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Chapter 4

Partial Key Exposure Attacks on
CRT-RSA

4.1 Introduction

4.1.1 Background

CRT-RSA. RSA [RSAT8] is one of the most famous cryptosystems and is widely
used. Let N = pg be a public RSA modulus where prime factors p and ¢ are the
same bit-size. A public exponent e and a secret exponent d satisfy ed =1 (mod (p —
1)(¢ — 1)). For encryption/verifying and decryption/signing, one should calculate
heavy modular exponentiations. To speed up the calculation, one simple solution
is using a smaller public/secret exponent. However, the public RSA modulus can
be factorized in polynomial time when too small secret exponent is used. At first,
Wiener [Wie90] proposed a polynomial time attack on the small secret exponent RSA
that works when d < N%25. Later, Boneh and Durfee [BD00] revisited the attack and
improved the bound to d < N%2% using Coppersmith’s method [Cop96b]. Moreover,
they further improved the bound to d < N%292 in the same work.

To thwart the attack and achieve faster calculations for decryption/signing, Chi-
nese Remainder Theorem (CRT) is often used as described by Quisquater and Cou-
vreur [QC82|. Instead of the original secret exponent d, one uses CRT-exponents d,,

and d, which satisfy
ed,=1 (mod (p—1)) and ed;=1 (mod (¢q—1)).

However, when too small CRT-exponents are used, analogous attacks to [BD00] have
been proposed [May02, GHMO05, BM06, JM07, HM10]. Hence, in this chapter, we
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only focus on a case when d,,,d, ~ N'/2.

Partial Key Exposure Attacks on RSA. It is widely known that factorization
and RSA problems become easy when certain amount of secret information is known
to attackers. Coppersmith [Cop96a] showed that the half most significant bits of a
prime factor suffices to factorize N. There have also been several results which use
not explicit bits of prime factors but implicit hints [MR09, SM09b, FMR10, SM11,
TK14a, LPZ*15, NIK15].

RSA becomes vulnerable also with partial bits of a secret exponent d. Boneh, Dur-

fee, and Frankel [BDF98| showed that the most/least significant bits (MSBs/LSBs)
of a secret exponent d enable us to factorize a public RSA modulus N. Later, sev-
eral papers revisited the attack [BM03, EJMdW05, Aon09, SSM10, JL12, TK14d],
and Ernst et al. [EJMdWO05] first revealed that RSA is vulnerable even for a full size
public/secret exponent against the attack.
Partial Key Exposure Attacks on CRT-RSA. As with the standard RSA, several
attacks that use partial information of d,, and dy, i.e., partial key exposure attacks on
CRT-RSA, have also been studied [BM03, SM09b, LZL14]. Blomer and May [BMO03]
studied an attack scenario when the MSBs/LSBs of either d, or d; are known to
attackers. We call an attack for the scenario a single partial key exposure attack.
Blémer-May’s attacks work when the public exponent is small; e < N'/* with the
MSBs of d,, whereas e = poly(log N) with the LSBs of d,. On the other hand, the
attacks can recover unknown LSBs/MSBs of a CRT-exponent which are less than
N'/4 for extremely small e. Lu, Zhang, and Lin [LZL14] revisited Blomer-May’s
attack. When the MSBs of a CRT-exponent are known, Lu et al.’s attack is inferior
to Blomer-May’s attack unless the CRT-exponent is significantly smaller than N1/2.
Since we only study the security of CRT-RSA for d,,d, =~ N 172 we do not care Lu
et al.’s attack with the MSBs. When the LSBs of a CRT-exponent are known, they
proposed two attacks where the first attack works for e < N'/* whereas the second
attack works for e < N3/%. On the other hand, the first attack can recover larger
unknown MSBs than the second attack for small e. For extremely small e, Lu et al.’s
first attack can recover unknown MSBs of a CRT-exponent which are less than N/4
as Blomer-May’s attack. Therefore, Lu et al.’s attack with the LSBs is always better
than or equal to Blomer-May’s attack.

Sarkar and Maitra [SM09b] extended partial key exposure scenarios. Unlike the
above previous works [BM03, LZL14], Sarkar and Maitra studied an attack scenario
when the most significant bits of both d, and d, are known to attackers. Hence, they

utilized more partial information than Blomer-May and Lu et al. We call an attack
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Fig. 4.1. Recoverable conditions for partial key exposure attacks on CRT-RSA when

the most significant bits of either d, or d,; are known to attackers.

for the scenario a double partial key exposure attack. To be precise, they also used
the MSBs of a prime factor p to construct their attack. For the moment, we ignore
the additional hints. Unfortunately, Sarkar and Maitra’s attack is not successful. It
means that they used more partial information, however, the attack is weaker than
other attacks [BM03, LZL14]. In particular, Sarkar and Maitra’s attack does not work
when d,,d, ~ N'/2. The attack works only for smaller d, and d,,.

4.1.2 Our Contributions

In this Chapter, we study single/double partial key exposure attacks on CRT-RSA
with the MSBs/LSBs. For all the attack scenarios, we propose improved attacks.

At first, we show that Lu et al.’s single attack with the LSBs does not achieve
their claimed bound, hence, we correct the analysis. The corrected attack works for
e < N3/8 ag Lu et al. claimed, however, it requires more partial information than
they claimed. Next, we slightly modify Lu et al.’s lattice constructions and obtain
an improved attack. The improved attack works for e < N3/8 as Lu et al.’s attack,
however, it requires less partial information than their attack. We claim that the
improvement only stems from a slight modification, hence, it is not very technical.

Technical contributions of this chapter starts from the next improvement. Our
observation of the previous attacks [BM03, SM09b, LZL14| including the above cor-
rected attack is that the best attack conditions depend on positions of known bits.
For the single scenario, the best attack works for e < N/ with the MSBs of a CRT-
exponent whereas e < N3/® with the LSBs. For the double scenario, there are no

attacks with the LSBs. An interesting feature of our improved attacks is that their
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Fig. 4.2. Recoverable conditions for partial key exposure attacks on CRT-RSA when
the most/least significant bits of both d, and d4 are known to attackers.

attack conditions are independent of positions of known bits. Concretely, we propose
a single attack with the MSBs where the attack condition is the same as corrected
Lu et al.’s attack. Hence, we obtain the first single partial key exposure attack that
works for e < N3/8. In addition, we propose an improved double attack with the
MSBs and the first double attack with the LSBs where their attack conditions are
the same. Our double attacks are much better than any single attacks. Our double
attacks work for e < N and recover unknown LSBs/MSBs which are less than N'/3
for extremely small e.

Notice that Lu et al. proposed two single attacks where the first attack is better
than the second attack for small e. The above our single attack with the LSBs only
improves Lu et al.’s second attack. It means that the above attack is weaker than Lu
et al.’s first attack for small e. However, we further improve a single attack with the
LSBs. The attack works for e < N3/8 as the previous attacks, however, the attack
requires less partial information than the other attack in the range. To summarize,
we completely improve Lu et al.’s single attack with the LSBs.

The left of Figure 4.1 compares attack conditions between our attack and Blomer-
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May’s attack. The right of Figure 4.1 compares attack conditions between our attack
and Lu et al.’s attack. Figure 4.2 denotes an attack condition of our proposed attack.
Horizontal axis a denotes a size of public exponent; a@ = logy e. Vertical axis 9
denotes a logarithm of unknown bits with a base N. We obtain improvements in gray

areas.

4.1.3 Technical Overview

All the previous partial key exposure attacks on CRT-RSA utilized Coppersmith’s
methods. The methods have two forms; the first method solves modular equations
with small roots whereas the second method solves integer equations with small solu-
tions. To improve attacks is equivalent to constructing algorithms that recover larger
solutions. The recoverable sizes depend on two factors; a Newton polytope and a size
of a modulus. Note that the integer equation solving method sets a modulus whose
size depends on a norm of a polynomial. The simpler Newton polytope of a polyno-
mial is, and the larger the size of the modulus is, the larger solutions can be recovered.
To the best of our knowledge, there are no exact criteria to decide which methods,
i.e., the modular equation solving method or the integer equation solving method, are
the better for each attack scenario in the context of RSA cryptanalysis. Therefore,
we should decide which methods to be used appropriately. The appropriate decisions
enable us to obtain improved attacks at the first stage.

To maximize solvable solutions for both methods, we should design appropriate
lattices. For the purpose, Jochemsz and May [JMO06] proposed general strategies for
the construction. If we follow the strategy, we can obtain to some extent nice algo-
rithms. Indeed, we do not know how to obtain integer equation solving algorithms
that outperform ones based on the Jochemsz-May strategy. However, there are mod-
ular equation solving algorithms that outperform ones based on the strategy. For
example, the strategy enables us to obtain Boneh-Durfee’s weaker attack that works
for d < N°23 . However, the stronger attack, which works for d < N°292 cannot be
captured by the strategy. Therefore, appropriate lattice designs enable us to obtain
attacks that outperform ones based on the Jochemsz-May strategy. The appropriate
designs enable us to obtain an improved attack at the second stage.

Blomer and May and Lu et al. used the modular equation solving method whereas
Sarkar and Maitra used the integer equation solving method. As we suggested, (cor-
rected) Lu et al.’s attack with the LSBs works for larger e than Blémer-May’s attack
with the MSBs. We show that although the original paper used the modular equation

solving method, (corrected) Lu et al.’s attack is also available by using the integer
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equation solving method. We then show that both integer equations to attack on
CRT-RSA with the MSBs and LSBs have the same Newton polytope and are the
same norm. This observation is similar to Ernst et al.’s one in the context of partial
key exposure attacks on RSA [EJMdWO05]. The fact enables us to obtain better at-
tack with the MSBs where the attack works in the same condition as Lu et al, i.e.,
for larger e. Similarly, we propose double attack with the LSBs that work under the
same condition as that with the MSBs.

These attacks are based on the Jochemsz-May strategy. As we noted, we can-
not construct integer equation solving algorithms that outperform ones based on the
strategy. Among the above attacks which we proposed, corrected Lu et al.’s attack is
the only one which is available by solving modular equations. Hence, we analyze the
lattices to obtain the attack. Our careful analysis reveals that the lattice bases con-
tain some polynomials that do not contribute to maximize solvable solutions. Then,
we omit the useless polynomials from the lattice bases and obtain a better attack.
The approach is analogous to one that how Takayasu and Kunihiro [TK14d] improved
Ernst et al.’s attack in the context of partial key exposure attacks on RSA. Our pro-
posed attack is the first partial key exposure attack on CRT-RSA that do not rely on
the Jochemsz-May strategy.

4.1.4 Roadmap

In Section 4.2, we define the attack scenario for partial key exposure attacks on CRT-
RSA and summarize previous results [BM03, SM09b, LZL14]. In Section 4.3, we
propose our attacks when the most/least significant bits of either d, or d, are known.
In Section 4.4, we propose our attacks when the most/least significant bits of both d,,

and d, are known. In Section 4.5,

4.2 Definitions and Previous Works

In Section 4.2.1, we define single/double partial key exposure scenarios. In Section
4.2.2, we summarize previous results proposed in [BM03, SM09b, LZL14].

4.2.1 Definitions of Partial Key Exposure Attacks on CRT-RSA

Let a and /3 denote the sizes of encryption/CRT exponents, i.e., e = N and d,, d, =
NB. We study single/double partial key exposure attacks on CRT-RSA; attackers are
given the MSBs/LSBs of d, or/and d,. Without loss of generality, we assume that
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attackers know some bits of d,, for the single case. We formulate exposed bits. We
write CRT-exponents as

dy =dp, M +d,, and dy =dg, M +dg,

with some positive integer M. When attackers are given the MSBs of d,,d,, they
know d,, and d,, with some positive integer M = N°. Attackers do not know the
LSBs such that d,, ,d,, < N°. Similarly, when attackers are given the LSBs of d,, d,,
they know d,, , d,, with some positive integer M = NP~9. Attackers do not know the
MSBs such that d,,,d,, < N°.

4.2.2 Previous Results

We summarize the previous results for single/double partial key exposure attacks on
CRT-RSA with the MSBs/LSBs of CRT-exponents.

Theorem 3 (Single MSBs [BMO03]). Let 0 < a < 1/4. For a single MSBs partial key
exposure attacks on CRT-RSA, when

1
5<Z—Ck,

then public RSA modulus N can be factorized in polynomial time.
The attack of Theorem 3 is the best when « is small and [ is large.

Theorem 4 (Single LSBs [BMO03]). Let e = poly (log N). For a single LSBs partial
key exposure attacks on CRT-RSA, when

1
5<B_Z7

then public RSA modulus N can be factorized in polynomial time.

The attack of Theorem 4 is the first result for the exposed LSBs, however, it works

only for extremely small a.

Theorem 5 (Double MSBs Adapted from [SM09b]). Let 1/2 — 5 < o < 5/4 —55/2.
For a double MSBs partial key exposure attacks on CRT-RSA, when

(18 — 3683 — 12a)72 + (20 — 403 — 16)T + 5 — 108 — 4«

0 <
24713 + 3072 + 167 + 4

holds for some T > 0, then public RSA modulus N can be factorized in polynomial
time.
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Theorem attack is the only known result for the double partial key exposure attacks
on CRT-RSA, however, it is weaker than even single attacks since the attack of
Theorem 5 does not work for g ~ 1/2.

Theorem 6 (Single MSBs/LSBs [LZL14]). Let 1/2 < a+ < 3/4. For a single
MSBs/LSBs partial key exposure attacks on CRT-RSA, when

1 3 1 1 V2 3

S Z_5= S Z 1—- X2 < e

(a—l—ﬁ 2)(2 4] 2\/a—|—5 4] 2><8 for 1 _oz—|—8<4,
0¢—|—ﬂ—|—6<L
V2’

1 1 1 3v2 1

— - = - Z — _ < Y- _ -

6(2 a—f3 2\/5 o ﬂ+2)<8 f07“2<a+5_ 1 5’

then public RSA modulus N can be factorized in polynomial time.

The attack is the best single attack with the LSBs for small . Although the attack
with the MSBs is stronger than Blomer-May’s attack of Theorem 4 for small 3, it is
weaker for 3 = 1/2. Note that the second condition is valid when 1/2 < a+3 < 1/v/2
and better than the other conditions when 3v/2/4 —1/2 < a+ 3 < 1 —+/2/4.

Theorem 7 (Single LSBs Adapted from [LZL14]). Let 1/2 < o+ 3 < 7/8. For a
single LSBs partial key exposure attacks on CRT-RSA, when

5—2y/1+6(a+pB)
6 Y

then public RSA modulus N can be factorized in polynomial time.

0 <

The attack is the best for large o and the first result which works for 1/4 < a <
3/8. Note that the condition of Theorem 7 is slightly worse than that was written
in [LZL14]. In Section 4.3.1, we show that Lu et al.’s analysis in [LZL14] is not valid.

Then we compute the valid condition of Theorem 7 in the section.

4.3 Single Partial Key Exposure Attacks on CRT-RSA by

Solving Integer Equations

In this section, we study the single MSBs/LSBs partial key exposure attacks on CRT-
RSA and show the following result.
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Theorem 8 (Single MSBs/LSBs). Let1/2 < a+p < 7/8. For the single MSBs/LSBs
partial key exposure attacks on CRT-RSA, when

—5+8(a+ B) +85 —126% — 2(1 — 40)vV1 — 46 < 0,
then public RSA modulus N can be factorized in polynomial time.

When the MSBs are given, the attack is the first result that works for 1/4 < a <
3/8. When the LSBs are given, the attack works for a < 3/8 as Lu et al.’s attack of
Theorem 7. However, our attack is better than Lu et al.’s attack for large a.

In Section 4.3.1, we correct Lu et al.’s attack with the LSBs. Concretely, we com-
pute the attack condition of Theorem 7 by solving modular equations with the same
lattices which are used in [LZL14]. Then, we slightly modify the lattices and propose
an improved attack of Theorem 8. Although the attack construction is only applicable
for the exposed LSBs, we solve integer equations and propose an attack of Theorem
8 with the exposed MSBs. In Section 4.3.2, we solve integer equations by following
the Jochemsz-May basic strategy and propose attacks that work the same condition
as the second condition of Theorem 6. Furthermore, in Section 4.3.3, we solve integer
equations by following the Jochemsz-May extended strategy and propose attack of
Theorem 8.

4.3.1 A Correction and an Improvement of Lu et al.'s Attack

Recall the CRT-RSA key generation:
e(dp,M +dp,) =1 (mod (p—1))
which can be rewritten as
e(dpoM +dp,) =1+4(p—1)

with some integer ¢. Since

ed, — 1 ed
= P < P ’
p—1 ~V/N/2
the absolute value of ¢ is bounded above by N®*+#~1/2 within a constant factor.

For the single LSBs partial key exposure attacks on CRT-RSA, Lu et al. [LZL14]

considered a modular polynomial

frzo(z,y) =1—ed,, +z(y—1) (mod eM)
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whose root is (z,y) = (¢,p). They also used an additional variable z = ¢ and the
Durfee-Nguyen technique [DNOO]; yz = N, which Bleichenbacher and May [BMO06]
first used to attack CRT-RSA. Absolute values of the root are bounded above by
X = NotB-1/2 Yy .= NV/2 7 .= N'/2 within constant factors.

To solve a modular equation frzr(z,y) = 0, they constructed a lattice whose basis
consists of the following shift-polynomials:

9G o (@, y,2) = 27 2° frz (e, y)' (eM)™ ",

952 @y, 2) = 28 frzn(z,y) (eM) ™,

where s = nm. These polynomials modulo (eM )™ have the same root as the original
modular polynomial, i.e., gﬁ?]“(ﬁ,p, q) = 0 (mod (eM)™) and g[Li?]Lz(E,p, q) =0
(mod (eM)™). Then they collected shift-polynomials

gEZ  (w,y,2) fori=0,1,...,m;j=0,1,...,m 1,

g{;g}m(m,y,z) fori=0,1,...,m;5=1,2,...,t,
where t = 7m in lattice bases. To reduce a determinant of the lattice, they multiply
the inverse of N modulo (eM)™. This operation eliminates the powers of N in
diagonals.
In [LZL14], Lu et al. computed a dimension of the lattice

m m-—u m t
nzZZl+ZZl = (——I—T) m? + o(m?),
i=0 j=0 i=0 j=1

(m—i) +§:§t:(m—z‘) = (% + g) m® + o(m?),

m m—i . . m ' 1 -
sx =3 4+ Y Si= (G g )m ol
=0 57=0 1=0 j=1
m m—1 m t
S D) MENES SR DNV
i=s j=0 =0 j=max{1,s—i}
1 _ 3 _ 3
_ ( +7—6 77) . (T 677) m3 +0(m3),
s m—1 s s—i ,’72
s7= (s =)+ (s —i—j)=5m’+o(m?).
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We should note that this computation has restrictions

n<1l and n<T.

The lattice yileds a condition X*XY Y 792 < (eM)™" %M [gnoring low order terms
of m, the condition becomes

(e er-3) (5+5)

6 6

((1+T—n)3 (T—n)3+§)

they obtained the condition

2462 — 206 + 7 —8(a+ ) > 0

which yields the bound

5—/48(a+ B) — 17
< 12 .

This bound is slightly better than that of Theorem 7. However, the bound is

not correct since the restriction n < 7 does not hold. Under the restriction, valid

J

optimized parameters are
1—26
”]’] = T = .

2

These parameters hold the restrictions n < 1 and n < 7. With the parameters, we
can obtain the valid condition

1262 =206 +7—8(a+B) >0

which yields the bound of Theorem 7;

5<5—2\/6(a+5)+1
5 :
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4.3.2 Attacks Based on the Jochemsz-May Basic Strategy

At first, we start from the attack which is based on the Jochemsz-May basic strategy.
The result is interesting since the lattice construction yields the second condition of
Theorem 6.

For the single MSBs partial key exposure attack on CRT-RSA, looking at CRT-RSA
key generation,

6(deM + dpl) =1 +€(p - 1)

with some integer ¢ whose absolute value is bounded above by N*t#=1/2 within a

constant factor. We consider a polynomial over the integers

fsmsps(x,y,21) == cspmsps +ex +y(z1 — 1)

whose root is (z,y, 21) = (—dp,,{,p) where csprsps = 1 — edp, M. If we can find two
polynomials which have the same roots over the integers as fsprs5s, We can recover
the roots. We also use an additional variable zo = ¢ and the Durfee-Nguyen tech-
nique [DNOO]; z1 22 = N, which Bleichenbacher and May [BM06] and Lu et al. [LZL14]
used to attack CRT-RSA. Absolute values of the solution are bounded above by
X = N° Y := NotB-1/2 7, .= 2N'/2 within constant factors. For the notational
convenience, we also use Z := N/Z;. Notice that Z5 is not the upper bound of q.
Furthermore, Z5 is not an integer.
We set an integer

WSMSBS = NOH_B

since || fsarss (7,9, 21)|loo > |csarsps| & NP, Next, we set an integer

Rsl = VVSMS'BS(‘XVYV)WL_lZin_lZQc
= Wamsps(XY)" 1 Z7 R INE

with some integer m and k = npm with a restriction
0<n<l1

such that ged(csprsps, Rs1) = 1. We compute asprsps1 = c;]&[SBS (mod Rsp) and

Tivissi(T,Y,21) == asmspst - fsmsps(T,y,21)  (mod Rgy).

Clearly, fl 9551 (%, y,21) (mod Rg) has the same root as fsaprsps(z,y, 21).
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Then we define a set of shift-polynomials gsprsBs1, gsmsBs2 and ¢h s ps1> IsrrsBs2

as
Gsnspst s Ty T o rapa (@, y, ) XTIy ool Zn TR
for ximyiyzizl € Ss1,
GsMSBs2 - xi”yiyzg_izl . f;MSle(x7yv Zl)Xm—l—ixym—l—iyZim—lzgzl
for xizyiyzizl € Sso,
riSBst xizyiyzizl_k -Rg1  for ximyiyzizl € M1 \(Ss1 U Ss2),
JinsBs2 ximyiyzs_izl ‘R for ximyiyzizl € M2\ (Ss1 U Ss2),
for

Sy = {ateyiv 2] =1 |ty 2 “1 is a monomial of frvrsper (T y,21)™ 1 and iy, > k:} ,

21

SQI

xle gyt 2 1 |x”y1yz is a monomial of f/,;¢p. (7, y,21)™ 1 and i, < k:} ,

-/

. VA 1; ’
) i monomials of x*=y'v 2" - fl, opq(2,y, 21)
M, =< x yyz
gy .
for x'=y'vz,"* € S;1 U Sg and i,, > k
Yy 1 1

v
-/ -/ 1
1 3 7 21 /
My = zloy'v 2™ monomials of z+y"v 2" - firrgpa (€., 21)

g4 .
for x'sy'vz;™ € S5 U Ss2 and i, <k

For shift-polynomials gsprsBs2, we eliminate the term zizo by using the Durfee-

Nguyen technique z;2o = N. By definition, the set of indices are the same as:

S i, =0,1,....om—1—kjiy=Fkk+1,...,m—1—i;
=kk+1,...m—1—1,
Ser iy =0,1,....m—1yi, =0,1,...,m—1—iy
iy, =0,1,...,min{k —1,m —1—14,},
Mg i, =0,1,... m—kjiy=kk+1,... m—igi, =kk+1,...,m—1i,,

Mg < i, =0,1,...,m;i, =0,1,...,m —ig;i,, =0,1,...,min{k — 1,m — i, }.

All these shift-polynomials 9smsBs1 (T, Y, 21, 22), gsmsBs2(T, Y, 21, 22)
and GrrrsBs1(TY, 21, 22), 9 prs Bsa (T Yy 21, 22) modulo R have
the root (x,y,z1,22) = (—dp,,¢,p,q) which are the same as
fsmsps(z,y,21) and the definition of z5. In addition, all these shift-

polynomials 9smsBs1 (X, yY, 2121, 2023), gsmsps2(x X, yY, 2121, 2023) and
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Grinispa (@X,YY, 2121, 202), 0orrspen (X, yY, 2121, 20Z5)  are  divisible by
Xm-lym-lgm=lgzk — xm-lym-lgzm=k=lNk  We construct a lattice with
coefficient vectors of gsarspsi(xX,yY, 21721, 2022), gsmsps2(x X, yY, 21721, 20Z5) and
Gerispa @ X, YY, 2121, 2023), g npspsa (X, yY, 2121, 2025) as the bases. We can
obtain two polynomials hg (z,y, 21, 22) and hga(z,y, 21, 22) from LLL outputs. Then,
ﬁsl(ac,y, z1) = 2¥ - hg(x,y,21,20) and iLsg(x, y,21) = 2¥ - hg(x,y, 21, 22), which
have the root (z,y, 21) = (—d,,,¢,p) modulo Rg - p*, have the root over the integers
if the polynomials satisfy Howgrave-Graham’s Lemma. In addition, the polynomials
le(mX, yY, z171) and iLSQ(IL‘X, yY, 21 Z1) with a common divisor Xm_lYm_lZ{”_lNk
are algebraically independent of fsassps(z,y, 21) if they contradict to Hinek-Stinson’s
Lemma. Based on the Jochemsz-May basic strategy [JMO06], the conditions can be
written as
3

2
m3 3 m3 3 (1-m3 3 3 n-_nmn m3—|—o(m3) m3 3

X 6T me+ m°+o(m”) ( "6 ) To(m?)
5oy S tolm 7, e Zy <WrnrsBs

Ignoring low order terms of m, and the condition becomes

1 1N 1 1 (A=n? »* 2o
5'64-(0[-1-5—5)'54'5'(7%'7—?)<(Oz+ﬁ>'

=

The detailed calculation will be discussed later. We optimize the parameter

1
-1 —
! V2
which satisfies 0 <7 < 1 and obtain the condition,
+64+0< !
« S—
V2

The condition corresponds to the second condition of Theorem 6.

4.3.3 Attacks Based on the Jochemsz-May Extended Strategy

Next, we show our lattice construction based on the Jochemsz-May extended strategy.
The lattice construction enables us to solve the equation fsy;sps(x,y,21) = 0 for
larger o + 8 and yields the condition of Theorem 8.

We set an integer

R82 = VVSMSBS()(YV)milZ?L_H—tzéC

_ sMSBs(XY)m_:lZIn_l_kH_tNk
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with some integers m, k = nm, and t = m with restrictions
0<7<n<l1
such that ged(csprsps, Rs2) = 1. We compute asprspse and

féMSBsz(%y, 21) = asmsBs2 - fsmsps(®,y,21) (mod Rs2)

as in the basic strategy and define a set of shift-polynomials gsrrsBs3, gsamrspsa and
JsrMsBs3 JsMSBsa 85

—k m—1—iyym—1—i, pm—1+k+t—iz, |
X Y vZ, Zy

‘f;MSBs2(5177y,2’1)

for x'vy'vz"t € Sss,

9 ety 71
sMSBs3 - Yy 1

i —lzy / m—1—igy m—1—iy, rm—1+t rytz;
gsMSBsa 1 TY yZ fomsps2(®,y,21) X Y "7 Zy
. . iz
for z'=y'v 2" € Ssa,
L —k g
Ginrspss TPy 2 " - Rea for x'y'v2t € M3\ (Ss3 U Ssa),

. k—i, L
GinrsBsa i TFYPze 1 Rg for x'ryvzt € Mgg\(Ss3 U Ssa),
for

Y A . -
o i ia4i| 'Ty'vz™ is a monomial of fl;,¢pe0 (T, Y, 21)" 1
Sg3 1= z'e (T

0<j<t for i,, > k

iz gy 571 5 : / m—1
Sei= |J {2y iz 4| @y"vz " is a monomial of fiygp.0 (7, Y, 21)
S L ]
for i,, <k

0<j<t

./
-/ -/ K3
monomials of x'=y'vz," - f! (x,y,21)
— i 1 sMSBs2\*» J5 <1
Mg :={ 2 yyz . ' ,
for z'=y'vz;"' € Ss3 U Ssq and 7,, > k

./
3 il ql tz /
Moy = d o y"yz monomials Of,x 2y 2 f s pea(TYs 21)
forxwy yz '€ Ss3USs and iy, < k

For shift-polynomials gsaprspsa, we eliminate the term z;zo by using the Durfee-
Nguyen technique z72o = N. By definition, the set of indices are the same as:

S3e i, =0,1,.... m—1—-k+ti,=k—t,k—t+1,...,m—1—1iy
iy, =k k+1,....om—1+1—1,,
Ser &1, =0,1,...,m—1;4, =0,1,...,m —1 —iy;
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iy, =0,1,...,min{k —1,m—1+t—1i,},
Myp =i, =0,1,.... m—k+tiy,=k—t,k—t+1,...,m—iy;
iy, =k, k+1,...,m+1t— iy,

My iy =0,1,...,m5iy =0,1,...,m—ig;i, =0,1,...,min{k — 1,m +t —i,}.

All these shift-polynomials 9sMmsBs3 (T, Y, 21, 22), gsmsBsa(T, Y, 21, 22)
and GrrisBss(T:Y, 21, 22), 9iprsBsa (T, Yy 21, 22) modulo Ry have
the root (x,y,z21,22) = (—dp,,¢,p,q) which are the same as
fsmsps(T,y,2z1) and the definition of zs. In addition, all these shift-

polynomials 9smsBss(@ X, yY, 2171, 2272), gsmssa(x X, yY, 21721, 2075) and
Ginispss(@X,YY, 2121, 202), 9 s psa(@ X, yY, 2121, 2025) are divisible by
Xm-tym-tgm=lgk _ xm-lym-—1zm=k+i=l Nk e construct a lattice with
coefficient vectors of gsprspss(xX,yY, 21721, 202), gsmspsa(x X, yY, 21721, 20Z5) and
Ginispss(@X Y, 2121, 2022), 9 npspea(® X, yY, 21271, 20Z5) as the bases. We can

Zf : hs4(3779721,2’2),
which have the root (x,y,21) = (—dp,,¥,p) modulo Rs, - p”, have the root over

obtain two polynomials hss(x,y,21,22) and hgs(z,y, 21,22) from LLL outputs.
Then, hys(z,y,21) = 28 - heg(@,y, 21, 22) and hgy(z,y,21) =

k
the integers if the polynomials satisfy Howgrave-Graham’s Lemma. In addition,
the polynomials iL33<1’X, yY,2171) and iLs4(£IZX, yY,z17Z1) with a common divisor
Xmolym=lzm=1+t Nk are algebraically independent of fonssps(,y,21) if they
contradict to Hinek-Stinson’s Lemma. Based on the Jochemsz-May extended

strategy [JMO6], the conditions can be written as

(1+3)m3+o(m®)y(L+3 )m®+o(m?) Atr=m?® 3 4 o(m3) <§—@>m3+0(m3)
X\67T32 Y\iszTz2 Zl 22

1 T 3 3
(g—l—f)m +o(m?)
< WSMSB.S

by computing

m m—1 m t
. . 1 7

SX:Z (m—z—j)—i—ZZ(m—@)—(6+§)m3+0(m3),

1=0 7=0 i=0 j=1

m m—i m t

1 T

SY:Z (Z+J)+ZZZZ(§+§>m3+0(m3),

i=0 j=0 i=0 j=1

m m—1 m t

1 o 3

=i+ Y Y (ii-s)= T 1138 4 o(m?),
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s m—i s min{t,s—i} 772 (77_7_)2
S i (2 )

i=0 j=0 i=0  j=1
m—1m—1—i, m—1+t—1i, 1 T
SI=3 3 Y 1= (gt emy

=0 iy=0 iy, =0

Ignoring low order terms of m, the condition becomes

(D) enn D) (o) (5 -0

<(a+6)-(é+%).

Let 7 = 0 and we can obtain the condition based on the Jochemsz-May basic strategy.

To recover a larger root, we optimize the parameter

_1-2 o VI-43-2
= T= 2

and obtain the condition,

—5+8(a+ B) + 85 — 126% — 2(1 — 40)vV1 — 46 < 0.

Note that the restriction 7 < 1 < 1 always holds. The restriction 0 < 7 holds only
when § < 1/ V2 -1 /2. However, the condition always holds for oo 4+ 8 > 1/2, which
is the smallest choice of a + 8 for CRT-RSA.

4.4  Double Partial Key Exposure Attacks on CRT-RSA by

Solving Integer Equations

For double MSBs/LSBs partial key exposure attacks on CRT-RSA, we obtain the

following result.

Theorem 9 (Double MSBs/LSBs). Let 1/2 < a+ 5 < 3/2. For double MSBs/LSBs
partial key exposure attacks on CRT-RSA, when

(18 — 12(a + B))7° 4 (20 — 16(a + B))7 + 5 — 4(a + ) for 2 catp<S

0 <
24713 + 54712 4+ 407 + 10 16 2

5—4(a+ )
10 ’
(12 — 24(a + B))7° + (27 — 30(a + B))7% + (20 — 16(c + B))7 + 5 — 4(a + B)
3672 + 407 + 10

o<

0 <
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1 15
fO’l" §<Q{+B<%,

hold for some T > 0, then public RSA modulus N can be factorized in polynomial

time.

Note that the second condition is vaild when 1/2 < o+ 8 < 5/4 and better than
the other conditions when 15/26 < o+ 5 < 15/16.

4.4.1 Attacks Based on the Jochemsz-May Basic Strategy

As in a previous section, we start from the Jochemsz-May basic strategy. The lattice
construction yields the second condition of Theorem 9.
Recall the CRT-RSA key generation,

edy=1+L,(p—1) and ed;=1+L,(q—1)
with some integers ¢, ¢, =~ N at+B-1/2 We multiply following two equations
ed, —1—4{,=0,p and ed;—1—"{; =14,
and obtain
e*dyd, + edy(ly — 1) +edy(by — 1) — (N — 1)lply — (€, + £, — 1) = 0.
For the double MSBs partial key exposure attack on CRT-RSA, let
dp = dp, M +d,, and dy = dg, M +dg,
and obtain

62(deM + dpl)(dqoM + d(h) + e(deM + dpl)wq -1)
+e(dgM+dy, )by —1) — (N = 1), — (b, + ¢, — 1) =0.

Then we consider the following polynomial over the integers:

farrss(T1, T2, Y1, y2) =€*v120 + (e2dgy M — €)x1 + (€2dpy M — €)x9 + ex1ys + exay;
+ (edgy M — 1)y1 + (edp, M — 1)ya — (N — 1)y1y2 + camsps
whose root is (21, T2, y1,Y2) = (dp,, dg, , bp, £q) Where carrsps = €2dp,dgy M2 —ed,,y M —

edq,M + 1. Absolute of the root are bounded above by X; := N X, := N0 Y, :=
Not+B=1/2 'y, .= No+B=1/2 within constant factors.
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We set an integer

Wansps = N2@T0)

since || fanrsss(T1, 22, Y1, y2)|leo > (N — Dyrye| ~ N2@th), Note that
fanmsps(x1, T2, y1,y2) has the same monomials as the polynomial which Jochemsz and
May considered in [JMO7]. Therefore, we use the same lattice construction as [JMO7].
We set an integer

R = WdMSBs(X1X2Y1Y2)m_1

with some integer m such that ged(cqmsps, Ra1) = 1. We compute agyspst =

Cirrsps (mod Rgp) and compute

Jarisps1 (T1, T2, Y1, Y2) = GamsBst - famsps(T1,T2,y1,y2)  (mod Rgy).
We define a set of shift-polynomials gaarsps1 and g,,95s1 25

by twg Tyy ) Tyo
9gdMSBs1 ‘X1 X9 "Y1 Yo

! m—1—igy y,M—l—lg,y v, Mm=1—0y, y,m—1—iy,
fanrspar (21, 2,91, y2) X4 X, Y, Y,
T T
for z" 2oy, yy"? € Sa,
b

/ . Z'961 iy1 iyz ix1 iwz iyl iyz
JamsBst T1 Ty 2y Yy - Ry for o™ "y " yy"* € Mai\Sax,

for

. . . . i371 iﬂ"Q iyl in 3 ]
G d e giee | T1 T2 Yy Yy IS A monomial of
1= T1 T2 Y1 Y2 5

/ m—1
fdMSle('Tth;ylayZ)
monomials of i i i
o— Yy Yy
May := oy Txg  lyp Gys / 51:117322?/113/22 € Sq1p.
Ty T2 "Y1 Y2 'fdMSle(xlaxZayla?JQ)

By definition, the set of indices are the same as:

Sa1 & iz, =0,1,...om—1—14dy,30., =0,1,...,m—1—1dy,;%, =0,1,...,m —1;
by, = 0,1,...,m — 1,

Mg < ig, = 0,1, 0,m — iy 500, =;0,1,.0.,m —4y,30y, =0,1,...,m;
ly, = 0,1,...,m.

Shift-polynomials gaarsps1 and g, g5, modulo Rg; have the root (21, 22,y1,y2) =
(dp,,dg,,0p,¢y) which are the same as fonmsps(®i,T2,y1,Y2). We con-

struct a lattice with coefficient vectors of ganrspsi(r1X1,22X2,y1Y1,9y2Y2) and
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Ihnrsper (1 X1, 22 X2, y1Y1,92Y2) as the bases. Based on the Jochemsz-May strat-
egy [JMO6], LLL outputs three short lattice vectors which satisfy Howgrave-Graham’s
Lemma when

im 44o(m?)

(X1X2)T52m4+0(m4)(Ylyé)%m4+0(m4) < WdMSB

Ignoring low order terms of m, the condition becomes

5 1 5 1
§-2- 12—!—(@-1-5—5)-2 —12<2(a+6) 7
that is,
5—4(a+ B)
R

The detailed calculation is discussed later.

4.4.2 Attacks Based on the Jochemsz-May Extended Strategy

Next, we show our lattice construction based on the Jochemsz-May extended strategy.
The lattice construction enables us to solve the equation fgnrsps(21,22,y1,y2) = 0
for larger a4 8 and yields the condition of Theorem 9.

We set an integer

Rao = Wanrsps( X1 X2)™ (Y Yo)™ !

with some integers m and ¢ = 7m such that ged(capsps, Ra2) = 1. We compute

-1
aamMSBs2 = Cyursps (Mod Rgz) and

JirisBs2(T1, T2, Y1, Y2) = aamsps2 - famsss(T1,22,y1,y2) (mod Rgz)

as in the basic strategy. We define a set of shift-polynomials ginrsps2 and g,,55s2

as

iz zy
9dM SBs2 $1 9022% 2 fdMSBsQ(xlax27y17y2)X

m—1—1 m—1—1
Y, Y, “2 for 551 xQ yl y” € Sqo,

m—1+t— leXm 1+t— zm2

/ @y Gz, @ i
9dM SBs2 3371 "2y Yy yly “Rgo for 361 1962 Y yg 2 € Ma2\Saz,
for

. . . . X i 'LmQ
PO Taq +J1 Zz2+]2 Ty, Tyg 1’1 33'2 y y
Saz 1= U Ty ) Y1 Yo o
0<j1,52<t fdMSBsZ(xth? y17y2)

y2

is a monomial of }
—1 Y
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Tyy 2y2

monomials of i zm
Maz = ””1 ’“E2 Ty Ty 234 Z/ "2 € Sao
Y - farrspea(T1, 2, Y1, Y2)

By definition, the set of indices are the same as:

Saz & iy, =0,1,...om =141 —1iy,50, =0,1,....m =1+t —1y,;
Zyl:0,1,...,m—1;iy2:0,1,...,m—1,

Mis =iy, = 0,1, om+1 — 0y, 300, = 0,1, ,m+1 —1y,30, =0,1,...,m;
ly, = 0,1,...,m

Shift-polynomials ganrsps2 and g, g5 modulo Rge have the root (x1,z2,y1,y2) =
(dp,,dg,,0p,¢y) which are the same as fanmsps(®1,T2,y1,Y2). We con-
struct a lattice with coefficient vectors of ggnrsps2(r1X1, 22X2,y1Y1,9y2Y2) and
Junrspse(@1X1, 22X, y1Y1,y2Y2) as the bases. Based on the Jochemsz-May strat-
egy [JMO06], LLL outputs three short lattice vectors which satisfy Howgrave-Graham’s

Lemma when*!

4
(XlXZ)(T2+%T2+%T+%)m4+0(m4)(Y1Y'2) 3724217+ 5 )m*+o(m?) Wd(}'w;-;-sl- Lym*+o(m )

Ignoring low order terms of m, the condition becomes
9 5 5 1 3 5 5
5-2. —Z1.2. 2
(T —|—47' +37'+12)—|—<04+5 2) (27' +37'—|—12)
1
< 2(a+pB) - <72+r+1),
that is,

(18 — 12(a + B))72 4 (20 — 16(cv + B))7 + 5 — 4(av + 8)
2473 + 5472 + 407 + 10 '

The condition becomes the same as the first condition of Theorem 9.

o<

Next, we show how to obtain the third condition of Theorem 9. To solve the

equation finrsps(z1,T2,y1,y2) = 0, we set an integer
Raz = Wansps(X1X2)™ (V1Y) 1

with some integer m and ¢t = 7m such that ged(canrsps, Raz) = 1. We compute

-1
adMSBs3 = Cursps (Mod Rgz) and

JinisBss(T1, T2, Y1,Y2) = aamspssfamsps (@1, 22, y1,y2)  (mod Rgs).

*1 In this paper, we omit the calculation since that is the same as [JMO7]. See the paper for

detailed calculation.
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We define a set of shift-polynomials ggrrsps3 and g& MSBs3 a8
9dMSBs3 331 x;”"y y;” fdMSBs3(371» L2,Y1s 2/2)X

m—1+t—1 m—1+t—1 T
Y, Y, 2 for xl 19:2 y y 2 € Sys,

m—1—iz, \,m—1—iy
;Xf 2,

- 7 7
ngSBsS 951 $229y1 - Rgz  for 901 952 ?J1yly2y2 € Maz\Sas,

for

e le 7/902 7/1;1"1_]1 /Ly2+]2
Sas:= | {95'1 TRy T Yo

0<j1,j2<t

tay lyy

331 1Ty y 'Yy
fdMSBs3(x17x27y17y2)

is a monomial of
m—1 )

Mdg =

lay "yz

monomials of
331 Ty y1 fdMSBs:s(iUl,-Tz,yl y2)

xl J’712902 ylyl y2y2 S SdS}
By definition, the set of indices is the same as:

Sus € ig, = 0,1, m—1—iy g, =0,1,... m—1—iy;
v =01, ,m =1+, :0,1,...,m—1—|—t,
Mgz < iy, = 0,1,...,m — 1y, 314, =;0,1,. — sty = 0,1,...,m+ 1
ty, = 0,1,...,m +t.
Shift-polynomials ganrsps3 and gy, gp.3 modulo Rgs have the root (x1,z2,y1,y2) =
(dp,,dg,,0p,¢y) which is the same as fomsps(T1,T2,91,Y2) We con-
struct a lattice with coefficient vectors of ggnrspss(r1X1,22X2,y1Y1,9y2Y2) and
Gunspss(@1X1, 22X, y1Y1,42Y2) as the bases. Based on the Jochemsz-May strat-

egy [JMO6], LLL outputs three short lattice vectors which satisfy Howgrave-Graham’s
Lemma when*?

m o m4
(X1 X) (AT i m ro(n ) (v, yp ) (B g mre(m®) Wé&;;:: miretmt),

The condition becomes the same as the third condition of Theorem 9.

4.5 Single Partial Key Exposure Attacks on CRT-RSA by

Solving Modular Equations

In this section, we further improve a single partial key exposure attack on CRT-RSA

with the least significant bits and obtain the following result.

*2 In this paper, we omit the calculation since that is the same as [JMO7]. See the paper for
detailed calculation.
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Table 4.1. The comparison of recoverable ¢ for each attack.

a Ours [TK15] [LZL14]
0 0.25 0.207106 0.25
0.025 || 0.192823 | 0.184571 | 0.185591
0.05 || 0.170887 | 0.16529 | 0.157196
0.075 || 0.152602 | 0.148005 | 0.132106
0.1 0.135829 | 0.132125 | 0.107106
0.125 || 0.120241 | 0.11731 | 0.082106
0.15 || 0.105616 | 0.103344 | 0.057106
0.175 || 0.091797 | 0.090077 | 0.032106
0.2 || 0.078663 | 0.0774 | 0.007106
0.225 || 0.066120 | 0.065229 | 0.003794
0.25 || 0.054097 | 0.053501 0
0.275 || 0.042532 | 0.0421655 -
0.3 0.031378 | 0.0311793 -
0.325 || 0.020593 | 0.0205082 -
0.35 || 0.010144 | 0.0101234 -
0.375 0 0 -

Theorem 10. Let N = pq be a public RSA modulus where the prime factors p and
q are the same bit-size. Let e = N denote a public exponent and d, ~ N denote
a CRT exponent such that ed, =1 (mod (p — 1)). Given the public elements (N,e)

as well as Jp > NO5=9 which is the least significant bits of a CRT exponent. If
e )< —5*2”114“40‘ for % <a< %, or
e (a(l —2(0—a))—d(1—4(6 — a))2> +a(d—a)(1+2a—49) <0 wheren =

26(1—4(6—))+24/8(5—a) (1+2a—85(1—20+2a
1-2(0—w)

) for0 < a< 1—18,
then the public modulus N can be factorized in polynomial time.

For the improvement, we solve the same modular equation as Lu et al. where the

analysis was written in Section 4.3.1. We obtain the result by designing better lattices
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to solve the equation. In Section 4.5.1, we observe corrected Lu et al.’s lattice which
we studied in Section 4.3.1.

451 Observation of the Lu et al. Lattice

Let d;, and Jp be the most/least significant bits of d,,, respectively. As we defined
above, Jp > NO-5=9 and d; < N°. Then the CRT-exponent can be rewritten as
d, = d\,M + d,, where M ~ N°57°. To thwart the Jochemsz-May attack [JMO7], we
only consider the case d, ~ N in this section and omit the analysis of the other

case since the generalization is almost trivial. The key generation can be written as
e (d;M+Jp) =1+/{4(p—1)
with some integer ¢. Lu et al. [LZL14] formulated the following equation:
1—ed,—eMz—y=0 (mod p)

whose solution is (z,y) = (d},,¢). There are two algorithms known to solve the equa-
tion due to Herrmann and May [HMO08|, and Takayasu and Kunihiro [TK14d]. Her-
rmann and May’s algorithm is based on the Jochemsz-May strategy whereas Takayasu
and Kunihiro’s algorithm is not. The latter algorithm works for larger § than the for-
mer algorithm for small «;; when « ~ 0, the latter algorithm works for § < 1/4 and the
former algorithm works for 6 < (v/2 —1)/2 = 0.20710---. The fact shows that when
we can construct a better attack which cannot be obtained by the Jochemsz-May
strategy, it works with less partial information for the same .

Lu et al., Takayasu and Kunihiro formulated the following equation
1—ed,+x(y—1)=0 (mod eM)

whose solution is (z,y) = (¢, p). They solved the equation where the lattice construc-
tion is based on the Jochemsz-May strategy as the Herrmann-May. However, the
formulation affects the resulting attack condition. The latter attack works for large
a than the former attack; when 6 ~ 0, the latter algorithm works for o < 3/8 and
the former attack works for o < (v/2 —1)/2 = 0.20710---. The fact shows that the
latter formulation, i.e., mod eM equation, yields the attacks which work for larger «
than the former equation, i.e., mod p equation.

Our improved attack in this section is constructed by solving the mod eM equation
and the lattice does not follow the Jochemsz-May strategy. The improvement is

reasonable from the above discussion. Although we solve the same mod eM equation,
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Lu et al.’s attack is based on the Jochemsz-May strategy. Hence, our attack works
for larger 0 than the previous attack. Although Lu et al.’s modulo p attack with
the Takayasu-Kunihiro attack is not based on the Jochemsz-May strategy, our attack
works for larger o than the previous attack. Therefore, our attack is better than the
previous best attacks for all .

Lu et al. constructed a lattice whose basis consists of polynomials which have
the same root as the original polynomial modulo (eM)™. We want to analyze
the validity of the lattice construction by considering the helpful polynomials strat-
egy [May10, TK14d]. Based on the strategy, as many helpful polynomials (which have
diagonals whose sizes are smaller than (eM)™) as possible should be selected and as
few unhelpful polynomials (which have diagonals whose sizes are larger than (eM)™)
as possible should be eliminated as long as a basis matrix to be triangular.

Then we observe the corrected Lu et al. lattice after the parameter optimization.

There are polynomials with diagonals

o XHiYi=S(eM)™ " fori=s,8+1,...,m;5=0,1,...,m —1,

o XHizs—(eM)™ ¢ fori=0,1,...,5s—1;5=0,1,...,m — i,

o XYHi=s(eM)" i fori=s—t,s—t+1,...,m;j=s—t—i,s—t—i+1,...,t,
o X757 =i(eM)™ " fori=0,1,...,s—1;5=1,2,...,min{t, s —i}.

We focus on the bottom two families of polynomials, i.e., gfi j](x,y,z). The lattice
basis does not contain as many helpful polynomials as possible since when polynomials

gfiyj](:z:,y,z) fori=1,2,...,s—1;j=s—1
are added in the basis, the corresponding diagonals become
o Xi(eM)™ i fori=1,2,...,5—1

and

Xi(eM)m—i — N(a—l—%—é)m—(%—&)i < N(a—i—%—&)m — <€M)m
Similarly, the lattice basis contains some unhelpful polynomials which do not con-
tribute for the basis matrix to be triangular since the basis matrix is still triangular
without polynomials

1—46 -‘ {1—\/1—45
—m 5 —_—

Lo ) fori= 1= +1 =t
91,52, Y, 2 ori= ¥; oy; m My =

whose corresponding diagonals are
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° Xiyi—l—t—s(eM)m—i for i = (17\/4157467%“ (17\4/}57467”-‘ +1,.

) co,m

and the following inequality holds:
X'L’yi—i—t—s(eM)m—i — N(a—l—%—&)m—l—&i—%(s—t) > N(a—i—%—é)m _ (GM)m
Notice that

I(S_t):&_l(1—225_\/1—?—25)7”:5(@,_1—\4/2—457”) >0

2
for all ¢ = [1’ 1’46mw , 1*V4}5745mw +1,...,m.
The above examples are not all the helpful polynomials which are not selected and
all the unhelpful polynomials which are selected. Hence, if we can construct more

appropriate lattices, the resulting attack condition can be improved.

4.5.2 Improved Lattice Construction for 1/18 < o < 3/8

Based on the above observation, we construct more appropriate lattices than Lu et

al. More concretely, we select all helpful gfi’j](x, y,z) for i +j > s and do not select
any unhelpful gfm](x, y,z) for i+ j > s.

At first, we analyze which gfi’j](x,y,z) for ¢+ + j > s are helpful or not. As we
explained, the corresponding diagonals are XY+ =%(eM)™~¢. Then the polynomials

are helpful when
iy i+j—s m—1 m . 1 . 1 -
XY (eM) < (eM) @az+§(z+]—s)< a+§—6 i
& j < s— 20i.

Therefore, we collect the following shift-polynomials:

gig)(@,y,2) fori=0,1,...,m;j=0,1,...,m—i and
gfi:j](xmyaz) fOTiIO,l,...,m;j = 1727"‘?L8_26iJ

in a lattice basis. Here, we do not take into account if polynomials gj; ;(,y, z) and
gfi’ il (z,y, z) for i+ j < s are helpful or not, however, these polynomials contribute the
basis matrix to be triangular. Hence, we use the above collection of shift-polynomials
only when n > 24. Otherwise, polynomials g; j(z,y,2) for i +j > gkm do not
contribute the basis matrix to be triangular. We will analyze the other case in the

next section.
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We compute the resulting attack condition. A dimension n and a determinant of
the lattice det(L(B)) = X5XYY Z%2 (e M )%™ are computed by

m m—1 m LS—25ZJ
1
n=3Y 3 1+ 1:(5—(5+n)m + o(m?),

i—0 j—=0 i—0 j—1

=Y Y+ Y 3 o= (24 D) o)
i=0 j=0 i=0  j=1
m m—i m [s—261] (1 . 25)2

I S ST TS S R RO R L) )
i=s 7=0 1=0 j=max{s—i+1,0}
s—1m—1 s—1 s—1

Sz = Zs—z —|—ZZ$—Z—] %m+ o(m?),
1=0 7=0 1=0 j5=0

seM—Z (m—i)—i—z Z (m—i):<T+g>m3+o(m3).

=0 5=0 =0 gj=1

LLL outputs short lattice vectors and the corresponding polynomials satisfies
Howgrave-Graham’s Lemma when X5XYY 752z (eM)%M < (eM)™". Ignoring low

order terms of m, the condition becomes

1—-26 7 1 (1—25)2 772 1 1 20 7
Oé( 3 +§>+§(T+7 < Oé+§ 1) 6 34—5 .

To maximize the right hand side of the inequality, we set the parameter n to be a

1 1 1 1
a-+-n=|la+--90] =,

solution of

2 2 2 2

that is,

1—-20

n: 2

By substituting the parameter, the above attack condition becomes
7(1—26)% —4(1 —20) — 8(a+1/2) +4 > 0.

Therefore, the attack works when

5 — 21+ l4a

)<
14

as required.
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Notice that the attack works only when 1520 > 26, that leads to § < % and

2 6
equivalent to

- 1
o> —.
18

4.5.3 Improved Lattice Construction for 0 < o < 1/18

In this section, we propose an improved attack for 0 < a < 1/18, i.e., the second
condition of Theorem 10. We defined the collection of shift-polynomials in Section
4.2 by analyzing if polynomials gfL i (x,y,z) for i + j > s are helpful or not. As we
explained, we use the lattice only when > 2§. Otherwise, polynomials g; ;(z,, 2)
for i + j > 55 do not contribute the basis matrix to be triangular.

To improve the attack for 0 < a < 1/18, we analyze which polynomials g; ;1(,y, 2)
for i +j > = and ¢ > s are helpful or not. As we explained, the corresponding

25
diagonals are X*T/Y"~5(eM)™ . Then the polynomials are helpful when

L . 1 1
XTIy ' =S(eM)™ " < (eM)™ @a(i%—j)—l—ﬁ(i—s) < <a+§ —5)@'
. s— 201
=71 < .
2ce

Therefore, we collect the following shift-polynomials:

— 201
91,51 (2, Y, 2) fori:(),l,...,L%J;j:O,l,...,min{m—i,LS 5 ZJ} and

g2 y,2) fori=01,..., L%J;j =1,2,...,|s — 20i]
in a lattice basis. Here, we do not take into account if polynomials g; j(x,y, 2) for

i+j > 55 and ¢ < s are helpful or not, however, these polynomials contribute the

basis matrix to be triangular.
We compute the resulting attack condition. A dimension n and a determinant of

the lattice det(L(B)) = X*XY*®Y Z%2(eM)®<™ are computed by

—

%J min{m—i,LS;iiéiJ} \_%J [s—2617]

B Qa o 20 — « o 1420 n 2 2 2
- <2(5— o) (1-55) < a2 1) + g (g5) ) +otm),
=] min{m—i,L%J} L5 [s—267]

sx = (i—l—j)—f—z Z i

i=0 j=0 i=0 j=1

,_
[
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o« 7 1 § 1\ n 5 1\ /n\2
‘a—a(l‘%)(‘5*(%‘5)%*(%‘5)(5))m‘°’
L ) ko)
|25 ) min{m—d,[*52% ]} L35 |s—25i)
sy =Y > G=s)+>. >, (i+i—s
i=s =0

1=0 j=max{s—i+1,0}

« n 1 1 0(14+2a—25)\ n 3
- = _(1-21)(= - I
206 — )2 ( 25) (3 * <3 a 25 )™
a’ ny (n\2 (1 6(1+2a—25)  6*(1+420—20)%\ ,
+2(5 —a)? (1 a 2_5> (2_5> (§ a a * a? ) "
1=20° 0\’ 4. 4
g (g5) " olm),
s—1m—1 s—1s—1 772
sz=) ) (s=i)+) D (s—i—j)=Fm’+o(m?),
i=0 j=0 i=0 j=1
| &5 ) min{m—i,252% ]} 5] [s—25i]
SeM = (m—i)-i-z Z (m—1)
i=0 =0 =0 j—1

J:
1+4 1 n\? a? n 3
cnm— (— 2 (2 (LY (1 _>
o ( 3 (6) (25) +6(5—a)2< 25) )™
o? n i 30 —a  a®—3ad+35% 7
- . L(1= _) — .4 3 3.
+6(5—a)2 20 ( 20 ( a a? 25) m + o(m’)
LLL outputs short lattice vectors and the corresponding polynomials satisfies
Howgrave-Graham’s Lemma when X*XY*Y Z5%(eM )%™ < (eM)™". Ignoring low
order terms of m, the condition becomes

52(1 — 2(6 — a)) (%)3 ~36%(1— 4(6 — a)) (%)2 +300- oL —a? <.

To minimize the left hand side of the inequality, we set the parameter n to be a
solution of
7)? n _
d(1-20—-a)(=zx) —20(1-4(0— ) = +a=0,
26 2
that is,

20 (1 —4(6 — @) +2/6(6 — a)(1 + 2a — 86(1 — 25 + 2a))
1-2(0—a)

By substituting the parameter, the above attack condition becomes

’]’]:

n (a1 =20 - )) = 5 (1 - 4(6 = ))*) + (6 — a)(1 + 20 — 4) < 0.
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It is equivalent to the second condition of Theorem 10.

4.6 Concluding Remarks

In this chapter, we proposed improved partial key exposure attacks on CRT-RSA when
attackers obtain the MSBs/LSBs of d, or/and d,. At first, we used Coppersmith’s
integer equations solving method for the improvement. The approach enables us to
obtain the improved attack with the MSBs of d,, or d, for larger e < N 3/8 and the
improved attack with the MSBs/LSBs of d, and d,. Next, we constructed better
lattices to solve modular equations and obtained the improvement for the attack with
the LSBs of d,, or d,. The attack works with less partial information for all e < N3/8
than previous attacks.

An open problem is whether we can further improved an attack with the MSBs of
d, or d,. Compared with the analogous attack with the LSBs, the condition is quite
unnatural. In particular, the best attack for the smaller e proposed by Blomer-May
and that for the larger e by ours work under completely different conditions. Hence,
the best attack condition is covered by somewhat unnatural curve. As the attack with
the LSBs, we should find attacks that improve the existing ones for all e < N3/8.
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Chapter 5

Partial Key Exposure Attacks on RSA

for General Exposure Scenarios

5.1 Introduction

5.1.1 Background

Let N = pq be a public RSA modulus where p and q are distinct prime factors with
the same bit-size. A public/secret exponent e and d such that ed = 1 (mod ®(N))
where ®(N) is Euler’s totient function. There is a variant of RSA called Multi-Prime
RSA that have a public modulus N = H;:1 p; where p;’s are all distinct primes with
the same bit-size. A public/secret exponent of Multi-Prime RSA satisfies the same
equation as the standard RSA. Multi-Prime RSA offers faster decryption/signing by
combining with Chinese Remainder Theorem.

From the invention of RSA cryptosystems, hardness of the factorization/RSA prob-
lem have been intensively studied. One well known approach in the literature is lattice
based Coppersmith’s methods [Cop96a, Cop96b]. The method showed an RSA mod-
ulus N = pq can be factorized in polynomial time with half the most significant bits
of a prime factor. Although Coppersmith’s methods requires involved technical anal-
yses, the method has revealed the vulnerability of RSA in many papers. One of the
most famous result is Boneh and Durfee’s small secret exponent attack on RSA [BD0O]
that factorizes an RSA modulus N in polynomial time when d < N1=1/V2 = N0.292-
Ciet et al. [CKLQO2] extended the attack for Multi-Prime RSA and their attack works
when d < N1=V1-1/r,

Boneh, Durfee, and Frankel [BDF98] proposed several attacks on RSA called partial
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key exposure attacks that make use of the most/least significant bits (MSBs/LSBs)
of d. Afterwards, the research becomes a hot topic and numerous papers have been
published. Although the original attacks [BDF98] work only for a small e, several
improvements [BM03, EJMdWO05, SSM10, TK14d] have been proposed using Copper-
smith’s methods [Cop96a, Cop96b]. In particular, Ernst et al. [EJMdWO05] revealed
that RSA becomes vulnerable even for a full size e and Takayasu-Kunihiro’s attacks
[TK14d] contain Boneh-Durfee’s small secret exponent attack [BD00] as a special
case. Besides these results, numerous papers have studied partial key exposure at-
tacks for various attack scenarios; attacks on Multi-Prime RSA with the MSBs/LSBs
of d [Hin08], attacks on RSA with the MSBs of a prime factor [SMS08], attacks on
RSA with the MSBs/LSBs of d and the MSBs of a prime factor [SMO08], attacks
on RSA where the prime factors share the same LSBs [SWST08], attacks on RSA
where the prime factors are almost the same sizes [dW02], attacks on Multi-Prime
RSA where all the prime factors are almost the same sizes [TK14c, ZT13, ZT14], and
more.

Indeed, there are many papers that study partial key exposure attacks on RSA.
However, the situation does not immediately mean that the problem is worth studying
in such many papers. Among the above variants of the attack, some papers capture
almost the same attack scenarios. Hence, essentially the same algorithms have been
proposed in several papers. We do not think the situation is not desirable for the

development of the cryptographic research.

5.1.2 QOur Contributions

To resolve the situation, we define a general partial key exposure scenario. For the
purpose, we classify some existing works with respect to three properties; attackers
know partial information of a secret exponent and prime factors for Multi-Prime RSA.
Since there are no results that capture the three properties simultaneously, we define
a general attack scenario as follows.

Definition 3 ((a, 3,7, §)-Partial Key Exposure Attacks on RSA). Let N = []'_, p;
where all py,...,p, are distinct primes of the same bit-size. Let e = N® and d =
N¥ such that ed = 1 (mod ®(N)). Given (N,e,d, ®(N)) where d > NP~ is the
MSBs/LSBs of d and |®(N) — ®(N)| < N°, the goal of the problem is to compute
®(N).

We parametrize the problem with respect to (a, 3,7,9). Notice that the number
of prime factors r is independent of the hardness of the problem. Although partial



78 Chapter 5 Partial Key Exposure Attacks on RSA for General Exposure Scenarios

information of prime factors in previous works are defined in various ways, the above
definition captures several exposure scenarios simultaneously. For example, let us
focus on an attack on RSA with the most significant bits prime factors and an attack
on Multi-Prime RSA. Given p which is the ¢’ log N MSBs of an RSA prime factor p,
then we regard ®(N) = N —pN/2=9 — | N/pN1/2-9"| and an attack on RSA with the
most significant bits of prime factors is captured by § = 1/2 — ¢’ since |®(N) — S(N)|
is bounded above by N/2-%" within a constant factor [SM08, SMS08]. Similarly, we
regard ®(N) = N and an attack on Multi-Prime RSA is captured by § = 1 — 1/r
since |®(N) — N| is bounded above by N'~!/7 within a constant factor [Hin08]. Since
we analyze all 0 <~ < g and 0 < § < 1, our definition covers several existing works
simultaneously. Moreover, the definition will cover other unknown variants that will
be studied in the future. Then our results can be viewed as a tool kit to study partial
key exposure attacks as [BMO05]. It means that our results enable even beginners
of Coppersmith’s methods to examine the security of such future variants without
understanding the technical detail of this paper.

We use lattice based Coppersmith’s methods to solve integer /modular equations as

previous works and obtain the following results.

Theorem 11. Given the MSBs/LSBs of d, there are polynomial time algorithms to
solve (a, 8,7, d)-Partial Key Exposure Attacks on RSA when

3—8—24/624+3(a+B-1)8

3

o v <

Theorem 12. Given the MSBs of d, there are polynomial time algorithms to solve
(1,8,7,0)-Partial Key Exposure Attacks on RSA when

L7<1—§<&+¢M%—3+6m>ﬁrﬁ<1—5— -9
2. v < 1+ﬁ_v42_3(1_5)2 for1—06— \/@ <pB<1—6and1/3 <9, and for

1—5—\/@§5<1—\/§and5<1/3,

3.3 =31 —-0)r*+73 < Or—BHN° here A = max{vy,5 + 6 — 1} and T =

ST A—28)
1_%]@“1—5 <8< w and 1/3 < § < 2/3, and for

1-0<B<d— B gnd2/3<3s,
Jo oy < 2020 g 30=00H0) ¢ g 3UZOHAZY) ng /3 < § < 2/3,
5.~y < 2+ﬁ—26—2\/(,8;—5—1)(,3+46—1) for 3(1_5)224(1—6) < B and 1/3 <,

6.7§1—%375f07’1—\/§§5 and 6 < 1/3.
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Fig. 5.1. Comparisons of partial key exposure attacks on RSA with the ~ 1% log N
MSBs of p, i.e., (1,03,v,5/16)-partial key exposure attacks. We compare
how much portions of d should be exposed for S between Sarkar and
Maitra’s attack (gray areas) [SMO8| and our Theorem 12 and 3 (red ar-
eas). The left (resp. right) figure represents the attack with the MSBs
(resp. LSBs).

Theorem 13. Given the LSBs of d, there are polynomial time algorithms to solve
(1,8,~,0)-Partial Key Exposure Attacks on RSA when

1.7<1—§<5+\/5(45—3+66)> for B<1—4— /200
2. v < LAy 42_3(1_5)2 Jor1—6— /2D < g g8 vIOITD 36(4-9)

L

3 2 6 ’

First of all, our results cover all the known best attacks as special cases, e.g., The-
orem 11, the conditions 4-6 of Theorem 12, and the condition 3 of Theorem 13 for
d = 1/2 are the same as Ernst et al.’s attack [EJMdWO05]. Extensions of previous
works are not trivial at all. In the context of the algorithm construction of Copper-
smith’s methods, to tackle the equations with the more monomials requires the more
involved analyses. Hence, to extend some attacks with more partial information and
the extended attacks completely cover the original ones as special cases is challenging
in some cases. For example, Ernst et al.’s (1, 8,7, 1/2)-partial key exposure attack
[EJMdWO05] for v = 8 do not cover Boneh and Durfee’s (1, 3, 5,1/2)-partial key ex-
posure attack [BD00]. It takes about ten years until the desired attacks [TK14d] were
proposed. Indeed, in this paper, we have to analyze eight attacks to obtain the best
results for all the cases.

Furthermore, our results offer improved attacks in some special cases. More con-
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Fig. 5.2. Comparisons of partial key exposure attacks on Multi-Prime RSA for the
number of prime factors r = 3, i.e., (1,0,,2/3)-partial key exposure at-
tacks. We compare how much portions of d should be exposed for 3 between
Hinek’s attack (gray areas) [Hin08] and our Theorem 12 and 3 (red areas).
The left (resp. right) figure represents the attack with the MSBs (resp.
LSBs).

cretely, we improve Sarkar and Maitra’s partial key exposure attacks on RSA with
partial information of prime factors [SMO08| for small d and Hinek’s partial key expo-
sure attacks on Multi-Prime RSA [Hin08]. See Figures 1 and 2 for detailed compar-
isons. Indeed, our attacks require smaller portions of partial information of d than
their attacks.

5.1.3 Technical Overview

To provide better attacks based on Coppersmith’s methods is equivalent to provide
better lattice constructions to solve the underlying equations. There is a well-known
strategy for the construction due to Jochemsz and May [JMO06]. The construction
may be simple and easy to understand even for beginners of the research area. Ernst
et al. [EJMdWO05] made use of the strategy for their attacks. Sarkar-Maitra [SMO0S],
Hinek [Hin08], and some other papers extended the attack of Ernst et al. Then, we
also follow the strategy and propose extended attacks in Section 5.2; Theorem 11, the
conditions 4-6 of Theorem 12, and the condition 3 of Theorem 13. The results based
on the strategy are almost naive extensions of the previous attacks although there
are some improved analyses in our results; the condition 6 of Theorem 12 in Section
5.2.3 improves Sarkar-Maitra’s attack.

Notice that the Jochemsz-May strategy does not always offer the best attacks and
lattice constructions that outperform the strategy require involved analyses. For ex-
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ample, Boneh and Durfee’s small secret exponent attack [BD00]; (1, 8, 8,1/2)-partial
key exposure attack, does not seem to be captured by the strategy. To construct
better attacks, we make use of Takayasu and Kunihiro’s attacks [TK14c, TK14d]
where the attack in [TK14c] and [TK14d] solved (1, 53, 3, d)-partial key exposure at-
tacks for 0 < 6 < 1 and (1, ,,1/2)-partial key exposure attacks for 0 < v < 3,
respectively. Technically, the former and the latter attack constructs a better lattice
with respect to the value of § and -, respectively. Moreover, they are the only exist-
ing partial key exposure attacks that outperform the Jochemsz-May strategy [JMO06]
except the Boneh-Durfee attack and its straightforward extension. As we suggested
above, these lattice constructions [TK14c, TK14d] seem to be technically hard to
follow. Indeed, there are only a few papers [TK16a, TK16¢c| that make use of these
results to obtain better results. In this paper, we fully exploit the spirit of the lattice
constructions [TK14c, TK14d] and propose (1, 3,7, d)-partial key exposure attacks
for arbitrary 0 < v < g and 0 < § < 1. Our attacks cover Takayasu and Kunihiro’s
attacks [TK14c, TK14d] for a fixed v = g and § = 1/2, respectively. We study the
attacks with the MSBs and LSBs of d in Section 5.3 and 5.4, respectively.

5.2 Attacks by Solving Integer Equations

In this section, we solve integer equations and propose three attacks, i.e., Attacks 1-3.
The Attack 1, 2, and 3 in Section 5.2.1, 5.2.2, and 5.2.3 corresponds to Theorem 11
and the condition 3 of Theorem 13, the conditions 4 and 5 of Theorem 12, and the
condition 6 of Theorem 12, respectively. Algorithm constructions in this section are
similar to Ernst et al. [EJMdWO05].

5.2.1 The Attack 1

In this section, we consider («,[3,7,d)-partial key exposure attacks with the
MSBs/LSBs of d. When d which is the MSBs/LSBs of d is given, RSA key gen-
eration can be written as e(dM + d’M’) = 1 + k®(N) with some integer k such that
k| < N*tA=1 When d is the MSBs (resp. LSBs), d’ denotes the LSBs (resp. MSBs)
of d, and M = 27198 N) and M’ =1 (resp. M =1 and M’ = 2L(F="10eN])  Then,

we find the root of the following polynomial over the integers:

fil(xayaz) = C—f—@M’LL‘—I—y(@—FZ),

where ¢ = 1 — edM. If we can recover the root (x,y,2) = (—d', k, ®(N) — &(N)),
whole secret information can be computed. By definition, the absolute values of the
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root are bounded above by X := N7, Y := Nt8-1 7 .= N° By solving the integer
equation based on the Jochemsz-May strategy [JMO06], Theorem 11 and the condition
3 of Theorem 13 can be obtained.

We set an (possibly large) integer W such that W < N%tF since
I fir(xX,yY,22)||sc > max{|c|,|[eM'X|} ~ N°TF. Next, we set an integer R :=
W(XY)m=1. Zm+r=14t with some integers m = w(r) and ¢t = 7m where 7 > 0 such
that ged(R,c) = 1. We compute ¢ = ¢! (mod R) and f/;(x,y,2) := c- fi(z,y, 2)
(mod R). We define shift-polynomials g;; and g}, as

gu,:xlxy”UfZ- {1.)(mrl—mx}Mn—1—1y27n+r—1+bwz ﬁH'ILXyHQ%Z eAg
Gip s Xy 2% - R for 'Xy'Y 217 € M\S,

for sets of monomials

S = U {ajixyiyziZ"H

0<j<t

Xy 2'% is a monomial of f;(z,y, zl)m_l} ,

M .= {mix yi” 2z

monomials of zix yiv 21z . fi(z,y, z) for zixyiv iz € S} )
By definition of sets of monomials S and M, it follows that

zXyvziz e S ix=0,1,...,m—1;iy =0,1,....m—1—ix;
1z =0,1,...,1y + 1,

' Xyv2 e M e ix =0,1,...,m;iy =0,1,...,m—ix;iz =0,1,... iy +t.
All these shift-polynomials ¢;; and g¢;; modulo R have the root (z,y,z) =
(—=d',k,®(N) — ®(N)) that is the same as fi1(z,y, z). We build a lattice with these
polynomials.

Based on the Jochemsz-May strategy, the integer equation f;1(x,y,2) = 0 can be

solved when
x(+0)miy (3+5)m® 7 (51545 )m" _pp(b+5)m®

2
ﬁv(%+%)+@+5—D(%+%)+5(é+g+%><Ja+@(é+%)-

1—y—4
20

By substituting 7 = , the claimed inequality of Theorem 11 can be obtained:

3—6—2y/8243(a+B-1)0
3 .
The condition 3 of Theorem 13 can be obtained by substituting o = 1.

v <
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5.2.2 The Attack 2

In this section, we consider (1, 3,~, d)-partial key exposure attacks with the MSBs of
d. As in Section 5.2.1, when d which is the MSBs of d is given, RSA key generation
can be written as e(dM +d') = 1+k®(N) with some integer k such that |k| < N® and
M = 2l71og NJ In this section, we use an additional information k = | (ed —1)/®(N)]

which is an approximation to k. From the simple calculation,

Pk = edM -1 ed—1| |®(N)(edM —1) = (N)(ed — 1)
| o) ®(N) | O(N)®(N)
_|e(@(N)dM — ?(N)CD +(P(N) — ®(N))

S(N)D(N)
_e®(N)(dM — d) — (®(N) — ®(N))(edM — 1)
B O(N)®(N)
_ e(dM —d)| |(®(N)— ®(N))(edM — 1)
TeW) O(N)(N)
By definition,
e(dM — d) ) (B(N) — ®(N))(edM — 1) .
ey | =M B(N)&(N) S

Therefore, k satisfies the following condition:
|k — k| < 2N* where X\ =max{y,3+ 06— 1}.

The approximate value enables us to obtain better results for large 3. Since Sarkar
and Maitra [SMO8] used A = max{~, 5 — 1/2} for 6 < 1/2, we improve the bound
although the following lattice construction is completely the same. We find the root

of the following polynomial over the integers:

fi2(aj7 Y, Z) =cter+ (k + y)(@ + 2)7
where ¢ = 1 —edM as in Section 5.2.1. If we can recover the root (z,y, z) = (—d’, k —
k, ®(N) — ®(N)), whole secret information can be computed. The absolute values of

the root are bounded above by X := N7,Y := N* Z := N° where \ = max{~, § +

d—1}. Although the absolute values of solutions become smaller than those in Section
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3.1, the result in this section is not always better since the Newton polygon of the
polynomial becomes more complex.

We set an (possibly large) integer W such that W < N since
| fio(2X,yY,22)||oc > |B(N)Y| ~ N'tA. Next, we set an integer R := WX 1.
ymtr=irt zm=1 with some integers m = w(r) and t = 7m where 7 > 0 such that
ged(R,¢) = 1. We compute ¢ = ¢! (mod R) and fly(z,y,2) := c - fia(z,y,2)
(mod R). We define shift-polynomials g;; and g, as

97;2 . xixyiyz’iz . fZ/2 . X’fﬂ—l—ixYﬂ’L—l—Ft—iyZm-i-r—l—iz for xixy’iyziz c S’
Glo XYY 27 . R for x'Xy' 217 € M\S,

for sets of monomials

S = U {xi"inHziZ

0<j<t

Xy 2'% is a monomial of f;(z,y, zl)m_l} ,

M = {a:ix y“’ 212

. ./ ./ ./ -/ -/ -/
monomials of z'xy"y 2'z - f;(x,y, z) for x'xy'y 2’z € S} )

By definition of sets of monomials S and M, it follows that

i Xyvz2 e S ix=0,1,...,m—1;iy =0,1,....m—1+t—ix;
iZ:O,l,...,m—l—ix,
rXyv2 e M ix=0,1,...,m;iy =0,1,...,m+t—ix;iz =0,1,...,m —ix.

All these shift-polynomials g;2 and g}, modulo R have the root (z,y,z) = (=d', k —
k,®(N) — ®(N)) that is the same as fis(z,y, z). We build a lattice with these poly-
nomials.

Based on the Jochemsz-May strategy [JMO06], the integer equation fi1(z,y,2) =0

T i \md  (14r 1,7 .
can be solved when X(%Jrf)ng(?Jr +3 ) 72G+35)m* —yy(Grg)m® By substitut-
ing 7 = %, the conditions 4 and 5 of Theorem 12 can be obtained. To follow
the definition A = max{v, 8+d—1}, A = when § < w and A = +d—1

otherwise.

5.2.3 Attack 3

In this section, we propose a better lattice construction than that in Section 5.2.2.
Notice that the Newton polygon of fio(z,y, z) is symmetric with respect to y and z.
Hence, we should add extra shifts for the smaller variable. From the bound of the
Attack 2, Y = N* = N3(=8?%/4 > 7 — N® when § < 1/3. Therefore, we add extra
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shifts for z for such small §. We construct a lattice that is symmetric with respect

to y and z from that in Section 5.2.2 and the integer equation fi2(x,y,2) = 0 can

T

1, 1 54T 2 m3 1,7 . .
be solved when X(§+f)m3Y(§+§)mSZ(é+ T ) < wts)m’, By substituting

T = 1_2‘5_25, the condition 6 of Theorem 12 can be obtained. Notice that when

5<1/3,6+5—1<7§1—%§alwaysholdforﬁ<1.

5.3 Attacks with the MSBs of d by Solving Modular

Equations

In this section, we solve modular equations and propose three attacks, i.e., Attacks
4-6, for (1,,~,0)-partial key exposure attacks with the MSBs of d. The Attack 4,
5, and 6 in Section 5.3.1, 5.3.2, and 5.3.3 correspond to the conditions 2, 3, and 1 of
Theorem 12, respectively. Algorithm constructions in Section 5.3.1 and 5.3.2, that in
Section 5.3.3 are similar to Takayasu-Kunihiro’s [TK14d] and [TK14c], respectively.

5.3.1 The Attack 4

As in Section 5.2.2, when d which is the MSBs of d is given, RSA key generation can
be written as e(dM + d') = 1 + k®(N) with some integer k such that |k| < N and
M = 2719 NI Then, we find the root of the following modular polynomial:

frsBsm(T,y) =1+ (k+2)(@(N)+y) (mod e),

where k = |(ed — 1)/®(N)| which is an approximation to k as in Section 5.2.2. If we
can recover the root (z,y) = (k — k, ®(N) — ®(N)), whole secret information can be
computed. To obtain better results than integer equations based method in Section

5.2, we use a linearized variable z = (l;: + x)y + 1. The absolute values of the root are
bounded above by X := N Y := N° Z := N5+° where A = max{~,5 +6 — 1}.

To solve the modular equation farspsm(x,y) = 0, we use the following shift-
polynomials g[]\ff]Bs'ml(x,y) and g[J\fiS]BS'mQ(ac,y):
g[l\f’?iBs.ml (x,y) — xu_ifMSBs,m(xyy)iem_i and
g[j\i%Bs-WQ (.77, y) = yijSBs,m(xﬂ y)uem—u‘
All these shift-polynomials g[]\f f]Bs'ml and g[]\f %Bs'm2 modulo e™ have the root (z,y) =

(k — k,®(N) — ®(N)) that is the same as firspsm(z,y). We build a lattice with
these polynomials. In this section, we show a basic lattice construction to solve the
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modular equation and the resulting algorithm works when 1 — 4§ — 4/ @ < B <
1—4¢ and 1/3 < 4, andwhenl—é—\/w < B < 1—\/§and5< 1/3. In

the lattice construction, we use shift-polynomials g[]‘f%Bs’ml(ﬂc, y) and g[]‘j*?]Bs'm2(x, Y)

with indices in Z, and Z,, where

I, u=0,1,...,m;i=0,1,...,u and

B-A L 1+A-6-28
5 5 ’

7, & u:0,1,...,m;j:1,2,...,{

respectively. Although the selections of shift-polynomials generate non-triangular
basis matrices, we partially apply the linearization z = (l~€ + z)y + 1 and the basis
matrices can be transformed into triangular as in [TK14c|. We follow the result and

the basis matrices have diagonals

o Xum[PISE @] yim 1955 (0)] Z[1M5520)] gmi oy GMSBsml(y 1) and

[u,1]

° Xu—[lMSBS(u—I—jﬂ Yu—i—j—flMSBS(u—i—jﬂ ZflMSBS(u—l—jﬂ em—u for MSBs.m2

i €N )
MSBs(:\ ._ 0j —(B=A)m
[ (j).—max{o, Y. }

where

Notice that the result is valid only when W <1, ie, g > %‘25, since
unravelled linearization does not work well otherwise in the sense that the diagonals

of triangular basis matrices become larger. We define the above polynomial selections
for all the gMSBs™2 (2 y) to be helpful.

[u,5]
Lemma 7. Assume there are shift-polynomials g[]\fiﬂsjtﬁ“(x, y) foru=u'+j,...,m
and g[]‘fi,lisjﬁi](x,y) for uw = v + 1,...,4' + 5 — 1 in lattice bases. Then,

MSBs.m2

/] (z,y)are helpful polynomials when u' = 0,1,...,m;j =

shift-polynomials g

L..., Lﬁgkm + 1+>‘_55_25 u], whereas shift-polynomials g[%i.],g]s‘m%x,y) are unhelpful
polynomials when v’ =0,1,...,m;j" > 5E>‘m + 1+)‘_55_2f3u.

Proof. Consider the basis matrix B. We add a new shift-polynomial g[l‘f,sj],g]32(x,y)

and construct the basis matrix BT. The value det(B™)/ det(B) can be computed as

det(B™)

XY m—ul
det(B) ’

— Yj/Zu/ m—u’ .
' ( )

where the size is bounded above by N3’ +(B+0)u’ +m—u'+(A=F)(m—u") within a constant

factor. This value is smaller than the size of the modulus e, if and only if

0 +(B+0)u +m—u' +N=B)(m—u)<m
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- A 1+X—-6-23
, B y
=Ty T 5
as required. O

When m + Bé;Am + 1+}‘_55_25m = 1gﬁm <1, ie., g >1—0, shift-polynomials

g[j‘f %B sml(g y) for u > 55 f{_);\_l 11> B2 are unhelpful polynomials and do not

Z 2B+6—r—1
contribute for the basis matrices to be triangular. In addition, when W <0,

ie., 8> %, not all the gﬁ%Bst(x,y) become helpful polynomials. Hence, we
use the above collection of shift-polynomials only when § < min{1l — 9, %_5}
We show that the above lattice yields the condition 2 of Theorem 12. For the
purpose, we compute the dimension
1—A
n = ’Ia: UIy| = TmQ + 0(m2),
and the determinant of the lattices det(B) = X*XY*®Y Z%Z¢%  where

sx = (u—Tlusps(OD)+ D (u—Tlusps(u+j)])

(u,i)EL, (u,j)ELy
148 -2A
N 66

, W 1=B=X+B32—BA+ )\
sy +sz= Y i+ Y (utj)= p 6562 v m? + o(m?),
(u,i) €L, (u,4)€ELy

m® 4 o(m?),

; , I1+A—-2
sz= Y [usps()1+ Y [lusps(u+4)] = Tﬁm3 + o(m?),
(u7i)€Iz (’U«,j)EIy
1 — 2\ 49
Se = Z (m —1i) + Z (m—u) = +565 T m® + o(m?),
(u,i)ET, (u,7)EZy

as required. We can find solutions of fi;sps(,y) = 0 provided that (det(B))'/™ <
e™. Ignoring low order terms of m, the inequality becomes

M1 +BA+B2=B+1-0>0
that yields the bound

_ 14+ 8—+/—3+46+68 — 332
5 :

To satisfy the restriction %’26 < B < min{l — 4, 1*’2\*5} discussed above, the
condition is valid only when 1 — 4§ — 4/ M < B <1-=¢and 1/3 <§, and when
1—0—14/ @ <pB<1l-— \/g and § < 1/3. Notice that the bound is always larger

than 8+ —1. When 8 > 1 — \/g and 6 < 1/3, the Attack 3 becomes the best.

A
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5.3.2 The Attack 5

In this section, we propose an attack for larger 3, ie., 5 > 1—46 for 1/3 < §. As
discussed above, the polynomial selections in Section 5.3.1 have unhelpful polynomials
in this case and we should eliminate them to obtain better results. For the purpose, in
this section, we use shift-polynomials gf‘u{ *;"]B sml(g y) and g[]‘u{ f]BS‘mQ (x,y) with indices

in Z, and Z,, where

I, < u=0,1,...,m;i=0,1,... min{u,t} and

— 1 —0—2
ﬁé)\m-l- A 55 BuJ,t—u}

Iy(:)u:(),l,...,m;j:1,2,...,min{{

for some integer t, respectively. The parameter T = t/m should be optimized later.
The selections of shift-polynomials generate basis matrices that are not triangular.
However, we partially apply the linearization z = (l;: + )y + 1 and the basis matrices
can be transformed into triangular as in Section 5.2.3. Moreover, the diagonals of the
basis matrices are the same as those in Section 5.2.3. Hence, Lemma 7 also holds.
We use the above polynomial selections when Ba;)‘m < t and W > 0 hold,
e, f < min{dT + A, %*5}, since all the gﬂj{%Bs'm%x,y) do not become helpful
polynomials otherwise.

We show that the above lattice yields the condition 3 of Theorem 12. For the

purpose, we compute the dimension

(01 — B+ \)?
251+ A —2B)

n=|I,UI,| = (7‘ )m2+0(m2),

and the determinant of the lattices det(B) = X*XY*®Y Z*Z¢®  where

sx = Y (u—Tllusps())+ > (u—[lysps(u+j)])

(u,i)EL, (u,4) €Ly

= (Z— (or — B+ ) >m3—82+0(m3),

2 65(1 + A= 25)2
Sy + sz = Z 1+ Z (u+])
(u,i)ELy (u,j)EZy

— (7-2 (57— B 5 + )‘)3 (B B )‘)(57— B B + )‘)2> m3 T O(mS),

2 " 32(1+A—28) 202(1+A—25)
sz= Y [lusps()1+ D [lusss(u+j)]

(u,i)EZ, (u,j)ELy
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(6T =B+N? (T =B+ N
= (26(1+)\—2ﬁ) — 3(5(1+)\—2ﬂ)2) m> —|—0(m3),

Se = Z (m—1)+ Z (m —u)

(u,i)EZL, (u,j)EZy
2 3 2 3
o3 Th g T s (0T=B4AN)T 5 (0T=B+N) 4 3
=Tm 2m+6m 25(1_‘_)\_26)m +65(1+)\—2ﬂ)2m + o(m?).

We can find solutions fussps(,y) = 0 provided that (det(B))/™ < e™. Ignoring
low order terms of m, the inequality becomes

2 3 S — 2)3
PUACI) LA LR i
2 2 6 60(1+ X —25)
To maximize the solvable root bounds, we set 7 = 1 — %. To satisfy the

restriction § < min{d7 + A, %_5} discussed above, the attack works when 1 —§ <
B < 3U=00%0) ang 1/3 < § < 2/3, and when 1 -6 < 8 < 6 — Z=1 and 2/3 < 6.
The attack 2 becomes the best for larger 3.

5.3.3 The Attack 6

In this section, we propose an attack for smaller 3, ie., < 1 — 09§ — 4/ @. As

discussed above, the polynomial selections in Section 5.3.1 collect g[]:f *?]Bs‘mz(a:,y)

where all the shifts are not helpful. The defect follows from the fact that when
m > 1, the unravelled linearization does not work well and the diagonals
of the resulting triangular basis matrices become larger. Hence, in this section, we
use shift-polynomials gﬁ%Bs'ml(x,y) and g[]\if]Bs‘mQ(:c,y) with indices in Z, and Z,,

where

I, u=0,1,...,m;i=0,1,...,u and

I, u=0,1,...,m;j=1,2,...,t+u,

for some integer t, respectively. The parameter 7 = t/m should be optimized later.
The selections of shift-polynomials generate basis matrices that are not triangular.
However, we partially apply the linearization z = (l;: + )y + 1 and the basis matrices
can be transformed into triangular as in Section 5.3.1. Moreover, the diagonals of the

basis matrices are the same as those in Section 5.2.3 by modifying

ZMSBS<]€) — max {0’ k —27'm} '

Hence, Lemma 7 also holds.
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We show that the above lattice yields the condition 1 of Theorem 12. For the

purpose, we compute the dimension
n =T, UL,| = (1+7)m? + o(m?),

and the determinant of the lattices det(B) = X*XY*Y Z%Z¢% where

Sx = Z (u—[lmsps(9)]) + Z (u—[lmsps(u+j)1)

(u,i)EL, (u,5)€ZLy

(1,7 3 3
—(3+2)m + o(m?),

. . 2 72
Sy +sz = Z 1+ Z (u+j):(§+7+7)m3+0(m3),

(u,i)EZL, (u,j)EZy

. ) 1
sz= Y [luses()1+ > [lusps(u+j)] = §m3 +o(m?),
(u,i)€EL, (u,j) €Ly

Se = Z (m—1)+ Z (m—u):H—TmS—l—o(mg).
2

(u,i)EL, (u,j)EZy
We can find solutions of fissps(2,%) = 0 provided that (det(B))Y/™ < e™. Ignoring
low order terms of m, the inequality becomes

1 T 2 T2 1 1+7
A =+ = o = — -+ —<1 .
(D) es(ere D) st e e crin

1—-25—X\

To maximize the right hand side of the inequality, we set the parameter 7 = =5

and the condition becomes

3 — 20 —2,/40% — 36 + 636

A<
3

as required.

5.4 Attacks with the LSBs of d by Solving Modular Equations

In this section, we solve modular equations and propose two attacks, i.e., Attacks 6
and 7, for (1, 3,7, d)-partial key exposure attacks with the LSBs of d. The Attack 7
and 8 in Section 5.4.1 and 5.4.2 corresponds to the conditions 2 and 1 of Theorem
13, respectively. Algorithm constructions in Section 5.4.1 and that in Section 5.4.2 is
similar to Takayasu-Kunihiro’s [TK14d]| and [TK14c], respectively.
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541 The Attack 7

As in Section 5.2.1, when d which is the LSBs of d is given, RSA key generation can
be written as e(d + d’'M) = 1+ k®(N) with some integer k such that |k| < N7 and
M = 2LB=1oe NJ  Then, we find the root of the following modular polynomials:

frspsmi(z,y) i=1—ed+x(®(N)+y) (mod eM),
frspsma(z,y) =1+ z(®(N)+y) (mod e).
If we can recover the root (x,y) = (k, ®(N) — ®(N)), whole secret information can be
computed. To obtain better results than integer equations based method in Section
5.2, we use a linearized variable z = xy 4+ 1. The absolute values of the root are
bounded above by X := N° Y := N9, 7 := NP9,
To solve the modular equations frspsmi1(2,y) =0 and frLsps.me(x,y) = 0, we use

the following shift-polynomials g[]ﬁfs'ml(x,y) and gﬁiffs'm2 (z,y):

gESPe N (@, y) = 2" frspem (2, ) (eM)™ " and

. LSBs,
gt2P ™ (@,y) ==y frspeamt (2,9) T D fLsBema(z, y)

em—u ppm—(u=155*()T)

I—lLSBS(j)'| )

where 55— (5 )
JLSBs 5y — 0. % —\P—am
All these shift-polynomials g[Luif]Bs'ml and g[Lu*?jf]Bs'mz modulo (eM)™ have the root

(xvy) = (kvq)(N) - (I)(N)) that is the same as fLSBs,m1($7y) and fLSBs,mZ(xvy)'
We build a lattice with these polynomials. In this section, we show a basic lattice

construction to solve the modular equations and the resulting algorithm works when
_ \/38(4—5 . . )
1—0—4/ ‘S(lTé) <pB<1-— % — #. In the lattice construction, we use shift-

polynomials g[Lf;]]BS‘ml(x, y) and gﬁfﬁst (x,y) with indices in Z, and Z,,, where
I, u=0,1,...,m;i=0,1,...,u and
—A 1+A—6-2
1, u:O,l,...,m;jzl,Q,...,{55 m+ + 3 5uJ,

respectively. Although the selections of shift-polynomials generate non-triangular
basis matrices, we partially apply the linearization z = xy 4+ 1 and the basis matrices
can be transformed into triangular as in [TK14c]. We follow the result and the basis

matrices have diagonals
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° Xuyi(eM)m—i for gLSBS'ml(IL',y) and

[u.]
o X u—[1F5Be (u )] yrustg— [155B2 (utd)] 7[5 B2 (urtd)] gm—u pm—(u—[15B (wt)])  fop

gﬁb‘i?&mz (LE, y)

Notice that the result is valid only when W <1, ie, g > H”VT_%, since
unravelled linearization does not work well otherwise. We define the above polynomial
selections for all the g[M S]BS'mQ(x, y) to be helpful.

u,j

LSBs.m2

Lemma 8. Assume there are shift-polynomials it j,+i](x, y) fori=1,2,....m—

u' in lattice bases. Then, shift-polynomials g@??‘]""mQ(m,y)ar@ helpful polynomials
when v’ = 0,1,...,m;5' = 1,..., L%m + Wu’j, whereas shift-polynomials
gﬁﬁﬁ‘mz(x,y)am unhelpful polynomials when v = 0,1,...,m;j" > B—?’-m +
1—|—'y—5—25u/

0

Proof. Consider the basis matrix B. We add a new shift-polynomial gﬁ*,g’]gf}'m%x, Y)

and construct the basis matrix B™. The value det(B™)/det(B) can be computed as

det(B™)

— Yj/Zu/ mfu'Mu/
det(B) c ’

where the size is bounded above by N9’ +@+Au'+m—u'+(B-v" within a constant

factor. This value is smaller than the size of the modulus (eM)™, if and only if

6j +(0+B)u' +m—u +(B—7u <148 —-7)m

— 1-2 )
<:>j/§55’7m+ 6;‘7 o

as required. O

When W <0,ie, B8 > 1++_5, all the shift-polynomials gﬁéﬁgs'm%x,y)
in the above selection do not become a helpful polynomial since the assumption in
Lemma 8 fails. Hence, we use the above collection of shift-polynomials only when

We show that the above lattice yields the condition 2 of Theorem 13. For the
purpose, we compute the dimension

1 —
n=|I, UZ,| = 2—5%2 + o(m?),

and the determinant of the lattices det(B) = X*XY5Y Z5Ze% MM where

1-8—
sx + 8z = Z u+ Z u:—?g ’ym3—|—o(m3),
(u,i)€L, (u,§)EZy
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, N 1=B=a+ BBy +r?
sy +5z7 = Z i+ Z (u+j) = il 6?2 il 7777,3—|—0(m3),
(u,i)€T, (u,g)€Zy
1-28+7~

_ . N L=abT7 3 3
Sz = Z [lsBs(i)] + Z [larsps(u+5)] = ————m" +o(m"),
(u,i)€Ls (u,4)€ELy
: 1+B8—-2y+46 5 3
Se = Z (m—1i)+ Z (m—u) = % m” + o(m?),
(u,)€Ls (u,3)€Ly
. s/ 2—p—
= Y meit Y (m fue BEP()) = 20 g o),
(u,i)EL, (u,j)ELy

We can find solutions of frsps.mi(z,y) = 0 and frsps.mz(x,y) = 0 provided that
(det(B))'/™ < (eM)™. Ignoring low order terms of m, the inequality becomes

V(A +P)y+B2=-B+1-6>0

that yields the bound

1+8—+/-3+4 — 352
Y < + 8 \/3; 5+68—3p

as required. To satisfy the restriction 1+7_2—26 < B < 1++_6 discussed above, the

condition is valid only when 1 — § — 4/ @ < B <1-— g — w. When
1-— g — —V%gl_é) < 3, Theorem 11 becomes the best.

5.4.2 The Attack 8

In this section we propose an attack that works when 8 < 1—§— @. In the lattice
construction, we use the same shift-polynomials gﬁﬁfs'ml(x,y) and gﬁisjf]gs'm%x,y)

where
11585 (5) = max {0, j — 7m}

with indices in Z, and Z,,, where

I, <u=0,1,...,m;2=0,1,...,u and
I, u=0,1,...,mj3=12,...,t+u,
respectively. The parameter 7 = t/m should be optimized later. Although the selec-

tions of shift-polynomials generate non-triangular basis matrices, we partially apply

the linearization z = xy + 1 and the basis matrices can be transformed into triangular
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as in Section 5.4.1. The basis matrices have the same diagonals as those in Section
5.4.1 although the function I#584(j) is modified.

We show that the above lattice yields the condition 1 of Theorem 12. For the
purpose, we compute the dimension
n =T, UL,| = (L+7)m? + o(m?),
and the determinant of the lattices det(B) = X*XY®Y Z5Ze% M*M  where

sx= ) ut ) u:<§+%>m3+o(m3),

(u,i)€Z, (u,J)ELy

9 2
Sy + 8z = Z i+ Z (u+j)=(§+7+%)m3+o(m3),

(u,i)EL, (u,j)EZy

Se = Z (m—1)+ Z (m—u):H—Tm3+o(m3),

2
(u,i)EZ, (u,j)ELy
sm= >, (m—i)+ D (m—(u—[I"P(j)])
(u,i)EZL, (u,7)ELy
2
= <§m3 + %) m? + o(m?).

We can find solutions of frspsmi(z,y) = 0 and frsps.me(x,y) = 0 provided that
(det(B))Y/™ < (eM)™. Ignoring low order terms of m, the inequality becomes

2 2 2\ 1 2
B(§+%>+5(§+r+%>+ ;T+(ﬁ—7) <§+%) <(IL+8-y)(1+7).

1-25—~
29

To maximize the right hand side of the inequality, we set the parameter 7 =

and the condition becomes

3 — 25 —24/40% — 36 + 636
3

v <

as required.

5.5 Concluding Remarks

In this paper, we defined partial key exposure attacks on RSA to capture general
scenarios. Indeed, several existing works can be viewed as special cases of our general
definition. Then we constructed eight attacks for the scenario. These attacks contain

all the state-of-the-art partial key exposure attacks as special cases. Furthermore,
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our attacks improve several existing attacks in some cases. Due to our generalized
definition of partial key exposure scenarios, we believe that our attacks can be used as
a tool kit. The results enable even beginners of Coppersmith’s methods to examine
the security of several future variants of RSA and upcoming partial key exposure
scenarios.

Although we tried to capture as wide class of partial key exposure scenarios as pos-
sible in this paper, we could only capture Multi-Prime RSA with partial information.
There are other papers that studied partial key exposure attacks on other variants of
RSA; RSA with moduli N = p"¢q [LZPL15, Sar16, TK16a], CRT-RSA [BM03, TK15,
TK16b], RSA with multiple exponent pairs [PHL"15, TK14b, TK16¢|, and more. It
should be interesting open problems to study generalized partial key exposure sce-

narios for these variants as our work.
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Chapter 6

Cryptanalyses of RSA with Moduli
N =p'q

6.1 Introduction

6.1.1 Background

RSA [RSAT78] is one of the most well-known cryptosystems. Let N be the public RSA
modulus, a product of two distinct primes p and ¢ with the same bit-size. The public

and secret exponents are positive integers such that
ed=1 (mod (p—1)(¢g—1)).

The RSA cryptosystem has been extensively studied in numerous papers including lat-
tice based cryptanalysis. In this paper, we introduce two well-analyzed attacks; small
secret exponent attacks and partial key exposure attacks. Boneh and Durfee [BD00]
showed that a public RSA modulus N can be factorized when a secret exponent d is
small, e.g., they proposed a weaker result d < N%284 and a stronger result d < N©292,
Several papers [BM03, EJMdWO05, SSM10, TK14d] have studied the security of RSA
when some portions of the most significant bits (MSBs) or the least significant bits
(LSBs) of d are exposed to attackers. The attack of Ernst et al. [EJMdWO05] are the
best results for general cases, e.g., the MSBs or the LSBs are exposed for general sizes
of e and d. Although Blémer and May [BMO03] and Sarkar et al. [SSM10] achieved
the same result, they are only special cases of Ernst et al., e.g., Blomer and May’s
attack works only with the LSBs and the attack of Sarkar et al. works only with the
MSBs and large e. Takayasu and Kunihiro [TK14d] proposed an improved attack of
Ernst et al. for specific parameters, e.g., small d.
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There are some variants of RSA. In this paper, we study two of them that we call
Takagi’s RSA [Tak98] and the prime power RSA. Both have a public RSA modulus

N =p'q

for r > 2 with distinct primes p and g with the same bit-size. A public and a secret
exponent e ~ N and d ~ N” satisfy

ed=1 (mod (p—1)(¢g—1))
for Takagi’s RSA and
ed=1 (modp™'(p—1)(g—1))

for the prime power RSA, respectively. The security of the variants have been ana-
lyzed; May [May04b] proposed small secret exponent attacks and partial key exposure
attacks on the prime power RSA, and Itoh et al. [IKKO08] proposed small secret ex-
ponent attacks on Takagi’s RSA. Recently, the research area becomes a hot topic
and several papers have been published. Huang et al. [HHX"14] proposed partial
key exposure attacks on Takagi’s RSA. Sarkar [Sar14] proposed small secret exponent
attacks on the prime power RSA, and further improved the result in [Sarl6] with a
result for partial key exposure attacks. The result is better than May for small 7.
Lu et al. [LZPL15] proposed small secret exponent attacks and partial key exposure
attacks on the prime power RSA that fully improve May’s attack and are better than
Sarkar’s attack for r > 5.

Attacks of May [May04b], and Lu et al. [LZPL15] make use of the special structure
of a public modulus N = p"q and a key generation equality of the prime power RSA.
Then, their attacks do not work for the standard RSA. However, a naive approach for
the analysis of RSA variants should be generalizations of the attacks on the standard
RSA. By definition, Takagi’s RSA and the prime power RSA become the same as
the standard RSA for r = 1. Hence, the attacks on the variants for r = 1 should
completely cover the currently known best attacks on the standard RSA; the stronger
Boneh-Durfee small secret exponent attack, partial key exposure attacks of Ernst
et al., and Takayasu and Kunihiro. Since a public modulus N and key generations
for the variants are more involved than the standard RSA, the analyses also become
involved. Indeed, almost all the algorithm constructions and their strategies are too
complicated to understand since the connections with those for the standard RSA are
unclear. Moreover, existing attacks on the variants for » = 1 do not fully cover the
currently known best attacks on the standard RSA.
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6.1.2 Our Contributions

In this paper, we study the security of Takagi’s RSA and the prime power RSA. The
main focus of this paper is to generalize the currently known best attacks on the
standard RSA, e.g., small secret exponent attacks and partial key exposure attacks,
to the variants and to exploit the connections between their algorithm constructions.
We show that the lattices used to attack the standard RSA can be transformed into
lattices to attack the variants with simple operations. More concretely, the lattices
used to attack the standard RSA can be transformed into lattices to attack Takagi’s
RSA (resp. the prime power RSA) by multiplying {1, q,pq, p?q,...,p" " 1q} (resp.
{q%, pq®, p*q*, ..., p" " tq% p"1q**!} with some integer a) to all the polynomials in
the bases. Hence, dimensions of the lattices that we use to attack the variants are
larger by a factor of (r + 1) of the original lattices to attack the standard RSA. We
believe that the connections offer better understanding for our algorithm constructions
and enable us to easily generalize other attacks for their variants. As applications of

our generalizations, we obtain the following results:

e In Section 6.2, we propose a partial key exposure attack on Takagi’s RSA that
fully generalizes the attack of Ernst et al. [EJMdWO05]. Our attack becomes
the same as Huang et al. [HHX114] with the exposed LSBs and better than
the attack with the exposed MSBs for all «, 8, and 7.

e In Section 6.3, we give a simpler proof for the Itoh et al. small secret expo-
nent attack on Takagi’s RSA that fully generalizes the stronger Boneh-Durfee
attack [BD00]. Our alternative proof fully generalizes that of Herrmann and
May [HM10] for the stronger Boneh-Durfee attack and enables us to under-
stand the Itoh et al. attack in detail. Based on the understanding, we propose
a partial key exposure attack on Takagi’s RSA with the exposed LSBs that
fully generalizes Takayasu and Kunihiro’s attack [TK14d]. The attack is better
than our attack in Section 6.2 and that of Huang et al. [HHX14] for all a and
r when (3 is small.

e In Section 6.4, we propose a small secret exponent attack on the prime power
RSA that fully generalizes the weaker Boneh-Durfee attack [BD00]. To ob-
tain the attack is technically easy since it is an extension of Sarkar’s at-
tack [Sarl6] for arbitrary a. However, the extension reveals an important fact.
Although Sarkar’s attack, which captures only for a = 1, is weaker than Lu
et al. [LZPL15] for » > 5, our attack is better than Lu et al. for all » when
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« is small. In addition, we propose a partial key exposure attack that fully
generalizes the Ernst et al. [EJMdWO05]. Our attack is better than Sarkar’s
result for small @ and 3, and is better than Lu et al. [LZPL15] for small r.

e In Section 6.5, we propose a small secret exponent attack on the prime power
RSA that (almost) fully generalizes the stronger Boneh-Durfee [BD00]. The
attack is better than our attack in Section 6.4. In addition, we propose a
partial key exposure attack that (almost) fully generalizes Takayasu and Ku-
nihiro [TK14d]. The attack is better than all known attacks for small r and

B.

Since the elliptic curve method factorization [Len87] becomes efficient for large r and
Boneh et al. [BDH99] revealed that only a 1/(r 4+ 1) fraction of the most significant
bits of p suffices to factorize the modulus, they are the more important for small 7.
Then, we mainly compare our results and previous works for » = 2 and 3 throughout

the paper, although we analyze the security for arbitrary 7.

6.1.3 Technical Overview

In 1996, Coppersmith introduced lattice based methods to solve univariate modu-
lar equations [Cop96b] and bivariate integer equations [Cop96a], and they can be
extended to more variables with a reasonable assumption (that we discuss later).
The method is useful to evaluate the security of RSA. See [Cop97, Cop01, NSO1,
May03, May10]. Indeed, small secret exponent attack was firstly mentioned by
Wiener [Wie90]. The attack is based on a continued fraction approach and works
when d < NY25  Later, Boneh and Durfee revisited the attack and improved the
bound to d < N%292 using Coppersmith’s method. Although the original Copper-
smith method is conceptually involved, simpler reformulations have been proposed;
for modular equations by Howgrave-Graham [How97]| and for integer equations by
Coron [Cor04, Cor07]. In short, the methods construct a lattice whose bases consist
of coefficients of polynomials that have the same roots as the original equations. By
finding short lattice vectors using the LLL reduction, the original equations can be
solved. The methods can solve modular (resp. integer) equations when sizes of roots
are to some extent smaller than the modulus (resp. the norm of polynomial).

To maximize solvable root bounds, appropriate selections of lattice bases are es-
sential. Jochemsz and May [JMO06] proposed a conceptually simple strategy for the
lattice constructions. Although the strategy does not always offer the best results,

usually offers the best or similar bounds. For example, the Boneh-Durfee weaker result
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d < N928 can be obtained based on the strategy. Especially, the strategy is the more
compatible with integer equations based analysis. To the best of our knowledge, there
are no algorithms solving integer equations outperforming the Jochemsz-May strat-
egy; currently known best algorithms solving any integer equations can be captured
by the Jochemsz-May strategy. Furthermore, most algorithms by solving modular
equations based on the Jochemsz-May strategy can also be obtained by solving in-
teger equations based on the strategy although reverse does not always hold. For
example, in the context of partial key exposure attacks on the standard RSA, Ernst
et al. [EJMdWO05] solved integer equations, whereas Blomer and May [BMO03], and
Sarkar et al. [SSM10] solved modular equations, and all these results are captured by
the Jochemsz-May strategy. As we noted, attacks of Blomer and May, and Sarkar
et al. are only the special cases of Ernst et al. However, in the context of secu-
rity analyses of Takagi’s RSA and the prime power RSA, there are no results known
that solved integer equations. Therefore, we solve integer equations for Takagi’s RSA
(Section 6.2) and the prime power RSA (Section 6.4), and fully generalize the weaker
Boneh-Durfee and Ernst et al.

Although the differences are small, there are some results that outperform the
Jochemsz-May strategy by solving modular equations, e.g., the stronger Boneh-Durfee
attack d < N%292 [BD00]. In general, analyses to obtain attacks outperforming the
Jochemsz-May strategy are difficult. Indeed, there are no results known that attack
Takagi’s RSA or the prime power RSA outperforming the Jochemsz-May strategy
except the Itoh et al. small secret exponent attack on Takagi’s RSA [IKKO08]|. In
the context of the stronger Boneh-Durfee attack, the proof is involved since determi-
nants of lattices, whose basis matrices are non-triangular, should be calculated. For
the purpose, Boneh and Durfee introduced geometrically progressive matrix although
the notion is unfamiliar. Since Itoh et al. followed the proof, the analysis is also
involved. The fact makes it difficult to obtain partial key exposure attacks on Tak-
agi’s RSA outperforming the Jochemsz-May strategy. As the hope of such situations,
Herrmann and May [HM10] gave a simpler proof for the stronger Boneh-Durfee at-
tack. They used unravelled linearization [HM09] and transformed Boneh and Durfee’s
non-triangular basis matrices to be triangular. The simpler proof offers better under-
standing of the attack. Based on the understanding, Takayasu and Kunihiro extended
the stronger Boneh-Durfee attack to partial key exposure attacks outperforming the
Jochemsz-May strategy. As the same way, we give a simpler proof of the Itoh et
al. and propose a partial key exposure attack on Takagi’s RSA outperforming the

Jochemsz-May strategy (Section 6.3). Moreover, we analyze better lattice construc-
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tions and propose small secret exponent attacks and partial key exposure attacks on
the prime power RSA outperforming the Jochemsz-May strategy (Section 6.5).

6.2 Attacks on Takagi's RSA by Solving Integer Equations

In this section, we analyze the security of Takagi’s RSA by solving integer equations.
In Section 6.2.1, we give an alternative proof of the Itoh et al. small secret exponent
attack [IKKO08] that was proposed by solving modular equations. In Section 6.2.2,
we propose a partial key exposure attack that fully generalizes the attack of Ernst et
al. [EJMdWO05].

6.2.1 Small Secret Exponent Attack

In this section, we revisit the Itoh et al. small secret exponent attacks [IKKO08]|. The
result fully generalizes the weaker Boneh-Durfee [BD00] in the sense that it completely
covers their attack, i.e.,

7T —2V7
6
forr=1and o = 1.

Theorem 14 ([IKKO08]). Let N = p"q be a public modulus and let e =~ N and
d ~ NP be public exponent and secret exponent of Takagi’s RSA, respectively. If

7T—2v1+3 1 1
+3(r + )aforag
3(r+1)

holds, then Takagi’s RSA modulus N can be factorized in polynomial time.

b <

Although the original paper [IKK08] solved modular equations for the attack, we
solve integer equations and give an alternative proof. The proof is convenient to
analyze partial key exposure attacks in Section 6.2.2. Moreover, we exploit the exact
connection between the algorithm constructions of Itoh et al. and the weaker Boneh-
Durfee.

Proof. Recall the key generation for Takagi’s RSA;
ed=14+{4p—1)(¢g—1)

with some integer || ~ No+8=2/(r+1) " To recover the secret exponent d, we use the

following polynomial

fr.sse.i(z,y,2z1,22) =1+ ex +y(z1 +1)(22 + 1)
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whose root over the integers is

(ZL’, Y, 21, 22) - (_da f’ -p, _Q)
The absolute values of the root for (z,y, z1) are bounded above by
X := NAY := Not8=2/0r+D) 7, .= NV/(+D)

within constant factors. For the notational convenience, we also use Zs := N/Z7. We

set an (possibly large) integer W such that
W < NotF8
since ||fr.sse.i(xX,yY, 2121, 2275)||00 > |eX| =~ N5, Next, we set an integer
R:=W(XY)m-tzptr—itt zm=itt

with some integers m = w(r) and t = 7m where 7 > 0. We define shift-polynomials

/
gr.sse.i and g ggp ; as
95581 TXYY AP frgep. - XTI ixymelziy gmdr i, pme iz,
for x'Xy" 2,7 2,2 € S1 U Sa,
9rsspi TXYY 2 22 R for Xy 27 2,7 € (My U Ma)\(S1U Ss),

for sets of monomials

. ix iy bzt N 7 P . _
Sy = U {:I: Xyt Xy 2“1 is a monomial of frssp.(®,y,21,22)" " },
0<j<¢
. . (A 170 .
' Xy" 2,7 2y ? is a monomial of
Sy 1= pixyiv i it m=1for iy, > 1
2= Yy -z 2z - frssei(®,y, 21, 22) or iz, = ;
0<j<t - - _
where § = {z] 122,2{ 220y, 2122}
-/
. ./ iy
ix iy iz monomials of x*xy"v 2,”* - fr ssp.i(x,y, 21, 22)
My =2y 2 L ,
for z'xy'v 2"t € 5)
P
. il Vg g,
Mo i pixyiv iz iz monomials of #'Xy"™ 2" 2,7* - fr.ssp.i(x,y, 21, 22)
2= ry Zl 2:2 . il gl i/Zl iIZQ
for iz, > 1 where z'xy'v 2, z,”* € S

By definition of sets of monomial Sy, S5, M7, and Ms, it follows that

e Xyl e S e ix =0,1,...,m—1iy =0,1,...,m—1 —ix;
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iz, =0,1,.. iy +1,
mixyiyzizlz;% €Sy ix=0,1,....m—1;iy =0,1,...,m —1 —ix;
iz, =0,1,...,r—Liig, =1,2,... iy +t+1,
Xy P e My & ix =0,1,...,myiy =0,1,...,m —ix;
iz, =0,1,..., 0y +1,
Xy 7% e My & ix =0,1,...,myiy =0,1,....m—ixyiz, =0,1,...,r — 1;

iz, =1,2,.. iy +t+1.

All these shift-polynomials g7 ssg.i(z,y,21,22) and ¢} gop (T, Y, 21,22) mod-
ulo R have the root (z,y,21,22) = (—d,{,—p,—q) that are the same as
fr.sse.i(z,y,21,22). All these shift-polynomials gr ssg.i(xX,yY, 2121, 2275) and
97 ssp.i(@X,yY, 21 Z1, 20 Z5) have a common divisor R. We replace each occurrence of
27 z9 by N and construct a lattice with coefficients of g7 ssp.i(x X, yY, 21721, 20Z5) and
97 ssp.i(@X,yY, 21721, 22 Z5) as the bases. The shift-polynomials generate a triangular

basis matrix. We compute

1
|S1 4+ So| = (r+1) (6 + %) m?> + o(mS),

1 7
Sx = Z ZX:(T+1) (6+§) m3+0(m3),
Zq iZz

' Xyt 2,7 2,

(S (Ml @] MQ)\(Sl U 5'2)

, 1 7
Sy = Z iy =(r+1) (§—|—§> m3 + o(m?),
2IX yiY Zizl z;Z2
S (MlUMQ)\(SlUSQ)
1 2
Sz = Z (iz, +iz,) = (r+1) (6+%+%> m? + o(m?).

g g
X Y'Y z, 7 2,72

S (Ml U Mg)\(sl U SQ)

Ignoring low order terms of m, based on the Jochemsz-May strategy, LLL outputs
short vectors that satisfy Howgrave-Graham’s Lemma and that contradict Hinek-
Stinson’s Lemma when X5XY$v 752 < W151+5:] holds. The condition becomes
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X+ E)my e (3+5)m® 7D (GHEE ) e (Eem (g
Then, the inequality becomes
1 7 2 1 7
Hl=+= — Hl=z+=
pr+0) (5+7)+ (ar8- 2 ) e+ (5+3)

2 T

(r+1) (é+%+%> <(a+B)(r+1) (%+§>

_|_

r-+1
that leads to

0<—(r+1a—(r+1)(2+37)8+3+37—37%

To maximize the right hand side of the inequality, we set the parameter

S 1—(7’2—i- 1)8

and the condition becomes

7—2/1+3(r + 1)a

<
P 3(r+1)
as required. To satisfy the restriction 7 > 0, the condition 8 < TJ%I should hold. The
condition results in o > % O

The algorithm construction fully generalizes that of Ernst et al. that is a partial key
exposure extension of the weaker Boneh-Durfee by solving integer equations, although
the connection is hard to follow from the original proof in [IKKO08]. In [EJMdWO05],
Ernst et al. used a similar polynomial as fr ssp.; and the condition becomes

SR

x(5+5)m*y (545)m® (55475 )m® < wE+z)m®

Clearly, the condition relates to the above one. The connection comes from our
definition of sets of monomials S7, .55, M7, and Ms that are generalizations of those
of Ernst et al. by a factor of (r + 1). More concretely, each of our S; and Sy for
iz, = 0,1,...,7 — 1 play the same role as that for Ernst et al. and so do M; and
My for iz, =0,1,...,7 — 1. Hence, our n,sx, sy, and sz are larger by a factor of
(r+1) of Ernst et al. As a result, we successfully proposed a generalization the weaker
Boneh-Durfee. In Section 6.2.2, we use the same sets of monomials S7, 52, M7, and

M and construct a generalization of the partial key exposure attack of Ernst et al.
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6.2.2 Partial Key Exposure Attack

In this section, we propose partial key exposure attacks on Takagi’s RSA that satisfy
the following property.

Theorem 15. Let N = p"q be a public modulus and let e = N and d ~ N? be public
exponent and secret exponent of Takagi’s RSA, respectively. When (S — ) log N bits

of the most significant bits or the least significant bits are exposed, if

5—2y/-5+3(r+1)(a+p)
3(r+1)

)< <a+p

for il =
holds, then Takagi’s RSA modulus N can be factorized in polynomial time.

The result fully generalizes Ernst et al. [EJMdWO05] in the sense that it completely

covers their attack, i.e.,

5—2y/-5+6(a+03)

B < G

for » = 1. When the LSBs are exposed, our attack becomes the same as Huang et
al. [HHX'14]. Although the attack of Huang et al. with the MSBs is weaker than
that with the LSBs, our attacks work in the same conditions. We can obtain the
advantage by solving integer equations. When the MSBs are exposed, our attack is
always better than Huang et al. [HHX " 14] that works when

7— /=39 +24(r + 1)(a+ B)
4(r+1) '

o<

Figures 6.1 compare Theorem 15 and Huang et al. for » = 2 and 3. Our attack is the
better for all 3, e.g., our attack works with less partial information.

Proof. Recall the key generation for Takagi’s RSA with the exposed bits (regardless
of the MSBs or the LSBs);

e(d+<d—d‘)) —14+Lp—1)(g—1)

with some integer |[¢| ~ N*+8=2/("+1)  To recover unknown parts d — d, we use the

following polynomial

frprei(z,y,21,22) =1 — ed + eMz + y(z1 +1)(22 + 1),
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[HHX+14] [HHX+14]

Our Improvements Our Improvements

B—-08)/8B

1 1
0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5 0.55 0.6 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45

Fig. 6.1. Comparisons of partial key exposure attacks on Takagi’s RSA when the
MSBs are exposed for « = 1/(r + 1). We compare how much portions of
d should be exposed for 3 between the attack of Huang et al. [HHX'14]
and our Theorem 15. The left figure is for r = 2 and the right figure is for
r=3.

where M =1 (resp. M = 2L(8=9)10e NI\ with the exposed MSBs (resp. LSBs) whose

root over the integers is

(‘7:, Y, =1, 22) = <—(d - CZ), ﬁ, —p, —q) .
The absolute values of the root (z,y, z1) are bounded by
X := N° Y ;= NotBA=2/(r+1) 7 . oNV/(r+1),

For the notational convenience, we also use the notation Zy := N/Z7.

These formulations and those for small secret exponent attacks in Section 6.2.1
are essentially the same when we use the Jochemsz-May strategy. That means the
Newton polygons of polynomials fr ssg.i(x,y, 21, 22) and fr prxg.i(x,y, 21, 22) are the
same, e.g., there are six monomials for variables 1,z,y,yz1,yz2, and yz1z2. Hence,
we use almost the same algorithm construction. We set an (possibly large) integer W
such that

W < NotP

since ||fr.ssm.i(2X,yY, 2121, 2975)||oe > max{|l — ed|,|eMX|} ~ N8 Next, we
set an integer
R:=W(XY)nt.gzptr-itt =1+t

with some integers m = w(r) and t = 7m where 7 > 0 such that gcd(R,1 — ed) = 1.
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We compute ¢ = (1 — ed)™! (mod R) and

fr.prpi(®,Y,21,22) = ¢+ frpxpi(v,y,21,22) (mod R).
We define shift-polynomials gr px g and ¢4 prp,; as

L dx iy 071 12 /
Jr.PKE.i - T 7Y " 21  Z9 'fT.PKE.i

. Xm—l—ixym—l—iy Zm+r—1+t—izl —iz2
for "Xy 2,71 2,"? € S1 U So,
97 PRE.: - ac“(y“”zlzl 2222 - R for xzxywzlzl 2222 € (M7 U M3)\(S1 U Ss),

for sets of monomials S, .55, M7, and M, that are the same as in Section 6.2.1 where
fr.sse.i is replaced by f1 prp ;. All these shift-polynomials gr px e and ¢7 pr g,
modulo R have the root (z,y,z21,22) = (—(d — J),E, —p, —q) that are the same as
fr.pre.i(z,y, 21, 22). We replace each occurrence of 2]z, by N and construct a lattice
with coefficients of g7 prp.i(v X, yY, 2121, 222) and ¢ prp .. (@ X, yY, 2121, 22Z5) as
the bases. Hence, ignoring low order terms of m, based on the Jochemsz-May strat-
egy [JMO06], LLL outputs short lattice vectors that satisfy Howgrave-Graham’s Lemma
when the inequality (5.1) holds. For partial key exposure attacks (regardless of the

MSBs or the LSBs are exposed), the inequality becomes

5(r+1) (é+%)+(a+ﬁ—r%) (r+1) <%+g)

+Ti1(r+1) (é+%+7—;> <(a+B)(r+1) (é+%>

that leads to

0<—(r+1)(a+pB)—(r+1)6(1+37)+3+37—37%
To maximize the right hand side of the inequality, we set the parameter

_1—-(r+1)0
N 2

T

and the condition becomes

5—2y/-5+3(r+1)(a+0)

0< 3(r+1)

as required. To satisfy the restriction n > 0, the condition § < % should hold. The

o . . 2
condition results in o <a+p. O



108 Chapter 6 Cryptanalyses of RSA with Moduli N = p"q

As we claimed in Section 6.2.1, the algorithm construction fully generalizes Ernst
et al.

In Section 6.3.2, we propose an improved attack when the LSBs are exposed. It
seems that our Theorem 15 with the exposed MSBs is hard to be improved. Although
there exist attacks that are better than Ernst et al. (the other attack of Ernst et
al. [EJMdWO05] and Takayasu and Kunihiro’s attack [TK14d]), by definition, it seems
difficult to generalize the attacks for Takagi’s RSA since both attacks make use of the
MSBs of £. To compute the MSBs of ¢, we have to know the MSBs of (p—1)(¢—1). It is
possible for the standard RSA since pg = N. However, it seems difficult for Takagi’s
RSA. Hence, to improve Theorem 15, we have to exploit the special structure of
Takagi’s RSA or improve the attacks on the standard RSA without the knowledge of
the MSBs of /.

6.3 Attacks on Takagi's RSA by Solving Modular Equations

In this section, we analyze the security of Takagi’s RSA by solving modular equations.
In Section 6.3.1, we give an alternative proof of the Itoh et al. small secret exponent
attack [IKK08] that is analogous to Herrmann and May [HM10]. In Section 6.3.2, we
propose a partial key exposure attack that fully generalizes Takayasu and Kunihiro’s
result [TK14d).

6.3.1 Small Secret Exponent Attack

In this section, we prove the following Itoh et al. small secret exponent attack.
The result fully generalizes the stronger Boneh-Durfee [BDO00] in the sense that it
completely covers their attack, i.e., 8 <1 — 1/\/§ forr =1 and a = 1.

Theorem 16 ([IKKO08]). Let N = p"q be a public modulus and let e =~ N and
d ~ NP be public exponent and secret exponent of Takagi’s RSA, respectively. If

2—\/(r+ 1)
r+1

1
for <o

<
B 1S

holds, then Takagi’s RSA modulus N can be factorized in polynomial time.

The original proof in [IKKO08] is involved since they used geometrically progressive
matrix. We use unravelled linearization [HMO09] and offer simpler proof. Moreover,
we exploit the exact connection between the algorithm constructions of Itoh et al.

and the stronger Boneh-Durfee.
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Proof. Recall the key generation for Takagi’s RSA modulo N = p"q,
ed=14+{4(p—1)(¢g—1)
with some integer |[¢| =~ Ne+8=2/("+1) Ttoh et al. [IKKO08] considered a polynomial
Jr.ssem(®,y1,y2) = 1+ 2(y1 + 1)(y2 + 1).
The polynomial modulo e has the root
(z,y1,92) = (£, —p, —q).
The absolute values are bounded above by
X := NotA=2/0t) 1y = ¥y o= N/,

Let m = w(r) be an integer and 7 > 0. To solve a modular equation

fr.sse.m(x,y1,y2) =0 (mod e), we use shift-polynomials

97.55E.m (T, Y1, 92) = T XY 4% f somm (T, Y1, y2 )™

with indices in

Inne u=0,1,... myix =0,1,...,m —u;ty, = 0;iy, =0, 0r
Toos u=0,1,....myix =0,1,...,m—ujty, =0,1,...,7r — 1;iy, = 1,
Iy < u=0,1,...,myix = 0;iy, = 1,2,..., [Tu];iy, =0, 0r
Iy u=0,1,... myix =0;iy, =0,1,...,r — 1;iy, =2,3,..., [Tu].

All these shift-polynomials ¢gr.ssg.,» modulo e™ have the roots (z,y1,y2) =
(¢, —p,—q) that are the same as fr ssp.m. We replace each occurrence of yjys by
N and construct a lattice with coefficients of g7 ssg.m(x X, y1Y1,y2Y2) as the bases.

Here, we observe why the construction offers a bound outperforming the Jochemsz-
May strategy. In the above Z,; and Z,s, iy, and iy, are upper bounded by [7Tu] that
depend on u. In the Jochemsz-May strategy, the corresponding indices (iz, — iy and
iz, — iy in Sy, S92, My, and My in Section 6.2.1) are bounded by ¢ = 7m that only
depends m. Since the former covers the latter, we can analyze broader classes of lattice
constructions. The restriction of the Jochemsz-May strategy offers simpler analysis
with a triangular basis matrix although that does not always offer the best bound.
Moreover, the parameter is eventually set to 7 = 1—(r-+1)/3. The optimization follows

from the fact that shift-polynomials gr ssg.m with indices in Z,; and Z,» reduce the
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norm of outputs of the LLL algorithm, e.g., the diagonals for the shift-polynomials
are smaller than the modulus e™. This observation enables readers to understand our
improvements in Section 6.5 easily.

However, the former selection requires involved analysis since the shift-polynomials
generate non-triangular basis matrices. The dependence of the Jochemsz-May strat-
egy always generates triangular basis matrices and the analysis is easy. To construct
partial key exposure attacks outperforming the Jochemsz-May strategy, we require
better understanding for small secret exponent attacks. For the purpose, we show
an analogous elementary proof to Herrmann and May [HM10]. Although the above
shift-polynomials generate non-triangular basis matrices, we can transform it to be

triangular by using unravelled linearization.

Lemma 9. Using a linearization z1 = 1 4+ xy; and 2o = 1 + xys, the above shift-

polynomials generate a triangular basis matriz. The diagonals of the basis matriz for

9T.SSE.m are

o Xutixyuem-—u for indices in Tp1,
u+1 vy vutl m—u . . -

o XUTXY Y, e for indices in Lo,
iy _ . .

o Y, 1 Z{emTH for indices in L,
iy, _ .. .

o Y, Yo Zjem for indices in Lys.

Indeed, the transformation is analogous to Herrmann and May [HM10], and
show the exact connection with the stronger Boneh-Durfee and the Itoh et al. at-
tack although the connection is hard to follow from the original proof [IKKO0S].
The shift-polynomials for indices in Z,; and Z,y for iy; = 0,1,...,7 — 1 (resp.
Z,1 and Z,o for iy, = 0,1,...,7 — 1) play the same role as z-shifts (resp. y-
shifts) of the stronger Boneh-Durfee. Ignoring low order terms of m, the di-

mension of the lattice is (r + 1) (3 + Z)m?, and the determinant of the ba-

T T2 T
sis matrix is XT+D(E+HE)m’y D %+§+T>m36(r+1)(%+5)m3. Notice that Z; =

Zy ~ XY. Again, we stress the connection with the stronger Boneh-Durfee.

T 2

2
T =1 T ﬁ m3 T
X(%+§)m3Y(é+3+ 6 ) e(3+5)m*, Hence, it is clear that the algorithm construc-

tion of Itoh et al. is a generalization of that for the stronger Boneh-Durfee. We

In the proof, a dimension of a lattice is (% + )m and its determinant is

set the parameter 7 = 1 — (r 4+ 1), and obtain Theorem 16. Here, we omit overall

calculations since they are completely the same as those in [IKKO08]. O
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0.35 = 0.35
0.3 B 0.3
Q. Q.
> 0.25 > 0.25
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Fig. 6.2. Comparisons of partial key exposure attacks on Takagi’s RSA when the
LSBs are exposed and o = 1/(r + 1). We compare how much portions of
d should be exposed for B between the attack of Huang et al. [HHX ' 14]
and our Theorem 17. The left figure is for r = 2 and the right figure is for
r=3.

6.3.2 Partial Key Exposure Attack

In this section, we propose a partial key exposure attack on Takagi’s RSA that satisfies

the following property.

Theorem 17. Let N = p"q be a public modulus and let e = N and d =~ N® be public
exponent and secret exponent of Takagi’s RSA, respectively. When (8 — §)log N bits
of the least significant bits are exposed, if

<2 +(r+1)B—/—12+4(r+ Da+12(r +1)3 — 3(r + 1)232 .

0 2(r+1)

nd

—/=-34+12(r+ 1)

9
b= 6(r+1)

hold, then Takagi’s RSA modulus N can be factorized in polynomial time.

The result fully generalizes Takayasu and Kunihiro’s result [TK14d] in the sense

that it completely covers their attack, i.e.,

4]

1+8—+/—1 — 352 — V21
< +B- V146535 and 5<9—

2 12
forr=1and a = 1.

— — T « .
When the LSBs are exposed and § < 97y 632::?% 1) , our attack is better than
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Huang et al. [HHX " 14] that works when § < 5_2\/_53’ESJ(:1J;1)(0‘+5 )

pare our results and Huang et al. for »r = 2 and 3. Our attack is the better for small

. Figures 6.2 com-

B, e.g., our attack works with less partial information.
Proof. Recall the key generation for Takagi’s RSA with the exposed LSBs;
€<d1M + d()) =1+ f(p — 1)((] — 1)

with some integer || ~ N®*+#=2/("+1)  To recover the unknown MSBs of the secret

exponent dj, we use the following polynomials

frrkemi(x,y1,y2) =1 —edo + z(y1 + 1)(y2 + 1) and
frrxem2(T,y1,y2) =14+ x(y1 + 1)(y2 + 1)

whose roots with appropriate moduli are

(ZL‘, Y1, y?) = (67 —Pp, _Q)a

e.g., frrxemi(l,—p,—q) = 0 (mod eM) and fr prxE.m2(f,—p,—q) = 0 (mod e).
The absolute values are bounded above by

X = ]\;oﬂr,é’—z/(vurl)’Y1 —Y, = o N1/(r+1)

within constant factors. Let m = w(r) be an integer and define a function

k—(r+1)(6—5)m}
1+ (r+1)(6—28)

(k) = max {0,

To solve modular equations frpxp.mi(x,y1,y2) = 0 (mod eM) and

fr.pxEm2(,y1,y2) = 0 (mod e) simultaneously, we use following shift-polynomials

9T.PKE.m1 (l’, Y1, y2) = z'X yiyl y;YQ f%.PKE.ml (513, Y1, y2)(€M)m_ua

v, k1 vy +ke pu— [l (k1 +k
91 PEEm2(T, Y1, Y2) = Y Yy 2;_13&(}(3;,32)](55‘&1,92)'

Tt k)l gy, yo )™ M (Tl (bt ha)])

To construct a lattice we use gr. px g.m1 Wwith indices in Z,1,Z,2 and g7 px g.m2 with

indices in Z,1,Z,2 where

I u=0,1,....myix =0,1,...,m —u;ty, =052y, =0,

Iooe u=0,1,... myix =0,1,....,m —ujiy, =0,1,...,7 = 1;iy, = 1,
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Iy u=0,1,...,m;iy, = 0;iy, = 0;
k1 =12, [(r+ 1B =8m+ 1+ (r+1)(5—28))ul;kx =0,
Ty u=01,....,miy, =0,1,...,7 — 1;iy, = 1;k; = 0;
ke =12, [(r+1)(B—=8)m+ (L4 (r+1)(6 —28))u].

All these shift-polynomials g7 pxg.m1 and gr pk g.me modulo (eM)™ have the root
(x,v1,y2) = (¢, —p, —q) that is the same as fr pxg.m. We replace each occurrence of
yTy2 by N and construct a lattice with coefficients of g7 px g.m1 (X, y1Y1,y2Y2) and
9r. Pk E.m2(xX,y1Y1,y2Y2) as the bases.

As in the proof of Theorem 16, the shift-polynomials g7 px g.m1 with indices in Z,q
and Z,o for iy, =0,1,...,7—1 (resp. gr.px E.m2 With indices in Z,;; and Z,5 for iy, =
0,1,...,7—1) play the same role as z-shifts (resp. y-shifts) of Takayasu and Kunihiro.
The shift-polynomials generate a triangular basis matrix using a linearization z; =
1+ a2y and 290 = 1 + 2ys. Assume 1+ (r+ 1)(6 —28) > 0 and the diagonals of the

basis matrix are

Xutixypuem-—u for gr.px E.m1 With indices in Z;,
Xu—l—ix Yle Y2u+1€m—u for 9dT.PKE.ml with indices in IIQ,
o Xu—[lr(k1)] Ylu—(lr(klﬂ +k1 Zlflr(klﬂ em—u pym—(u—[l-(k1)1) for 9T.PK E.m2 With in-

dices in Z,
o Xu—[lr(k2)] Y11Y1 Y2U_ [1r(k2)] +k1+1Z2“r(k2ﬂ em—u p m—(u—

k)1 for g1 prE.me
with indices in Z,.

In Z,;; and Zy9, kq and ky are upper bounded by |(r+1)(8 —d)m + (14 (r+1)(0 —
20))u]. As Takayasu and Kunihiro, the definition follows from the fact that the
shift-polynomials reduce norms of output vectors by the LLL algorithm.

As the proof of Theorem 16, all these values are larger by a factor of (r + 1) of
Takayasu and Kunihiro’s. We compute a dimension

r+1

n=|Z1UL,UZ3UZy = (r+1) (1— 5)m2+0(m2),

and a determinant of the lattice det(L(B)) = X5XY*®Y Z5Ze% MM  where

Sx + Sz = Z (u+ix)—|— Z U

('U‘?iXain s iy2) (u7 iyl ) iYQ ki, k2)
€1 ULy (SRS

— 4 1) (;—Tg—l(ﬁ—k&)m?’—{—o(m?’),
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Sy + 8z = Z (u + iy, +iy,)
(u7iX7iY17iY2)

€71 ULy
- > (u iy, + iy, + k1 + k2)

(w, vy, 9vy, k1, k2)

€T3 UTy
2 +1 +1)2
=<r+1>(§—r3 6+p)+ Y <62—55+62)>m3+o<m3>,
Se = Z (m—u) + Z (m —u)
(u,ix,iyl,iyz) (u,iyl,’iy2,k1,k2)
€1 ULy € I3 U1y
1 1 1
:(r—i—l)(ﬁ—i—rg— /3_7’—:;— 5)m3—|—0(m3),
SM = > (m —u) + > (m — (u—[l(k1 + k2)1))
(u,ix,iyl,iy2) (u,iyl,iy2,k1,k‘2)
[SERSNEY € I3 ULy

Gt 1) (g—rgl(5+5))m3+o(m3).

LLL outputs short lattice vectors that satisfy Howgrave-Graham’s Lemma when
(det(L(B)))'/™ < (eM)™ that leads to

(O‘J’B_r%) (r+1) (g—rgl(ﬁJra))
e (3 TG0+ T i )

Fa(r+1) (%+7’215—T§15>+(5—5)(r+1) (g_r21(5+5>)

1
<(a+p—=909)(r+1) <1— T—; 5> .
Ignoring low order term of m, the inequality becomes

(r+1)2%% - (r+10)Q2+F+1DB)0+4—(r+1a—2(r+1)+ (r+1)*s%>0.
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Hence, we obtain the bound of Theorem 17

2+ (r+1)B—+/—12+4(r+Da+12(r +1)8 — 3(r + 1)252
2(r+1)

0 <

as required. To satisfy the restriction 1+ (r 4+ 1)(d — 28) > 0, the condition § <

9_\/m should hold. )

6(r+1)

6.4 Attacks on the Prime Power RSA by Solving Integer

Equations

In this section, we analyze the security of the prime power RSA by solving integer
equations. In Section 6.4.1, we propose a small secret exponent attack that fully
generalizes the weaker Boneh-Durfee result [BD00]. In Section 6.4.2, we propose a
partial key exposure attack that fully generalizes Ernst et al. [EJMdWO05].

6.4.1 Small Secret Exponent Attack

In this section, we propose small secret exponent attacks on the prime power RSA
that satisfy the following property.

Theorem 18. Let N = p"q be a public modulus forr > 2 and let e =~ N® and d ~ NP
be public exponent and secret exponent of the prime power RSA, respectively. If

0< —r(r+1D2a+r(r+ 1)1 —=p)2F +1)+3rr) =1 —3rp(l +rn)—
rir+1)(1-p6)—1

(1 —n+7)°+r%(n—7)° where n =

2r
_ _ 121_ 3 2 -1
andT:n—T \/T+(T+ )*( ﬁ)forgr T <a, or
r+1 4(r+1)
5<r+(\/77—1)2_gforr+(\/?—1)2<a§3r3+r2+r—1
2r(r+1) 2 r(r+1) 4(r+1)

holds, then prime power RSA modulus N can be factorized in polynomial time.

The result extends Sarkar’s attack [Sar16] for arbitrary « although they solved mod-
ular equations. The result for 7 = 1 does not cover the weaker Boneh-Durfee [BD00].
Moreover, the second condition becomes 8 < 1/4 for r = 1 and o = 1 that is the same
as Wiener’s result [Wie90]. Indeed, Sarkar did not claim the connection with their

attack and the weaker Boneh-Durfee at all. However, we think that the result fully
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generalizes the weaker Boneh-Durfee. Although we should use parameters (n and 7
such that n > 7 in the following proof) that do not exactly cover lattices for the
weaker Boneh-Durfee to make use of the special structure of the prime power RSA,
the construction is conceptually the same. Moreover, we will show in Section 6.4.2
that our construction covers Ernst et al. [EJMdWO05] that is a partial key exposure
extension of the weaker Boneh-Durfee. The proof is convenient to analyze partial key
exposure attacks in Section 6.2.2.

Proof. Recall the key generation for the prime power RSA; ed = 1+4p"~1(p—1)(¢—1)
with some integer |[¢| ~ N®+t8=1  To recover the secret exponent d, we use the

following polynomial

frrsse.i(T,y,21,20) = L+ex +yz] (21 — 1) (22 — 1)

whose root over the integers is (z,y, 21, 22) = (—d, ¢, p, q). The absolute values of the
root (x,y,z1) are bounded by X := N8 Y := Not8-1 7 .= oaNV/(+D For the
notational convenience, we also use Z, := N/Z7. We set an (possibly large) integer
W such that W < N8 since ||fpp.sse(xX,yY, 2121, 2273)||0e > |eX| = NOT5,
Next, we set an integer R := W(XY)m_lZI(m_l_aH) Z9~1 with some integers m =
w(r),t = ™m, and a = nm where 7 > 0 and n > 7. We define shift-polynomials

/
gPP.SSE.i and 9pp SSE.; &8
L dix iy tzy iz m—1—i m—1—i r(m—1—a+t)—iz, ,m—1—iyg
gppssgi i TNy 2 2 - frrssei X Xy Y7, "z 2
i iv 1z, 1z

for r*x yZY 2 122 2 ¢ S,

/ L ix iy 21tz ix iy iz, iz,
Ippsspi T XYYz 2 - R for "Xy 2,71 2572 € M\S,

for sets of monomials

N T .
Xy 2" 25" % is a monomial of
e ix, iy 17z TI 17y ~ m—1
S = U Tyt z Z9 S'fPP.SSE.i(xayvzlaz2) where )
0<j<rt = a a ,2,a roa ,r—1 _a+l
./
. il Vg iz,
ix iy iz, iz,| monomials of x'xy"Y 2" 2% - fppssp.i(®,y, 21, 22)
M - X Y
=TTy 2 2y i iy iy ’
where z'xy'v 2,7 2, € S

with an integer a = nm for n > 7. By definition, it follows that

xixyiyzizlz;ZQ cS e ZX:O717,m—CL+t—1,

ity =a—t,a—t+1,... m—1—1ix;
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'iZl:0,1,...,T(iy—a+t);izz:0’ and
iX:071,...,m—1;iy:0’1’..',m_1_ix;
iz, =max{0,r —iy +r(izg, —1—a)},...,7r —1;

iz, =a+1,a+2,...,a+ [(iy +1)/r], and

ix=0,1,....m—1;2y =0,1,...,m—1—1ix;
Z.Z1 :0»1,---77“—1;iz2ZmaX{O,—iy—i-a—t},...,a,
xix?Ji?lZ,{Zl’Z;ZQ eMe 7:X:0,1,...,m—a—|—t;iy:&—t,a—t—}—l,,”,m—ix;

iz, =0,1,...,r(iy —a+1t);iz, =0, and

ix =0,1,...,m;iy =0,1,...,m —ix;

iz, = max{0,r —iy +71(iz, —1—a)},...,r —1;

iz, =a+1,a+2,...,a+ [(iy +1)/r], and

ix =0,1,...,m;iy =0,1,....,m—ix;iz, =0,1,...,7 — 1;

iz, = max{0,—iy +a—t},...,a.

All these shift-polynomials gpp.sse.i(z,y, 21,22) and ¢pp gsp (T, Yy, 21,22) mod-
ulo R have the root (z,y,21,202) = (—d,{,—p,—q) that are the same as
frpsse.i(x,y,21,22). All these shift-polynomials gpp ssg.i(xX,yY, 2121, 2225) and
9ppssp:(@X,yY, 2121, 22Z5) have a common divisor R. We replace each occurrence
of z{z2 by N and construct a lattice with coefficients of gpp ssr.i(x X, yY, 2121, 2225)
and gpp gsp (v X,yY,2121,2225) as the bases. The shift-polynomials generate a
triangular basis matrix.

We compute

S| = (r—I— L + i7'> m> +0(m3),

6 2
) r+1 r 3 3
Sx = Z ZX:( 5 +§T)m + o(m?),
i X yiy zizl Z;ZQ
€ M\S
1
sy = Z ly = (r—g +£T> m?3 4 o(m?),

i i 'Z1 'Z
ix g 1 2
P ST S INEN

€ M\S
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21_ 3
Sz, = > iz, = (T ( 677+T) >m3+0(m3),

. . A iy
mzxyzyzl 1z2 2

€ M\S
) 1 1 T 9 T 3 3 3
$2, = Z 17 = \ g T3 TN —6(77—7) m” 4 o(m”).
Zy tZq

X in z; Zq
€ M\S
Ignoring low order terms of m, based on the Jochemsz-May strategy [JMO06], LLL

outputs short vectors that satisfy Howgrave-Graham’s Lemma and contradict Hinek-

Stinson’s Lemma when X*xY*v 71 Z;?> < WI5| holds. The condition becomes

(M)m?’ 11 5 3\ 3
sr)m’y (S 5T)m® 6 Z(m+§n+%n —5(=7)%)m < (st +57)m?

X(Tzhr 1 2
(6.2)
Then, the inequality becomes
r+1 r r+1 r
. 1 .z
B( 5 +27)+(a+5 )( 3 +27>
1 r2(1—n+71)3 1 1 r o, T 3
+r+1( 6 Tort2"tam g7
r+1 r
<(a+ﬁ)( 5 +§T>
that leads to
0<—7r(r+1D%a+r(r+1(1-8)2r+1)+3rr) -1
—3rn(l+rn) — 7“3(1 -+ 7')3 + 7“2(77 — 7')3. (6.3)

To maximize the right hand side of the inequality, we set parameters

1)(1-8)—1 — /= 1)2(1 -
O Gl 0 € =) OO N ¥ el Gl ) Gl )
2r r+1
that result in the first condition of Theorem 18.
2
To satisfy the restriction 7 > 0, the condition 8 < T—=2=1*2VT ¢hould hold. The

r(r+1)
condition results in a > %. Other restrictions n > 7 and n > 0 always hold.

In the other cases, e.g. a < %, we fix the parameter 7 = 0. To maximize
the right hand side of the inequality (6.3), we set the other parameter
1
n=1-—=

\/F
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and the condition becomes

r+(/r—12 «
ST 2

as required. Since the prime power RSA satisfies o + f > 1 by definition, o >

/2% should hold. O

This attack is an extension of Sarkar’s attack [Sar16] for arbitrary «v. However, the
extension offers an advantage of the approach although Sarkar did not claim. Lu et
al. [LZPL15] claimed that their attack, which works when 8 < %, is better than
Sarkar’s attack for » > 5. Indeed, the attack of Lu et al. is better than Theorem
18 for a = 1 (that is equivalent to Sarkar’s attack). However, our attack becomes

better than the attack of Lu et al. for small a. Considering the restriction o+ 3 > 1,

although the attack of Lu et al. works when a > %, our attack works when
o > M. Hence, our attack works for smaller o than Lu et al. In Section 6.5.1,

r(r+1)
we propose further (although slight) improvements and compare our results and Lu

et al.

We note that the restriction n > 7 comes from the fact that we can obtain better
results than n < 7 for small secret exponent attacks on the prime power RSA for r > 2.
As we claimed, the algorithm construction fully generalizes the weaker Boneh-Durfee.
That means the weaker Boneh-Durfee result can be obtained by setting n < 7. The
connection is hard to follow from Sarkar’s proof [Sar16] and they did not claim it. As
our previous proofs, the construction comes from our definition of sets of monomials
S and M that play the same roles as those for Ernst et al. that is a partial key
exposure extension of the weaker Boneh-Durfee. More concretely, each of our S for
5= {zg, 2128, 2228, .. 7z’l"_lzg, z’l"_lzgﬂ} play the same role as that for Ernst et al.
and so do M. However, our n, sx, sy, and sz do not become larger by a factor of
(r+1) of those of Ernst et al for the asymmetry of p and ¢ for the prime power RSA
key generation. So far, the asymmetry made it difficult to exploit the connection
between the standard RSA and the prime power RSA, and to generalize attacks on
the standard RSA to the prime power RSA.

6.4.2 Partial Key Exposure Attack.

In this section, we propose partial key exposure attacks on the prime power RSA that

satisfy the following property.

Theorem 19. Let N = p"q be a public modulus and let e = N and d =~ N® be public
exponent and secret exponent of prime power RSA, respectively. When (8 — 0)log N
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08 [LZPL15] [LZPL15]

[Sar15]

B—-08)/B
B—-6)/B

Our Improvements
Il 1 1 L L

0.4 0.5 0.6 0.7 0.8 0.9 1
0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 ﬁ

Our Improvements

Fig. 6.3. Comparisons of partial key exposure attacks on the prime power RSA
when the MSBs are exposed for a = 1. We compare how much portions
of d should be exposed for 5 between the attack of Lu et al. [LZPL15],
Sarkar [Sarl16], and our Theorem 19. The left figure is for » = 2 and the
right figure is for r = 3.

bits of the most significant bits or the least significant bits are exposed, if

0<—r(r+1D*(a+B)+rr+1)1-=0)((r+1)+3rr) +r(r+1)* -1
—3rn(L+rn) —r3(1 —n+7)° +r%(n —7)° where
r(r+1)(1—-46)—1 r— /=1 —+(r+1)2(1 —4)

— d — —
7 21 e = 1
33 +r2 4 5r —1
1 <
forl<a+p< 2 1) , OT
5<1_r+\/12r2(r—|—1)(a—i—ﬁ)—7’(9r2—|—14r—3) f0r3r3+r2+5r—1§a+5
3r(r+1) dr(r+1)

holds, then prime power RSA modulus N can be factorized in polynomial time.

The result fully generalizes Ernst et al. [EJMdWO05] in the sense that it completely
covers their attack, i.e., 8 < <5 —2¢/—5+6(a+ 6)) /6 for r = 1. Moreover, we
exploit the exact connection between the algorithm constructions of Theorem 19 and
the Ernst et al.

When the MSBs are exposed, our attack is better than that of Sarkar when o 4 (8
is small and is better than that of Lu et al. when r is small. Figures 6.3 compare
Theorem 19 and those of Lu et al. and Sarkar for r = 2 and 3. Our attack is the

better for small 3, e.g., our attack works with less partial information.

Proof. Recall the key generation for prime power RSA with the exposed bits (regard-
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less of the MSBs or the LSBs); e(d+(d—d)) = 1+£p" ' (p—1)(g—1) with some integer

(| ~ No+B~1 To recover unknown parts d — J, we use the following polynomial

frPpiE.i(®,y,21,22) = 1 —ed+ eMz +yz{ " (21 — 1)(22 — 1),
where M = 1 (vesp. M|[2L(F=9)19e N]} with the exposed MSBs (resp. LSBs) whose

roots over the integers are (z,y, 21, 22) = (—(d — d), ¢, p, q). The absolute values are
bounded by X := N° Y := Not8-1 7z, .= aNV/(+1)  For the notational conve-
nience, we also use Zy := N/Z7].

These formulations and that for small secret exponent attacks in Section 6.4.1
are essentially the same when we use the Jochemsz-May strategy. That means the
Newton polygons of polynomials fpp prxg.i(z,y, 21,22) and fpp prxp.i(T,y, 21, 22) are
the same, e.g., there are six monomials for variables 1,x,yz{*1,yz{,yzflzg, and
y. Hence, we use almost the same algorithm construction. We set an (possibly
large) integer W such that W < N8 since || fpp.prp.i(xX,yY, 2121, 2225) |00 >
max{|l — ed|,|eMX|} ~ N°t8  Next, we set an integer R := W(XY)"!.
Z{"(m‘l‘““)zgﬂ with some integers m = w(r) and t = 7m where 7 > 0 such that
ged(R,1—ed) = 1. We compute ¢ = (1—ed) ™! (mod R) and fpp pgp (2, Y, 21, 22) ==
¢ fpppirE.i(T,y,21,22) (mod R). We define shift-polynomials gpp pxp.; and
9pp.PKE.i 85

Cix iy bz Jtzy g
gPP.PKE.: ‘T XYY 20 29" - fpppKE.

ym—l—ixym—l—iy r(m—1l—a+t)—iz, ,m—1—iz,
X Y A z

for "X y"Y 2,1 2,”2 € S,
Ippprpi TXYY 2,7 2,72 - R for o™Xy 2,7 2,"2 € M\ S,

for sets of monomials S and M that are the same as in Section 6.4.1 where

frp.sse.i is replaced by fpp prp.i- All these shift-polynomials gpp prg.i(z,y, 21, 22)
and ¢bp prpi(T,Y,21,22) modulo R have the root (z,y,21,22) = (—(d —
d),t, —p, —q) that are the same as fpp pxg.i(z,y, 21, 22). All these shift-polynomials
grr.rrE.i(TX,yY, 2121, 20Z5) and gpp pr g (¢ X,yY, 2121, 20 Z5) have a common di-
visor R. Hence, based on the Jochemsz-May strategy [JMO06], LLL outputs short lat-
tice vectors that satisfy Howgrave-Graham’s Lemma and contradict Hinek-Stinson’s
Lemma when the inequality (6.2) holds. For partial key exposure attacks (regardless
of the MSBs or the LSBs are exposed), the inequality becomes

r—+1 r r+1 r
—_ -1 —
5( 8 +2r)+(a+ﬁ )( 3 +27>
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<(a+ﬁ)(rgl+27>

that leads to

0<—r(r+1)*(a+p)+rr+1)(1—=08)((r+1)+3rr) +r(r+1)>
—1 =31 +m) —r*(1—n+71)>+r*(n—r1)>

To maximize the right hand side of the inequality, we set parameters

H(1—-9)—1
n:r(r+ )(27“ ) and T =1 —

r—/—r+(r+1)2(1-9)
r+1
that result in the first condition of Theorem 19. To satisfy the restriction n > 7, the

condition ¢ > % should hold. The condition results in a+ 3 < %. Notice

that other restrictions 7 > 0 and 1 > 0 always hold.

For smaller o+ 3, we use the other lattice construction that fully generalizes Ernst
et al. However, the construction is essentially the same as previous one as we noted
in the proof of Theorem 18. Indeed, we use the same shift-polynomials gpp pxE.;
and ¢pp pr g, With the same sets of monomials S and M. The only difference is a

restriction of parameters n < 7. Hence, by definition, it follows that

wiXyn 2% e S iy =0,1,...,m—a+t—1;
ity =a—t,a—t+1,... m—1—1ix;
iz, =0,1,...,r(iy —a+1t);iz, =0, and
ix =0,1,....m—1yiy =0,1,...,m — 1 —ix;
iz, =max{0,r —iy +r(iz, —1—a)},...,r — 1

iz,=a+1,a+2,...,a+ [(iy +1)/r], and

ix =0,1,....m—1:4y=0,1,....,m—1—1x;
iz, =0,1,...,r = 1;igz, = max{0, —iy +a —t},...,a,
xz’xyiyzingzz eEM<& ix=0,1,...m—a—+tiy=a—t,a—t+1,...,m—ix;

iz, =0,1,...,r(iy —a+1t);igz, =0, and

ix =0,1,....m;iy =0,1,...,m —ix;

iz, =max{0,r —iy +r(iz, —1—a)},...,r —1;

iz, =a+1,a+2,...,a+ [(iy +1)/r], and

ix =0,1,...,m;0y =0,1,...,m—ix;iz, =0,1,...,r = 1;

iz, = max{0,—iy +a—t},...,a.
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All these shift-polynomials gpp prxg.i and ¢pp pxr; modulo R have the roots
(x,y,21,22) = (—d,?,—p,—q) that are the same as fppprxp.(z,y,21,22). We re-
place each occurrence of z{zy by N and construct a lattice with coefficients of
gpr.rrE.i(TX,yY, 2121, 2025) and gpp gop (v X, yY, 2121, 22 25) as the bases. The
shift-polynomials generate a triangular basis matrix.

We compute

5| = (r +1, fT) m? + o(m?),

6 2
) r+1 r
Sy = Z ix = ( s +§T) m3 + o(m?),
2X iy Zizl z;Z2
€ M\S
) r+1 r
Sy = Z 1y = < 3 + 57’) m> + o(mg),

) o dg. g
X 'Y 1 2
T XyY 2,7t 2z,

€ M\S
) r?1—-n+71)* r3(r—n)
- 3 ZZ1:( ( é? )2 (6n))m3+0(m3)7
X yiyZiZ1 z;Z2
€ M\S
. 1 1 r
87, = Z 1Zy = (@ Tt §U2> m? + o(m?).

. . A iy
7 T 1 2
nyYzl Zg

€ M\S

Ignoring low order terms of m, based on the Jochemsz-May strategy [JMO06], LLL
outputs short vectors that satisfy Howgrave-Graham’s Lemma and contradict Hinek-
Stinson’s Lemma when X*x V¥ 7% 75?2 < W15l holds. The condition becomes the

inequality

Then, the inequality becomes

ﬂ(r+1+fr)+(a+6—1)<r+1+27>

6 2 3 2
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1 r?(1+7-n)* r? 3 1 1 o,
+T+1< 6 e W T tantan
r+1 r
<(a+6)< 5 +§T)

that leads to
0<—(r+1)*a+p)+ 20 +1)%+3r@ +1)7) = 0((r+1)* +3r(r + 1)7)
— 214+ 7= 4131 —n) - % — 31 — 3rn.
To maximize the right hand side of the inequality, we set parameters

n:r(r+1)(1—5)—1 andT:n+(r+1)(1—5)_r

2r 2r

and the condition becomes

1+ /12720 + 1)(a + B) — r(9r% + 14r — 3)

§<1
< 3r(r+1)

as required. To satisfy the restriction n < 7, the condition § < T}r—l should hold. The
condition results in % < a + . Notice that other restrictions 7 > 0 and
n > 0 always hold. O

In Section 6.5.2, we propose an improved attack with the LSBs. However, it seems
that our Theorem 19 with the exposed MSBs also has room for improvements. As
opposed to Takagi’s RSA, and as the standard RSA, we can compute the MSBs of
¢ since we know the MSBs of p"~'(p — 1)(¢ — 1). Indeed, the result of Sarkar makes
use of the fact and generalize the other attack of Ernst et al. In addition, there exists
better attacks by Takayasu and Kunihiro for small 8. To generalize the attack to the

prime power RSA remains as a future work.

6.5 Attacks on the Prime Power RSA by Solving Modular

Equations

In this section, we analyze the security of prime power RSA by solving modular
equations. In Section 6.5.1, we propose a small secret exponent attack that (almost)
fully generalizes the stronger Boneh-Durfee result [BD00]. In Section 6.5.2, we propose
a partial key exposure attack that (almost) fully generalizes Takayasu and Kunihiro’s
result [TK14d].
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Fig. 6.4. Comparisons of small secret exponent attacks on the prime power RSA. We
compare recoverable values 3 for o between the attack of Lu et al. [LZPL15]
and our Theorem 20. The left figure is for » = 2 and the right figure is for
r=3.

6.5.1 Small Secret Exponent Attack

In this section, we propose small secret exponent attacks on the prime power RSA
that satisfy the following property.

Theorem 20. Let N = p"q be a public modulus and let e ~ N® and d ~ NP be

public exponent and secret exponent of prime power RSA, respectively. If

—r+ \/4r(r + 1) + 4r2(3r + 4)(r + 1)«
r(3r+4)(r+1)

9(r +1)2 1
for a2 (r—|—<2)2(37’)—|—4) T
- Tr? 4+ 17r +9 — /3671 + 20473 + 37612 + 292r + 84 + 4r(r + 1)2(r + 3)a

r(r+1)
—4r? — 8r — 3+ 2/(r + 1)(4r3 + 15r2 + 107 + 3)
r(r+1)

f<1—

B

for a >

holds, then prime power RSA modulus N can be factorized in polynomial time.

The result (almost) fully generalizes the stronger Boneh-Durfee [BD00] in the sense
that it is better than the weaker Boneh-Durfee and weaker than the stronger Boneh-
Durfee for r =1, i.e., f < (15—2v/30)/14 = 0.28896 - - - . Since the results of Theorem

20 are better than those of Theorem 18, they are outperforming the Jochemsz-May.
—4r? —8r—3+24/(r+1)(4r34+15r2+10r+3)
r(r+1)

Since Theorem 20 works when o >

, it works for
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Table 6.1. Comparisons of small secret exponent attacks on the prime power RSA.
We compare recoverable values 8 for a between the attack of Lu et
al. [LZPL15], our Theorem 18, and Theorem 20 for r = 5.

a | [LZPL15] | Theorem 18 | Theorem 20
0.5555 0.5442 0.5495
0.9 0.5555 0.5670 0.5730
0.8 0.5555 0.5911 0.5979
0.7 | 0.5555 0.6167 0.6244
0.6 | 0.5555 0.6442 0.6528
0.5 | 0.5555 0.6741 0.6837
0.4 - 0.7073 0.7179
0.3 - 0.7452 0.7561

smaller o than Theorem 18. Indeed, Theorem 20 is (although slightly) always better
than Theorem 18. Figures 6.4 compare Theorem 20 and Lu et al. for r = 2 and 3.
Theorem 20 is the better for all a and the differences become larger for smaller a.
Moreover, Tables 6.1 and 6.2 compare Lu et al., Theorem 18, and Theorem 20 for
r = 5 and 6, respectively. When o = 1, Lu et al. is the best. However, our attack

becomes the better for smaller «.

Proof. Recall the key generation for the prime power RSA; ed = 1+4p"~1(p—1)(¢—1)
with some integer |(| ~ N®*t#=1. To recover the secret exponent d, we use the

following polynomial

frp.ssem(T oy, y2) = L+ 2yl Hyr — 1)(y2 — 1).

The polynomial modulo e has roots (x,y1,y2) = (¢,p,q). The absolute values are
bounded by X := Not*F-1y] = Y, := 2NV Let m = w(r) and a = nm
be integers. To solve a modular equation fppssg.m(z,y1,y2) = 0 (mod €), we use

shift-polynomials

7 iy, atiyy pq m—u
gpP.SSEm(T,y1,Y2) = "Xy, 'Yy 2 fpp.ssE.m (T, Y1, Y2)e

with indices in

I u=0,1,... myix =0,1,....,m —ujiy, =0,1,...,7 — 1;4y, =0,



6.5 Attacks on the Prime Power RSA by Solving Modular Equations 127

Table 6.2. Comparisons of small secret exponent attacks on the prime power RSA.
We compare recoverable values 8 for o between the attack of Lu et
al. [LZPL15], our Theorem 18, and Theorem 20 for r = 6.

a | [LZPL15] | Theorem 18 | Theorem 20
0.6122 0.5738 0.5798
0.9 0.6122 0.5950 0.6017
0.8 0.6122 0.6174 0.6248
0.7 0.6122 0.6412 0.6494
0.6 | 0.6122 0.6668 0.6759
0.5 | 0.6122 0.6946 0.7046
0.4 0.6122 0.7254 0.7364
0.3 - 0.7607 0.7724
0.2 - 0.8036 0.8106
Tooe u=0,1,... myix =0,1,....m —usty, =r — l;iy, =1,

I, u=0,1,...,myix = 0;iy, = 1,2,..., [(L = (r+ 1)B)u] + ra;iy, = 0.

All these shift-polynomials gppssg.m modulo e™ have the roots (z,y1,y2) =
(¢, —p, —q) that are the same as fppsse.m(Z,y1,y2). We replace each occurrence
of y{y2 by N and construct a lattice with coefficients of gpp ssp.m(zX,y1Y1,y2Y2)
as the bases.

As in the proof of Theorem 18, the shift-polynomials gpp ssg.,m with indices in
Iy for iy, = 0,1,...,7 — 1 and Z, play the same role as x-shifts of the stronger
Boneh-Durfee by a factor of (r + 1). Although gpp ssr.m with indices in Z, plays
the same role as y-shifts of the stronger Boneh-Durfee by a factor of r since iy, is
upper bounded by |[(1 — (r + 1)8)u] + ra that depends on u. However, there are no
additional y-shifts which play the same role as the stronger Boneh-Durfee. Notice that
all polynomials are multiplied by y§ and the operation plays the same role as the y-
shifts of the weaker Boneh-Durfee. Hence, our Theorem 20 (almost) fully generalizes
the stronger Boneh-Durfee and is always better than Theorem 18. We do not know
how to fully generalize the stronger Boneh-Durfee and we think there may be room
for improvements.

Assume that |[(1 — (r + 1)8)u] +ra > 0, eg, n > ((r +1)8 — 1)/r, and the
shift-polynomials generate triangular basis matrix with diagonals



128 Chapter 6 Cryptanalyses of RSA with Moduli N = p"q

; 0 - i - ) 0 T .
o Xutix Ylmax{ e a)HYl}YQmax{a Lot /rL0 m—u go1 indices in L,

o XuTix y2a+[(“+1)/ﬂ em—u for indices in Z,o,

ru+1 _ . . .
o XY, 1em—u for indices in Z,,.

In Z,, iy, is upper bounded by [(1 — (r+1)8)u| +ra. The definition follows from the
fact that the shift-polynomials reduce norms of outputs by the LLL algorithm, e.g.,
the diagonals for the shift-polynomials are smaller than e™.

We compute a dimension

1+(r+1)(1-p)
2

n =T, UL UTL,| = ( +r77) m? + o(m?),

and a determinant of the lattice det(L(B)) = X*®x Yliy1 Yzi "2 eS¢ where

sy = Z (u-l—ix) _ (1 + (T +31)(1 _B) + g,’?) m3 +0(m3),

(u,ix,0y;,1yy)

€ Tp1 UT UT,

Sy, = > max{0, r(u — a) + iy, } + > (ru+ iy, )

(uix,iyy iy )€EZa1 (wyix vy yivy) €Ly
1 2 1— 2
— (T—I— )6( 5) m3 +0(m3),
sy, = 3 max{a — [u + iy, /r],0} + Y. (a+T+1)/r)
(uyix,iyy ,ivy ) E€EZg1 (wyixivy sivy) €La2
B 1 1 T 2 3 3
_ (Gr Fine iy )m T o(m?),
2 3 — 1
So = Z (m_u):(TJr 6(T+ )ﬁ+gn>m3+0(m3).

(u7 ’LX ) in ) ZY2)

€ Ty UZyo UZy

Ignoring low order terms of m, LLL outputs short lattice vectors that satisfy
Howgrave-Graham’s Lemma when (det(L(B)))Y/" < (eM)™ that leads to

1+ (r+1)(1-p) +f77> N 1 ((r+1)2(1_5)2

(a+5—1)( +i+1n+fn2)

3 2 r+1 6 6r 2 2
2 - 1 1 1)(1 —
+a( r+3 6(r+ )5+£n><a( +(r+2)( B)er)

that results in

0<—r(r+1)2%a—1-=3r(l+rn) +r(r+1)(2+3rm)(1 —6) +r(r+1)%(1 —6)>.
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To maximize the right hand side of the inequality, we set the parameter

_ rr+1)1-058)—1
2r

and the condition becomes

—r + \/47*(r +1)+4r2(3r +4)(r + 1)«
r(3r+4)(r+1)

b<1-—

r(r+1)+1

as required. To satisfy the restriction n > ((r+1)8—1)/r, the condition 5 < (GG
should hold. The condition results in (T—IS—)Q(;;E;Z’j-Zl) — T(T+1)1(3T+4) < a.

For smaller o, we propose an alternative lattice construction. We use the same

shift-polynomials gpp.ssg.m(T,y1,y2) with indices in

I u=0,1,... myix =0,1,....,m —uyiy, =0,1,...,7 = 1;iy, =0,
Lo u=0,1,... myix =0,1,....m —ujiy, =r — 1l;iy, = 1,

I;<:> u=0,1,...,m;yix =0;iy, = 1,2,...,|r(a —nu)];iy, = 0.

We replace each occurrence of yjys by N and construct a lattice with coefficients
of gpp.ssE.m(xX,y1Y1,y2Y2) as the bases. Assume 0 < 5 and the shift-polynomials
generate a triangular basis matrix with the same diagonals as previous ones.

As previous cases, we should define Iz// such that the shift-polynomials reduce norms
of outputs by the LLL algorithm, e.g., the diagonals for the shift-polynomials are
smaller than e™. However, that is not the case and the definition is a suboptimal.
Therefore, we think there may be room for improvements.

We compute the dimension of the lattice

n:]IﬂUIxQUIy\:< 9 5

r+1 r
+ —?7) m? + o(m?),
and its determinant | det B| = XX Ylin Y; 2 e where

sx = > (u+ix)= (T+1+fn) m® + o(m?),

3 6

(u,ix,0y,1yy)
€ Tp1 ULz U Iy

Sy, = Z max{0,7(u — a) + iy, } + Z (ru+iy,)

('U/,iX 7iY1 aiYQ )EIml (U,ZX 7iY1 ,iY2 )EIy
2 2
rr(L—mn)" 3
=g m+ o(m?),
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Sy, = Z max{a — |u+ iy, /r],0} + Z (a+[(u+1)/r])
(wyix iy, yivy)ETe1 (u,ix 50y, yivy)ELe2
. 1 1 r 2 3 3
- (67" TN )m olm?),
1
w= X = (T L) o)

(u7 ZX ) 7;Y1 ) ZY2)

€ Tp1 ULy UIy

Ignoring low order terms of m, LLL outputs short lattice vectors that satisfy
Howgrave-Graham’s Lemma when (det(L(B)))Y™ < (eM)™ that leads to

r+1 r 1 r?(1—n)? 1 1 T r+1 r

1 z -4 ° °
(a+5 )< 3 +6n)+r—|—1< 6 e 27Tl )ty
r

2

< r+1
«
2 17

that results in

0<—r(r+1)2%a+r(l—8)20r+1)>+r@r+1)n) —r*(1—n)*—1-3rm(1l+rny).
To maximize the right hand side of the inequality, we set the parameter

B r(r+1)(1-8)+2r? -3
a 2r2 4 67

and the condition becomes

_ Tr? + 17r + 9 — /3611 4 20473 + 37612 + 2927 + 84 + 4r(r + 1)2(r + 3)«

p r(r+1)
as required. To satisfy a + f > 1, the condition « >
— 2_ —
Sl 3+2\/(:(ti)1(;1 P10 chould hold.  The restriction n > 0 always
holds. O

6.5.2 Partial Key Exposure Attack

In this section, we propose small secret exponent attacks on the prime power RSA

that satisfy the following property.
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08 [LZPL15] 08

[LZPL15]

(8- 8)/8

B—-98)/B

Our Improvements Our Improvements

1 1 1 I 1
0
0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 0.4 0.5 0.6 0.7 0.8 0.9 1

B B

Fig. 6.5. Comparisons of partial key exposure attacks on the prime power RSA
for « = 1 when the least significant bits are exposed. We compare how
much portions of d should be exposed for 8 between the attack of Lu et
al. [LZPL15] and our Theorem 21. The left figure is for » = 2 and the right

figure is for r = 3.

Theorem 21. Let N = p"q be a public modulus and let e =~ N and d ~ N? be public
exponent and secret exponent of prime power RSA, respectively. When (8 — 0)log N
bits of the least significant bits are exposed, if

Cr@r+ 1)+ 2/r(r+)(r(r+1)Br+4)(a+8) —3r3 —6r2 —4r + 1)
r(r+1)(3r +4)

<1

3073 + 51r2 + 251 — 4

for Ar(r +1)(3r +4)

<a+p

holds, then prime power RSA modulus N can be factorized in polynomial time.

As Theorem 20, the result (only almost) fully generalizes Takayasu and Kunihiro’s
attack. However, the result is better than Theorem 19 with the exposed LSBs.

When the LSBs are exposed, our attack is better than that of Lu et al. when r is
small. Figures 6.5 compare Theorem 21 and Lu et al. for »r = 2 and 3. Our attack is

the better for all 3, e.g., our attack works with less partial information.

Proof. Recall the key generation for prime power RSA with the exposed LSBs;
e(diM + dy) = 1+ €p"~1(p — 1)(¢ — 1) with some integer |[¢| ~ N*TF~1 To re-
cover the unknown MSBs of the secret exponent dy, we use the following polynomials

fepprrEm(T,y1,y2) =1 —edo + 23] (y1 — 1)(y2 — 1)

whose root modulo e is (x,y1,y2) = (£, p, q).
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To solve a modular equation fpp pxE.m(,y1,y2) =0 (mod e), we use the following
shift-polynomials

. ; +4 _
gPP.PKE.m($7y1ay2> = :c“‘yi“yg ZYQf]%P.SSE.m($7y17y2)(eM)m “

with indices in

I u=01,... myix =0,1,....,m —ujiy, =0,1,...,7 = 1;iy, =0,
Iooe u=0,1,... myix =0,1,....m —ujty, =r — l;iy, =1,

I, u=0,1,...,myix = 0;iy, = 1,2,..., [((r + 1)(1 — 0) — D)u] + ra;iy, = 0.

All these shift-polynomials modulo (e M) have roots (x, y1,y2) = (¢, p, q) that are the
same as gpp. pxE.m- We replace each occurrence of y{y2 by N and construct a lattice
with coefficients of gpp prxE.m(xX,y1Y1,y2Y2) as the bases. The shift-polynomials

generate a triangular basis matrix with diagonals

o Xutix Ylmax{o’r(u_a)HYl}Yzmax{a_ Lutivy /TJ’O}(eM)m_“ with indices in 7,1,

o Xutix Y;JFHUJFI)/H (eM)m—u with indices in Z,2,
o XUy T (eprym—u with indices in Z,,.

In Z,, iy, is upper bounded by [((r+1)(1—0)—1)u|+ra. The definition follows from
the fact that the shift-polynomials reduce norms of outputs by the LLL algorithm,
e.g., the diagonals for the shift-polynomials are smaller than the modulus (eM)™.

We compute the dimension

1+ (r+1)(1—9)
2

n=|I1 UL, UL,|= ( —H“n) m? + o(m?),

and a determinant of the lattice det(L(B)) = XX nyl Y;YQ (eM)®=M  where

. 1+(r+1)(1=6) r 3 3
sx = Z (u—l—zx):( 3 —1—577 m> + o(m?),
(U,iX,iY:l,in)
€ Ty UZyo UIy
Sy, = Z max{0,r(u —a) + iy, } + Z (ru+iy,)

(u,ix 40y, iy ) ELe1 (u,ix iy iy ) €Ly

— (7“ + 1)26(1 — 5)2m3 4+ O(mB),

Sy, = > max{a — [u+ iy, /r],0} + > (a+ [(u+1)/r])

(u,ix,iyy yivy ) €Le1 (uyix,iyy yivy ) €Le2
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SeM = Z (m—u) = (27’+3—6(7’+1)5+gn> m? + o(m?).

(u,ix,0y,,1yy)

€ Tp1 UT UT,

LLL outputs short lattice vectors that satisfy Howgrave-Graham’s Lemma when
(det(L(B)))/™ < (eM)™ that leads to

(a+5—1)(1+(r+31)(1_5> +g77) +Ti1 ((r+1)6(1—(5) +6_17,+%77+g772)
+(04+5_5)(2T+3_6(T+1)5+g77) <(a+ﬁ_6)<1+(r+21)(1—5) +7“77>-

Ignoring low order terms of m, the inequality becomes
0<—7r(r+1*a+B—1)—1-3rp(l+mn)
—r(r+1)(r—1-=3m)(1—0)+r(r+1)*(1—5)>%
To maximize the right hand side of the inequality, we set the parameter

Cr(r+1)(1-46) -1
N 2r

and the condition becomes

Cr@r+1)+ 2/r(r+)(r(r+1)Br+4)(a+8) —3r3 —6r2 —4r + 1)

0<1
r(r+1)(3r +4)
as required. To satisfy the restrictionn > 0,9 < 1— r(r—1+1) should hold. The condition
results in 30 +51r°+25r—4 4 B. O

4r(r+1)(3r+4)

6.6 Concluding Remarks

In this chapter, we study the security of RSA variants with moduli N = p"q; Takagi’s
RSA and the prime power RSA. Analyses for the variants are difficult due to the
complex moduli and key generations. Hence, existing results are hard to follow. To
resolve the problems, we proposed the simple transformations that convert lattices
for the original RSA to the lattices for the variants. Our technique enables us to
understand the attacks on the variants. Furthermore, we obtained better results of

small secret exponent attacks and partial key exposure attacks on the variants.
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Chapter 7

Conclusion

7.1 Summary of the Results

In Chapter 3, we proposed the improved algorithm for solving the (4, )-SIP for
0 < B < 1/4. We obtained the result from our better lattice construction that con-
tains lattices for Boneh-Durfee’s two attacks as special cases. Based on our proposed
algorithm, we obtained the improved attack on the Multi-Prime RSA where its prime
factors are similar sizes.

In Chapter 4, we proposed the improved partial key exposure attacks on CRT-RSA
with the most/least significant bits of d,, or/and d,. For the single partial key exposure
situations, which utilized the partial bits of d,, or d,, we apply Coppersmith’s method
for solving integer equations and obtained better attacks. If the most significant bits
are exposed, our attack is the first result that works for larger public exponent e such
that N/* < e < N3/8_ If the least significant bits are exposed, our attack works for
e < N3/8 as a previous attack, however, our attack works with less partial information.
For the double partial key exposure situations, which utilized the partial bits of d,
and d,, we obtained the first attack that works for d,,d, ~ N 1/2 " Furthermore, the
attack works for e < N. Furthermore, by solving the modular equations, we proposed
the improved attack with the least significant bits of d, or d,. The attack is better
than previous ones for all e < N3/8,

In Chapter 5, we defined general partial key exposure scenarios that contain several
existing problems as special cases. For the general scenarios, we proposed attacks
that contain all the currently known best attacks as special cases. Then, we improved
the attacks for two scenarios; partial key exposure attacks on RSA with the most

significant bits of prime factors and partial key exposure attacks on the multi-prime

RSA.



7.2 Open Problems 135

In Chapter 6, we proposed the generic transformation that convert the lattice for at-
tacking the standard RSA to lattices for attacking Takagi’s RSA and the prime power
RSA whose public modulus has the form N = p"q. Based on the transformation, we
obtained better small secret exponent attacks and partial key exposure attacks with
simple lattice constructions. Technically, we obtained the results by solving integer

equations and constructing better lattices for solving modular equations.

7.2 Open Problems

Since the RSA cryptosystems are practically used, the security evaluation of RSA is
one of the most important research topic in the cryptographic community. Therefore,
further evaluations have to be developed. Some results proposed in this paper may
contribute to revealing new RSA vulnerabilities that are still not known.
Technically, the most fascinating open problem is if there exist integer equations
solving algorithms that are better than ones based on the Jochemsz-May strategy.
In Chapters 4 and 6, the method is used to construct improved attacks on RSA,
however, in some sense the constructions are simple since we follow the Jochemsz-
May strategy. Hence, if improved algorithms can be constructed, they have to be
impressive results. The other open problem is clarifying general strategies for optimal
lattice constructions for Coppersmith’s method. If such strategies can be summarized,

the security evaluation of RSA will further be developed.



136

Bibliography

[AASW12]

[ABB10]

[ACLL15]

[ACM12]

[AD97]

Yoshinori Aono, Manindra Agrawal, Takakazu Satoh, and Osamu
Watanabe. On the optimality of lattices for the coppersmith technique.
In Willy Susilo, Yi Mu, and Jennifer Seberry, editors, Information Secu-
rity and Privacy - 17th Australasian Conference, ACISP 2012, volume
7372 of Lecture Notes in Computer Science, pages 376-389. Springer,
2012.

Shweta Agrawal, Dan Boneh, and Xavier Boyen. Efficient lattice (H)IBE
in the standard model. In Henri Gilbert, editor, Advances in Cryptol-
ogy - EUROCRYPT 2010, 29th Annual International Conference on the
Theory and Applications of Cryptographic Techniques, volume 6110 of
Lecture Notes in Computer Science, pages 553-572. Springer, 2010.
Martin R. Albrecht, Catalin Cocis, Fabien Laguillaumie, and Adeline
Langlois. Implementing candidate graded encoding schemes from ideal
lattices. In Tetsu Iwata and Jung Hee Cheon, editors, Advances in
Cryptology - ASIACRYPT 2015 - 21st International Conference on the
Theory and Application of Cryptology and Information Security, volume
9453 of Lecture Notes in Computer Science, pages 752-775. Springer,
2015.

Michel Abdalla, Angelo De Caro, and Karina Mochetti. Lattice-based
hierarchical inner product encryption. In Alejandro Hevia and Gregory
Neven, editors, Progress in Cryptology - LATINCRYPT 2012 - 2nd In-
ternational Conference on Cryptology and Information Security in Latin
America, volume 7533 of Lecture Notes in Computer Science, pages 121—
138. Springer, 2012.

Miklos Ajtai and Cynthia Dwork. A public-key cryptosystem with worst-
case/average-case equivalence. In Frank Thomson Leighton and Peter W.
Shor, editors, Proceedings of the Twenty-Ninth Annual ACM Symposium
on the Theory of Computing, pages 284-293. ACM, 1997.



[ADRS15]

[AFH*16]

[AFL16]

[AFV11]

[AHY15]

[Ajt98]

[AKSO1]

[AMO9]

137

Divesh Aggarwal, Daniel Dadush, Oded Regev, and Noah Stephens-
Davidowitz. Solving the shortest vector problem in 2" time using discrete
gaussian sampling: Extended abstract. In Rocco A. Servedio and Ronitt
Rubinfeld, editors, Proceedings of the Forty-Seventh Annual ACM on
Symposium on Theory of Computing, STOC 2015, pages 733-742. ACM,
2015.

Martin R. Albrecht, Pooya Farshim, Dennis Hofheinz, Enrique Larraia,
and Kenneth G. Paterson. Multilinear maps from obfuscation. In Eyal
Kushilevitz and Tal Malkin, editors, Theory of Cryptography - 13th In-
ternational Conference, TCC 2016-A, volume 9562 of Lecture Notes in
Computer Science, pages 446-473. Springer, 2016.

Daniel Apon, Xiong Fan, and Feng-Hao Liu. Fully-secure lattice-based
IBE as compact as PKE. TACR Cryptology ePrint Archive, 2016:125,
2016.

Shweta Agrawal, David Mandell Freeman, and Vinod Vaikuntanathan.
Functional encryption for inner product predicates from learning with
errors. In Dong Hoon Lee and Xiaoyun Wang, editors, Advances in
Cryptology - ASTACRYPT 2011 - 17th International Conference on the
Theory and Application of Cryptology and Information Security, volume
7073 of Lecture Notes in Computer Science, pages 21-40. Springer, 2011.
Nuttapong Attrapadung, Goichiro Hanaoka, and Shota Yamada. A
framework for identity-based encryption with almost tight security. In
Tetsu Iwata and Jung Hee Cheon, editors, Advances in Cryptology -
ASTIACRYPT 2015 - 21st International Conference on the Theory and
Application of Cryptology and Information Security, volume 9452 of Lec-
ture Notes in Computer Science, pages 521-549. Springer, 2015.

Miklés Ajtai. The shortest vector problem in Lg is NP-hard for ran-
domized reductions (extended abstract). In Jeffrey Scott Vitter, editor,
Proceedings of the Thirtieth Annual ACM Symposium on the Theory of
Computing, pages 10-19. ACM, 1998.

Miklos Ajtai, Ravi Kumar, and D. Sivakumar. A sieve algorithm for
the shortest lattice vector problem. In Jeffrey Scott Vitter, Paul G.
Spirakis, and Mihalis Yannakakis, editors, Proceedings on 33rd Annual
ACM Symposium on Theory of Computing, pages 601-610. ACM, 2001.
Divesh Aggarwal and Ueli M. Maurer. Breaking RSA generically is

equivalent to factoring. In Antoine Joux, editor, Advances in Cryptol-



138 Bibliography

[Aon09]

[Aon13]

[Att14]

[AWHT16]

[AY15]

[BBO4]

ogy - EUROCRYPT 2009, 28th Annual International Conference on the
Theory and Applications of Cryptographic Techniques, volume 5479 of
Lecture Notes in Computer Science, pages 36—53. Springer, 2009.
Yoshinori Aono. A new lattice construction for partial key exposure at-
tack for RSA. In Stanislaw Jarecki and Gene Tsudik, editors, Public
Key Cryptography - PKC 2009, 12th International Conference on Prac-
tice and Theory in Public Key Cryptography, volume 5443 of Lecture
Notes in Computer Science, pages 34—53. Springer, 2009.

Yoshinori Aono. Minkowski sum based lattice construction for multi-
variate simultaneous coppersmith’s technique and applications to RSA.
In Colin Boyd and Leonie Simpson, editors, Information Security and
Privacy - 18th Australasian Conference, ACISP 2013, volume 7959 of
Lecture Notes in Computer Science, pages 88-103. Springer, 2013.
Nuttapong Attrapadung. Dual system encryption via doubly selective
security: Framework, fully secure functional encryption for regular lan-
guages, and more. In Phong Q. Nguyen and Elisabeth Oswald, edi-
tors, Advances in Cryptology - EUROCRYPT 201/ - 33rd Annual In-
ternational Conference on the Theory and Applications of Cryptographic
Techniques, volume 8441 of Lecture Notes in Computer Science, pages
557-577. Springer, 2014.

Yoshinori Aono, Yuntao Wang, Takuya Hayashi, and Tsuyoshi Takagi.
Improved progressive BKZ algorithms and their precise cost estimation
by sharp simulator. In Marc Fischlin and Jean-Sébastien Coron, edi-
tors, Advances in Cryptology - EUROCRYPT 2016 - 35th Annual In-
ternational Conference on the Theory and Applications of Cryptographic
Techniques, volume 9665 of Lecture Notes in Computer Science, pages
789-819. Springer, 2016.

Nuttapong Attrapadung and Shota Yamada. Duality in ABE: convert-
ing attribute based encryption for dual predicate and dual policy via
computational encodings. In Kaisa Nyberg, editor, Topics in Cryptol-
ogqy - CT-RSA 2015, The Cryptographer’s Track at the RSA Conference
2015, volume 9048 of Lecture Notes in Computer Science, pages 87—105.
Springer, 2015.

Dan Boneh and Xavier Boyen. Secure identity based encryption without
random oracles. In Matthew K. Franklin, editor, Advances in Cryp-
tology - CRYPTO 2004, 24th Annual International CryptologyConfer-



[BB11]

[BBD*13]

[BBN12]

[BCC*13]

[BDOO]

[BDF98]

[BDGLI16]

139

ence, volume 3152 of Lecture Notes in Computer Science, pages 443—459.
Springer, 2004.

Dan Boneh and Xavier Boyen. Efficient selective identity-based encryp-
tion without random oracles. J. Cryptology, 24(4):659-693, 2011.
Guillaume Barbu, Alberto Battistello, Guillaume Dabosville, Christophe
Giraud, Guénaél Renault, Soline Renner, and Rina Zeitoun. Combined
attack on CRT-RSA - why public verification must not be public? In
Kaoru Kurosawa and Goichiro Hanaoka, editors, Public-Key Cryptogra-
phy - PKC 2013 - 16th International Conference on Practice and Theory
in Public-Key Cryptography, volume 7778 of Lecture Notes in Computer
Science, pages 198-215. Springer, 2013.

Hatem M. Bahig, Ashraf Bhery, and Dieaa I. Nassr. Cryptanalysis of
multi-prime RSA with small prime difference. In Tat Wing Chim and
Tsz Hon Yuen, editors, Information and Communications Security - 14th
International Conference, ICICS 2012, volume 7618 of Lecture Notes in
Computer Science, pages 33—44. Springer, 2012.

Daniel J. Bernstein, Yun-An Chang, Chen-Mou Cheng, Li-Ping Chou,
Nadia Heninger, Tanja Lange, and Nicko van Someren. Factoring RSA
keys from certified smart cards: Coppersmith in the wild. In Kazue
Sako and Palash Sarkar, editors, Advances in Cryptology - ASIACRYPT
2013 - 19th International Conference on the Theory and Application of
Cryptology and Information Security, volume 8270 of Lecture Notes in
Computer Science, pages 341-360. Springer, 2013.

Dan Boneh and Glenn Durfee. Cryptanalysis of RSA with private key
d less than N9292_ [EEE Trans. Information Theory, 46(4):1339-1349,
2000.

Dan Boneh, Glenn Durfee, and Yair Frankel. An attack on RSA given
a small fraction of the private key bits. In Kazuo Ohta and Dingyi
Pei, editors, Advances in Cryptology - ASIACRYPT ’98, International
Conference on the Theory and Applications of Cryptology and Informa-
tion Security, volume 1514 of Lecture Notes in Computer Science, pages
25—-34. Springer, 1998.

Anja Becker, Léo Ducas, Nicolas Gama, and Thijs Laarhoven. New
directions in nearest neighbor searching with applications to lattice siev-
ing. In Robert Krauthgamer, editor, Proceedings of the Twenty-Seventh
Annual ACM-SIAM Symposium on Discrete Algorithms, SODA 2016,



140 Bibliography

[BDHY9]

[BDL97]

[BFO3]

[BGGT14]

[BGV14]

[BMO1]

[BMO3]

[BMO5]

pages 10-24. SIAM, 2016.

Dan Boneh, Glenn Durfee, and Nick Howgrave-Graham. Factoring
N = p"q for large r. In Michael J. Wiener, editor, Advances in Cryp-
tology - CRYPTO 99, 19th Annual International Cryptology Confer-
ence, volume 1666 of Lecture Notes in Computer Science, pages 326-337.
Springer, 1999.

Dan Boneh, Richard A. DeMillo, and Richard J. Lipton. On the impor-
tance of checking cryptographic protocols for faults (extended abstract).
In Walter Fumy, editor, Advances in Cryptology - EUROCRYPT °97, In-
ternational Conference on the Theory and Application of Cryptographic
Techniques, volume 1233 of Lecture Notes in Computer Science, pages
37-51. Springer, 1997.

Dan Boneh and Matthew K. Franklin. Identity-based encryption from
the weil pairing. SIAM J. Comput., 32(3):586-615, 2003.

Dan Boneh, Craig Gentry, Sergey Gorbunov, Shai Halevi, Valeria Niko-
laenko, Gil Segev, Vinod Vaikuntanathan, and Dhinakaran Vinayaga-
murthy. Fully key-homomorphic encryption, arithmetic circuit ABE and
compact garbled circuits. In Phong Q. Nguyen and Elisabeth Oswald,
editors, Advances in Cryptology - EUROCRYPT 2014 - 33rd Annual In-
ternational Conference on the Theory and Applications of Cryptographic
Techniques, volume 8441 of Lecture Notes in Computer Science, pages
533-556. Springer, 2014.

Zvika Brakerski, Craig Gentry, and Vinod Vaikuntanathan. (Leveled)
fully homomorphic encryption without bootstrapping. TOCT, 6(3):13:1—
13:36, 2014.

Johannes Blomer and Alexander May. Low secret exponent RSA re-
visited. In Joseph H. Silverman, editor, Cryptography and Lattices, In-
ternational Conference, CaLC 2001, volume 2146 of Lecture Notes in
Computer Science, pages 4-19. Springer, 2001.

Johannes Blomer and Alexander May. New partial key exposure attacks
on RSA. In Dan Boneh, editor, Advances in Cryptology - CRYPTO
2003, 23rd Annual International Cryptology Conference, volume 2729 of
Lecture Notes in Computer Science, pages 27-43. Springer, 2003.
Johannes Blomer and Alexander May. A tool kit for finding small
roots of bivariate polynomials over the integers. In Ronald Cramer,

editor, Advances in Cryptology - EUROCRYPT 2005, 24th Annual In-



[BMOG]

[BNNT11]

[Bon99)

[Bral2]

[BV9S]

[BV14a

[BV14Db)

[BWO6]

[BWZ14]

141

ternational Conference on the Theory and Applications of Cryptographic
Techniques, volume 3494 of Lecture Notes in Computer Science, pages
251-267. Springer, 2005.

Daniel Bleichenbacher and Alexander May. New attacks on RSA with
small secret crt-exponents. In Moti Yung, Yevgeniy Dodis, Aggelos Ki-
ayias, and Tal Malkin, editors, Public Key Cryptography - PKC 2006, 9th
International Conference on Theory and Practice of Public-Key Cryptog-
raphy, volume 3958 of Lecture Notes in Computer Science, pages 1-13.
Springer, 2006.

Eric Brier, David Naccache, Phong Q. Nguyen, and Mehdi Tibouchi.
Modulus fault attacks against RSA-CRT signatures. J. Cryptographic
Engineering, 1(3):243-253, 2011.

Dan Boneh. T'wenty years of attacks on the rsa cryptosystem. NOTICES
OF THE AMS, 46:203-213, 1999.

Zvika Brakerski. Fully homomorphic encryption without modulus
switching from classical gapsvp. In Reihaneh Safavi-Naini and Ran
Canetti, editors, Advances in Cryptology - CRYPTO 2012 - 32nd An-
nual Cryptology Conference, volume 7417 of Lecture Notes in Computer
Science, pages 868-886. Springer, 2012.

Dan Boneh and Ramarathnam Venkatesan. Breaking RSA may not be
equivalent to factoring. In Kaisa Nyberg, editor, Advances in Cryptol-
ogy - EUROCRYPT ’98, International Conference on the Theory and
Application of Cryptographic Techniques, volume 1403 of Lecture Notes
in Computer Science, pages 59-71. Springer, 1998.

Zvika Brakerski and Vinod Vaikuntanathan. Efficient fully homomorphic
encryption from (standard) LWE. SIAM J. Comput., 43(2):831-871,
2014.

Zvika Brakerski and Vinod Vaikuntanathan. Lattice-based FHE as se-
cure as PKE. In Moni Naor, editor, Innovations in Theoretical Computer
Science, ITCS’14, pages 1-12. ACM, 2014.

Xavier Boyen and Brent Waters. Anonymous hierarchical identity-based
encryption (without random oracles). In Cynthia Dwork, editor, Ad-
vances in Cryptology - CRYPTO 2006, 26th Annual International Cryp-
tology Conference, volume 4117 of Lecture Notes in Computer Science,
pages 290-307. Springer, 2006.

Dan Boneh, Brent Waters, and Mark Zhandry. Low overhead broad-



142 Bibliography

[CCK*13]

[CFL*16]

[CGH™*15]

[CGW15]

[CHHS16]

[CHKP12]

cast encryption from multilinear maps. In Juan A. Garay and Rosario
Gennaro, editors, Advances in Cryptology - CRYPTO 201} - 34th An-
nual Cryptology Conference, volume 8616 of Lecture Notes in Computer
Science, pages 206-223. Springer, 2014.

Jung Hee Cheon, Jean-Sébastien Coron, Jinsu Kim, Moon Sung Lee,
Tancrede Lepoint, Mehdi Tibouchi, and Aaram Yun. Batch fully ho-
momorphic encryption over the integers. In Thomas Johansson and
Phong Q. Nguyen, editors, Advances in Cryptology - FUROCRYPT
2013, 32nd Annual International Conference on the Theory and Ap-
plications of Cryptographic Techniques, volume 7881 of Lecture Notes in
Computer Science, pages 315-335. Springer, 2013.

Jung Hee Cheon, Pierre-Alain Fouque, Changmin Lee, Brice Minaud,
and Hansol Ryu. Cryptanalysis of the new CLT multilinear map over
the integers. In Marc Fischlin and Jean-Sébastien Coron, editors, Ad-
vances in Cryptology - EUROCRYPT 2016 - 35th Annual International
Conference on the Theory and Applications of Cryptographic Techniques,
volume 9665 of Lecture Notes in Computer Science, pages 509-536.
Springer, 2016.

Jean-Sébastien Coron, Craig Gentry, Shai Halevi, Tancrede Lepoint, He-
manta K. Maji, Eric Miles, Mariana Raykova, Amit Sahai, and Mehdi
Tibouchi. Zeroizing without low-level zeroes: New MMAP attacks and
their limitations. In Rosario Gennaro and Matthew Robshaw, editors,
Advances in Cryptology - CRYPTO 2015 - 35th Annual Cryptology Con-
ference, volume 9215 of Lecture Notes in Computer Science, pages 247—
266. Springer, 2015.

Jie Chen, Romain Gay, and Hoeteck Wee. Improved dual system ABE
in prime-order groups via predicate encodings. In Elisabeth Oswald and
Marc Fischlin, editors, Advances in Cryptology - EUROCRYPT 2015 -
34th Annual International Conference on the Theory and Applications
of Cryptographic Techniques, volume 9057 of Lecture Notes in Computer
Science, pages 595-624. Springer, 2015.

Ted Chinburg, Brett Hemenway, Nadia Heninger, and Zachary Scherr.
Cryptographic applications of capacity theory: On the optimality of cop-
persmith’s method for univariate polynomials. CoRR, abs/1605.08065,
2016.

David Cash, Dennis Hofheinz, Eike Kiltz, and Chris Peikert. Bonsai



[CHL*+15]

[CIK+09]

[CIL*92]

[CKLQO02

[CLLT16]

[CLT13]

[CLT14]

143

trees, or how to delegate a lattice basis. J. Cryptology, 25(4):601-639,
2012.

Jung Hee Cheon, Kyoohyung Han, Changmin Lee, Hansol Ryu, and
Damien Stehlé. Cryptanalysis of the multilinear map over the integers.
In Elisabeth Oswald and Marc Fischlin, editors, Advances in Cryptology
- EUROCRYPT 2015 - 34th Annual International Conference on the
Theory and Applications of Cryptographic Techniques, volume 9056 of
Lecture Notes in Computer Science, pages 3—12. Springer, 2015.
Jean-Sébastien Coron, Antoine Joux, Ilya Kizhvatov, David Naccache,
and Pascal Paillier. Fault attacks on RSA signatures with partially un-
known messages. In Christophe Clavier and Kris Gaj, editors, Crypto-
graphic Hardware and Embedded Systems - CHES 2009, 11th Interna-
tional Workshop, volume 5747 of Lecture Notes in Computer Science,
pages 444-456. Springer, 2009.

Matthijs J. Coster, Antoine Joux, Brian A. LaMacchia, Andrew M.
Odlyzko, Claus-Peter Schnorr, and Jacques Stern. Improved low-density
subset sum algorithms. Computational Complexity, 2:111-128, 1992.
Mathieu Ciet, Francois Koeune, Fabien Laguillaumie, and Jean-Jacques
Quisquater. Short private exponent attacks on fast variants of rsa.
UCL Crypto Group Technical Report Series CG-2002/4, University
Catholique de Louvain, 2002.

Jean-Sébastien Coron, Moon Sung Lee, Tancrede Lepoint, and Mehdi
Tibouchi. Cryptanalysis of GGH15 multilinear maps. In Matthew Rob-
shaw and Jonathan Katz, editors, Advances in Cryptology - CRYPTO
2016 - 36th Annual International Cryptology Conference, volume 9815
of Lecture Notes in Computer Science, pages 607-628. Springer, 2016.
Jean-Sébastien Coron, Tancrede Lepoint, and Mehdi Tibouchi. Practical
multilinear maps over the integers. In Ran Canetti and Juan A. Garay,
editors, Advances in Cryptology - CRYPTO 2013 - 33rd Annual Cryp-
tology Conference, volume 8042 of Lecture Notes in Computer Science,
pages 476-493. Springer, 2013.

Jean-Sébastien Coron, Tancrede Lepoint, and Mehdi Tibouchi. Scale-
invariant fully homomorphic encryption over the integers. In Hugo
Krawczyk, editor, Public-Key Cryptography - PKC 2014 - 17th Inter-
national Conference on Practice and Theory in Public-Key Cryptogra-

phy, volume 8383 of Lecture Notes in Computer Science, pages 311-328.



144 Bibliography

[CLT15]

[CMO7]

[CMNT11]

[CN11]

[CNT10]

[CNT12]

[Coc01]

[Cop96al

Springer, 2014.

Jean-Sébastien Coron, Tancrede Lepoint, and Mehdi Tibouchi. New
multilinear maps over the integers. In Rosario Gennaro and Matthew
Robshaw, editors, Advances in Cryptology - CRYPTO 2015 - 35th An-
nual Cryptology Conference, volume 9215 of Lecture Notes in Computer
Science, pages 267-286. Springer, 2015.

Jean-Sébastien Coron and Alexander May. Deterministic polynomial-
time equivalence of computing the RSA secret key and factoring. J.
Cryptology, 20(1):39-50, 2007.

Jean-Sébastien Coron, Avradip Mandal, David Naccache, and Mehdi
Tibouchi. Fully homomorphic encryption over the integers with shorter
public keys. In Phillip Rogaway, editor, Advances in Cryptology -
CRYPTO 2011 - 31st Annual Cryptology Conference, volume 6841 of
Lecture Notes in Computer Science, pages 487-504. Springer, 2011.
Yuanmi Chen and Phong Q. Nguyen. BKZ 2.0: Better lattice security
estimates. In Dong Hoon Lee and Xiaoyun Wang, editors, Advances in
Cryptology - ASIACRYPT 2011 - 17th International Conference on the
Theory and Application of Cryptology and Information Security, volume
7073 of Lecture Notes in Computer Science, pages 1-20. Springer, 2011.
Jean-Sébastien Coron, David Naccache, and Mehdi Tibouchi. Fault at-
tacks against emv signatures. In Josef Pieprzyk, editor, Topics in Cryp-
tology - CT-RSA 2010, The Cryptographers’ Track at the RSA Confer-
ence 2010, volume 5985 of Lecture Notes in Computer Science, pages
208-220. Springer, 2010.

Jean-Sébastien Coron, David Naccache, and Mehdi Tibouchi. Public
key compression and modulus switching for fully homomorphic encryp-
tion over the integers. In David Pointcheval and Thomas Johansson,
editors, Advances in Cryptology - EUROCRYPT 2012 - 31st Annual In-
ternational Conference on the Theory and Applications of Cryptographic
Techniques, volume 7237 of Lecture Notes in Computer Science, pages
446-464. Springer, 2012.

Clifford Cocks. An identity based encryption scheme based on quadratic
residues. In Bahram Honary, editor, Cryptography and Coding, 8th IMA
International Conference, volume 2260 of Lecture Notes in Computer
Science, pages 360-363. Springer, 2001.

Don Coppersmith. Finding a small root of a bivariate integer equation;



[Cop96b]

[Cop97]

[Cop01]

[Cor04]

[Cor07]

[CS15]

[CW13]

145

factoring with high bits known. In Ueli M. Maurer, editor, Advances in
Cryptology - EUROCRYPT ’96, International Conference on the Theory
and Application of Cryptographic Techniques, volume 1070 of Lecture
Notes in Computer Science, pages 178-189. Springer, 1996.

Don Coppersmith. Finding a small root of a univariate modular equa-
tion. In Ueli M. Maurer, editor, Advances in Cryptology - EUROCRYPT
’96, International Conference on the Theory and Application of Crypto-
graphic Techniques, volume 1070 of Lecture Notes in Computer Science,
pages 155-165. Springer, 1996.

Don Coppersmith. Small solutions to polynomial equations, and low
exponent RSA vulnerabilities. J. Cryptology, 10(4):233-260, 1997.

Don Coppersmith. Finding small solutions to small degree polynomials.
In Joseph H. Silverman, editor, Cryptography and Lattices, International
Conference, CaLC 2001, volume 2146 of Lecture Notes in Computer
Science, pages 20-31. Springer, 2001.

Jean-Sébastien Coron. Finding small roots of bivariate integer polyno-
mial equations revisited. In Christian Cachin and Jan Camenisch, edi-
tors, Advances in Cryptology - EUROCRYPT 2004, International Con-
ference on the Theory and Applications of Cryptographic Techniques,
volume 3027 of Lecture Notes in Computer Science, pages 492-505.
Springer, 2004.

Jean-Sébastien Coron. Finding small roots of bivariate integer polyno-
mial equations: A direct approach. In Alfred Menezes, editor, Advances
in Cryptology - CRYPTO 2007, 27th Annual International Cryptology
Conference, volume 4622 of Lecture Notes in Computer Science, pages
379-394. Springer, 2007.

Jung Hee Cheon and Damien Stehlé. Fully homomophic encryption
over the integers revisited. In Elisabeth Oswald and Marc Fischlin, ed-
itors, Advances in Cryptology - EUROCRYPT 2015 - 34th Annual In-
ternational Conference on the Theory and Applications of Cryptographic
Techniques, volume 9056 of Lecture Notes in Computer Science, pages
513-536. Springer, 2015.

Jie Chen and Hoeteck Wee. Fully, (almost) tightly secure IBE and dual
system groups. In Ran Canetti and Juan A. Garay, editors, Advances
in Cryptology - CRYPTO 2013 - 33rd Annual Cryptology Conference,
volume 8043 of Lecture Notes in Computer Science, pages 435—460.



146 Bibliography

[DH76]

[DNOO]

[dW02]

[EJMdWO05]

[FGL*+13]

[FHPS13]

[FK15]

[FMR10]

Springer, 2013.

Whitfield Diffie and Martin E. Hellman. New directions in cryptography.
IEEE Trans. Information Theory, 22(6):644—654, 1976.

Glenn Durfee and Phong Q. Nguyen. Cryptanalysis of the RSA schemes
with short secret exponent from asiacrypt ’99. In Tatsuaki Okamoto,
editor, Advances in Cryptology - ASIACRYPT 2000, 6th International
Conference on the Theory and Application of Cryptology and Informa-
tion Security, volume 1976 of Lecture Notes in Computer Science, pages
14-29. Springer, 2000.

Benne de Weger. Cryptanalysis of rsa with small prime difference. Appli-
cable Algebra in Engineering, Communication and Computing, 13(1):17—
28, 2002.

Matthias Ernst, Ellen Jochemsz, Alexander May, and Benne de Weger.
Partial key exposure attacks on RSA up to full size exponents. In Ronald
Cramer, editor, Advances in Cryptology - EUROCRYPT 2005, 24th An-
nual International Conference on the Theory and Applications of Crypto-
graphic Techniques, volume 3494 of Lecture Notes in Computer Science,
pages 371-386. Springer, 2005.

Pierre-Alain Fouque, Nicolas Guillermin, Delphine Leresteux, Mehdi Ti-
bouchi, and Jean-Christophe Zapalowicz. Attacking RSA-CRT signa-
tures with faults on montgomery multiplication. J. Cryptographic Engi-
neering, 3(1):59-72, 2013.

Eduarda S. V. Freire, Dennis Hofheinz, Kenneth G. Paterson, and
Christoph Striecks. Programmable hash functions in the multilinear
setting. In Ran Canetti and Juan A. Garay, editors, Advances in Cryp-
tology - CRYPTO 2013 - 33rd Annual Cryptology Conference, volume
8042 of Lecture Notes in Computer Science, pages 513-530. Springer,
2013.

Masaharu Fukase and Kenji Kashiwabara. An accelerated algorithm for
solving SVP based on statistical analysis. JIP, 23(1):67-80, 2015.
Jean-Charles Faugere, Raphaél Marinier, and Guénaél Renault. Implicit
factoring with shared most significant and middle bits. In Phong Q.
Nguyen and David Pointcheval, editors, Public Key Cryptography - PKC
2010, 13th International Conference on Practice and Theory in Public
Key Cryptography, volume 6056 of Lecture Notes in Computer Science,
pages 70-87. Springer, 2010.



[FOPS04]

[FPS5)

[Gam8&5)]

[Gar14]

[Gen06]

[Gen09]

[GGHYT]

[GGH13a|

[GGH*13b)

147

Eiichiro Fujisaki, Tatsuaki Okamoto, David Pointcheval, and Jacques
Stern. RSA-OAEP is secure under the RSA assumption. J. Cryptology,
17(2):81-104, 2004.

U. Fincke and M. Pohst. Improved methods for calculating vectors of
short length in a lattice, including a complexity analysis. Mathematics
of Computation, 44(170):463-471, April 1985.

Taher El Gamal. A public key cryptosystem and a signature scheme
based on discrete logarithms. IFEFE Trans. Information Theory,
31(4):469-472, 1985.

Sanjam Garg. Program obfuscation via multilinear maps. In Security and
Cryptography for Networks - 9th International Conference, SCN 2014,
pages 91-94, 2014.

Craig Gentry. Practical identity-based encryption without random ora-
cles. In Serge Vaudenay, editor, Advances in Cryptology - EUROCRYPT
2006, 25th Annual International Conference on the Theory and Appli-
cations of Cryptographic Techniques, volume 4004 of Lecture Notes in
Computer Science, pages 445—464. Springer, 2006.

Craig Gentry. Fully homomorphic encryption using ideal lattices. In
Michael Mitzenmacher, editor, Proceedings of the 41st Annual ACM
Symposium on Theory of Computing, STOC 2009, pages 169-178. ACM,
2009.

Oded Goldreich, Shafi Goldwasser, and Shai Halevi. Public-key cryp-
tosystems from lattice reduction problems. In Burton S. Kaliski Jr., ed-
itor, Advances in Cryptology - CRYPTO °97, 17th Annual International
Cryptology Conference, volume 1294 of Lecture Notes in Computer Sci-
ence, pages 112-131. Springer, 1997.

Sanjam Garg, Craig Gentry, and Shai Halevi. Candidate multilinear
maps from ideal lattices. In Thomas Johansson and Phong Q. Nguyen,
editors, Advances in Cryptology - EUROCRYPT 2013, 32nd Annual In-
ternational Conference on the Theory and Applications of Cryptographic
Techniques, volume 7881 of Lecture Notes in Computer Science, pages
1-17. Springer, 2013.

Sanjam Garg, Craig Gentry, Shai Halevi, Mariana Raykova, Amit Sa-
hai, and Brent Waters. Candidate indistinguishability obfuscation and
functional encryption for all circuits. In 54th Annual IEEE Symposium
on Foundations of Computer Science, FOCS 2013, pages 40-49. IEEE



148 Bibliography

[GGH*13¢]

[GGH15]

[GGSW13]

[GHKNOG]

[GHMO5]

[GHS12a|

[GHS12b]

Computer Society, 2013.

Sanjam Garg, Craig Gentry, Shai Halevi, Amit Sahai, and Brent Waters.
Attribute-based encryption for circuits from multilinear maps. In Ran
Canetti and Juan A. Garay, editors, Advances in Cryptology - CRYPTO
2013 - 33rd Annual Cryptology Conference, volume 8043 of Lecture Notes
in Computer Science, pages 479-499. Springer, 2013.

Craig Gentry, Sergey Gorbunov, and Shai Halevi. Graph-induced mul-
tilinear maps from lattices. In Yevgeniy Dodis and Jesper Buus Nielsen,
editors, Theory of Cryptography - 12th Theory of Cryptography Confer-
ence, TCC 2015, volume 9015 of Lecture Notes in Computer Science,
pages 498-527. Springer, 2015.

Sanjam Garg, Craig Gentry, Amit Sahai, and Brent Waters. Witness
encryption and its applications. In Dan Boneh, Tim Roughgarden, and
Joan Feigenbaum, editors, Symposium on Theory of Computing Confer-
ence, STOC’13, Palo Alto, CA, USA, June 1-4, 2013, pages 467-476.
ACM, 2013.

Nicolas Gama, Nick Howgrave-Graham, Henrik Koy, and Phong Q.
Nguyen. Rankin’s constant and blockwise lattice reduction. In Cynthia
Dwork, editor, Advances in Cryptology - CRYPTO 2006, 26th Annual
International Cryptology Conference, volume 4117 of Lecture Notes in
Computer Science, pages 112-130. Springer, 2006.

Steven D. Galbraith, Chris Heneghan, and James F. McKee. Tunable
balancing of RSA. In Colin Boyd and Juan Manuel Gonzalez Nieto, ed-
itors, Information Security and Privacy, 10th Australasian Conference,
ACISP 2005, volume 3574 of Lecture Notes in Computer Science, pages
280-292. Springer, 2005.

Craig Gentry, Shai Halevi, and Nigel P. Smart. Fully homomorphic
encryption with polylog overhead. In David Pointcheval and Thomas
Johansson, editors, Advances in Cryptology - EUROCRYPT 2012 - 31st
Annual International Conference on the Theory and Applications of
Cryptographic Techniques, volume 7237 of Lecture Notes in Computer
Science, pages 465—482. Springer, 2012.

Craig Gentry, Shai Halevi, and Nigel P. Smart. Homomorphic evalu-
ation of the AES circuit. In Reihaneh Safavi-Naini and Ran Canetti,
editors, Advances in Cryptology - CRYPTO 2012 - 32nd Annual Cryp-

tology Conference, volume 7417 of Lecture Notes in Computer Science,



[GLSW15]

[GMM*16]

[GNOS]

[GNR10]

[GPV08]

[GST14]

[GSW13]

[GV15]

149

pages 850-867. Springer, 2012.

Craig Gentry, Allison Bishop Lewko, Amit Sahai, and Brent Waters.
Indistinguishability obfuscation from the multilinear subgroup elimina-
tion assumption. In Venkatesan Guruswami, editor, IEEE 56th Annual
Symposium on Foundations of Computer Science, FOCS 2015, pages
151-170. IEEE Computer Society, 2015.

Sanjam Garg, Eric Miles, Pratyay Mukherjee, Amit Sahai, Akshayaram
Srinivasan, and Mark Zhandry. Secure obfuscation in a weak multilin-
ear map model. In Martin Hirt and Adam D. Smith, editors, Theory
of Cryptography - 14th International Conference, TCC 2016-B, volume
9986 of Lecture Notes in Computer Science, pages 241-268, 2016.
Nicolas Gama and Phong ). Nguyen. Finding short lattice vectors
within mordell’s inequality. In Cynthia Dwork, editor, Proceedings of
the 40th Annual ACM Symposium on Theory of Computing, pages 207—
216. ACM, 2008.

Nicolas Gama, Phong Q. Nguyen, and Oded Regev. Lattice enumeration
using extreme pruning. In Henri Gilbert, editor, Advances in Cryptol-
ogy - EUROCRYPT 2010, 29th Annual International Conference on the
Theory and Applications of Cryptographic Techniques, volume 6110 of
Lecture Notes in Computer Science, pages 257-278. Springer, 2010.
Craig Gentry, Chris Peikert, and Vinod Vaikuntanathan. Trapdoors for
hard lattices and new cryptographic constructions. In Cynthia Dwork,
editor, Proceedings of the 40th Annual ACM Symposium on Theory of
Computing, pages 197-206. ACM, 2008.

Daniel Genkin, Adi Shamir, and Eran Tromer. RSA key extraction via
low-bandwidth acoustic cryptanalysis. In Juan A. Garay and Rosario
Gennaro, editors, Advances in Cryptology - CRYPTO 2014 - 34th An-
nual Cryptology Conference, volume 8616 of Lecture Notes in Computer
Science, pages 444-461. Springer, 2014.

Craig Gentry, Amit Sahai, and Brent Waters. Homomorphic encryption
from learning with errors: Conceptually-simpler, asymptotically-faster,
attribute-based. In Ran Canetti and Juan A. Garay, editors, Advances in
Cryptology - CRYPTO 2013 - 33rd Annual Cryptology Conference, vol-
ume 8042 of Lecture Notes in Computer Science, pages 75-92. Springer,
2013.

Sergey Gorbunov and Dhinakaran Vinayagamurthy. Riding on asymme-



150 Bibliography

[GVW15a]

[GVW15b)

[HDWH12]

[Hel85]

[HHX*+14]

[Hin08]

[HJ16]

[FIMOS]

try: Efficient ABE for branching programs. In Tetsu Iwata and Jung Hee
Cheon, editors, Advances in Cryptology - ASIACRYPT 2015 - 21st In-
ternational Conference on the Theory and Application of Cryptology and
Information Security, volume 9452 of Lecture Notes in Computer Sci-
ence, pages 550-574. Springer, 2015.

Sergey Gorbunov, Vinod Vaikuntanathan, and Hoeteck Wee. Attribute-
based encryption for circuits. J. ACM, 62(6):45, 2015.

Sergey Gorbunov, Vinod Vaikuntanathan, and Hoeteck Wee. Predicate
encryption for circuits from LWE. In Rosario Gennaro and Matthew
Robshaw, editors, Advances in Cryptology - CRYPTO 2015 - 35th An-
nual Cryptology Conference, volume 9216 of Lecture Notes in Computer
Science, pages 503-523. Springer, 2015.

Nadia Heninger, Zakir Durumeric, Eric Wustrow, and J. Alex Halder-
man. Mining your Ps and Qs: Detection of widespread weak keys
in network devices. In Tadayoshi Kohno, editor, Proceedings of the
21th USENIX Security Symposium, pages 205-220. USENIX Associa-
tion, 2012.

Bettina Helfrich. Algorithms to construct minkowski reduced an hermite
reduced lattice bases. Theor. Comput. Sci., 41:125-139, 1985.

Zhangjie Huang, Lei Hu, Jun Xu, Ligiang Peng, and Yonghong Xie. Par-
tial key exposure attacks on takagi’s variant of RSA. In loana Boure-
anu, Philippe Owesarski, and Serge Vaudenay, editors, Applied Cryp-
tography and Network Security - 12th International Conference, ACNS
2014, volume 8479 of Lecture Notes in Computer Science, pages 134-150.
Springer, 2014.

M. Jason Hinek. On the security of multi-prime RSA. J. Mathematical
Cryptology, 2(2):117-147, 2008.

Yupu Hu and Huiwen Jia. Cryptanalysis of GGH map. In Marc Fischlin
and Jean-Sébastien Coron, editors, Advances in Cryptology - FURO-
CRYPT 2016 - 35th Annual International Conference on the Theory
and Applications of Cryptographic Techniques, volume 9665 of Lecture
Notes in Computer Science, pages 537-565. Springer, 2016.

Mathias Herrmann and Alexander May. Solving linear equations modulo
divisors: On factoring given any bits. In Josef Pieprzyk, editor, Advances
in Cryptology - ASIACRYPT 2008, 14th International Conference on the
Theory and Application of Cryptology and Information Security, volume



[HMO09]

[HM10]

[HMM10]

[How97]

[HPS98]

[HPS11]

[HS06]

[HS07]

151

5350 of Lecture Notes in Computer Science, pages 406—424. Springer,
2008.

Mathias Herrmann and Alexander May. Attacking power generators
using unravelled linearization: When do we output too much? In Mit-
suru Matsui, editor, Advances in Cryptology - ASIACRYPT 2009, 15th
International Conference on the Theory and Application of Cryptology
and Information Security, volume 5912 of Lecture Notes in Computer
Science, pages 487-504. Springer, 2009.

Mathias Herrmann and Alexander May. Maximizing small root bounds
by linearization and applications to small secret exponent RSA. In
Phong Q. Nguyen and David Pointcheval, editors, Public Key Cryp-
tography - PKC 2010, 13th International Conference on Practice and
Theory in Public Key Cryptography, volume 6056 of Lecture Notes in
Computer Science, pages 53—69. Springer, 2010.

Wilko Henecka, Alexander May, and Alexander Meurer. Correcting er-
rors in RSA private keys. In Tal Rabin, editor, Advances in Cryptology
- CRYPTO 2010, 30th Annual Cryptology Conference, volume 6223 of
Lecture Notes in Computer Science, pages 351-369. Springer, 2010.
Nick Howgrave-Graham. Finding small roots of univariate modular equa-
tions revisited. In Michael Darnell, editor, Cryptography and Coding, 6th
IMA International Conference, volume 1355 of Lecture Notes in Com-
puter Science, pages 131-142. Springer, 1997.

Jeffrey Hoffstein, Jill Pipher, and Joseph H. Silverman. NTRU: A ring-
based public key cryptosystem. In Joe Buhler, editor, Algorithmic Num-
ber Theory, Third International Symposium, ANTS-III, volume 1423 of
Lecture Notes in Computer Science, pages 267-288. Springer, 1998.
Guillaume Hanrot, Xavier Pujol, and Damien Stehlé. Analyzing block-
wise lattice algorithms using dynamical systems. In Phillip Rogaway,
editor, Advances in Cryptology - CRYPTO 2011 - 31st Annual Cryp-
tology Conference, volume 6841 of Lecture Notes in Computer Science,
pages 447-464. Springer, 2011.

M. Jason Hinek and Douglas R. Stinson. An inequality about factors of
multivariate polynomials. CACR Technical Report CACR 2006-15, Cen-
tre for Applied Cryptographic Research, University of Waterloo, 2006.
Guillaume Hanrot and Damien Stehlé. Improved analysis of kannan’s

shortest lattice vector algorithm. In Alfred Menezes, editor, Advances



152 Bibliography

[HS09]

[HSH*09]

[HSW13]

[IKKOS]

[IKKO09]

[JL12]

[IMO6]

in Cryptology - CRYPTO 2007, 27th Annual International Cryptology
Conference, volume 4622 of Lecture Notes in Computer Science, pages
170-186. Springer, 2007.

Nadia Heninger and Hovav Shacham. Reconstructing RSA private keys
from random key bits. In Shai Halevi, editor, Advances in Cryptology -
CRYPTO 2009, 29th Annual International Cryptology Conference, vol-
ume 5677 of Lecture Notes in Computer Science, pages 1-17. Springer,
2009.

J. Alex Halderman, Seth D. Schoen, Nadia Heninger, William Clarkson,
William Paul, Joseph A. Calandrino, Ariel J. Feldman, Jacob Appel-
baum, and Edward W. Felten. Lest we remember: cold-boot attacks on
encryption keys. Commun. ACM, 52(5):91-98, 2009.

Susan Hohenberger, Amit Sahai, and Brent Waters. Full domain hash
from (leveled) multilinear maps and identity-based aggregate signatures.
In Ran Canetti and Juan A. Garay, editors, Advances in Cryptology -
CRYPTO 2013 - 33rd Annual Cryptology Conference, volume 8042 of
Lecture Notes in Computer Science, pages 494-512. Springer, 2013.
Kouichi Itoh, Noboru Kunihiro, and Kaoru Kurosawa. Small secret key
attack on a variant of RSA (due to takagi). In Tal Malkin, editor, Topics
in Cryptology - CT-RSA 2008, The Cryptographers’ Track at the RSA
Conference 2008, volume 4964 of Lecture Notes in Computer Science,
pages 387-406. Springer, 2008.

Kouichi Itoh, Noboru Kunihiro, and Kaoru Kurosawa. Small secret key
attack on a takagi’s variant of RSA. IFICE Transactions, 92-A(1):33-41,
2009.

Marc Joye and Tancrede Lepoint. Partial key exposure on RSA with
private exponents larger than N. In Mark Dermot Ryan, Ben Smyth,
and Guilin Wang, editors, Information Security Practice and Experience
- 8th International Conference, ISPEC 2012, volume 7232 of Lecture
Notes in Computer Science, pages 369-380. Springer, 2012.

Ellen Jochemsz and Alexander May. A strategy for finding roots of
multivariate polynomials with new applications in attacking RSA vari-
ants. In Xuejia Lai and Kefei Chen, editors, Advances in Cryptology
- ASTACRYPT 2006, 12th International Conference on the Theory and
Application of Cryptology and Information Security, volume 4284 of Lec-
ture Notes in Computer Science, pages 267-282. Springer, 2006.



[JMO7]

[Jou00]

[JR13]

[Kans3)

[KH14]

[KJJ99)]

[Koc96]

153

Ellen Jochemsz and Alexander May. A polynomial time attack on RSA
with private crt-exponents smaller than N7, In Alfred Menezes, edi-
tor, Advances in Cryptology - CRYPTO 2007, 27th Annual International
Cryptology Conference, volume 4622 of Lecture Notes in Computer Sci-
ence, pages 395—411. Springer, 2007.

Antoine Joux. A one round protocol for tripartite diffie-hellman. In Wieb
Bosma, editor, Algorithmic Number Theory, 4th International Sympo-
sium, ANTS-IV, volume 1838 of Lecture Notes in Computer Science,
pages 385-394. Springer, 2000.

Charanjit S. Jutla and Arnab Roy. Shorter quasi-adaptive NIZK proofs
for linear subspaces. In Kazue Sako and Palash Sarkar, editors, Advances
in Cryptology - ASIACRYPT 2013 - 19th International Conference on
the Theory and Application of Cryptology and Information Security, vol-
ume 8269 of Lecture Notes in Computer Science, pages 1-20. Springer,
2013.

Ravi Kannan. Improved algorithms for integer programming and re-
lated lattice problems. In David S. Johnson, Ronald Fagin, Michael L.
Fredman, David Harel, Richard M. Karp, Nancy A. Lynch, Christos H.
Papadimitriou, Ronald L. Rivest, Walter L. Ruzzo, and Joel I. Seiferas,
editors, Proceedings of the 15th Annual ACM Symposium on Theory of
Computing, pages 193-206. ACM, 1983.

Noboru Kunihiro and Junya Honda. RSA meets DPA: recovering RSA
secret keys from noisy analog data. In Lejla Batina and Matthew Rob-
shaw, editors, Cryptographic Hardware and Embedded Systems - CHES
2014 - 16th International Workshop, volume 8731 of Lecture Notes in
Computer Science, pages 261-278. Springer, 2014.

Paul C. Kocher, Joshua Jaffe, and Benjamin Jun. Differential power
analysis. In Michael J. Wiener, editor, Advances in Cryptology -
CRYPTO 99, 19th Annual International Cryptology Conference, vol-
ume 1666 of Lecture Notes in Computer Science, pages 388-397.
Springer, 1999.

Paul C. Kocher. Timing attacks on implementations of diffie-hellman,
rsa, dss, and other systems. In Neal Koblitz, editor, Advances in Cryp-
tology - CRYPTO 96, 16th Annual International Cryptology Confer-
ence, volume 1109 of Lecture Notes in Computer Science, pages 104-113.
Springer, 1996.



154 Bibliography

[KOS10]

[KS01]

[KST13]

[KSI14]

[KSW13]

[Kunll]

[Kun12]

[Kun15]

[KY16]

Eike Kiltz, Adam O’Neill, and Adam D. Smith. Instantiability of RSA-
OAEP under chosen-plaintext attack. In Tal Rabin, editor, Advances
in Cryptology - CRYPTO 2010, 30th Annual Cryptology Conference,
volume 6223 of Lecture Notes in Computer Science, pages 295-313.
Springer, 2010.

Henrik Koy and Claus-Peter Schnorr. Segment LLL-reduction of lat-
tice bases. In Joseph H. Silverman, editor, Cryptography and Lattices,
International Conference, CaLC 2001, volume 2146 of Lecture Notes in
Computer Science, pages 67-80. Springer, 2001.

Noboru Kunihiro, Naoyuki Shinohara, and Tetsuya Izu. Recovering RSA
secret keys from noisy key bits with erasures and errors. In Kaoru Kuro-
sawa and Goichiro Hanaoka, editors, Public-Key Cryptography - PKC
2013 - 16th International Conference on Practice and Theory in Public-
Key Cryptography, volume 7778 of Lecture Notes in Computer Science,
pages 180-197. Springer, 2013.

Noboru Kunihiro, Naoyuki Shinohara, and Tetsuya Izu. A unified frame-
work for small secret exponent attack on RSA. IFICE Transactions,
97-A(6):1285-1295, 2014.

Jonathan Katz, Amit Sahai, and Brent Waters. Predicate encryption
supporting disjunctions, polynomial equations, and inner products. J.
Cryptology, 26(2):191-224, 2013.

Noboru Kunihiro. Solving generalized small inverse problems. IEICE
Transactions, 94-A(6):1274-1284, 2011.

Noboru Kunihiro. On optimal bounds of small inverse problems and ap-
proximate GCD problems with higher degree. In Dieter Gollmann and
Felix C. Freiling, editors, Information Security - 15th International Con-
ference, ISC' 2012, volume 7483 of Lecture Notes in Computer Science,
pages 55—69. Springer, 2012.

Noboru Kunihiro. An improved attack for recovering noisy RSA secret
keys and its countermeasure. In Man Ho Au and Atsuko Miyaji, editors,
Provable Security - 9th International Conference, ProvSec 2015, volume
9451 of Lecture Notes in Computer Science, pages 61-81. Springer, 2015.
Shuichi Katsumata and Shota Yamada. Partitioning via non-linear poly-
nomial functions: More compact ibes from ideal lattices and bilinear
maps. In Jung Hee Cheon and Tsuyoshi Takagi, editors, Advances in
Cryptology - ASIACRYPT 2016 - 22nd International Conference on the



[Laalb]

[Len87]

[Lew12)

[LHA*12]

[LIMPYO]

[LLL82]
[LO85]

[LOS*10]

[LPZ*15]

155

Theory and Application of Cryptology and Information Security, volume
10032 of Lecture Notes in Computer Science, pages 682-712, 2016.
Thijs Laarhoven. Sieving for shortest vectors in lattices using angular
locality-sensitive hashing. In Rosario Gennaro and Matthew Robshaw,
editors, Advances in Cryptology - CRYPTO 2015 - 35th Annual Cryp-
tology Conference, volume 9215 of Lecture Notes in Computer Science,
pages 3—22. Springer, 2015.

Hendrik W. Lenstra. Factoring integers with elliptic curves. The Annals
of Mathematics, 126(3):649-673, November 1987.

Allison B. Lewko. Tools for simulating features of composite order bi-
linear groups in the prime order setting. In David Pointcheval and
Thomas Johansson, editors, Advances in Cryptology - EUROCRYPT
2012 - 31st Annual International Conference on the Theory and Appli-
cations of Cryptographic Techniques, volume 7237 of Lecture Notes in
Computer Science, pages 318-335. Springer, 2012.

Arjen K. Lenstra, James P. Hughes, Maxime Augier, Joppe W. Bos,
Thorsten Kleinjung, and Christophe Wachter. Public keys. In Rei-
haneh Safavi-Naini and Ran Canetti, editors, Advances in Cryptology -
CRYPTO 2012 - 32nd Annual Cryptology Conference, volume 7417 of
Lecture Notes in Computer Science, pages 626-642. Springer, 2012.
Arjen K. Lenstra, Hendrik W. Lenstra Jr., Mark S. Manasse, and
John M. Pollard. The number field sieve. In Proceedings of the 22nd
Annual ACM Symposium on Theory of Computing, pages 564-572, 1990.
A K. Lenstra, H.-W.jun. Lenstra, and Laszlo Lovasz. Factoring polyno-
mials with rational coefficients. Math. Ann., 261:515-534, 1982.

J. C. Lagarias and Andrew M. Odlyzko. Solving low-density subset sum
problems. J. ACM, 32(1):229-246, 1985.

Allison B. Lewko, Tatsuaki Okamoto, Amit Sahai, Katsuyuki
Takashima, and Brent Waters. Fully secure functional encryption:
Attribute-based encryption and (hierarchical) inner product encryption.
In Henri Gilbert, editor, Advances in Cryptology - EUROCRYPT 2010,
29th Annual International Conference on the Theory and Applications
of Cryptographic Techniques, volume 6110 of Lecture Notes in Computer
Science, pages 62-91. Springer, 2010.

Yao Lu, Ligiang Peng, Rui Zhang, Lei Hu, and Dongdai Lin. Towards

optimal bounds for implicit factorization problem. In Orr Dunkelman



156 Bibliography

[LSS14]

[LW10]

[LW11]

[LZL14]

[LZPL15]

[Mau95|

[May02]

and Liam Keliher, editors, Selected Areas in Cryptography - SAC 2015
- 22nd International Conference, volume 9566 of Lecture Notes in Com-
puter Science, pages 462—476. Springer, 2015.

Adeline Langlois, Damien Stehlé, and Ron Steinfeld. GGHLite: More
efficient multilinear maps from ideal lattices. In Phong Q. Nguyen and
Elisabeth Oswald, editors, Advances in Cryptology - EUROCRYPT 2014
- 33rd Annual International Conference on the Theory and Applications
of Cryptographic Techniques, volume 8441 of Lecture Notes in Computer
Science, pages 239-256. Springer, 2014.

Allison B. Lewko and Brent Waters. New techniques for dual system
encryption and fully secure HIBE with short ciphertexts. In Daniele
Micciancio, editor, Theory of Cryptography, 7th Theory of Cryptogra-
phy Conference, TCC 2010, volume 5978 of Lecture Notes in Computer
Science, pages 455-479. Springer, 2010.

Allison B. Lewko and Brent Waters. Unbounded HIBE and attribute-
based encryption. In Kenneth G. Paterson, editor, Advances in Cryp-
tology - EUROCRYPT 2011 - 30th Annual International Conference on
the Theory and Applications of Cryptographic Techniques, volume 6632
of Lecture Notes in Computer Science, pages 547-567. Springer, 2011.
Yao Lu, Rui Zhang, and Dongdai Lin. New partial key exposure attacks
on CRT-RSA with large public exponents. In Ioana Boureanu, Philippe
Owesarski, and Serge Vaudenay, editors, Applied Cryptography and Net-
work Security - 12th International Conference, ACNS 2014, volume 8479
of Lecture Notes in Computer Science, pages 151-162. Springer, 2014.
Yao Lu, Rui Zhang, Ligiang Peng, and Dongdai Lin. Solving linear
equations modulo unknown divisors: Revisited. In Tetsu Iwata and
Jung Hee Cheon, editors, Advances in Cryptology - ASIACRYPT 2015 -
21st International Conference on the Theory and Application of Cryptol-
ogy and Information Security, volume 9452 of Lecture Notes in Computer
Science, pages 189-213. Springer, 2015.

Ueli M. Maurer. On the oracle complexity of factoring integers. Com-
putational Complexity, 5(3/4):237-247, 1995.

Alexander May. Cryptanalysis of unbalanced RSA with small crt-
exponent. In Moti Yung, editor, Advances in Cryptology - CRYPTO
2002, 22nd Annual International Cryptology Conference, volume 2442
of Lecture Notes in Computer Science, pages 242—-256. Springer, 2002.



[May03]

[May04a]

[May04b]

[May10]

[MH?78]

[Mil75]

IMP12]

[MRO9]

[MSZ16]

157

Alexander May. New RSA vulnerabilities using lattice reduction methods.
PhD thesis, University of Paderborn, 2003.

Alexander May. Computing the RSA secret key is deterministic poly-
nomial time equivalent to factoring. In Matthew K. Franklin, editor,
Advances in Cryptology - CRYPTO 2004, 24th Annual International
CryptologyConference, volume 3152 of Lecture Notes in Computer Sci-
ence, pages 213-219. Springer, 2004.

Alexander May. Secret exponent attacks on RSA-type schemes with
moduli N = p"q. In Feng Bao, Robert H. Deng, and Jianying Zhou,
editors, Public Key Cryptography - PKC 2004, 7th International Work-
shop on Theory and Practice in Public Key Cryptography, volume 2947
of Lecture Notes in Computer Science, pages 218-230. Springer, 2004.
Alexander May. Using LLL-reduction for solving RSA and factorization
problems. In Nguyen and Vallée [NV10], pages 315-348.

Ralph C. Merkle and Martin E. Hellman. Hiding information and
signatures in trapdoor knapsacks. IFEFE Trans. Information Theory,
24(5):525-530, 1978.

Gary L. Miller. Riemann’s hypothesis and tests for primality. In
William C. Rounds, Nancy Martin, Jack W. Carlyle, and Michael A.
Harrison, editors, Proceedings of the 7th Annual ACM Symposium on
Theory of Computing, pages 234-239. ACM, 1975.

Daniele Micciancio and Chris Peikert. Trapdoors for lattices: Simpler,
tighter, faster, smaller. In David Pointcheval and Thomas Johansson,
editors, Advances in Cryptology - EUROCRYPT 2012 - 31st Annual In-
ternational Conference on the Theory and Applications of Cryptographic
Techniques, volume 7237 of Lecture Notes in Computer Science, pages
700-718. Springer, 2012.

Alexander May and Maike Ritzenhofen. Implicit factoring: On poly-
nomial time factoring given only an implicit hint. In Stanislaw Jarecki
and Gene Tsudik, editors, Public Key Cryptography - PKC 2009, 12th
International Conference on Practice and Theory in Public Key Cryptog-
raphy, volume 5443 of Lecture Notes in Computer Science, pages 1-14.
Springer, 2009.

Eric Miles, Amit Sahai, and Mark Zhandry. Annihilation attacks for
multilinear maps: Cryptanalysis of indistinguishability obfuscation over
GGH13. In Matthew Robshaw and Jonathan Katz, editors, Advances



158 Bibliography

[MV10a]

IMV10b]

[MWO6]

[MW15]

[MW16]

[Ngu10]

INIK15]

[INK15]

in Cryptology - CRYPTO 2016 - 36th Annual International Cryptology
Conference, volume 9815 of Lecture Notes in Computer Science, pages
629-658. Springer, 2016.

Daniele Micciancio and Panagiotis Voulgaris. A deterministic single ex-
ponential time algorithm for most lattice problems based on voronoi cell
computations. In Leonard J. Schulman, editor, Proceedings of the 42nd
ACM Symposium on Theory of Computing, STOC 2010, pages 351-358.
ACM, 2010.

Daniele Micciancio and Panagiotis Voulgaris. Faster exponential time
algorithms for the shortest vector problem. In Moses Charikar, editor,
Proceedings of the Twenty-First Annual ACM-SIAM Symposium on Dis-
crete Algorithms, SODA 2010, pages 1468-1480. STAM, 2010.

Ueli M. Maurer and Stefan Wolf. Diffie-hellman oracles. In Neal Koblitz,
editor, Advances in Cryptology - CRYPTO 96, 16th Annual Interna-
tional Cryptology Conference, volume 1109 of Lecture Notes in Computer
Science, pages 268-282. Springer, 1996.

Daniele Micciancio and Michael Walter. Fast lattice point enumera-
tion with minimal overhead. In Piotr Indyk, editor, Proceedings of the
Twenty-Sixth Annual ACM-SIAM Symposium on Discrete Algorithms,
SODA 2015, pages 276-294. SIAM, 2015.

Daniele Micciancio and Michael Walter. Practical, predictable lattice
basis reduction. In Marc Fischlin and Jean-Sébastien Coron, editors,
Advances in Cryptology - EUROCRYPT 2016 - 35th Annual Interna-
tional Conference on the Theory and Applications of Cryptographic Tech-
niques, volume 9665 of Lecture Notes in Computer Science, pages 820—
849. Springer, 2016.

Phong Q. Nguyen. Hermite’s constant and lattice algorithms. In Nguyen
and Vallée [NV10], pages 19-69.

Koji Nuida, Naoto Itakura, and Kaoru Kurosawa. A simple and im-
proved algorithm for integer factorization with implicit hints. In Kaisa
Nyberg, editor, Topics in Cryptology - CT-RSA 2015, The Cryptogra-
pher’s Track at the RSA Conference 2015, volume 9048 of Lecture Notes
in Computer Science, pages 258-269. Springer, 2015.

Koji Nuida and Kaoru Kurosawa. (Batch) Fully homomorphic encryp-
tion over integers for non-binary message spaces. In Elisabeth Oswald
and Marc Fischlin, editors, Advances in Cryptology - EUROCRYPT



[NSO01]

[NS05]

[NS09]

[NS16]

[INSV11]

[Nuil4]

[NVOS]

INV10]

[0T09]

159

2015 - 34th Annual International Conference on the Theory and Ap-
plications of Cryptographic Techniques, volume 9056 of Lecture Notes in
Computer Science, pages 537-555. Springer, 2015.

Phong Q. Nguyen and Jacques Stern. The two faces of lattices in cryp-
tology. In Joseph H. Silverman, editor, Cryptography and Lattices, In-
ternational Conference, CaLC 2001, volume 2146 of Lecture Notes in
Computer Science, pages 146-180. Springer, 2001.

Phong Q. Nguyen and Damien Stehlé. Floating-point LLL revisited. In
Ronald Cramer, editor, Advances in Cryptology - EUROCRYPT 2005,
24th Annual International Conference on the Theory and Applications
of Cryptographic Techniques, volume 3494 of Lecture Notes in Computer
Science, pages 215-233. Springer, 2005.

Phong Q. Nguyen and Damien Stehlé. An LLL algorithm with quadratic
complexity. SIAM J. Comput., 39(3):874-903, 2009.

Arnold Neumaier and Damien Stehlé. Faster LLL-type reduction of lat-
tice bases. In Sergei A. Abramov, Eugene V. Zima, and Xiao-Shan Gao,
editors, Proceedings of the ACM on International Symposium on Sym-
bolic and Algebraic Computation, ISSAC 2016, pages 373-380. ACM,
2016.

Andrew Novocin, Damien Stehlé, and Gilles Villard. An LLL-reduction
algorithm with quasi-linear time complexity: extended abstract. In
Lance Fortnow and Salil P. Vadhan, editors, Proceedings of the 43rd
ACM Symposium on Theory of Computing, STOC 2011, pages 403-412.
ACM, 2011.

Koji Nuida. A simple framework for noise-free construction of fully ho-
momorphic encryption from a special class of non-commutative groups.
IACR Cryptology ePrint Archive, 2014:97, 2014.

Phong Q. Nguyen and Thomas Vidick. Sieve algorithms for the shortest
vector problem are practical. J. Mathematical Cryptology, 2(2):181-207,
2008.

Phong Q. Nguyen and Brigitte Vallée, editors. The LLL Algorithm - Sur-
vey and Applications. Information Security and Cryptography. Springer,
2010.

Tatsuaki Okamoto and Katsuyuki Takashima. Hierarchical predicate
encryption for inner-products. In Mitsuru Matsui, editor, Advances in
Cryptology - ASTACRYPT 2009, 15th International Conference on the



160 Bibliography

[OT10]

[OT12a]

[0T12b]

[OT15]

[Pei09)]

[PHL*15]

[Pom84]

Theory and Application of Cryptology and Information Security, volume
5912 of Lecture Notes in Computer Science, pages 214—231. Springer,
2009.

Tatsuaki Okamoto and Katsuyuki Takashima. Fully secure functional
encryption with general relations from the decisional linear assumption.
In Tal Rabin, editor, Advances in Cryptology - CRYPTO 2010, 30th An-
nual Cryptology Conference, volume 6223 of Lecture Notes in Computer
Science, pages 191-208. Springer, 2010.

Tatsuaki Okamoto and Katsuyuki Takashima. Adaptively attribute-
hiding (hierarchical) inner product encryption. In David Pointcheval and
Thomas Johansson, editors, Advances in Cryptology - FUROCRYPT
2012 - 31st Annual International Conference on the Theory and Appli-
cations of Cryptographic Techniques, volume 7237 of Lecture Notes in
Computer Science, pages 591-608. Springer, 2012.

Tatsuaki Okamoto and Katsuyuki Takashima. Fully secure unbounded
inner-product and attribute-based encryption. In Xiaoyun Wang and
Kazue Sako, editors, Advances in Cryptology - ASIACRYPT 2012 - 18th
International Conference on the Theory and Application of Cryptology
and Information Security, volume 7658 of Lecture Notes in Computer
Science, pages 349-366. Springer, 2012.

Tatsuaki Okamoto and Katsuyuki Takashima. Achieving short cipher-
texts or short secret-keys for adaptively secure general inner-product
encryption. Des. Codes Cryptography, 77(2-3):725-771, 2015.

Chris Peikert. Public-key cryptosystems from the worst-case shortest
vector problem: extended abstract. In Michael Mitzenmacher, editor,
Proceedings of the 41st Annual ACM Symposium on Theory of Comput-
ing, STOC 2009, pages 333-342. ACM, 2009.

Ligiang Peng, Lei Hu, Yao Lu, Santanu Sarkar, Jun Xu, and Zhangjie
Huang. Cryptanalysis of variants of RSA with multiple small secret expo-
nents. In Alex Biryukov and Vipul Goyal, editors, Progress in Cryptology
- INDOCRYPT 2015 - 16th International Conference on Cryptology in
India, volume 9462 of Lecture Notes in Computer Science, pages 105—
123. Springer, 2015.

Carl Pomerance. The quadratic sieve factoring algorithm. In Thomas
Beth, Norbert Cot, and Ingemar Ingemarsson, editors, Advances in

Cryptology: Proceedings of EUROCRYPT 84, A Workshop on the The-



[PPS12]

[QC82]

[Reg09]

[RSS5]

[RSATS]

[Sar14]
[Sar16]
[Sch8?7]
[Schss)]

[Sch03]

[Sch06]

161

ory and Application of of Cryptographic Techniques, volume 209 of Lec-
ture Notes in Computer Science, pages 169—182. Springer, 1984.
Kenneth G. Paterson, Antigoni Polychroniadou, and Dale L. Sibborn.
A coding-theoretic approach to recovering noisy RSA keys. In Xiaoyun
Wang and Kazue Sako, editors, Advances in Cryptology - ASIACRYPT
2012 - 18th International Conference on the Theory and Application of
Cryptology and Information Security, volume 7658 of Lecture Notes in
Computer Science, pages 386—403. Springer, 2012.

J.-J. Quisquater and C. Couvreur. Fast decipherment algorithm for rsa
public-key cryptosystem. FElectronics Letters, 18:905-907(2), October
1982.

Oded Regev. On lattices, learning with errors, random linear codes, and
cryptography. J. ACM, 56(6), 2009.

Ronald L. Rivest and Adi Shamir. Efficient factoring based on partial
information. In Franz Pichler, editor, Advances in Cryptology - EURO-
CRYPT 85, Workshop on the Theory and Application of of Crypto-
graphic Techniques, volume 219 of Lecture Notes in Computer Science,
pages 31-34. Springer, 1985.

Ronald L. Rivest, Adi Shamir, and Leonard M. Adleman. A method for
obtaining digital signatures and public-key cryptosystems. Commun.
ACM, 21(2):120-126, 1978.

Santanu Sarkar. Small secret exponent attack on RSA variant with
modulus N = p"q. Des. Codes Cryptography, 73(2):383-392, 2014.
Santanu Sarkar. Revisiting prime power RSA. Discrete Applied Mathe-
matics, 203:127-133, 2016.

Claus-Peter Schnorr. A hierarchy of polynomial time lattice basis reduc-
tion algorithms. Theor. Comput. Sci., 53:201-224, 1987.

Claus-Peter Schnorr. A more efficient algorithm for lattice basis reduc-
tion. J. Algorithms, 9(1):47-62, 1988.

Claus-Peter Schnorr. Lattice reduction by random sampling and birth-
day methods. In Helmut Alt and Michel Habib, editors, STACS 2003,
20th Annual Symposium on Theoretical Aspects of Computer Science,
volume 2607 of Lecture Notes in Computer Science, pages 145-156.
Springer, 2003.

Claus-Peter Schnorr. Fast LLL-type lattice reduction. Inf. Comput.,
204(1):1-25, 2006.



162 Bibliography

[SE94]

[Sha82]

[Sho97]

[Sho02]
[SMOS]

[SM09a]

[SMO9b)]

[SM10]

[SM11]

[SMS08]

[SMSV14]

Claus-Peter Schnorr and M. Euchner. Lattice basis reduction: Improved
practical algorithms and solving subset sum problems. Math. Program.,
66:181-199, 1994.

Adi Shamir. A polynomial time algorithm for breaking the basic merkle-
hellman cryptosystem. In David Chaum, Ronald L. Rivest, and Alan T.
Sherman, editors, Advances in Cryptology: Proceedings of CRYPTO ’82,
pages 279-288. Plenum Press, New York, 1982.

Victor Shoup. Lower bounds for discrete logarithms and related prob-
lems. In Walter Fumy, editor, Advances in Cryptology - EUROCRYPT
‘97, International Conference on the Theory and Application of Cryp-
tographic Techniques, Konstanz, Germany, May 11-15, 1997, Proceed-
ing, volume 1233 of Lecture Notes in Computer Science, pages 256—266.
Springer, 1997.

Victor Shoup. OAEP reconsidered. J. Cryptology, 15(4):223-249, 2002.
Santanu Sarkar and Subhamoy Maitra. Improved partial key exposure
attacks on RSA by guessing a few bits of one of the prime factors. In
Pil Joong Lee and Jung Hee Cheon, editors, Information Security and
Cryptology - ICISC 2008, volume 5461 of Lecture Notes in Computer
Science, pages 37-51. Springer, 2008.

Santanu Sarkar and Subhamoy Maitra. Further results on implicit fac-
toring in polynomial time. Adv. in Math. of Comm., 3(2):205-217, 2009.
Santanu Sarkar and Subhamoy Maitra. Partial key exposure attack on
CRT-RSA. In Michel Abdalla, David Pointcheval, Pierre-Alain Fouque,
and Damien Vergnaud, editors, Applied Cryptography and Network Secu-
rity, 7th International Conference, ACNS 2009, volume 5536 of Lecture
Notes in Computer Science, pages 473-484, 2009.

Santanu Sarkar and Subhamoy Maitra. Some applications of lattice
based root finding techniques. Adv. in Math. of Comm., 4(4):519-531,
2010.

Santanu Sarkar and Subhamoy Maitra. Approximate integer common di-
visor problem relates to implicit factorization. IEEE Trans. Information
Theory, 57(6):4002-4013, 2011.

Santanu Sarkar, Subhamoy Maitra, and Sumanta Sarkar. RSA crypt-
analysis with increased bounds on the secret exponent using less lattice
dimension. TACR Cryptology ePrint Archive, 2008:315, 2008.

Saruchi, Ivan Morel, Damien Stehlé, and Gilles Villard. LLL reducing



[SSM10]

[SWST08]

[Tak9g]

[Tak14]

[TK14a)]

[TK14b)

[TK14c]

163

with the most significant bits. In Katsusuke Nabeshima, Kosaku Na-
gasaka, Franz Winkler, and Agnes Szanto, editors, International Sym-
posium on Symbolic and Algebraic Computation, ISSAC 14, pages 367—
374. ACM, 2014.

Santanu Sarkar, Sourav Sengupta, and Subhamoy Maitra. Partial key
exposure attack on RSA - improvements for limited lattice dimensions.
In Guang Gong and Kishan Chand Gupta, editors, Progress in Cryptol-
ogy - INDOCRYPT 2010 - 11th International Conference on Cryptology
in India, volume 6498 of Lecture Notes in Computer Science, pages 2-16.
Springer, 2010.

Hung-Min Sun, Mu-En Wu, Ron Steinfeld, Jian Guo, and Huaxiong
Wang. Cryptanalysis of short exponent RSA with primes sharing least
significant bits. In Matthew K. Franklin, Lucas Chi Kwong Hui, and
Duncan S. Wong, editors, Cryptology and Network Security, 7th In-
ternational Conference, CANS 2008, volume 5339 of Lecture Notes in
Computer Science, pages 49-63. Springer, 2008.

Tsuyoshi Takagi. Fast RSA-type cryptosystem modulo pFq. In Hugo
Krawczyk, editor, Advances in Cryptology - CRYPTO ’98, 18th Annual
International Cryptology Conference, volume 1462 of Lecture Notes in
Computer Science, pages 318-326. Springer, 1998.

Katsuyuki Takashima. Expressive attribute-based encryption with
constant-size ciphertexts from the decisional linear assumption. In
Michel Abdalla and Roberto De Prisco, editors, Security and Cryptog-
raphy for Networks - 9th International Conference, SCN 2014, volume
8642 of Lecture Notes in Computer Science, pages 298-317. Springer,
2014.

Atsushi Takayasu and Noboru Kunihiro. Better lattice constructions for
solving multivariate linear equations modulo unknown divisors. IEICE
Transactions, 97-A(6):1259-1272, 2014.

Atsushi Takayasu and Noboru Kunihiro. Cryptanalysis of RSA with
multiple small secret exponents. In Willy Susilo and Yi Mu, editors, In-
formation Security and Privacy - 19th Australasian Conference, ACISP
2014, volume 8544 of Lecture Notes in Computer Science, pages 176-191.
Springer, 2014.

Atsushi Takayasu and Noboru Kunihiro. General bounds for small in-

verse problems and its applications to multi-prime RSA. In Jooyoung



164 Bibliography

[TK14d]

[TK15]

[TK16a)]

[TK16b)]

[TK16c]

[TK17a]

[TK17b)

Lee and Jongsung Kim, editors, Information Security and Cryptology
- ICISC 2014 - 17th International Conference, volume 8949 of Lecture
Notes in Computer Science, pages 3—17. Springer, 2014.

Atsushi Takayasu and Noboru Kunihiro. Partial key exposure attacks on
RSA: achieving the boneh-durfee bound. In Antoine Joux and Amr M.
Youssef, editors, Selected Areas in Cryptography - SAC 2014 - 21st Inter-
national Conference, volume 8781 of Lecture Notes in Computer Science,
pages 345-362. Springer, 2014.

Atsushi Takayasu and Noboru Kunihiro. Partial key exposure attacks on
CRT-RSA: better cryptanalysis to full size encryption exponents. In Tal
Malkin, Vladimir Kolesnikov, Allison Bishop Lewko, and Michalis Poly-
chronakis, editors, Applied Cryptography and Network Security - 13th
International Conference, ACNS 2015, volume 9092 of Lecture Notes in
Computer Science, pages 518-537. Springer, 2015.

Atsushi Takayasu and Noboru Kunihiro. How to generalize RSA crypt-
analyses. In Chen-Mou Cheng, Kai-Min Chung, Giuseppe Persiano, and
Bo-Yin Yang, editors, Public-Key Cryptography - PKC 2016 - 19th IACR
International Conference on Practice and Theory in Public-Key Cryptog-
raphy, volume 9615 of Lecture Notes in Computer Science, pages 67-97.
Springer, 2016.

Atsushi Takayasu and Noboru Kunihiro. Partial key exposure attacks on
CRT-RSA: general improvement for the exposed least significant bits. In
Matt Bishop and Anderson C. A. Nascimento, editors, Information Se-
curity - 19th International Conference, ISC 2016, volume 9866 of Lecture
Notes in Computer Science, pages 35—47. Springer, 2016.

Atsushi Takayasu and Noboru Kunihiro. Partial key exposure attacks on
RSA with multiple exponent pairs. In Joseph K. Liu and Ron Steinfeld,
editors, Information Security and Privacy - 21st Australasian Confer-
ence, ACISP 2016, volume 9723 of Lecture Notes in Computer Science,
pages 243-257. Springer, 2016.

Atsushi Takayasu and Noboru Kunihiro. General bounds for small in-
verse problems and its applications to multi-prime RSA. IEICE Trans-
actions, 100-A(1):50-61, 2017.

Atsushi Takayasu and Noboru Kunihiro. A tool kit for partial key expo-
sure attacks on RSA. In Helena Handschuh, editor, Topics in Cryptol-
ogy - CT-RSA 2017, The Cryptographers’ Track at the RSA Conference



[VDGHV10]

[Wall5]

[Wat05]

[Wat09]

[Wie90]

[Xagl3|

[YAHK11]

165

2017, volume 10159 of Lecture Notes in Computer Science, pages 58—73.
Springer, 2017.

Marten van Dijk, Craig Gentry, Shai Halevi, and Vinod Vaikuntanathan.
Fully homomorphic encryption over the integers. In Henri Gilbert, edi-
tor, Advances in Cryptology - EUROCRYPT 2010, 29th Annual Inter-
national Conference on the Theory and Applications of Cryptographic
Techniques, volume 6110 of Lecture Notes in Computer Science, pages
24-43. Springer, 2010.

Michael Walter. Lattice point enumeration on block reduced bases. In
Anja Lehmann and Stefan Wolf, editors, Information Theoretic Security
- 8th International Conference, ICITS 2015, volume 9063 of Lecture
Notes in Computer Science, pages 269-282. Springer, 2015.

Brent Waters. Efficient identity-based encryption without random ora-
cles. In Ronald Cramer, editor, Advances in Cryptology - FEUROCRYPT
2005, 24th Annual International Conference on the Theory and Appli-
cations of Cryptographic Techniques, volume 3494 of Lecture Notes in
Computer Science, pages 114—127. Springer, 2005.

Brent Waters. Dual system encryption: Realizing fully secure IBE and
HIBE under simple assumptions. In Shai Halevi, editor, Advances in
Cryptology - CRYPTO 2009, 29th Annual International Cryptology Con-
ference, volume 5677 of Lecture Notes in Computer Science, pages 619—
636. Springer, 2009.

Michael J. Wiener. Cryptanalysis of short RSA secret exponents. IEEE
Trans. Information Theory, 36(3):553-558, 1990.

Keita Xagawa. Improved (hierarchical) inner-product encryption from
lattices. In Kaoru Kurosawa and Goichiro Hanaoka, editors, Public-Key
Cryptography - PKC 2013 - 16th International Conference on Practice
and Theory in Public-Key Cryptography, volume 7778 of Lecture Notes
in Computer Science, pages 235—-252. Springer, 2013.

Shota Yamada, Nuttapong Attrapadung, Goichiro Hanaoka, and Noboru
Kunihiro. Generic constructions for chosen-ciphertext secure attribute
based encryption. In Dario Catalano, Nelly Fazio, Rosario Gennaro,
and Antonio Nicolosi, editors, Public Key Cryptography - PKC 2011 -
14th International Conference on Practice and Theory in Public Key
Cryptography, volume 6571 of Lecture Notes in Computer Science, pages
71-89. Springer, 2011.



166 Bibliography

[YAHK14]

[Yam16]

[YYHK14]

[ZCZ16]

[ZT13]

[ZT14]

Shota Yamada, Nuttapong Attrapadung, Goichiro Hanaoka, and Noboru
Kunihiro. A framework and compact constructions for non-monotonic
attribute-based encryption. In Hugo Krawczyk, editor, Public-Key Cryp-
tography - PKC 2014 - 17th International Conference on Practice and
Theory in Public-Key Cryptography, volume 8383 of Lecture Notes in
Computer Science, pages 275—292. Springer, 2014.

Shota Yamada. Adaptively secure identity-based encryption from lat-
tices with asymptotically shorter public parameters. In Marc Fischlin
and Jean-Sébastien Coron, editors, Advances in Cryptology - FURO-
CRYPT 2016 - 35th Annual International Conference on the Theory
and Applications of Cryptographic Techniques, volume 9666 of Lecture
Notes in Computer Science, pages 32-62. Springer, 2016.

Takashi Yamakawa, Shota Yamada, Goichiro Hanaoka, and Noboru Ku-
nihiro. Self-bilinear map on unknown order groups from indistinguisha-
bility obfuscation and its applications. In Juan A. Garay and Rosario
Gennaro, editors, Advances in Cryptology - CRYPTO 201} - 34th An-
nual Cryptology Conference, volume 8617 of Lecture Notes in Computer
Science, pages 90-107. Springer, 2014.

Jiang Zhang, Yu Chen, and Zhenfeng Zhang. Programmable hash func-
tions from lattices: Short signatures and ibes with small key sizes. In
Matthew Robshaw and Jonathan Katz, editors, Advances in Cryptol-
ogy - CRYPTO 2016 - 36th Annual International Cryptology Confer-
ence, volume 9816 of Lecture Notes in Computer Science, pages 303—332.
Springer, 2016.

Hui Zhang and Tsuyoshi Takagi. Attacks on multi-prime RSA with
small prime difference. In Colin Boyd and Leonie Simpson, editors, In-
formation Security and Privacy - 18th Australasian Conference, ACISP
2013, volume 7959 of Lecture Notes in Computer Science, pages 41-56.
Springer, 2013.

Hui Zhang and Tsuyoshi Takagi. Improved attacks on multi-prime RSA
with small prime difference. IEICE Transactions, 97-A(7):1533-1541,
2014.



167

HRERERERE

HEN

1.

0

oogooonon

Atsushi Takayasu and Noboru Kunihiro. General bounds for small inverse

problems and its applications to multi-prime RSA. IEICE Transactions, 100-
A(1):50-61, 2017.

. Atsushi Takayasu and Noboru Kunihiro. Better lattice constructions for solv-

ing multivariate linear equations modulo unknown divisors. [EICE Transac-
tions, 97-A(6):1259-1272, 2014.

oogogon

. Atsushi Takayasu, Yao Lu, and Ligiang Peng. Small CRT-exponent RSA revis-

ited. In Advances in Cryptology - EUROCRYPT 2017 - 36th Annual Interna-
tional Conference on the Theory and Applications of Cryptographic Techniques,
Lecture Notes in Computer Science. Springer, 2017. 00000000

. Atsushi Takayasu and Noboru Kunihiro. A tool kit for partial key exposure

attacks on RSA. In Helena Handschuh, editor, Topics in Cryptology - CT-RSA
2017, The Cryptographers’ Track at the RSA Conference 2017, volume 10519
of Lecture Notes in Computer Science, pages 5873. Springer, 2017.

. Atsushi Takayasu and Noboru Kunihiro. Partial key exposure attacks on RSA

with multiple exponent pairs. In Joseph K. Liu and Ron Steinfeld, editors,
Information Security and Privacy - 21st Australasian Conference, ACISP 2016,
volume 9723 of Lecture Notes in Computer Science, pages 243-257. Springer,
2016.

. Atsushi Takayasu and Noboru Kunihiro. Partial key exposure attacks on CRT-

RSA: general improvement for the exposed least significant bits. In Matt
Bishop and Anderson C. A. Nascimento, editors, Information Security - 19th
International Conference, ISC 2016, volume 9866 of Lecture Notes in Computer



168

10.

11.

goooo

Science, pages 35—47. Springer, 2016.

. Atsushi Takayasu and Noboru Kunihiro. Small secret exponent attacks on RSA

with unbalanced prime factors. In Proceedings of the International Symposium
on Information Theory and its Applications, ISITA 2016. IEEE, 2016.

. Atsushi Takayasu and Noboru Kunihiro. How to generalize RSA cryptanal-

yses. In Chen-Mou Cheng, Kai-Min Chung, Giuseppe Persiano, and Bo-Yin
Yang, editors, Public-Key Cryptography - PKC 2016 - 19th IACR International
Conference on Practice and Theory in Public-Key Cryptography, volume 9615
of Lecture Notes in Computer Science, pages 67-97. Springer, 2016.

. Atsushi Takayasu and Noboru Kunihiro. Partial key exposure attacks on CRT-

RSA: better cryptanalysis to full size encryption exponents. In Tal Malkin,
Vladimir Kolesnikov, Allison Bishop Lewko, and Michalis Polychronakis, edi-
tors, Applied Cryptography and Network Security - 13th International Confer-
ence, ACNS 2015, volume 9092 of Lecture Notes in Computer Science, pages
518-537. Springer, 2015.

. Katsuyuki Takashima and Atsushi Takayasu. Tighter security for efficient lat-

tice cryptography via the Rényi divergence of optimized orders. In Man Ho
Au and Atsuko Miyaji, editors, Provable Security - 9th International Confer-
ence, ProvSec 2015, volume 9451 of Lecture Notes in Computer Science, pages
412-431. Springer, 2015.

. Atsushi Takayasu and Noboru Kunihiro. Partial key exposure attacks on RSA:

achieving the boneh-durfee bound. In Antoine Joux and Amr M. Youssef,
editors, Selected Areas in Cryptography - SAC 201/ - 21st International Con-
ference, volume 8781 of Lecture Notes in Computer Science, pages 345-362.
Springer, 2014.

Atsushi Takayasu and Noboru Kunihiro. General bounds for small inverse

problems and its applications to multi-prime RSA. In Jooyoung Lee and Jong-
sung Kim, editors, Information Security and Cryptology - ICISC 2014 - 17th
International Conference, volume 8949 of Lecture Notes in Computer Science,
pages 3—17. Springer, 2014.

Atsushi Takayasu and Noboru Kunihiro. Cryptanalysis of RSA with multiple

small secret exponents. In Willy Susilo and Yi Mu, editors, Information Secu-
rity and Privacy - 19th Australasian Conference, ACISP 201/, volume 8544 of
Lecture Notes in Computer Science, pages 176—191. Springer, 2014.



HEN

1.

169

Joooogon

Parameter selections for approximate GCD problems. In The 11th Interna-
tional Workshop on Security, IWSEC 2016, 2016.

Improved algorithms for partial key exposure attacks on RSA. In The 9th
International Workshop on Security, IWSEC 2014, 2014.

Joooougbogoooon

. Atsushi Takayasu and Noboru Kunihiro. Faster LLL reduction to break the

security of fully homomorphic encryption and multilinear map over the integers.
In The 10th International Workshop on Security, IWSEC 2015, 2015.

. Atsushi Takayasu and Noboru Kunihiro. Partial key exposure attacks on RSA

when most significant bits of d known. In 9th ACM Symposium on Information,
Computer and Communications Security, ASIACCS 2014. ACM, 2014.

.goboobooboobooogo,booboobobooo,g 20170 10.

gddd: ogggguouoooboobobbbbboooooooouoooo

.CSSO0000,000000 000000000000ogoogg 6SS 2016,

2016 O 10 O0.
O000: CRT-RSAOOOOOOOOOOOOOO

. Best Student Paper Award, ACISP 2016, 2016 0 7 0.

00 00: Partial key exposure attacks on RSA with multiple exponent pairs
ddooboooooobooooo,boodoobooobooooooono, 2016 0
30.

00 00: How to generalize RSA cryptanalyses

.CSSO0000,000000 00000000g0oogoooogog 6SS 2015,

20150 100.
O000: 00 GCDODODODOOO0OO0O0O

.CSSO0000,000000 000000000000000000 GSS 2015,

20150 1000.
OO0D00: 0000 LPNODODOOO BRKWOOOODOOOO



170 goooo

7. SCISOO00,00000000 CODOODOOOOOOOoOoOogggg SCIS 2014,
20150 10.
O000: RSAODDDODDOOOODOOOOO

Doooooboboobuobooooobogood

1.000,000. Slide0000000000000000D000000000. O
0000000000000000, SCIS 2017, 2B4-4, 2017.

2. 000,00,000. CRT-RSAODDOOOOOOOODDOOO. 000000
000000000000, CSS 2016, 3C4-1, 2016.

.000,000. 00000000000000000000000000000
00000000000, ISEC, 2016.

.000,0000. RényiOOOODOODD0O0O0O0OOO0D00000000000
O000. 00000000000000000, SCIS 2016, 1D1-2, 2016.

.0000,0000,000,000. 0000000000000 SieveOODO0O
O000000. 00000000000000000, SCIS 2016, 2D1-2, 2016.

.0000,000,000. 0000000 ILWEODDOOOOO BKWOOO
O000. 00000000000000000, SCIS 2016, 2D4-5, 2016.

7.000,000. 00 GCDOOODODOOOOOO. 0000000000000
0oooo, ¢SS 2015, 3C2-3, 2015.

8. 0000,000,000. 0000 LPNOOOOOO BKWOOOOOOOO
0. 000000000000000000, CSS 2015, 3C2-4, 2015.

.000,0000. 0000000000000 GGHLiteDOOOO. OOO0O
0000000000000, SCIS 2015, 2D4-2, 2015.

10. 0000,0000,000,000. 000000000 binary-LWEO OO0 O
000000. 00000000000000000, SCIS 2015, 3D1-1, 2015.

11. 000,000. 0000000000 RSAODOOODOOO. 00000000
000, ISEC, 2014.

w

W

ot

(=}

Ne)



