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Abstract

In security proofs of cryptographic schemes, various kinds of assumptions have been
used. Among those assumptions, the hardness of the factoring problem, called the
factoring assumption, is one of the most reliable assumptions. In this dissertation,
we study constructions of factoring-based cryptographic schemes. First we study a
cryptographic primitive called a self-bilinear map. We define a relaxed version of
a self-bilinear map, which we call a self-bilinear maps with auxiliary information
(AI-SBM). We construct an AI-SBM based on the factoring assumption and the
existence of indistinguishability obfuscation (i0). We also show that AI-SBM can
be used for constructing cryptographic schemes including multiparty key exchange,
broadcast encryption, attribute-based encryption and homomorphic signatures. As a
side result, we construct a somewhat homomorphic encryption for NC; circuits based
on the ®-hiding assumption and the existence of iO. Second we study a cryptographic
primitive called lossy trapdoor function (LTDF). We define a relaxed version of an
LTDF which we call an adversary-dependent lossy trapdoor functions (ad-LTDF).
Then we show that in many applications of LTDFs, we can replace LTDFs with
ad-LTDFs. Moreover, we give a construction of ad-LTDFs based on the factoring
assumption w.r.t. semi-smooth RSA subgroup moduli (SS moduli), which is a special
type of RSA moduli introduced by Groth. As a result, we almost automatically obtain
new constructions of a collision resistant hash function, CPA secure PKE scheme
and DPKE scheme based on the same assumption. Especially, our DPKE scheme
is the first scheme that satisfies the security notion called the PRIV security for
block sources proposed by Boldyreva et al. solely based on the factoring assumption.
Besides direct applications of ad-LTDFs, we construct a CCA secure PKE scheme
based on the factoring assumption w.r.t. SS moduli whose ciphertext overhead is the

shortest among schemes based on the same assumption.
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Chapter 1

Introduction

1.1 Background

Cryptography is indispensable to secure information transmissions. While the history
of cryptography dates back to more than hundreds years ago, the concept of public
key encryption (PKE), proposed by Diffie and Hellman [DH76] in 1976, has brought
about a revolution in cryptography. In “classical” cryptography before that, it is
assumed that a sender and a receiver share a common key, which is used both for
encryption and decryption. On the other hand, in a PKE scheme, there are two
types of keys called an encryption key and a decryption key. An important feature
of PKE is that the security is ensured even if an encryption key is made public.
By this feature, anyone can encrypt a massage to generate a ciphertext without any
secret information, while only a party who knows a decryption key can decrypt the
ciphertext to recover the message. This enable us to securely communicate with
many and unspecified parties on the Internet. Moreover, it turns out that the idea
of PKE can be used for constructing many other cryptographic primitives such as

digital signatures, identification, commitments, etc.

Security proof and hardness assumptions. For ensuring security of cryptographic
schemes, a commonly used approach is to give security proofs for those schemes. That
is, we prove that breaking the scheme is as hard as solving a certain mathematical
problem that is known to be hard to solve. As a result, we ensure the security of the
scheme under the assumption that the underlying mathematical problem is really
hard to solve. This approach gives us a strong evidence of security because the
security is proven in a mathematical way as long as the underlying assumption is
true. On the other hand, if the underlying assumption is false (i.e., the underlying

mathematical problem is easy to solve), the security of the scheme is no longer
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ensured. Therefore it is important to reduce the security of a cryptographic scheme
to a reliable assumption.

Nowadays, various kinds of assumptions are used for security proofs including the
factoring [RSAT78, Rab79], discrete-logarithm [DHT76], paring-based [Jou00, SOKO1,
BFO01], lattice-based [Ajt96, Reg05] assumptions etc. Among them, the factoring
assumption, which claims the hardness of factorizing large composite number, is one
of the most reliable assumptions because no efficient algorithm to solve the integer
factoring problem is known so far though intensive researches on that topic have been
done over several decades [Pol74, Pol75, Len87, CP05]. Therefore if the security of
a cryptographic scheme is proven under the factoring assumption, then we obtain a
strong evidence on the security of the scheme. Thus in this dissertation, we study
constructions of factoring-based cryptographic schemes.

Here, we remark the definition of the term “factoring-based” used in this disser-
tation. When we say “factoring-based scheme”, we do not always mean that the
security of the scheme is reduced to the factoring assumption, but we mean the
scheme is reduced to any assumption which is related to the factoring assumption.
These “factoring-related assumptions” include the RSA [RSA78], strong RSA [BP97],
quadratic residuosity (QR) [GM82], decision composite residuosity(DCR) [Pai99], ®-
hiding [CMS99] assumptions etc. Though there is no known algorithm to break these
assumptions without breaking the factoring assumption, there is no rigorous reduction
from any of these assumptions to the factoring assumption. Therefore we distinguish

factoring-based constructions and those reduced to the factoring assumption.

1.2 Cryptographic primitives

Here, we review current status of various cryptographic primitives, mainly focusing
on factoring-based constructions. We note that since the theme of this dissertation is
factoring-based cryptography, we omit some important results that is not related to

factoring.

Public key encryption. The first PKE scheme was proposed by Rivest, Shamir and
Adleman in 1978 [RSA78|, which is called the RSA scheme. The description of the
RSA scheme is as follows. A public key consists of a product N = PQ of two primes
P and @ and a public exponent e € Z. A secret key is a secret exponent d, such
that ed =1 mod (P — 1)(Q — 1). For encrypting a message M € Zy, we compute
C = M¢ mod N and output C as a ciphertext. The decryption is done as M = C?.
The correctness of the scheme follows from the fact that M¢? = M holds for any
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M € Zpy, which can be seen by the Fermat’s little theorem. The security is based
on the RSA assumption, which claims that any probabilistic polynomial time (PPT)
algorithm cannot compute M with non-negligible probability given N, e and C' = M*.

Though the RSA scheme was a significant breakthrough, there are still two problems
regarding to the security. The first one is that since the RSA assumption is not reduced
to the factoring assumption so far, the security of the scheme cannot be reduced to
the factoring assumption. Hopefully, we want to obtain a PKE scheme whose security
can be reduced to the factoring assumption. The second one is that though any PPT
adversary cannot compute a message M from a ciphertext C, it may be possible that
C reveals a partial information of M. Hopefully we want to ensure that C' does not
leak any information of M.

The first problem is solved by Rabin [Rab79] in 1979, who proposed the first PKE
scheme whose security can be reduced to the factoring assumption. The Rabin scheme
is as follows. A public key is N = P(Q as in the RSA scheme, and the secret key is
P and Q. The encryption of a message M is done as C' = M? mod N to generate
a ciphertext C, and decryption is done by finding M that satisfies C = M? mod N
*I The scheme can be seen as a variant of the RSA scheme for e = 2, but what
is important is that the security of the Rabin scheme is rigorously reduced to the
factoring assumption.

The second problem is solved by Goldwasser and Mical [GMS82] in 1982. They
formalize the notion of semantic security for PKE, which means that any information
of message is not leaked from a ciphertext and a public key. Then they construct a
PKE scheme that satisfies the semantic security under the QR assumption.

Blum and Goldwasser [BG84] proposed the first PKE scheme that solves the these
two problems simultaneously: The semantic security of the scheme can be reduced to
the factoring assumption.

All of the above works only consider the security against chosen plaintext attacks
(CPA) where an adversary only observes public keys and ciphertexts. On the other
hand, there is a stronger security notion called the chosen ciphertext attack (CCA)
security where an adversary in addition to observing public keys and ciphertexts
accesses to a decryption oracle that returns decryption of an arbitrary ciphertext ex-
cept the “target ciphertext” that adversary tries to break. Though the CCA security
had been considered only of theoretical interest for a long time, in 1998, Bleichen-

bacher [Ble98] showed that a (partial) chosen ciphertext attack is possible in the real

*1 n fact, there are 4 possible messages M that satisfies M? = C, therefore additional two bits
should be included in a ciphertext to specify a message.
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world by demonstrating an attack against PKCS #1 which was a widely used PKE
scheme in the real. Therefore nowadays, the CCA security is considered as a desir-
able security of a PKE scheme. Naor and Yung [NY89] and Dolev, Dwork and Naor
[DDN91] proposed a generic conversion from a PKE scheme with the CPA security to
a one with the CCA security by using non-interactive zero-knowledge proof systems
(NIZKs), but their schemes are too inefficient and far from practical. Fujisaki and
Okamoto [FO99] proposed a practical conversion, but their security analysis relies
on the random oracle model, in which a hash function is modeled as a completely
random function. In 2009, Hofheinz and Kiltz [HK09b] proposed the first practical
PKE scheme whose CCA security can be reduced to the factoring assumption in the
standard model. Some variants of the Hofheinz-Kiltz scheme have been proposed
[MLLJ11, LLML11, LLML12, LLL13, YYN*14].

Broadcast encryption. Broadcast encryption (BE) [FN93] is a variant of PKE where
a sender can arbitrary decide a set of receivers, and only designated receivers can
decrypt the ciphertext to obtain a message. Since there is a trivial construction of
a BE scheme whose ciphertext size is proportional to the number of receivers, BE
is meaningful only if a ciphertext size is sublinear to the number of receivers. In
2000, Naor and Pinkas [NP0O] proposed a revocation scheme, which can be seen as
a BE scheme whose ciphertext size is proportional to the number of revoked users.
That is, when encrypting a message to n — t receivers out of n potential receivers,
the ciphertext size of the scheme is O(t) instead of O(n). Wee [Weell] constructed a
factoring-based variant of the Naor-Pinkas scheme. Though these schemes are efficient
when the receiver set is large, when that is small, namely ¢ ~ n, the ciphertext size
is almost the same as that of the trivial construction. Boneh, Gentry and Waters
[BGWO05] constructed a BE scheme whose ciphertext size is O(y/n) regardless of
the number of revoked users based on a pairing, and Boneh and Silverberg [BS02]
(instantiated by [GGH13a]) proposed a BE scheme whose ciphertext is O(1) based on
a multilinear map. A factoring-based BE scheme with the similar property has been

unknown so far.

|dentity-based encryption. Identity-based encryption (IBE) [Sha84] is a variant of
PKE where an arbitrary string can be used as a public key. Though the concept
of IBE was proposed in 1984, the first constructions were proposed in 2000 and 2001
by Sakai, Ohgishi and Kasahara [SOKO00] and Boneh and Franklin [BF01] indepen-
dently. Their schemes are based on a pairing, and proven secure in the random oracle
model. Boneh and Boyen [BB04| proposed an IBE scheme proven selectively secure in

the standard model, and Waters [Wat05] proposed an IBE scheme proven adaptively
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secure in the standard model.

As a scheme related to the factoring problem, Cocks [Coc01] proposed an IBE
scheme which is proven secure under the QR assumption in the random oracle model.
Boneh, Gentry and Hamburg [BGHO07] proposed an efficient variant of the above
scheme, which is also proven secure under the QR assumption in the random oracle
model. We note that there is no known IBE scheme which is proven secure under
a factoring related assumption in the standard model, or proven secure under the

factoring assumption (even in the random oracle model).

Attribute-based encryption. Attribute-based encryption (ABE) is an extension of
PKE which enable us an arbitrary access control depending on attributes assigned
to each receiver. The concept of ABE was proposed by Sahai and Waters [SWO05],
and there are many constructions of an ABE scheme based on bilinear pairings
[BSW07, GPSWO06]. Garg et al. [GGH'13c| constructed the first ABE scheme
for general circuits based on multilinear maps. Boneh et al. [BGG™14] proposed
a variant of the scheme with a compact ciphertext. Gorbunov et al. [GVW13]
constructed an ABE scheme for general circuits based on the standard learning with
errors (LWE) assumption. There is no known factoring-based construction of an
ABE scheme.

Functional encryption. Functional encryption is an extension of ABE where a secret
key sk is associated with a function f, and an encryption of a message m is decrypted
to f(x) by the secret key sky. The concept of FE is proposed by Boneh, Sahai and
Waters [BSW11]. Garg, [GGH"13b] constructed the first (selectively secure) FE
scheme for all circuits based on an indistinguishability obfuscation. Waters [Wat15]
and Ananth et al. [ABSV15] proposed fully secure FE schemes for all circuits. As an
FE scheme for functions of more restricted class, Abdalla et al. [ABCP15] constructed
selectively FE schemes for innner product based on a PKE scheme with a special
structure, which can be constructed based on various kind of assumptions including
DDH and LWE assumptions. Agrawal, Libert and Stehlé [ALS16] constructed fully
secure FE schemes for inner products based on the DDH, LWE and DCR assumptions.
There is no known factoring-based construction of an FE scheme for general circuits,
or an FE scheme for inner products whose security.can be reduced to the factoring

assumption.

Homomorphic encryption. Homomorphic encryption is PKE with the homomorphic
property such that computation over encrypted messages can be done publicly. In
fact, the first PKE, the RSA encryption, is already multiplicative homomorphic. That
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is, given a ciphertexts C1 = M7y and Cy = MS for messages M; and My respectively,
we can compute a new ciphertext C; - Co = (M - M3)¢, which corresponds to the
message M, - My. The PKE scheme proposed by Goldwasser and Micali [GM8&2] is
additively homomorphic over a message space Zo, and there has been proposed some
additively homomorphic encryption scheme whose message space is larger based on
factoring-related assumption [Cla94, NS98, Pai99, Gro05, JL13]. However, there is
no known additively homomorphic encryption scheme which can be reduced to the
factoring assumption.

In 2009, Gentry [Gen09] proposed the first fully homomorphic encryption (FHE)
scheme based on an ideal lattice in which arbitrary computation can be done over
encrypted messages. Thereafter, many FHE schemes have been proposed based on
lattice-based [BV11, BGV12, Bral2, GSW13, CGGI16] or integer-based assumptions
[vDGHV10, CMNT11, CNT12, CCK"13, CLT14]. On the other hand, there is still

no known FHE scheme based on a standard factoring-related assumption.

Deterministic public key encryption. Deterministic public key encryption (DPKE) is
PKE whose encryption algorithm is deterministic. Though a DPKE scheme cannot
satisfy the semantic security, Bellare et al. [BBO07] defined the PRIV security as the
best possible security of a DPKE scheme. They constructed a DPKE scheme that
satisfies the PRIV security in the random oracle model. Boldyreva et al. [BFOO0S|
weakened the PRIV security to define the security notion which they call the PRIV
security for block-sources, and constructed DPKE schemes with this security in the
standard model based on lossy trapdoor functions (LTDFs). Bellare et al. [BFORO0S|
constructed DPKE scheme with a further weaker security notion (where messages
are uniformly random) can be constructed from any one-way trapdoor permutation.
There is no known construction of a DPKE scheme that can be proven to satisfy the

PRIV security for block sources under the factoring assumption.

Non-interactive key exchange. Non-interactive key exchange (NIKE) is a crypto-
graphic protocol where many parties share a common key without any interaction
except publishing each user’s public key. Though Diffie and Hellman [DH76]
proposed the first 2-party NIKE scheme in 1976, it was not until 2013 that a formal
definition and security models were given by [FHKP13]. In [FHKP13], they proposed
a NIKE schemes that satisfies the strongest security definition they define under
a pairing-based assumption in the standard model, or the factoring assumption in
the random oracle model. There is no known construction of 2-party NIKE scheme
that satisfies their security requirement under the factoring (or a factoring-related)

assumption in the standard model.
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For the case of more than 2 parties, Joux [Jou00] proposed a 3-party NIKE scheme
based on a pairing, and Boneh and Silverberg [BS02] (instantiated by [GGH13a])
proposed a multi-party NIKE scheme based on a multilinear map. There is no known

NIKE scheme for more than 2 parties based on a factoring-related assumption.

Digital signatures. A digital signature is a digital analogue of a handwrite signature.
The concept of digital signatures was proposed by Diffie and Hellman [DH76], and the
first digital signature scheme was proposed by Rivest, Shamir and Adleman [RSAT7S]
at the same time as the first PKE scheme was proposed. Actually, their signature
scheme uses the same mechanism as the RSA encryption: The verification key consists
of a multiple N = PQ of two primes P and @ and a public exponent e, and a signing
key is a secret exponent d such that ed =1 mod (P —1)(Q —1). A signature o for a
message M is generated as o := M? mod N, and a signature is verified by checking
whether 0 = M mod N holds. Intuitively, the security of the scheme follows from
the assumption that it is hard to find a e-th root modulo N. However, there is a
vulnerability in their scheme that even without a signing key, one can first generate a
signature o and then generate a message M := ¢ mod N so that (M, o) is accepted
by the verification algorithm.

Goldwasser, Micali and Rivest [GMRS88] gave a strong security definition called ex-
istential unforgeability against chosen message attack (EUF-CMA). Rompel [Rom90]
constructed EUF-CMA secure digital signatures solely based on a one-way function.
However, their construction is very complicated and not practical. As a more direct
and efficient construction of digital signatures based on factoring-related assump-
tions, There have been proposed some EUF-CMA secure digital signatures based
on the strong RSA assumption, [GHR99, CS00, Fis03, HK08]. Hohenberger and
Waters [HW09] constructed EUF-CMA secure digital signatures based on the RSA
assumption for the first time. Some variants of the scheme have been proposed
[HJK11, YHK12, BHJ'13].

Homomorphic signatures Homomorphic signatures are digital signatures with a ho-
momorphic property that anyone can publicly evaluate a function on signatures to
generate a new signature for the function value on original messages. Gennaro et al.
[GKKRI10] constructed a linearly homomorphic signature scheme based on the RSA
assumption. Boneh and Freeman [BF11] were the first to propose homomorphic sig-
natures that can handle a wider class of functions than linear functions. Their scheme
can handle arbitrary polynomial and security is proven in the random oracle based
on the hardness of the short integer solution (SIS) problem. Catalano et al. [CFW14]

proposed such a scheme in the standard model based on a multilinear map. Gor-
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bunov et al. [GVW15] constructed a (leveled) fully homomorphic signature, which
can handle any polynomial size function based on the learning with errors (LWE)
assumption. Xie et al. [XX14] proposed (bounded) fully homomorphic signatures
based on Q. There is no known factoring-based homomorphic signatures that can

handle a wider class of functions than linear functions.

Pseudorandom generator. Pseudorandom generator (PRG) is a cryptographic prim-
itives that is given a random seed to generate a longer pseudorandom string that
cannot be distinguished from a uniformly random string. There is a generic construc-
tion of PRG based on a one-way function [HILL99]. As a direct construction from the
factoring assumption, Blum, Blum and Shub [BBS86] constructed an efficient PRG.

Pseudorandom function. Pseudorandom function (PRF) is a efficiently computable
keyed function which is indistinguishable from a truly random function by a black-box
access. There is a generic construction of PRF based on a PRG [GGMS84]. As a direct
construction from the factoring assumption, Naor and Reingold [NR04] constructed
an efficient PRF, and the scheme is further improved by Naor, Reingold and Rosen
[INRRO2].

1.3 Limitations of Factoring-based Cryptography.

As summarized in the previous section, there have been wide variety of progresses in
factoring-based cryptography until now. However, there are still many open problems

in this area. Especially, we focus on the following two problems in this dissertation.

1. There is no known construction of cryptographic primitives with high func-
tionality including ABE, FE, FHE etc. though they are constructed based on
other assumptions related to pairings or lattices. It is an important problem
to consider whether it is possible to construct these primitives based on the
factoring or factoring-related assumptions.

2. There are some cryptographic primitives that can be constructed based on a
factoring-related assumption, but cannot be reduced to the factoring assump-
tion including DPKE, additively homomorphic encryption etc. It is an impor-
tant problem to consider whether these primitives can be constructed based on

the factoring assumption.

In this dissertation, we make progresses toward solving these problems.
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1.4 Summary of Contributions

Our contributions can be divided into the following two parts.

1. In the first part, we study a cryptographic primitive called self-bilinear map. A
self-bilinear map is a special type of a bilinear map where target and domain
groups are identical. Cheon and Lee [CL09] showed that a self-bilinear map
implies a multilinear map, which is known to imply various kinds of crypto-
graphic primitives including multiparty non-interactive key exchange (NIKE)
[BS02], broadcast encryption [BS02], attribute-based encryption [GGH'13c|,
homomorphic signatures [CEFW14] etc. On the other hand, they also showed
that an impossibility result on the existence of a self-bilinear map on known
prime order group. Namely, they showed that if there exists an efficiently
computable self-bilinear map on a group of known prime order, then the com-
putational Diffie-Hellman (CDH) assumption cannot hold on the group. In this
dissertation we consider unknown order group instead of prime order group to
avoid the above impossibility result. We define a weaker variant of self-bilinear
map, which we call self-bilinear map with auxiliary information (AI-SBM). We
construct an AI-SBM based on the factoring assumption and the existence of
indistinguishability obfuscation (iO), which is another cryptographic primitive
that makes a circuit totally unintelligible while keeping its functionality. We
show that we can replace a multilinear map with AI-SBM in many applications
including multiparty NIKE, BE, ABE and homomorphic signatures. More-
over, our construction of multiparty NIKE and broadcast encryption is the
first construction that admits unbounded number of users. As a side result,
we construct a somewhat homomorphic encryption for log-depth arithmetic
circuits based on the ®-hiding assumption and the existence of iO.

Since we assume the existence of iO in addition to the factoring assumption,
the construction is not fully factoring-based one. However, our result shows
a connection between those advanced cryptographic primitives and factoring-
based cryptography, and we believe that it may be useful for factoring-based
construction of those primitives in the future.

Contents of this part are based on [YYHK14, YHK16, YYHK].

2. In the second part, we study a cryptographic primitive called a lossy trap-
door function (LTDF) introduced by Peikert and Waters [PW08]. It is known

that LTDFs imply various kinds of cryptographic primitives including collision
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resistant hash function, oblivious transfer, CPA/CCA secure PKE [PWO08§],
DPKE [BFOO08], selective opening attack secure PKE [BHY09], universally
composable commitment [NFT09], etc. It is also known that LTDFs can
be constructed based on various kinds of assumptions including decisional
Diffie-Hellman (DDH), learning with errors (LWE), QR, DCR assumptions
etc. Though there are some “factoring-based construction”of LTDFs, there is
no known construction of LTDFs whose security is rigorously reduced to the
factoring assumption. In this part, we first relax the definition of an LTDF
to define an adversary-dependent lossy trapdoor functions (ad-LTDF). Then
we show that in many applications of LTDFs, we can replace LTDFs with
ad-LTDFs. Moreover, we give a construction of an ad-LTDF based on the
factoring assumption w.r.t. semi-smooth RSA subgroup moduli (SS moduli),
which is a special type of RSA moduli introduced by Groth [Gro05]. As a re-
sult, we almost automatically obtain a new constructions of collision resistant
hash function, CPA/CCA secure PKE schemes and DPKE scheme based on
the same assumption. Especially, our DPKE scheme is the first scheme that
satisfies the security notion called the PRIV security for block sources proposed
by Boldyreva et al. [BFOO0S]| solely based on the factoring assumption.
Besides direct applications of ad-LTDFs, we construct a CCA secure PKE
scheme based on the factoring assumption w.r.t. SS moduli whose ciphertext
overhead is the shortest among schemes based on the same assumption.
Contents of this part are based on [YYHK16].

1.5 Organization

In Chapter 2, we review notations and definitions of cryptographic primitives that

are used throughout this dissertation. In Chapter 3, we study constructions and

applications of AI-SBMs. In Chapter 4, we study constructions and applications of

ad-LTDFs. In Chapter 5, we give concluding remarks and open problems.
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Chapter 2

Preliminaries

2.1 Notations

We use N to denote the set of all natural numbers, and [n] to denote the set {1,...n}
for n € N. If S is a finite set, then we use z < S to denote that x is chosen uniformly
at random from S. If A is an algorithm, we use = < A(y; r) to denote that z is output
by A whose input is y and randomness is . We often omit r. For a finite set S, |5]
denotes the cardinality of S. For a real number x, [x] denotes the smallest integer not
smaller than x and |[z] denotes the largest integer not larger than x. For a bit string
a, ¢, denotes the length of a. For a function f in A, we often denote f to mean f(\)
for notational simplicity. We say that a function f(-) : N — [0, 1] is negligible if for all
positive polynomials p(-) and all sufficiently large A € N, we have f(\) < 1/p(\). We
say f is overwhelming if 1 — f is negligible. We say that a function f(-) : N — [0, 1]
is noticeable if there exists a polynomial p such that for all sufficiently large A\, we
have f(A) > |1/p(A\)|. We say that an algorithm 4 is probabilistic polynomial time
(PPT) if there exists a polynomial p such that the running time of A with input
length A is less than p(\). We use alb to mean that a is divisor of b. For a set S and
a random variable x over S, we say that = is almost random on §' if the statistical
distance between the distribution of x and the uniform distribution on S is negligible.
For a natural number N, ®(/N) denote the number of natural numbers smaller than
N that are coprime to N. For random variables X and Y, A(X,Y) denote the
statistical distance between them. We use the fact that for any (probabilistic) function
f, A(f(X), f(Y)) < A(X,Y) holds, and that A((X1,72),(Y1,2)) = Ez[A(X,Y1)]
where E denotes the expected value. For random variables X and Y, we define min-
entropy of X as Hy(X) := —log(max, Pr[X = z]) and average min-entropy of X
given Y as Hoo(X]Y) := —log(3, Pr[Y = y] max, Pr[X = z|Y = y]). When we treat
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a circuit, we use the similar notation as in [BHR12, GGH"13c]. For a circuit f with
input length n which has v wires, We identify the set of wires with [v] and input wires
with [n], and we label the output wire by v. For a wire w which is an output wire of
a gate, we denote the first input incoming wire of the gate by A(w) and the second

incoming wire of the gate by B(w). We use A to denote the security parameter

2.2 Syntax and Security Notions

Here, we review definitions of cryptographic primitives.

Pairwise independent hash function. We say that a family H of hash functions
from {0,1}" to {0,1}" is pairwise independent if for any z; # zo € {0,1}" and
y1,y2 € {0,1}", Pr[H (21) = y1 A H(x) =y : H & H] = 272™ holds.

Collision resistant hash function. We formalize a collision resistant hash function
as a pair of PPT algorithms II = (Gen, Eval).

Gen(1*) It takes the security parameter 1* as input and outputs a function descrip-
tion h.
Eval(h,z) It is a deterministic algorithm that takes a function description h and x

as input and outputs h(x).

We require that for any PPT adversary A, Advffn()\) = Pr[h(z) = h(a'),z # 2’ :
h <+ Gen(1?); (x,2") < A(h)] is negligible.

Public key encryption. A PKE scheme consists of three algorithms (Gen, Enc, Dec).

Gen(1*): Tt takes the security parameter 1* as input and outputs (PK, SK), where
PK is a public key and SK is a secret key.

Enc(PK.msg): It takes a public key PK and a message msg as input and outputs
a ciphertext C.

Dec(SK, C): It takes a secret key SK and a ciphertext C as input and outputs a

massage msg.

We require that for all (PK,SK) output by Gen, all msg and all C' output by
Enc(PK,msg), we have Dec(SK,C) = msg.

For ATK € {CPA,CCA}, a public key encryption scheme PKE = (Gen, Enc, Dec)
is ATK secure if for all PPT adversaries A = (A, A), AdvﬁTﬁKE(A) = |Pr[b =



2.2 Syntax and Security Notions 13

V¥ : (PK,SK) <« Gen(1%);(msgg, msg1,st) « AP (PK);b & {0,1};C* «
Enc(PK,msgy); b + AS?(PK,C*,st)] — 1/2| is negligible where if ATK=CPA, then
O; (i = 1,2) is an oracle that always returns L, and if ATK=CCA, then O; (i = 1,2)
is a decryption oracle that is given a ciphertext C' and returns Dec(SK,C) if i = 1
or C' # C* and otherwise 1.

Key encapsulation mechanism. Here, we review the definition of key encapsula-
tion mechanism (KEM) and its security. It is shown that a CCA secure PKE scheme
is obtained by combining a constrained CCA (CCCA) secure KEM and a CCA secure
authenticated symmetric key encryption scheme [HK07]. In the following, we recall
the definitions of KEM and its CCCA security.

A KEM consists of three algorithms (Gen, Enc, Dec).

Gen(1*): It takes a security parameter 1% as input and outputs (PK, SK), where
PK is a public key and SK is a secret key.

Enc(PK): It takes a public key PK as input and outputs (C, K), where C is a
ciphertext and K is a symmetric key.

Dec(SK, C): takes a secret key SK and a ciphertext C as input and outputs a key
K with length /5 or L.

We require that for all (PK, SK) output by Gen and all (C, K) output by Enc(PK),
we have Dec(SK,C) = K.

To define the CCCA security of KEM = (Gen, Enc, Dec), we consider the following
game between an adversary A and a challenger C. First, C generates (PK,SK) +
Gen(1*) and (C*, K) + Enc(PK), chooses a random bit b ¢- {0,1}, and sets K* := K
if b = 1 and otherwise K* & {0,1}*x. Then (PK,C*, K*) is given to the adversary
A. In the game, A can query pairs of ciphertexts and predicates any number of
times. When A queries (C, pred), C computes K < Dec(SK,C) and returns K to A
if C # C* and pred(K) = 1, and otherwise L. Finally, A outputs a bit b’. We define
the CCCA advantage of A as Advacﬁé,\,l()\) := | Pr[b = '] — 1/2|. We say that KEM
is CCCA secure if Adv%,gé‘,\,,()\) is negligible for any PPT wvalid adversary A, where
“valid” is defined below.

Before defining “valid” , we prepare two definitions. We say that a predicate pred is
non-trivial if Prlpred(K) = 1 : K & {0,1}*%] is negligible. We say that an algorithm
C’ is an alternative challenger if it has the same syntax as the real challenger C. We
say that an adversary A is valid if for any PPT alternative challenger C’, all predicates

pred queried by A in the game between A and C’ are non-trivial.
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Though the above definition of the CCCA security slightly differs from the original
definition given in [HK07], we can easily prove that our definition still yields the
“hybrid encryption theorem” that a CCA secure PKE scheme can be obtained by a
CCCA secure KEM and authenticated symmetric key encryption.

Deterministic public key encryption. Here, we define deterministic public key
encryption (DPKE). A DPKE scheme consists of three algorithms (Gen, Enc, Dec).

Gen(1*) It takes a security parameter 1 as input and outputs (PK,SK), where
PK is a public key and SK is a secret key.

Enc(PK,msg): It is a deterministic algorithm that takes a public key PK and a
message msg as input and outputs a ciphertext C.

Dec(SK, C): It takes a secret key SK and a ciphertext C as input and outputs a

message msg or L.

For correctness, we require that for all msg, (PK, SK) output by Gen and C' output
by Enc(PK,msg), we have Dec(SK,C) = msg.

We recall security notions for deterministic encryption following [BFOO08]. In
[BFOO08], the authors considered three security notions called PRIV, PRIV1 and
PRIV1-IND, and proved all of them are equivalent. Therefore we consider only the
simplest security definition PRIV1-IND in this dissertation. A random variable X
over {0,1}" is called a (u,n)-source if Hyoo(X) > u. For ATK € {CPA,CCA}, a
deterministic encryption scheme DE = (Gen, Enc, Dec) for ¢-bit message is PRIV1-
IND-ATK secure for (t,n)-sources if for any (t,n)-sources My and M; and all PPT
adversaries A, Advi'?}\\éi’j\l/l'\lll?D_EATK()\) = |Pr[b =V : (PK,SK) < Gen(1*);b &
{0,1};msg* & My;C* < Enc(PK,msg*);b <+ A°(PK,C*)] — 1/2| is negligible
where if ATK=CPA, then O is an oracle that always returns L, and if ATK=CCA,
then O is an decryption oracle that is given a ciphertext C' and returns Dec(SK, C)
if C # C* and otherwise L.

Distributed broadcast encryption. Here, we define distributed broadcast en-
cryption following [BZ14]. A distributed broadcast encryption scheme consists of
four algorithms (Setup, Join, Enc, Dec).

Setup(1*): It takes the security parameter 1* as input and outputs public parameters
PP.

Join(PP): Tt takes public parameters PP as input and outputs a public key pk and
a secret key sk.



2.2 Syntax and Security Notions 15

Enc(PP,pky,...,pk,,msg): It takes public parameters PP, a message msg, and a
public keys pkq, ..., pk, of designated receivers and outputs a ciphertext C'T.
Dec(PP, sk, pky,...,pk,,CT): Tt takes public parameters PP, a secret key sk, public

keys of designated receivers and a ciphertext C'I" and outputs a message msg.

As correctness, we require that for any security parameter A, an integer n and a
message msg, we have Dec(PP, sk, pk1, ..., pk,, CT) = msg, where PP < Setup(1?),
(pki1,sk1), ..., (pkn, skn) < Join(PP), CT < Enc(PP, pky,...,pk,, msg).

We define the security notion. We consider the following experiment. A challenger
runs Setup(1?) to generate public parameters PP and runs Join(PP) n times to
generate (pki,ski),..., (pkn,sky). It gives (PP, pky,...,pky) to A. A chooses two
messages msgo and msg; to submit them to C. C uniformly choose b ¢~ {0,1} and
runs Enc(PP, pky,...,pk,,msgy) to generate CT, and gives C'T to A. Finally A
outputs b'. We say that A wins if b = 0’ holds.

We say that a distributed broadcast encryption scheme is statically secure if for
any n (polynomially bounded in A\) and any PPT adversary A, | Pr[A wins| — 1/2] is
negligible.

Remark 1. At first glance, the above security notion seems weaker than the usual
static security of broadcast encryption because we do not allow an adversary to corrupt
receivers who are out of the target set. However, in distributed setting, secret and
public keys of such receivers can be simulated efficiently by using the public parameters.
Therefore we still capture the setting where the adversary may corrupt some receivers

(as long as the set of corrupted users is determined at the beginning of the experiment).

Remark 2. There is stronger security notion for broadcast encryption called adaptive
security, where an adversary can determine which receiver to corrupt adaptively. In
this dissertation we only consider the static security and does not consider the adaptive

security.

Attribute-based encryption for circuits. Here, we define attribute-based
encryption (ABE) and its security. An ABE scheme consists of four algorithms
(Setup, Enc, KeyGen, Dec).

Setup(1?): It takes the security parameter 1, the length n of the index as input and
upper bound d of circuit depth, and outputs the public parameters PP and a
master secret key MSK.

Enc(PP,xz,M): It takes the public parameters PP, an index x € {0,1}" and a

message M as input, and outputs a ciphertext C'T.
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KeyGen(MSK, f): It takes a master secret key M SK and a circuit f with a single
output gate, and outputs a secret key SK.

Dec(SK,CT): It takes a secret key SK and a ciphertext CT as input, and outputs
a message M or L.

For correctness, we require that for all M, x € {0,1}" and f with depth lower
than d such that f(z) = 1, Dec(SK,CT) = M always holds, where (PP, MSK) <+
Setup(1*,n,d), SK = KeyGen(MSK, f) and CT = Enc(PP,x, M).

Next, we define the security of ABE. Here, we only define the selective security since
we only consider it in this dissertation. For an adversary A, we consider the following
game between A and a challenger. A first declares the target index x*. Then the
challenger computes (PP, MSK) < Setup(1?) and gives PP to A. Then A declares
My and M;. The challenger chooses b & {0, 1} and computes CT < Enc(PP, z*, Mj).
Then it gives CT to A. In the game, A can query a circuit f such that f(z*) = 0
for key generation oracle, and the oracle returns KeyGen(MSK, f) to A. Finally, A
outputs b'. We say that A wins if ¥ = b. We say that an ABE scheme is selectively
secure if for any efficient adversary A, tha probability that A wins is negligibly close
to 1/2.

It is known that any general Boolean circuit can be converted to an equivalent
monotone layered Boolean circuit [GGHT13¢c]. Therefore we only consider ABE for
monotone layered circuits. Here, monotone circuit is a circuit where all gates are
either AND or OR gates of two inputs, and layered circuit is a circuit where a gate

at depth j receive both of its inputs from wires at depth 7 — 1.

Homomorphic encryption Here, we recall some definitions for homomorphic en-
cryption. A homomorphic encryption scheme HE consists of the four algorithms
(KeyGen, Enc, Eval, Dec).

KeyGen(1*): It takes the security parameter 1* as input and outputs a public key
pk and a secret key sk.

Enc(pk,m) It takes a public key pk and a massage m € {0, 1} as input, and outputs
a ciphertext c.

Eval(pk, f,¢,c1,...,¢c¢) Tt takes a public key pk, a circuit f with input length ¢ and
a set of £ ciphertexts cy,...,c, as input, and outputs a ciphertext cy.

Dec(sk,c): IT takes a secret key sk and a ciphertext ¢ as input, and outputs a

message 1m.

For correctness of the scheme, we require that for all security parameters A, all
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(pk, sk) < KeyGen(1*) and all m € {0,1}, we have Dec(sk, Enc(pk,m)) = m with
overwhelming probability.
Next, we define some properties of homomorphic encryption such as the CPA se-

curity, C-homomorphism, and compactness.

Definition 1. (CPA security) We say that a scheme HE is CPA secure if for any
efficient adversary A,

| Pr[1 < A(pk, Enc(pk,0))] — Pr[1 < A(pk, Enc(pk, 1))]|

is negligible, where (pk, sk) < KeyGen(1*).

Definition 2. (C-homomorphism) Let C = {Cx}ren be a class of circuits. A scheme
HE is C-homomorphic if for any family of circuits {fx}ren such that fx € C whose
input length is £ and any messages my,...,my € {0, 1},

Pr[Dec(sk, Eval(pk,C,cq1,...,cp)) # C(ma,...,my)]

is negligible, where (pk, sk) < KeyGen(1?) and c; + Enc(pk, m;).

Remark 3. We can also consider the additional property that an output of Eval
can be used as input of another homomorphic evaluation. This is called “multi-hop”
homomorphism, and many fully homomorphic encryption schemes have this property.

However, our scheme does not.

Definition 3. (Compactness) A homomorphic encryption scheme HE is compact if

there exists a polynomial poly such that the output length of Eval is at most poly(\)-bit.

Multiparty non-interactive key exchange. First, we formally define multiparty
non-interactive key exchange (NIKE) and its security following [BZ14]. A multiparty
NIKE scheme consists of three algorithms (Setup,Publish,KeyGen).

Setup(1?): This algorithm takes a security parameter 1* as input *'. It outputs
public parameters params.

Publish(params): This algorithm takes public parameters params as input. It outputs
a public key pk and a secret key sk.

KeyGen(params, sk, pky,...,pkn,—1): This algorithm takes public parameter params,
a secret key sk and public keys pkq, ..., pk,—1. It outputs a shared key k.

*1 In our definition, the setup algorithm does not take the number of maximum users as input.

This means that our scheme admits unbounded number of users.
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As correctness, we require that for any n, params < Setup(1?), (pk;,sk;)
Publish(params) for i € [n], for any i1,i2 € [n], we have

KeyGen(param57 Skilapk17 cee apki1—17pki1+1a . pkn)
= KeyGen(params, sk;,, pki,...,pki,—1,Pkiy11,-- - Dkn).

We define the security notion for NIKE. In this dissertation, we consider the mini-
mum security notion against a passive adversary.

We say that a multiparty NIKE scheme is statically secure if for any in-
teger m which is polynomial in the security parameter, for any efficient ad-
versary A, |Pr[b &  A(params,pki,...,pk,, K3)] — 1/2| is negligible, where
params < Setup(1?), (pk;,sk;) <« Publish(params) for i = 1,...,n, K; :=
KeyGen(params, ski, pka, ..., pky), Ko & {0,1}*% and b & {0, 1}.

Remark 4. In some ezisting works [BZ14, KRS15], they consider stronger security
notion that considers adversaries actively generate malformed public keys. In this
dissertation, we do not consider such an adversary, and we assume that an adversary

only observe honestly generated public keys.

Homomorphic signature. Here, we give the definition of a homomorphic signature.
In this dissertation, we only consider a selectively secure single data homomorphic
signature for simplicity. A single data homomorphic signature for a function class C
consists of PPT algorithms (KeyGen, Sign, Verify, Eval).

KeyGen(1*,1") — (vk, sk): This algorithm takes the security parameter 1* and a
data size 1™, and outputs a pair (vk.sk) of a verification key and a signing key.
Sign(sk,i,m) — o: This algorithm takes a signing key sk, an index i € [n] and a

message m € M, and outpus a signature o.

Eval(f, (mi,01),...,(my,0,)) — o*: This algorithm takes a function f € C and
pairs (mq,01), ..., (Mn,0,) of a message and a signature, and outputs a signa-
ture o* for the message f(mq,...,my,).

Verify(vk, f,m,o) — 1/0: This algorithm takes a verification key vk, a function f, a

message m and a signature o, and outputs 1 if accepts and 0 else

Remark 5. In ordinary homomorphic signature schemes, signatures generated by
Eval can be input to Eval again to evaluate another function. On the other hand, in

our formulation, only signatures generated by Sign can be evaluated by Eval.

We require a homomorphic signature to satisfy the following properties.
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Correctness For any (vk,sk) < KeyGen(1*,1"), (m4,...,m,) € MY,
f € C, if we let o; <« Sign(sk,i,m;), m* = f(my,...,my,), and o* :=
Eval(f, (m1,01),...,(mn,0,)), then we always have Verify(vk, f,m*,0*) = 1.

Remark 6. In the above, we only require the correctness for signatures gemerated
by Eval, but if C includes the identity function, then this implies the correctness for

signatures generated by Sign.

Indistinguishability obfuscator. Here, we recall the definition of an indistin-
guishability obfuscator [GGH'13b, SW14].

Let C) be the class of circuits of size at most A. An efficient randomized algorithm
iO is called an indistinguishability obfuscator for P/poly if the following conditions
are satisfied:

e For all security parameters A € N, for all C' € Cy, we have that
Pr[Vz C'(z) = C(z) : C' +iO(\,C)] = 1.

e For any (not necessarily uniform) efficient algorithm A = (A1, Az), there exists
a negligible function a such that the following holds: if A;(1%) always outputs
(Co, C1,0) such that we have Cy, C; € Cy and Vx Cy(x) = Cy(x), then we have

| Pr[As(0,iO(\, Co)) = 1 : (Co, C1,0) Ay (1Y)]
— Pr[As(0,iO(N, C1)) = 1 : (Co, C1,0) « A1 (1)]] < a(N)

2.2.1 RSA Modulus and Factoring Assumption

An integer N = PQ is called a RSA modulus if P and @ are distinct primes with the
same length. We define the group of quadratic residues as QRy := {u? : u € Zy"}
and the group of signed quadratic resides as QRY; := {|z| : z € QR }. where |z| is the
absolute value of = when it is represented as an element of { —(N—1)/2,...,(N—1)/2}.
This is a group with multiplication defined as z o y := |(zy mod N)| for z,y € QR}.

Let RSAGen be an efficient algorithm that is given the security parameter 1* and
outputs an ¢y-bit RSA modulus N = PQ with its factorization (P, Q). We say
that the factoring assumption holds w.r.t. RSAGen if for any PPT algorithm A,
Pr[A(N) € {P,Q} : (N, P,Q) < RSAGen(1")] is negligible.



20 Chapter 2 Preliminaries

Since we consider different type of RSA moduli in each chapter, we refer more
detailed structure of N to each chapter.
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Chapter 3

Self-bilinear map

3.1 Introduction

In this chapter, we study a cryptographic primitive called a self-bilinear map. Though
a self-bilinear map is a very useful primitive, there is a negative result on the existence
of a self-bilinear map on known prime order group. We consider unknown order group
instead of prime order group to avoid the above impossibility result. We define a
weaker variant of self-bilinear map, which we call self-bilinear map with auxiliary
information (AI-SBM). We construct an AI-SBM based on the factoring assumption
and the existence of indistinguishability obfuscation (i0). We show that we can replace
a multilinear map with AI-SBM in many applications including multiparty NIKE, BE,
ABE and homomorphic signatures. Moreover, our construction of multiparty NIKE
and broadcast encryption is the first construction that admits unbounded number
of users. As a side result, we construct a somewhat homomorphic encryption for
log-depth arithmetic circuits based on the ®-hiding assumption and the existence of
iO.

3.1.1 Background

A bilinear map is an important tool in constructions of various cryptographic primi-
tives, such as identity-based encryption (IBE)[BF01, BB04, Wat05], attribute-based
encryption (ABE) [SW05, BSW07, GPSW06], non-interactive zero-knowledge (NIZK)
proof systems [GOS06, GS08]| etc. Bilinear maps which are mainly used in cryptogra-
phy, are constructed on elliptic curve groups. In these constructions, the target group
is different from the domain groups.

This leads to the natural question: is it possible to construct a bilinear map where
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the domain and target groups are identical? Such a bilinear map is called a self-bilinear
map, and has previously been studied by Cheon and Lee [CL09]. They showed that
a self-bilinear map is useful to construct cryptographic primitives by highlighting
that it can be used for constructing a multilinear map [BS02]. However, in contrast
to this useful property, they also proved an impossibility result: the computational
Diffie-Hellman (CDH) assumption cannot hold in a group G of known prime order if
there exists an efficiently computable self-bilinear map on G. This is undesirable for
cryptographic applications. The overview of the proof is as follows. Let e : GXG — G
be a self-bilinear map and g be a generator of G, then we have e(g”, g¥) = e(g,9)*Y =
g°™¥ where c¢ is an integer such that e(g,g) = ¢g°. Then we can compute g*¥ by
computing c-th root of e(g%, g¥) since G is a prime and known order group.** However,
their impossibility result cannot be applied for the case that G is a unknown order

group. This is the setting we focus on in this chapter.

3.1.2 Our Contribution

We first introduce a new cryptographic primitive which we call a self-bilinear map with
auziliary information (AI-SBM) which can be seen as a weaker variant of an ideal
self-bilinear map. Then we construct an AI-SBM by using indistinguishability obfus-
cation (10) [GGH™13b]. Though our self-bilinear map with auxiliary information has
a limited functionality compared with an ideal self-bilinear map, we show that it is
still useful to construct various cryptographic primitives. Especially, it is sufficient to
instantiate some multilinear-map-based cryptographic primitives such as multiparty
non-interactive key exchange (NIKE), broadcast encryption, attribute-based encryp-
tion for circuits and homomorphic signatures. Our multiparty NIKE and distributed
broadcast encryption schemes are the first schemes where the number of users is not
fixed in the setup phase. We also show that our technique can be used for construct-

ing a somewhat homomorphic encryption scheme for NC; circuits.

Self-bilinear map with auxiliary information. For ideal self-bilinear map, we
require that we can publicly compute e(g”, g¥) efficiently given ¢g* and ¢¥ (and a
description of the map e). We relax the notion of self-bilinear map to define AI-SBM
so that e(g”, g¥) can be computed efficiently given an auxiliary information 7, or 74

corresponding to ¢g” or ¢g¥ in addition to g* and ¢Y. An auxiliary information 7, can

*1 Here, we consider only the case in which ¢ is known. However, [CLO9] proved that the CDH

assumption does not hold even if ¢ is unknown as long as G is a group of known prime order.
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be generated efficiently from = . Though this seems a significant relaxation, AI-SBMs
are still useful for instantiating many multilinear-map based constructions.

We introduce various hardness assumptions w.r.t. AI-SBMs which we call Multilin-
ear Computational Diffie-Hellman with Auxiliary Information (AI-MCDH), Multilin-
ear Hashed Diffie-Hellman with Auxiliary information (AI-MHDH) and Augmented
Power Multilinear Diffie-Hellman with Auxiliary Information (AI-APMDH) assump-
tion as a counter part of assumptions w.r.t. multilinear maps. Moreover, we introduce
the Mulitilinear Generalized Diffie-Hellman with Auxiliary Information (AI-GMDH)
assumption which can be seen as an “uber assumption” [Boy08] w.r.t. AI-SBMs.

We give two constructions of AI-SBM based on indistinguishability obfuscation
(i0), which we call basic and extended constructions. We prove that the AI-MCDH
assumption and AI-MHDH assumption for one-bit output hash function hold w.r.t.
the basic construction. For extended construction, we prove that the AI-MHDH
assumption for multiple-bit output hash functions. Moreover, we give a sufficient
condition such that the AI-GMDH assumption holds. As a result, we prove that the
AI-APMDH assumption holds.

Applications of AI-SBM. As applications of AI-SBMs, we construct a multiparty
NIKE, distributed broadcast encryption, ABE for circuits and homomorphic signa-

tures. The details follow.

e Multiparty NIKE. Multiparty NIKE is a cryptographic primitive which en-
able multiple users to share a common key without any interaction. We con-
struct a multiparty NIKE scheme where the maximum number of users is not
fixed in the setup phase. In particular, the size of both the public parameters
and a public key generated by a user are independent of the number of users.
The construction is a natural extension of the Diffie-Hellman key exchange by
using our multilinear map [DH76, BS02].

e Distributed broadcast encryption. Broadcast encryption is PKE where a
sender can arbitrary decide a set of receivers, and only designated receivers can
decrypt the ciphertext to obtain a message. Distributed broadcast encryption
is broadcast encryption with an additional property that a user can join the
system by himself without the assistance of a trusted third party holding a
master key. We construct a distributed broadcast encryption scheme where
the maximum number of users is not fixed in the setup phase based on our
multiparty NIKE scheme. In particular, the size of both the public parameters
and a ciphertext overhead are independent of the number of users. We apply the

generic conversion from multiparty NIKE to distributed broadcast encryption
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given in [BZ14].

e ABE for circuits. ABE is an extension of PKE which enable us an arbitrary
access control depending on attributes assigned to each receiver. We construct
an ABE scheme for general circuits by using our multilinear map. The con-
struction is a simple analogue of the scheme in [GGH™13c], which constructs
an ABE scheme based on multilinear maps.

e Homomorphic signatures. Homomorphic signatures is digital signatures
with a homomorphic property that anyone can publicly evaluate a function on
signatures to generate a new signature for the function value on original mes-
sages. We construct a homomorphic signatures for polynomial-degree poly-
nomials. The construction is a simple analogue of the scheme in [CEFW14],
which constructs homomorphic signatures based on multilinear maps. We only

consider selective security for single data set for simplicity.

The above results can be interpreted as an evidence that AI-SBMs can replace
existing multilinear maps in some applications since all of the above constructions are

simple analogues of known multilinear-map-based constructions.

Somewhat homomorphic encryption. Besides direct applications of our self-
bilinear map with auxiliary information, we construct a somewhat homomorphic en-
cryption scheme by using a similar technique. Our somewhat homomorphic encryp-
tion scheme is chosen plaintext (CPA) secure, NC; circuit homomorphic and compact
under the ®-hiding assumption and the existence of iO.

Note that all known candidate constructions of indistinguishability obfuscation are
far from practical, and hence, the above constructions are mostly of theoretical inter-

est.

3.1.3 Technical Overview

Here, we give a technical overview of our result. Our basic idea is to avoid the
impossibility result of self-bilinear maps which is explained above by considering a
group of unknown order. Note that even if we consider such a group, many decisional
assumptions such as the decisional Diffie-Hellman (DDH) assumption cannot hold if
there exists an efficiently computable self-bilinear map on the group. Therefore we
consider only computational assumptions such as the CDH assumption. For a Blum
integer NV, we consider the group @R} of signed quadratic residues [HK09a]. On this
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group, we consider a self-bilinear map e : QR}, x QRY — QR}, which is defined as
e(g®,g¥) := ¢g**¥. The reason why we define it in this manner is that we want to
ensure that the CDH assumption holds in QR}, even if e is efficiently computable.
That is, even if we can compute e(g?, g¥) = g%, it is difficult to compute ¢g®¥ from it
since the Rabin function is hard to invert under the factoring assumption. However,
given only the group elements ¢* and ¢g¥, we do not know how to compute e(g”, g¥)
efficiently. To address this, we introduce auziliary information 7, for each element
gy € QRE which enables us to compute a map e(-,¢Y) efficiently. This leads to
the notion of self-bilinear map with auziliary information which we introduce in this
chapter.

The problem is how to define auxiliary information 7, which enables us to compute
e(-, g¥) efficiently. The most direct approach is to define 7, as a circuit that computes
the 2y-th power. However, if we define 7, as a “natural” circuit that computes the
2y-th power, then we can extract 2y from 7,, and thus we can compute y. This clearly
enables us to compute ¢g”¥, which breaks the CDH assumption.

A cleverer way is to define 7, as a circuit that computes the t,-th power where
t, = 2y + ord(QRY;).*? In this way, it seems that 7, does not reveal y since t, is
a “masked” value of 2y by ord(QR}) which is an unknown odd number. This idea
is already used by Seurin [Seul3] to construct a trapdoor DDH group. Actually, he
proved that even if ¢, is given in addition to g* and g¥, it is still difficult to compute
g*¥. In this way, it seems that we can construct a self-bilinear map with auxiliary
information. However, this creates a problem: we do not have an efficient algorithm
to compute t, from y without knowing the factorization of N. If such an algorithm
does not exist, then we cannot instantiate many bilinear map-based primitives using
the resulting map such as the 3-party Diffie-Hellman key exchange [Jou00].

To overcome the above difficulty, we use indistinguishability obfuscation. An in-
distinguishability obfuscator (iQ) is an efficient randomized algorithm that makes
circuits Cp and C; computationally indistinguishable if they have exactly the same
functionality.

We observe that a circuit that computes the 2y-th power and a circuit that computes
the ¢,-th power for an element of QR;{, have exactly the same functionality since we
have t, = 2y + ord(QRY,). Therefore if we obfuscate these circuits by iO, then the
resulting circuits are computationally indistinguishable. Then we define auxiliary
information 7, as an obfuscation of a circuit that computes the 2y-th power. With

this definition, it is clear that 7, can be computed from y efficiently, and the above

*2 In the definition of ¢,, whether + or — is used depends on y. See [Seul3] for more details.
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mentioned problem is solved. Moreover, 7, is computationally indistinguishable from
an obfuscation of a circuit that computes the t,-th power. Therefore it must still be
difficult to compute g*¥ even if 7, is given in addition to ¢g* and gY.

Thus we obtain a self-bilinear map with auxiliary information on QR} while ensur-
ing that the auxiliary information does not allow the CDH assumption to be broken.
By extending the above, we prove that the AI-MCDH assumption holds w.r.t. our
AI-SBM under the security of ¢O and the factoring assumption. Moreover, we slightly
modify the construction as e(g®, g¥) = ng‘”y for some integer k, and give a sufficient
condition such that the AI-GMDH assumption holds.

3.1.4 Related Work

Bilinear maps. In cryptography, bilinear maps on elliptic curves were first used for
breaking the discrete logarithm problem on certain curves [MOV93]. The first con-
structive cryptographic applications of a bilinear map are given in [Jou00, SOKOO,
BF01]. Since then, many constructions of cryptographic primitives based on a bilinear

map have been proposed.

Multilinear maps Boneh and Silverberg [BS02] considered a multilinear map which
is an extension of a bilinear map, and showed its usefulness for constructing cryp-
tographic primitives though they did not give a concrete construction of multilinear
maps. Garg et al. [GGH13a] proposed a candidate construction of multilinear maps
based on ideal lattices for the first time, and then some other constructions have been
proposed [CLT13, CLT15, GGH15] *3. We note that some cryptanalysis on these
schemes have been discussed [CHL*15, HJ16, CFL*16, CLLT16].

Indistinguishability Obfuscation The notion of indistinguishability obfuscation was
first proposed by Barak et al. [BGIT01]. The first candidate construction of indistin-
guishability obfuscation was proposed by Garg et al. [GGH™13b], followed by many
works [PST14, BR14, BGK"14, AGIS14, GLSW15, GMM™"16]. Since then, many
applications of indistinguishability obfuscation have been proposed [SW14, BZ14,
HSW14, GGG'14, GGHR14, Hofl4, PPS15]. Although some constructions are bro-

ken [MSZ16], there are some constructions that remain unbroken so far.

Multilinar map from ¢(D. There are some works that shows the relation between multi-

linear maps and ¢O. Paneth and Sahai [PS15] constructed a polynomial jigsaw puzzle,

*3 More precisely, they construct graded encoding systems which can be seen as an approximate

version of multilinear maps.
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which is a variant of a multilinear map, solely based on iO. However, they does not
provide any application of polynomial jigsaw puzzles and thus it is unclear how that
is useful in constructions of cryptographic primitives. Albrecht et al. [AFH*16] con-
structed a multilinear map based on O, non-interactive zero-knowledge proof system,
and additive homomorphic encryption. Since the assumptions they rely on is incom-
parable to ours, their result is incomparable to ours. Moreover, their multilinear map
does not provide a graded encoding system [GGH13a] and thus some applications of
multilinear maps such as attribute based encryption [GGH'13c] and homomorphic
signatures [CFW14] cannot be instantiated.

Multiparty non-interactive key exchange and broadcast encryption. Boneh et al. [BS02]
observed that if there exists a cryptographic multilinear map, then we can construct a
multiparty NIKE scheme and very efficient broadcast encryption scheme. Garg et al.
[GGH13a| gave the first instantiation for the construction by proposing a multilinear
map.

Boneh and Zhandry [BZ14] constructed a multiparty NIKE based on iO and a
one-way function. Their scheme achieve stronger security than ours, in which they
consider an active adversary who generates public keys maliciously. On the other
hand, in their construction, the maximum number of users is bounded at the setup
phase unlike ours.

Subsequent to our work, Khurana et al. [KRS15] also constructed a multiparty
NIKE scheme for unbounded parties. Their scheme also achieve stronger security
than ours like [BZ14]. On the other hand, they assume a cryptographic primitive
called somewhere statistically binding commitment in addition to iO and a one-way

function.

3.2 RSA modulus and Group of Signed Quadratic Residues

Here we state structures of RSA moduli considered in this chapter. In this chapter,
for an RSA modulus N = PQ output by RSAGen, we assume that P = () = 3 mod 4
holds and all prime factors of ®(INV)/4 = (P—1)(Q—1) are pairwise distinct and larger
than 2°¢¥ for some positive constant d like in [HK09a]*4. In this case, QR} is a cyclic
group of order (P—1)(Q—1)/4, and a uniformly random element of QR  is a generator
of the group with overwhelming probability. A remarkable property of QRY, is that

the group is efficiently recognizable. That is, there exists an efficient algorithm that

*4 For example, these conditions are satisfied if N is a strong RSA modulus, i.e., P = 2p+1 and
@ = 2q + 1 for some primes p and g
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determines whether a given string is an element of QRJJ\F, or not [HK09a]. Throughout
this chapter, we assume that the factoring assumption holds w.r.t. RSAGen that

satisfies the above properties.

3.3 Self-bilinear Maps

In this section, we recall the definition of a self-bilinear map [CL09]. Next, we intro-
duce the notion of self-bilinear map with auzxiliary information (AI-SBM) which is a
weaker variant of a self-bilinear map. Finally we define hardness assumptions with

respect to a multilinear map which is constructed from a self-bilinear map.

3.3.1 Definition of a Self-bilinear Map

First, we recall the definition of a self-bilinear map. A self-bilinear map is a bilinear
map where the domain and target groups are identical. The formal definition is as

follows.

Definition 4. (Self-bilinear Map [CL09]) For a cyclic group G, a self-bilinear map
e : G X G — G has the following properties.

e Forall 1,92 € G and o € Z, it holds that

e(g7, g2) = e(91,95) = e(g1,92)".

e The map e is non-degenerate, i.e, if g1,g9o € G are generators of G, then

e(g1,92) is a generator of G.

As shown in [CL09], we can construct an n-multilinear map for any integer n > 2
from a self-bilinear map e. We denote this n-multilinear map by e,,. This can be seen
by easy induction: suppose that an n-multilinear map e,, can be constructed from a

self-bilinear map e, then we can construct an (n+ 1)-multilinear map e, 41 by defining

€n+1(917 s 7gn7gn+1) = €(€n(91, s 7gn>7gn+1)-

3.3.2 Self-bilinear Map with Auxiliary Information

We usually expect a self-bilinear map to be efficiently computable for cryptographic
applications. However, here we relax this requirement so that the map is efficiently
computable if “auxiliary information” is given. That is, when we compute e(g*, g¥),
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we require auxiliary information 7, or 7, corresponding to g* or g¥, respectively. We
call this relaxed notion a self-bilinear map with auziliary information (AI-SBM). We
formalize it as a set of algorithms SBP = (InstGen, AlGen, Map, AIMult).

InstGen(1?) — params = (G,e,g) : InstGen takes the security parameter 1% as in-
put and outputs the public parameters params which consists of descriptions
of an efficiently recognizable cyclic group G on which the group operation is
efficiently computable, a self-bilinear map e on GG and an element g of G. We
require that g is a generator of G with overwhelming probability and that an
approximation Approx(G) of ord(G) can be computed efficiently from params,
which is negligibly close to ord(G). By using g and Approx(G), we can generate
an almost uniform element h of G by taking = < [Approx(G)] and outputting
h := ¢g®. With a slight abuse of notation, we often simply write h <& G to
mean the above procedure. Additionally, params specifies sets Tx of auxiliary
information for all X € G. Since params is input for all algorithms below, we
omit it for simplicity.

AlGen(z) — 7, : AlGen takes an integer z as input, and outputs an auxiliary infor-
mation 7, € T,= that corresponds to g*.

Map(g®,1y) = e(¢9*,9Y) : Map takes ¢* € G and 7, € Ty as input and
outputs e(g”,¢¥). By using this algorithm iteratively, we can compute
en(g®t, g%, ..., g%) if we are given g%, g%2,..., g% *>.

AlMult(7;, 7)) = Tmue @ AlMult takes 7, € Ty=, 7, € Ty as input and outputs
™ult € Tyo+v. We require that |7mue| < |72 + |7,| + poly(A) holds.

AlMap(7,,7y) = TMap : AlMap takes 7, € Ty=, 7, € Tgv as input and outputs Tmap €
Te(ge,gv)- We require that [Tmap| < |72| + |7y| + poly()) holds.

AIExp(7y, ) = Texp  : AlMap takes 7, € Ty» and a integer « as input and outputs
Texp € Tgee. We require that |Teep| < 72| + poly(A, log a) holds.

AlRand(S,7;) — 7, : AlRand takes a natural number S and 7, € Ty such that
|7| < S as input and outputs 7., € T,= such that |7, < poly(S, ) .

We require for AlRand to satisfy the following property.

e Indistinguishability of auxiliary information. Intuitively, two aux-

iliary information corresponding to the same group element output by

*5 Actually, e, can be computable even if one of Tg®1,.-.,Tgeon is NOt given.
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AlRand are computationally indistinguishable. = More formally, for any
params < InstGen(1%), ¢* € G, if 7,;, € Ty and |7,;] < S hold and we
set 7, ; < AlRand(S,7,;) (i = 0,1), then 7, , and 7, ; are computationally
indistinguishable.

Remark 7. As pointed out in [AFHT 16], AI-SBMs have a significant drawback com-
pared with ideal self-bilinear maps that the size of auxiliary information grows almost
double in each computation of AIMult and AlMap. Thus if we apply these computations
recursively, then the size grows exponentially in the number of computations. Thus
we cannot compute polynomial depth circuit on auxiliary information. We remark,
however, that we can compute logarithmic depth circuits on auxiliary information. (If
randomization is required after each gate evaluation, then we can handle only constant
depth circuits.)

3.3.3 Definition of Hardness Assumptions

Here, we introduce some hardness assumptions with respect to AI-SBM. We first de-
fine Auxiliary Information Multilinear Computational Diffie-Hellman (AI-MCDH) as-
sumption, Auxiliary Information Multilinear Hashed Diffie-Hellman (AI-MHDH) as-
sumption and the Auxiliary Information Augmented Power Multilinear Diffie-Hellman
(AI-APMDH) assumptions, which are counterparts of the similar assumptions defined
for multi-linear maps respectively. Finally, we define the Auxiliary Information Gen-
eralized Multilinear Diffie-Hellman (AI-GMDH) assumption, which can be seen as
a general class of Diffie-Hellman type search assumptions with respect to AI-SBMs
including the AI-MCDH and AI-APMDH assumptions.

First, we define the AI-MCDH assumption, which is an analogue of the multilinear

computational Diffie-Hellman (MCDH) assumption defined for multilinear maps.

Definition 5. (n-AI-MCDH assumption) We say that the n-Auxiliary Information
Multilinear Computational Diffie-Hellman (n-MCDHAI assumption) holds if there
exists a polynomial S(A) such that for any efficient algorithm A,

Prle,(g, . .. ,g)l_[?zl “ 4« A(params, {9 }ie[n+1]s {72 Fiein+1))]

is negligible, where params <~ InstGen(1*), z1,..., 2,41 < [Approx(G)] and 7., <
AlRand(S, AlGen(x;)) fori € [n+ 1].

Next, we define the AI-MHDH assumption which is the“hashed version” of the
AI-MCDH assumption.
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Definition 6. (n-AI-MHDH assumption) We say that the n-Auxiliary Information
Multilinear Hashed Diffie-Hellman (n-AI-MHDH assumption) holds with respect to a
family H = {H : G — {0,1}*} of hash functions if there exists a polynomial S(\)
such that for any efficient algorithm A,

Pr[l < A(params, {9 }icin]> 172 Yient+1], H, T)|8 = 1]
—Pr[1 < A(params, {g" }icn) {7, Fiet1), H, T)| B = 0]

is negligible, where params <~ InstGen(1)), x1,..., 2,41 & [Approx(G)], 7., <
n+1

AIRand(S, AlGen(z;)) for i € [n+ 1], H < H, and T := H(e,(g,...,g) =1 #1) if
B =1, and otherwise T < {0,1}*.

Definition 7. ((¢,M)-AI-APMDH assumption) We say that the (¢, M)-auxiliary in-
formation augmented power multilinear Diffie-Hellman((¢, M )-AI-APMDH) holds if
there exists a polynomial S(\) such that for any PPT adversary A,

PI‘[(C*, F*C*) «— A(params, {Fi}i€[4]v {Tfi}i€[4])7 c* 7£ O’ ’C*| < M]

is negligible where params < InstGen(1*), z1, 20,23 < [Approx(G)], F, = g2,
Fy, = g%, F3 := ¢g™%2 F, = g¥t%2¥%  [* .= eg(g,...,g)xfﬂ(mx?’)e, Th
AlRand(S, AlGen(z2)), Tf, < AlRand(S,AlGen(z3)), 74, < AlRand(S, AlGen(z1x2)),
and 7y, < AlRand(S, AlGen(z1z223)).

Remark 8. In the original definition of the APMDH assumption, an adversary is
also given g** and g*'** additionally. In our application in Sec. 3.5.4, they are not

needed and thus we omit them.

Remark 9. If G is a group of known prime order, then it is the same if we only
consider the case of ¢* = 1. However, since we consider a group of unknown order,

we formulate the assumption as the above.

Next, we define the AI-GMDH assumption which generalizes the above assump-

tions.

Definition 8. (({fi}icm), f*,¢*, M)-AI-GMDH assumption) Let fi,..., fm, f* be
n-variable polynomials and ¢* and M be natural numbers. Then we say that the Aux-
iliary Information Generalized Multilinear Diffie-Hellman (AI-GMDH) assumption
holds if the following holds. There ezists a polynomial S(\) such that for any PPT
adversary A,

PI‘[(C*,F*C ) — A(params, {FZ}ZG[TTL]7 {Tfi}iG[m])aC* 7£ 07 ‘C*‘ < M]
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is negligible, where params & InstGen(1*), z1,...,xm < [Approx(G)], F; :=
glitenmn) gy« AlRand(S, AlGen(f; (a1, ..., 2,))) (for i € [m]), and F*
eé*(.g?--.,g)f*(mly-..,mn).

Example 1. If we define fi(x1,...,Tny1) = x; fori € [n+1], and f*(z1,...,2p41) =
H?jll x;, then the n-AI-MCDH assumption is equivalent to ({fi}icn), f*,n,1)-Al-
GMDH assumption.

Example 2. If we define fi(w1,x2,23) 1= x2, fo(21,22,73) := x3, f3(21,22,73) 1=
T12, fa(1, To, 23) i= T120x3, and f* (21, o, x3) 1= &\ (xox3)’, then the (£, M)-Al-
APMDH assumption is equivalent to the ({fi}ticpa, f*, €, M)-AI-GMDH assumption.

3.4 Constructions of AI-SBM

In this section, we give two constructions of AI-SBM. We call the first one the basic
construction and the second one the extended construction. For the basic construc-
tion, we prove that the AI-MCDH assumption and the AI-MHDH assumption for a
one-bit output hash function hold under the security of iO and the factoring assump-
tion. For the extended construction, we show that the AI-MHDH assumption for a
multiple-bit output hash function holds under the same assumption, and give a easily
checkable sufficient condition for parameters such that the (({fi}icim, f*, €5, M)-Al-
GMDH assumption holds.

3.4.1 Basic Construction

First we prepare some notations for circuits on Q]Rj\',.

Notation for circuits on @R}. In the following, for an ¢xn-bit RSA modulus
N and an integer « € Z, Cy, denotes a set of circuits Cn, that computes z-th
power on the group QR};. If an input is not an element of @R;{,, Cn » outputs 0w
(that is interpreted as 1). We define the canonical circuit C’N,x in Cn, in a natural
way *6. For circuits C;,Cy whose output can be interpreted as elements of @R},
Mult(C1, C2) denotes a circuit that takes a as input and outputs Ci(a) - C2(a) where
- denotes the multiplication on (@Rj\}. C4 o C5 denotes a circuit that takes a as input

and outputs C7(C2(a)). The sizes of Mult(Cy,C5) and C; o Cy can be bounded by

*6 There is flexibility for the definition of the canonical circuit. However, any definition works if
the size of Cy, is polynomially bounded in A and |z|.
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|C1| + |C2| + poly(log N).

Now we are ready to describe the construction. Let k be an arbitrary natural

number. The construction is as follows.

InstGen(1*) — params = (N,e,g) : Run RSAGen(1*) to obtain (N, P,Q), chooses
g & QR}; and outputs params = (N, g). params defines the underlying group
G := QR};, the self bilinear map e(g”, g¥) := ¢**¥ and Approx(G) := (N —1)/4.
For any element X = ¢g* € (G, the set T'x is defined as the set of all circuits
that computes 2z-th power on @R?{, (and outputs L for input out of @]Rj\',).

AlGen(z) — 7,, : Take the canonical circuit C’N,gx € Cnag, set 7, 1= (:*N,gx and
output 7.

Map(g®, 1) — e(¢9”,g¥) : Compute 7,(g”) and output it. (Recall that 7, is a circuit
that computes the 2y-th power for an element of QR}.)

AlMult(7, 7)) = Tmure  : Compute Twmyr < Mult(7,, 7,) and output it.

AlMap(7,, 7y) = ™map : Compute Tmap < 7 © T, and output it.

AIExp(7y, ) = Texp : Take the canonical circuit CN'N,Q € CnN,o, compute 7, 0 C~'N7a
and output it.

AlRand(S,7,) — 7. : Compute 7. + iO(S, 7,) and output it.

The indistinguishability of auxiliary information easily follows from the definition of
indistinguishability obfuscation.

Hardness Assumptions In this paragraph, we show that various hardness assumptions
hold w.r.t. our construction of AI-SBM. We first prove that the AI-MCDH assumption
holds with respect to our AI-SBM if :O is a secure indistinguishability obfuscator for
P/poly and the factoring assumption holds. Then we observe that if we use the
Goldreich-Levin hardcore bit function [GL89] as ‘H, the AI-MHDH assumption also
holds. Finally, by extending the above proof technique, we show that more general
class of assumptions also holds with respect to our AI-SBM. In particular, we give a
sufficient condition such that the AI-GMDH assumption holds. As a corollary of the
theorem, we prove that the AI-APMDH assumption holds w.r.t. the AI-SBM.

First, we prove that the AI-MCDH assumption holds if {0 is a secure indistin-
guishability obfuscator for P/poly and the factoring assumption holds. We note that
similar idea to our proof can be found in [HK09a], where it is proven that Strong
Diffie-Hellman (SDH) assumption on QR} holds under the factoring assumption,
and in [Seul3|, where trapdoor DDH group is constructed on QR}.
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Theorem 1. For any integer n (polynomially bounded by the security parameter), the
n-AI-MCDH assumption holds w.r.t. the above AI-SBM if the factoring assumption
holds w.r.t. RSAGen and iO is an indistinguishability obfuscator for P/poly.

Proof. For an algorithm A and an integer n (which is polynomially bounded by the
security parameter), we consider the following games.

Game 1. This game is the original n-MCDHAI game. More precisely, it is as follows.

(N, P,Q) + RSAGen(1%)

g < QRY

Zlyeoy Tntl % (N —1)/4]

Ty, < 10(S,CN 24,) for i € [n+ 1]
U« A(N,9,{9" }icin+1) {Te: icint1))

Game 1’ This game is the same as Game 1 except that zy,...,z,11 are uniformly
chosen from [ord(QR})].

Game 2’ This game is the same as Game 1’ except that g, 1,..., Zni1, Tays - Tanyy
are set differently. More precisely, they are set as follows.
(N, P,Q) + RSAGen(1?)
h & QRY
g := h?
zh, ..., ol & [ord(QRY)]
g%i = g%ih for i € [n+ 1]
(This implicitly defines x; = 2/ + 1/2 mod ord(QRY,)).
To, < 10(S, Cn20r41) for i € [n+1]
U < A(N,g,{9" Yicn+1)> 172, Fien+1))
Game 2 This game is the same as Game 2’ except that xj,...,z; ; are uniformly

chosen from [(N — 1)/4].

We say that A wins if it outputs U = e, (g, . .. ,g)Hgllxi. For i = 1,2, we let T; and
T! be the events that A wins in Game ¢ and Game ¢/, respectively. What we want to

prove is that Pr[7T}] is negligible. We prove it by the following lemmas.
Lemma 1. |Pr[T;] — Pr[T}]| is negligible for i =1,2
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Proof. This follows since the statistical distance of uniform distributions on [(N—1)/4]
and [ord(QR};)] are negligible. O

Lemma 2. |Pr[T]] — Pr[T3]| is negligible if iO is an indistinguishability obfuscator
for P/poly.

Proof. We consider hybrid games Hy,...H,11. A hybrid game H; is the same as
Game 1’ except that the first ¢ auxiliary information (i.e, 7,,,...,7;,) are generated
as in Game 2/. It is clear that Hj is identical to Game 1’ and H,, is identical to
Game 2/. Let S; be the event that A wins in Game H,;. It suffices to show that
| Pr[S;] — Pr[S;_1]| is negligible. We construct an algorithm B = (B, B2) that breaks
the security of iO by using A that distinguishes H; and H;_;.

Bi(1*): By runs (N, P,Q) + RSAGen(1%), chooses h & QR} and zy,...,7,41 <&
lord(QRY,)] and sets g := h2. By computes ), ...,z},_, € ord(QR}) such that
z; =z} +1/2mod ord(QRY,) for j € [n+ 1]. (This can be computed since B;
knows the factorization of N.) Then By sets Cy := Cn 24,, C1 = C’N,Q:C;H and
o:=(N,P,Q,h,g,21,...,Tpn,x},...,x,) and outputs (Cy, C1,0).

Ba(o,C*):  Bs sets

iO(S, (Z*N,QI;_H) ifj=0,...,i—1
Te, & { C* if j =i
i0(S,Cnos;)  ifj=i+1,...,n+L

Then By runs A(N, g,{9" }icn+1]> {7z: Jicin+1)) to obtain U. If we have U =
en(g,--. 7g)H?=+01"’i, then By outputs 1, and otherwise outputs 0.

The above completes the description of B. First, we show Cy and Cy output by By has
completely the same functionality. Since we have z; = 2’ + 1/2 mod ord(QRY,), we
have 2z; = 2z + 1 mod ord(QR};). Therefore 2z;-th power and (22 + 1)-th power
return exactly the same value on the group @R; and thus Cy and C; have exactly
the same functionality. We note that each of g% (j = 0,...,n) is distributed in QR
independently of each other in all hybrid games H; for ¢ = 0,...,n. Therefore B
generates them in exactly the same way as those are generated in the hybrids H;_1
and H;. Then we can see that B perfectly simulates H;_; if C* < iO(S,Cp) and
H; if C* < iO(S,C1) from the view of A. If the difference between the probability
that A wins in H;_; and that in H; is non-negligible, then B succeeds in distinguish
whether C* is computed as C* < iO(S, Cp) or C* < iO(S, Cy), with non-negligible
advantage, and thus breaks the security of :O.

O
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Lemma 3. Pr[T3] is negligible if the factoring assumption holds.

Proof. Assuming that A wins in Game 2 with non-negligible probability, we construct
an algorithm B that factorizes N. This part is very similar to techniques used in
[HK09a, Seul3]. The construction of B is as follows.

B(N) : B chooses W' & Z4% \ QRY, sets h = |h'? mod N| € QRY and
g := h? and chooses z},...,2, & [(N — 1)/4. Then B sets g% :=
g%ih and Te, iO(Ml,C’N,Qle) for all ¢ € [n + 1. Then B runs
A(N, 9,{9" }icint+1]> {Tz: Yiem+1))-  Let U be the output of A. Then B
computes X := II"H (22} + 1) and v = Ug~@oX+(X=1/2) " (Note that X is

odd and therefore (X — 1)/2 is an integer.) Then it outputs ged(h', V).

Since B perfectly simulates Game 2 from the view of A, A outputs e,(g, ... ,g)H?:fﬂCz‘

with non-negligible probability. If it occurs, then we have

nrfte, _ g2"71H?:+11wi _ hz”n;jllxi _ hxlny;;zxi

U=ey(g,...,9)
_ h(m’1+1/2)n?:+11(2m;+1) — pEX+X/2 _ pry X+ (X-1)/2+1/2

where we used that z; = 2, +1 mod ord(QRy) holds for i € [n + 1]. Therefore we
have V = h'/2. Since V € QR};, b’ and V are distinct square roots of h in QRY,.
Therefore ged(h’, V') is a non-trivial factor of N. O

Theorem 1 is proven by the above lemmas. U

The following is immediate from Theorem 1 and the Goldreich-Levin theorem
[GL389].

Theorem 2. The AI-MHDH assumption holds w.r.t. the above AI-SBM and the
Goldreich-Levin hardcore bit function if the factoring assumption holds with respect

to RSAGen and iO is an indistinguishability obfuscator for P/poly.

3.4.2 Extended Construction

In this section, we construct a variant of the previous construction, for which various
kinds of assumptions holds. Specifically, we first prove that the AI-MHDH assumption
holds for a hash function with multi-bit output. We also show a sufficient condition
such that the AI-GMDH assumption holds. As a corollary, we show that the Al-
APMDH assumption holds w.r.t. the construction.
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The construction is actually very similar to the basic construction. The difference
from the previous construction is that we define e(g”, g¥) = g2kwy for some integer k
instead of e(g%, g¥) = g**v.

Let k be an arbitrary natural number. The construction is as follows.

InstGen(1*) — params = (N,e,g) : Run RSAGen(1*) to obtain (N, P,Q), chooses
g & QR}; and outputs params = (N, g). params defines the underlying group
G = QRY, the self bilinear map e(g®, g¥) := 92%9 and Approx(G) := (N —
1)/4. For any element X = ¢ € G, the set Tx is defined as the set of all
circuits that computes 2¥z-th power on (@Rj\} (and outputs L for input out of
QRY). ) ]

AlGen(z) — 7, : Take the canonical circuit Cy or, € Cn oy, set 7, := Cp ox, and
output 7.

Map(g®, 1) — e(¢9”,g¥) : Compute 7,(g”) and output it. (Recall that 7, is a circuit
that computes the 2¥y-th power for an element of QR}.)

AlMult(7y, 7)) = Tmue  : Compute Tmyre <= Mult(7,, 7,) and output it.

AlMap(7,,7y) = TmMap : Compute Tyap <— 75 © T, and output it.

AIExp(7y, ) = Texp : Take the canonical circuit C~’N,a € Cn,a, compute Tgy,p
Ty O C~’N7a and output it.

AlRand(S,7,) — 7. : Compute 7, < iO(S, 7,) and output it.

The indistinguishability of auxiliary information easily follows from the definition of

indistinguishability obfuscation.

Hardness assumptions We prove that the AI-MHDH assumption holds w.r.t. the
construction.

We first define the BBS generator which we will use as a hardcore function.

Definition 9. For {x-bit Blum integer N, g € QR} and r € {0, 1}~ , we define the
BBS generator as
BBS,(g) := (GLr(g),-.-,GL.(¢" 1))

where GL denote the Goldreich-Levin hardcore bit function [GL89]. That is, GL,(z) :=
fﬁl r;x; where r; and x; are i-th bit of v and x which is represented as an integer in

{1,...,(N=1)/2}. We write BBS to denote the family of functions {BBS;},.c(0.1y¢n -
Then we show the following theorem.

Theorem 3. The AI-MHDH assumption holds w.r.t. the above AI-SBM and BBS if
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the factoring assumption holds for RSAGen and iO is an indistinguishability obfuscator
for P/poly.

Proof. For an algorithm A, we consider the following games.

Game

Game

Game

Game

1. This game is the original n-MHDH game. More precisely, it is as follows.

(N, P,Q) < RSAGen(1*)

g & QRY

r & {0, 1}

T1,. ., Ty & (N —1)/4]

To, < 1O(My,, C gky,) for i € [n+ 1]

T := BBS, (g2 "Wt @)

b % A(N’g,g‘rlv. M 79xn+177—1’1 . '7T$n+17T7T)

1’ This game is the same as Game 1 except that 1, .

[ord(QRY)]-

2’. This game is the same as Game 1 except that g, x1, .

are set differently. More precisely, it is as follows.

(N, P,Q) + RSAGen(1%)

h & QRY
g:=h*
Ty iy & [ord(QRY )]

g% = g%ih for i € [n+ 1]

(This implicit1y~deﬁnes z; = o} + 1/2F mod ord(QRY))
T, < 10(My,, On,okqr 11) for i € [n+ 1]

T = BBS,(¢*" =)

b A(N,g,9" ..., 0" Toy oo Tas 15 1)

2 This game is the same as Game 2" except that =7, ...

(N —1)/4].

.., Xy, are chosen from

ey Tl Tays e Tapgy

/
, Ty, 1 are chosen from

Game 3. This game is the same as Game 2 except that T is set as a random k-bit

string.

Let T; be the event that A outputs 1 in Game ¢ and 77 be the event that A outputs
1 in Game i’. What we want to prove is | Pr[T}] — Pr[T3]| is negligible. We prove this

by the following lemmas.
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Lemma 4. |Pr[T;] — Pr[T]]| is negligible for i =1,2

Proof. This follows since the statistical distance between the uniform distributions of
[(N —1)/4] and [ord(QR})] are negligible. O

Lemma 5. |Pr[T]] — Pr[T}]| is negligible if iO is an indistinguishability obfuscator
for P/poly.

Proof. We define hybrid games H; g,... Hq n+1. A hybrid game H; ; is the same as
Game 1’ except that the first ¢ auxiliary information (i.e, 7,,,...,7,,) are generated
as in Game 2'. Let Ty, be the event that A outputs 1 in the hybrid H;,. It is
clear that H; o is Game 1’ and H;, is Game 2'. Let T} ; be the event that A wins
in Game H; ;. Since we have z; = z! + 1/2* mod ord(QRY,), CN,2kar41 computes
exactly the same as Cy gk, for any input for i = 1,...n + 1. (Recall that these
circuits computes the exponentiation only for an element of @R}.) Then we can see
that | Pr[T} ;] — Pr[T1 ,—1] is negligible for i € [n + 1] from the security of iO. (Note

that a reduction algorithm knows the factorization of N.) 0

Lemma 6. | Pr[T5]—Pr[T3]| is negligible if the factoring assumption holds for RSAGen
and 10 is an indistinguishability obfuscator for P/poly.

Proof. We define hybrid games Hs,...Ha . For ¢ =0,1,...,k, a hybrid game Hs;
is the same as Game 2 except that the first i-bit of T" are set as in Game 2 and other bits
: : gk(n—1)fipn+l,, gkn—1ppn+l,
are set asin Game 3, i.e, T := Uy|| ... ||U;||GL,(g i=1%)||. . ||GL,(g i=177 ),
where U;...U; & {0,1}. In the following, we write GL(r,i) to denote
GLT(ng(n_lHiH?ille) for notational simplicity. It is clear that Hj is the same as
Game 2 and Hy , is the same as Game 3. Let T5; be the event that A outputs 1 in
the hybrid Hy ;. We prove that |Pr[T5 ;1] — Pr[T5 ;]| is negligible for all ¢ € [k]. To
do so, we assume that there exists an algorithm A that distinguishes Hs ; and Ha ;_1,
and construct a factoring algorithm by using A. Without loss of generality, we can
assume that there exists a negligible function e such that Pr[Ty ;1] — Pr[Ty ;] > e.
This is because given A, the sign of Pr[T5,;_1] — Pr[T5 ;] can be checked efficiently,
and if Pr[T5 ;_1] — Pr[T5 ;] < 0 then we can modify A to output inverse of the original
output so that Pr[T5 ;1] — Pr[T%;] > 0. In the following, we use a similar argument

as in [MLLJ11].

Hardcore Predictor P. First, we construct an algorithm P that predicts

GL(r,i — 1) with non-negligible advantage when it is given (r, N,g,g"*,...,g""+,
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gk(n—1)+in+1,
Tay ooy Tapg1s 9 i=1%7) where r, N, g, x1,...,Tp+1 and 7y, oy Ta,,, are
defined as in Game 2. The construction of P is as follows.

ok(n—1)+ipn+1
j=1

P(N,g,g" .., g™ Ty o T =1% ). D' picks b & {0,1}, sets
T = Uyl|...||Ui—1]|b||GL(7,4)]| ... ||GL(r,k — 1) and runs A(N,g,g",...,
gt Ty oo Ta, 07, T). Note that D’ can generate GL(r,4),...,GL(r,k — 1)

k(n—1)+ipn+1
2 (n ) lHj:l

since it knows ¢ *7. If A outputs 1, then P outputs b, and otherwise

it picks an independently random bit ¥ & {0,1} and outputs it.

Qk(n_l)""i]_[’?j‘l
i=1

We define Y’ := (N, g,9", ..., 9"\ Toy .. Tupi1 9 Ti), i.e., Y’ denotes
input of P except 7 and define Y := (N,g,¢",..., 6", Tpy ..., T, 1), 1€, Y de-
notes input of P except r and T. We prove that with the probability at least €/2
over the choice of Y’, P predicts GL(r,7 — 1) with advantage €/4. By the standard
averaging argument, with at least €/2 fraction of the choice of Y, we have

Pr[l « AY,r,Uy||... ||Ui1||GL(r, i — 1)|| ... [|GL(r, k — 1))]
—Pr[l « AY,r,Uy||... ||U||GL(r,4)]| ... ||GL(r, k — 1))] > €/2.

over the choice of » and randomness of A. Conditioned on such Y is fixed, we have

Pr[GL(r,i — 1) < P(Y',r)]
= Pr[GL(r,i — 1) < P(Y',r)|b = GL(r,i — 1)] Pr[b = GL(r,7 — 1)]
+Pr[GL(r,i — 1) + P(Y',7)|b # GL(r,i — 1)] Pr[b # GL(r,i — 1)]
=1/241/2- (Pr[1 + AY,r,Uy||...||U;—1||GL(r,i — 1)|| ... ||GL(r, k — 1)]
—Pr[l + AY,r,Uy]]...||U;i=1]|1 — GL(r,i — 1)||GL(r,2)]|| ... ||GL(r,k — 1))])
>1/2+€/4
Reconstruction Algorithm. We obtained an algorithm P that distinguishes
GL(r,i —1) = GLT(gzk(n_l)H_lH?illmj) from a random bit with the advantage larger

than e when it is given Y’ r for at least €/2 fraction of Y’'. Here, we use the
Goldreich-Levin theorem.

Theorem 4. (Goldreich-Levin Theorem [GL89]) Let x be an n-bit string. If there
exists a PPT algorithm P such that

| Pr[GL,(z) < P(r,z)] — 1/2|
is non-negligible where r < {0,1}", then there exists a PPT algorithm R such that

Pr[z < R(z)]
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18 non-neqligible.

. . . . 2k:(n—1)+i—11—[77,+1:r_
By using this theorem, we obtain an algorithm R that computes g i=1%7

k(n—1 L +1
ok(n )+ZH;}_1

when it is given (N,g,¢"', ..., 0"" " Tuy - s Tapi1s g =1%7)  with non-

negligible probability for non-negligible fraction of its input.

Factoring Algorithm Then we construct an algorithm B that factorizes an RSA

modulus N. The construction of B is as follows.

B(N): B chooses h/ & Z% \ QRY sets h := |2 mod N| € QR};, g := h2" | chooses

e @y & (N = 1) /4], sets g7t == g™ h2" ", 7 iO(M], Cy gy 40-1),

gT = g¥ih, T, iO(M{,Cngkerqq) for i = 2,---.n+ 1. Then B
k=Dt hz’“”“‘n;jfmj _ h(2im'1+1)l_[?i_21(2km;+1)‘ B
runs R(N,g,9"", ..., """ Tars o3 Tani1s 9 i)). Let U be
the output of R. Then B computes X := H;Lizl(ka; + 1) and computes
V = UL~ @ 'iX+(X=1)/2)  (Note that X is odd and therefore (X — 1)/2 is
an integer.) Then it outputs ged(h/, V).

can compute g _
2k(n—1)+zH;L:-11$

First, we consider the distribution of input for R. Clearly, all components except
g*' and 7,, are distributed as in Game 2. In the above algorithm, ¢g”' is distributed
almost uniformly on @R; as in Game 2 and therefore this difference causes a neg-
ligible difference on the behavior of R. 7., is set as an obfuscation of a circuit that
computes 2¥z;-th power both in the above algorithm and in Game 2, and this causes a
negligible difference by the property of indistinguishability obfuscation. Therefore R

k(n—1)+i—1 +1
gk(n—1)+1 e

outputs g =17 with non-negligible probability for non-negligible fraction

of its input. In this case, we have

U — gz’f(”—”“—ln;:lxj _ h2’m+i—1(x’1+1/2i)ng‘j§ al4+1/2%)

_ h(2i—1x’1+1/2)r{;2+21(2’“m;+1) _ h2i—1x’lx+(X—1)/2+1/2

Therefore we have V' = h'/2. Thus h’ and V are distinct square roots of h in Z and
therefore ged(h/, V') is a non-trivial factor of N. O

Theorem 3 is proven by the above lemmas. U

Next, we show a sufficient condition such that the AI-GMDH assumption holds.
Before stating our result, we prepare a notation.

n

Definition 10. For a monic monomial f defined by f(x1,...,x,) = [[}, 2, we

define its corresponding polynomial f by f(x1,...,2n) ==Y iy tixi.
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Then our result is the following.

Theorem 5. Let fi,...,fmn and f* be functions of the form as in Def. 10. If
there exists (ai1,...,a,) € Z™ such that fi(a1,...,a,) > —1 for all i € [m] and
" + f*(ai,...,a,) < —1 hold. Then if iO is an indistinguishability obfuscation
and the factoring assumption holds w.r.t. RSAGen, then ({fi}icim), 00,28 1) AL
GMDH assumption holds w.r.t. the above AI-SBM.

Proof. Assume that there exists a PPT adversary A that breaks the ({fi}icm], f*,
¢*,2F=1)-AI-GMDH assumption. We construct a PPT algorithm B that computes
the square root of a random element of @]Rj(, with non-negligible probability. (such
an algorithm yields a PPT algorithm that breaks the factoring assumption.) The

description of B is as follows.

B(N,h): Let g := h2" and params := (N, g). Pick zf & [(N — 1)/4] and implicitly
define z; := 2%% (22} 4+ 1) mod ord(QRY;). (Since B do not know ord(QRY),
it cannot compute z;. It defines as above only in mind.) Then for all i € [m],

we have

filxy, ... zn) = 2kfi(atan)64d;  mod ord(QRyY)
fAzr,... xp) = k[ (a1,00) 0 qd*  mod ord(QRY;)

where odd; and odd* are odd numbers efficiently computable from {]};cpn-
Here, we let A; := Qk(ﬁ("’l"“’a")“)oddi, F; := h%, and 7f, = 10(S, C~’N7Ai)
where C N, A, is the canonical circuit that computes A;-th power on QR}. Then
B runs (c*,T) < A(params, {F;}icim], {7, }icpm])- We can express ¢* as c* =
2Yodd¢+ where odd« is the odd part of ¢*. Then we have v < k — 1 since we
have |¢*| < M < 2k=1 Tf A succeeds, then we have

T =ep(g,...,g)¢ @rmn)

_ g2’v<@**1>c*f*(m1 ..... T)

2t e e odar

_ 2 e e b
where we define odd’ := odd* - odd,-. Here, since we have £* + f*(ay,...,a,) <
—1 by the assumption and v < k — 1, we have k(¢* + f*(a1,...,a,)) +v < —1.
. Then if we define a natural number a by a := —(k(¢* + f*(ay,...,an)) +v),
then we have T = h2 “°dd" Therefore we have T7%~! = b2~ 44" Then if we let
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odd’ := 2even’ +1 , then we have 7%~ 1 = peven'+1/2 Therefore B can compute
h'/2 by computing T Lh—ever’

This completes the description of B. In the above description, we already show that
if A succeeds, then B also succeeds. What is left is to prove the distribution of
A’s input in the above algorithm is computationally indistinguishable from that in
the AI-GMDH assumption. N is generated in the same way as in the AI-GMDH
assumption (it is generated as N < RSAGen(1%)). g is uniformly distributed on QR};
as in the AI-GMDH assumption since A is uniformly distributed on QR% and 2% is
coprime to ord(QRY). Since {z};c[n] are almost uniformly distributed on [ord(QRY )]
and 2 is coprime to ord(QRY), {zi}ici) are also almost uniformly distributed on
[ord(QR})]. Since we have F; = h and A; = 2" f;(z1,...,2,) mod ord(QRE), we
have hAi = p2 fi@an) = gfi(z1,an) for § € [m]. Thus we can see that g/é(#1::@n)
is simulated correctly. What is left is to prove that the distribution of 74, (i € [m])
simulated by B is computationally indistinguishable from the real distribution in the
AI-GMDH assumption conditioned on any fixed params, { F;}ic[m]- Ty, is generated as
75, :=i0(S,Cy.4,) in the simulation by B, and 7y, := iO(S, C'N’Qkfi(xl,wzn)) in the
AI-GMDH assumption. Here, since we have A; = 2% f;(21,...,2,) mod ord(QR}),
C N2k fi(2,.zy) a0d C’N7 A, have the completely the same functionality. Therefore if
S is larger than the sizes od these circuits, then the above two are computationally
indistinguishable by the property of the indistinguishability obfuscation. O

3.5 Applications of AI-SBM

In Sec. 3.4, we constructed an AI-SBM. In this section, we construct multiparty
NIKE, distributed broadcast encryption, ABE for circuits and homomorphic signa-
tures schemes by using an AI-SBM.

3.5.1 Multiparty NIKE.

Here, we construct a multiparty NIKE scheme. The idea of our construction is to use

our multilinear map (with auxiliary information) for the“multiparty” Diffie-Hellman
key exchange [DHT76, BS02].

Construction. Our construction of multiparty NIKE scheme is as follows. Let H

be a family of hash functions.
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Setupnike(1?) : Setupnike runs params = (G, e, g) < InstGen(1*) and chooses H &
‘H. Tt outputs PP = (params, H) as the public parameter.

Publishyike (PP): It chooses = <— [Approx(G)| and sets 7, <— AlRand (S, AlGen(z)). It
sets pk := (g%, ) and sk := x, and outputs (pk, sk).

KeyGennike (PP, sk, {pk;}j=1,...n-1) : Let pk; = (g%, 7,2;) for j € [n —1]. It first
sets ky := g"'. For j = 2,...,n — 1, it computes k; = Map(params, k;_1,7,,).
Finally, it computes k, = k3%, and K = h(k,), and output K. Finally, it
outputs K := H(k,) as its derived key.

We show the correctness. Let PP < Setupyye(1*) and (g%,7,) <
Publishyike(PP) for j € [n]. Then for all j* € [n], it is easy to show that
K = h(en-1(g,... ,g)H?=1IJ’). Therefore the correctness holds.

The security of our NIKE scheme can be stated as follows.

Theorem 6. This multiparty NIKE scheme is statically secure if the AI-MHDH
assumption holds with respect to the underlying AI-SBM and H.

This is immediate from the definition of the security of NIKE and the AI-MHDH

assumption.

3.5.2 Distributed broadcast encryption.

Here, we give a construction of distributed broadcast encryption scheme based on a
multiparty NIKE scheme. This is based on the conversion proposed in [BZ14]. Let
(Setuppke,Publishyike,KeyGeny kg ) be a multiparty NIKE scheme. Then we construct
a distributed broadcast encryption scheme (Setupgg,Joingg,Encgg, Decgg) as follows.

Setupgg(1*): It runs Setupyke(1*) to obtain public parameters PP and outputs PP
as its own public parameters.

Joingg(PP): It runs Publishyike(PP) to obtain a public key pk and a secret key sk,
and outputs (pk, sk).

Enc(PP, pky,...,pkn,msg): It runs Publishyke(PP) to obtain (pk*,sk*). Then it
runs KeyGenyike(PP, sk, {pk;};=1,...»n) to obtain K. It computes ¥ := K & M
and outputs a ciphertext CT = (pk*, V).

Dec(PP, sk, pky,...,pk,,CT): Tt parses CT as pk*, . It finds i such that sk is a cor-
responding secret key of pk;. Then it runs K <+ KeyGennike(PP, sk, pk*, pk1,. ..,

pki—1,pkit1, ..., pky) and outputs msg := K @ V.
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The security of the above scheme is immediate from the security of the underlying
multiparty NIKE scheme.

Theorem 7. If the multiparty NIKE scheme (Setupyke,Publishnike is statically se-
cure, then the distributed broadcast encryption scheme (Setupgg,Joingg,Encgg, Decgg)

18 statically secure.

3.5.3 Attribute Based Encryption for Circuits

Here, we construct an attribute based encryption scheme for general circuits. Our

construction is an analogue of [GGH™13c].

Construction. Then we give our construction of an ABE scheme. Let H be a family
of hash functions H : G — {0,1}*# and S and S; be sufficiently large integers.

Setup(1*,n,d): It tuns params = (G,e,g) <« InstGen(1*) and chooses
a < [Approx(G)], hi,...,h, & G and H & #H. Then it outputs
PP := (params, H,eq+1(g,-..,9)% h1,...,hy) and MSK := (a, PP).

Enc(PP,z € {0,1}", M € {0,1}*#): Tt chooses s + [Approx(G)], sets T, <
AlRand(S, AlGen(s)) and

CT := (M S¥ H((ed—i—l(ga cee >g)a)s)7 Ts) {hf}iGX)

where X is the set of all ¢ € [n] such that x; = 1. It outputs CT.

KeyGen(MSK, f): Tt chooses 71, ...,7, & [Approx(G)] and sets

)a—rv

Ky :=eq(g,---»9

where v is the number of wires of f. Next, it generates key component for each
wire of f as follows.
o Input Wire: If w is an input wire (i.e., depth is 1), then it chooses z,, &
[Approx(G)] and sets

K= g™ h,*
Tz, < AlIRand(S1, AlGen(zy,)).

We let (K., 7., ) be the key component for wire w.
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e OR Gate: If w is an output wire of an OR gate with depth j, then it
chooses @y, by & [Approx(G)] and sets

, g)rw_awTA(w)

Kyi1:=¢€i(g,...
Ky 2:=¢(g,... ,g)rw_bwTB(w)
Ta,, < AlRand(S1, AlGen(ay,))

T, < AlRand(S1,AlGen(by)).

We let (Ky 1, Kw,2, Ta,,» Th, ) be the key component for the wire w.
o AND Gate: If w is an output wire of an AND gate with depth j, then it
chooses a,,, b, ¢ [Approx(G)] and sets

, g)rw —O0wTA(w) 7bw""B(w)

Ky:=¢€5(g,...
Ta,, < AlRand(S1, AlGen(ay,))
Tp,, < AlRand (S, AlGen(by)).

We let (K, 74, , T, ) be the key component for wire w.
It outputs SK which consists of description of f, Ky and key components for

each wire.

Dec(PP,SK,CT): Let SK be a secret key corresponding to f and CT be a
ciphertext corresponding to . We can correctly decrypt it if f(z) = 1. First,
it computes E' := e(¢°, Ky) = eay1(g,...,9)* @ ™) by using 7,. Then it
computes as follows for all wires from wires with lower depth.

o Input Wire: Let w be an input wire. If z,,=1 holds, then it computes

Ey, :=e(9°, Ky)e(g*, hs)
= e(g°, 9" h, " )e(g™, hy,)

e(g,9)°™

by using 75 and 7.
e OR gate: Let w be an output wire of an OR gate with depth j. If f,,(x) =1
holds, then it works as follows. In this case we have f4(.,) = 1 or fp.) = 1.

If we have fq(,) = 1, then it computes

E, = G(gaw,EA(w))e(gs, Kw,l)
= e(gawvej(g; R ,g)STA(W)e(gS? €; (g, ... ,g)rw_awTA(w))

STw

= ej+1(9,---,9)
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by using 7,,, and 7,. If we have f(,,) # 1, (in this case, we have fg(,) = 1,)

then it computes

Ey = e(g", Epu))e(q®, Ku,2)
= e(g" ej(g,- -, 9)°"P W )e(g%, €j(g, ..., g)" T )
= ej1(9,---,9)"™
by using 7, and 5.
e AND gate: Let w be an output gate of an AND gate with depth j. If
fw(x) = 1 holds, i.e, we have fs(,) = 1 and fp(,) = 1, then it works as

follows. It computes

E, = e(EA(w)agaw)e(EB(w)vgbw)e(gsu Kw)
= e(ej(g,--,9)74™, g" )e(ej(g, - ., 9)" ™, g")
,g)T‘w_aer(w)_bwTB(w))

e(9°,ei(g, ...
= €j+1(g, - g

)S’I”w

by using 7,,,, T, and Ts.
If f(z) =1 holds, then for output wire v with depth d, it can compute

STy

EU - 6d—|—1(g> s 7g>
Next, it computes

E":=F'E,
= ear1(g,--,9)" T eqra(g, . )"

= eqy1(g,---,9)°"
Finally, it outputs M := Cy; & H(E").

The correctness of the scheme is already checked in the above description. The

security of the scheme is as follows.

Theorem 8. Our ABE scheme is selectively secure if the AI-MHDH assumption

holds with respect to the underlying multilinear map and H.

Proof. We construct an algorithm D that breaks the (d + 1)-AI-MHDH assumption
by using A that breaks the ABE scheme. The construction of D is as follows. We
note that the label of an instance of the AI-MHDH problem is different from that in

the definition for notational convenience.
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D(params’gs’gCI7'"’ng+17TS7Tcl7'"7Tcd+17H7T):
Setup. Let z* = (z7,...,2}) be a target input declared by A. D sets o :=
Hfjllci. Then it can computes egy1(g,...,9)* by iterated usage of Map by

using 7.,,...,Te,,, - 1t chooses y; & [Approx(G)] for i =1,...,n, and sets

g¥ itz =
hi = ]
ng-Cl if 1';‘ =0
and PP := (params, H,e441(g,...,9)%, h1,...,hy). Then it gives PP to A.

Challenge Ciphertext. For messages My, M; which are declared by A, D
chooses b &~ {0,1}, and sets CT := (M, ® T, 75, {(9°)¥ }icx~) where X* is the
set of all ¢ € [n] such that xf = 1. It gives CT to A as a challenge ciphertext.

Key Generation. For A’s key query f such that f(z*) = 0, D computes as
follows for all wires from wires with lower depth.
o Input Wire: Let w be an input wire. If ), = 1, then D chooses z,, 74, &

[Approx(G)], and computes

Ky =g h,*
T, < AlRand(S7, AlGen(zy)).
If #¥ = 0, then it chooses 7,,v, <& [Approx(G)], generates 7, <+
AlGen(v,,) sets zy, 1= ¢o + vy and 7y, 1= 162 + 1y, and computes
K, = 9—02yw+nw—(yw+61)vw
T, := AIRand(S1, AIMult(7.,, Ty, ))-

e OR Gate: Let w be an output wire of an OR gate with depth j. If f,,(z*) =
1, then D chooses a.,, by, & [Approx(G)] and computes

Ky :=¢€j(g,...,g) v dwraw

Ky =e¢i(g,... ,g)"e T bwTBw)
Ta,, := AlRand(S’, AlGen(a,,))
7, := AlRand(S’, AlGen(by,)).

If f,(z*) = 0, then it chooses ¥y, pu, N < [Approx(G)], generates 7y, <
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AlGen(1)y,) and 74, < AlGen(¢y,), sets ay = ¢jt1 + Yw, by = ¢jt1 + du
and 7, := Hf;rll ¢i + Nw, and computes

Kw 1= e] (97 . ’g)nw*wwnA(w)7cj+177A(w)7wsz:16i

Kyoi=¢; (g, ... ’g)nw_¢w"73(w)_cj+177B(w)_¢sz:10i

Ta,, := AlRand(S’, AIMult(r., ,, Ty, ))

Ty, = AlRand(S’, AMult(r, ,,, To,)).

e AND Gate: Let w be an output wire of an AND gate with depth j. If
fw(z*) = 1, then D chooses ay, b, < [Approx(G)], computes

K, :=e(g,... ,g)"e T e A TbuTBw)

Ta,, < AIRand(S’, AlGen(a,,))

7, < AlRand(S’, AlGen(by)).
If fu(2*) = 0, then it works as follows. If fa(,)(2*) = 0, then it
chooses ¥y, buw,Mw < [Approx(G)], generates 7,, <+ AlGen(¢,) and

Ts,, < AlGen(gy,), sets ay = cjq1 + Yy, by = ¢y and ry, = Hfillcl + N
and computes

K= e (97 o ’g)'ﬂw—ww'ﬂA(w)_¢wTB(w)_Cj+177A(w)_wng:10i
Ta, = AlRand(S’, AIMult(r., Ty, ))
b, := AlRand (S, 7., )-

If fae)(z*) =1 and fp@)(2*) = 0, it works symmetric to what is above,
with the roles of a,, and b,, reversed.

Remark 10. D can actually simulate the key generation oracle as the above
since ej(g,...,g)nzzlci can be computed by iterated usage of Map by using
Ters- -5 Te;- Note that it need not compute e;(g, . . . ,g)Hgilci thanks to the can-

cellation technique.

Since we have f(z*) = 0, for the output wire v, r, is defined as H;-i;rllci + Ny

Therefore it can generate

KH:ed(ga"'mg)a_rU:ed(QJ"'7g) nv'

Thus, it can simulate the key generation oracle.

Guess. Finally, when A outputs b, D outputs 1 if b = ', and otherwise 0.
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The above completes the description of D. We can easily see that if 5 = 1, then
the CPA game and the simulated environment are computationally indistinguishable
from the view of A by the indistinguishablity of auxiliary information. (Recall that
B is a random coin that determines 7' is random or not.) On the other hand, if
B = 0, then information of b is completely hidden and therefore the probability that
A predicts b is equal to 1/2. Therefore |Pr[l <— D|5 = 1] — Pr[l + D|g = 0]| is
non-negligible if A breaks the CPA security of the scheme. O

3.5.4 Homomorphic Signature

Here, we construct a selectively secure single data homomorphic signature scheme for
the class of all polynomials. Our scheme is based on the idea of [CFW14|. Namely, our
scheme is almost automatically obtained by replacing multilinear maps by AI-SBP in
the scheme of [CFW14].

Notation. In the following, we abuse the notation so that 7x denotes an auxiliary
information corresponding to X, 7x - 7y denotes AlMult(rx,7y), e(Tx,Ty) denotes
AlMap(7x,7y) and 7§ denotes AlExp(Tx, @).

Our construction is as follows. We let [M] be the message space.

KeyGen(1*,17) — (vk, sk): Generate (G, e, g) = params < ParamGen(1%), choose
r; & [Approx(G)] (i = 1,...,n) and 1, 29, 3 & [Approx(G)], and set

R,:=g" (fori=1,...,n),A:=¢"?, B :=¢*,C:=g¢g“*"? U = g"1*2%3,
TR, := AlRand(S’, AlGen(r;)) (for i =1,...,n),

74 = AlRand(S, AlGen(z3)), 75 := AlRand(S, AlGen(z3)),

7c := AlRand(S, AlGen(z1x2)), v := AlRand(S, AlGen(z1x223)),

where S’ can be set as an arbitrary integer larger than the maximal size of
auxiliary information that is used as a second input of AIRand when generating

R; through the real scheme and the security proof. Then set
vk = (param57 {Ri}ie[n]u Aa B, Ca U, {TRi }ie[n]; TA,TB,TC, TU)7 sk = (l‘l, T2, Uk)

and output (vk.sk).
Sign(sk,i,m) — o
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Compute

A= (R;B7™)*2, T := A",
A := AlRand(S”, (Tr,75™)"?), v := AIRand(S", (Tr,75™)"**?)

and output o := (A, T, 7a, 1), where S’ can be set as an arbitrary integer larger
than the maximal size of auxiliary information that is used as a second input
of AlIRand when generating 7 through the real scheme and the security proof.

Eval(f, (mi,01),...,(my,0,)) — c*: Let f be a polynomial of degree d. Then
f can be seen as an arithmetic circuit of depth O(log(d)). We let
o, = (A, Ty, 7a,,,). We label the i-th input wire of f by (1,m;,0;).
For all i € [d], compute

U, :=e(U,....,U),my, :=ei(tu,...,T0)-

For each gate of f, compute the following.
Addition: Assume that the input wires for this gate is labeled by
(i7 m(l)v (A(l)a F(l)a TA(), TP() ))7 (.77 m(2)7 (A(2)7 F(z)a TA@) TT(2) ))
Without loss of generality, we assume that ¢ > j. First, adjust the “degree”
of each value. That is, set

A/(2) = ei*j+1(A(2)aga s 79)7 F/(2) = @i7j+1(1j(2),g7 cee 7g>7

Tar@ = €11 (TA@), Tgs -+ Tg)s Trv@ 1= €i—jy1(Tp@), Ty - o Tg)-

Then set

m* :=mq +ma, A* := A . A'(z),F* =1 . F'(2),

TA* — TA(l) . TA/(Q) , T* 1= Tr(l) . ’7'1-v(2),

and assign (i, m*, (A*,T*, 7a«, 7+ )) to the output wire of this gate.
Multiplication by constant ¢:  Let (i,m,(A,T',7o, 7)) be the value labeled to
the input wire of this gate. Then compute

m*:=c-m, A" :=A° I":=T1° 7p:=718, T =17
and assign (7, m*, (A*, T, 7a«, 70+ )) to the output wire of this gate.
Multiplication: Assume that the input wires for this gate is labeled by
(i, m(l), (A(l),r(l),TAu) , TT(1) )), (], m(2), (A(z), F(2), TA®), TF(2>))' Then
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Verify(vk, f,m,o0 = A) = 1/0: Set gq := eq(g,...,9) and compute R = g;
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compute

m* :=my - mg,

AF — e(A(l),F(2)) ) e(A(l), U;ﬁz) . e(U;ni,A(2))’
* = e(TM,T?) . e(TD, UM - (U™, T®),
TA* 1= e(TA(1>7TF(2)) . e(TA(U,T;};Q) : 6(7'(7}:177—/\(2))7

T+ := e(Tra), Tre) ) - e('rp(l),ng?) et T ),

and assign (i 4 j,m*, (A*,I'"*, 7a«, 77+ )) to the output wire of this gate.

We can see that the output wire of f is labeled by (d, f(m1,...,my), (Aout, Lout,
TAgues Tl )) fOr sOMeE (Aout, Douts TA,us Try, ). Then Eval outputs Agyt.

f(ri,...,rn)
and its corresponding auxiliary information 7z. This can be computed by
evaluating f on the values Ry,..., R,. Namely, replace an addition in f by
a multiplication in G and a multiplication by an evaluation of e. Let By :=
eda(B,...,B) and verify e(R - Bd_m,gztliilxg) = e(Ag, ga). If this equation holds,
then output 1, and otherwise output 0. Here, required values for the verification

can be computed as

Security

Theorem 9. If the (dM)-AI-APMDH assumption hold for all polynomially bounded

d then the above scheme s selectively secure.

Proof. We construct a PPT adversary B that breaks the (¢, M)-AI-APMDH assump-
tion by using a PPT adversary A that breaks the above homomorphic signature

scheme. Here, if f* output by A as a part of forgery is d, thenwe let ¢ := d. The

construction of B is as follows.

B(params, {F; }icja, {TF; fieF,): First, runs A to obtain a signing query (mi, ..., my).

Set A= Fi, B :=Fy, C:=F3, U = Fy, TA 1= Tp,, TB := TR, TC = TH
and 7y := 7p,. Choose y; & [Approx[G]] for i € [n] and set R; := g% B™:,
params, { R; }ien), 4, B, C, U,>

Tr, := AlRand(S’, AlGen(y;) - 75") and vk :=
{7r, Yie[n), TA, TB, TC, TU
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Set A; = AYi, T'; := CY¥%, 1a, := AlRand(S”,7%), m, = AlRand(S”,7%)
and o; = (A, [, 7a,, ;) for i € [n]. Give (vk,{0i}icpn)) to A. Let
(f*,m*,0*) be a forgery output by A. Set A* := o¢* and compute
A™ < Bval(vk, f*,{(mi,0:) }icin))- Set ¢* := f*(m1,...,my,) —m* and output
(¢*, A" - A1),

We show that the above algorithm works well. First, we show that the distribu-
tion of vk and o; for i € [n] given to A in the B’s simulation is computationally
indistinguishable from that in the game of the selective security. Each component of
vk except R; and Tg, is generated in exactly the same way as in the real scheme.It
is easy to see that R; is distributed almost uniformly on G both in B’s simulation
and the real scheme. 7g, is generated by inputting an element of T, to AlRand
in both the simulation and the real scheme, thus they are computationally indistin-
guishable due to the indistinguishability of auxiliary information. We can see that
A; and T'; are simulated correctly since we have (R;B~™i)%2 = (g¥%)*2 = AY and
(R;B~™Mi)™1%2 = (g¥i)*1%2 = CYi. Moreover, the distribution of 75, and 7, generated
by B is computationally indistinguishable from the real one since they are generated
by inputting an element of T\, and 71, to AlRand, respectively. Therefore, the distri-
bution of A’s input simulated by B is computationally indistinguishable from the real
one and thus A succeeds to output a forgery with non-negligible probability in B’s

simulation. If A succeeds to output a forgery, then we have f*(mq,...,my,) # m* and
* d—1_.d * —
e(R-B;™ ,g;" ") =e(A*,ga). Therefore we have A* = (R- B;™ )wf '3 On the

* d—1_d
other hand, by the correctness of the scheme, we have e(R~B;f (ml""’m"),gzl 72y =

e(A*,gq). That is, we have A™* = (R - Bd_f*(ml"”’m"))mf_lmg. Therefore we have

* * d—1 * —
A* -A/*_l — BCJ; (m1,...,mp)—m")z] xg — gc zil 117%1:%7 where f*(mla o 7mn) 7& m* and
thus we have ¢* # 0 and |c*| = |(f*(m1,...,m,) — m*| < M. Therefore B succeeds
to break the (d, M)-AI-GMDH assumption. O

3.6 Homomorphic Encryption

In this section, we construct a somewhat homomorphic encryption scheme by using
an indistinguishability obfuscator. This is not a direct application of our self-bilinear
map. However, the idea behind the construction is similar.
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3.6.1 ®-hiding Assumption

Here, we give the definition of the ®-hiding assumption [KOS10] as follows. Let
RSA[p = 1 mod €] be an efficient algorithm which takes the security parameter 1
as input and outputs (N, P,Q) where N = P(Q is an ¢y-bit Blum integer such that
P =1mod e and QR?{, is cyclic. Let Py be the set of all /-bit primes.

Definition 11. For a constant ¢, we consider the following distributions.

R ={(e,N):e,e & Peyy; N < RSA[p =1 mod ¢'](1*)}
L={(e,;N):e& Pyy; N« RSA[p=1mod e](1*)}

We say that the ®-hiding assumption holds with respect to RSA if for any efficient
adversary A, |Pr[l < A(L)] — Pr[1 < A(R)]| is negligible.

Parameters. According to [KOS10], N can be factorized in time O(N€) where
e & Pern; N < RSA[p = 1 mod €](1%) and ¢ = 1/4 — €. In our scheme, we set ¢ to
be the value such that ¢/ = A. This setting avoids the above mentioned attack in a

usual parameter setting (e.g., /x = 1024 for 80-bit security).

3.6.2 Our Construction

Here, we construct a somewhat homomorphic encryption scheme by using indistin-
guishability obfuscation. We use the notation for circuits on @Rﬁ which is given in
Sec. 3.4. In addition to that, here, we use the following notation. For circuits C;
and (5 such that an output of C; can be interpreted as input for Cs, C7 o Cy denotes
the composition of C; and Cs, i.e, C; o Cq is a circuit that computes Cy(Cy(x)) for
input x. The construction of our homomorphic encryption HEo,s = (KeyGen, Enc,

Eval, Dec) is as follows.

KeyGen(1*): Choose e <~ Py and (N, P,Q) + RSA[p = 1 mod ¢](1*). Choose g &

QR}, and compute an integer p such that p = 0 mod ord(QRY)/e and p =

1 mod e. It outputs a public key pk = (N, e, g) and a secret key sk = (p, pk).
Enc(pk,m € {0,1}): Choose r & [(N —1)/4], set ¢ + iO(Max, C 11 re) and output

¢, where Max is defined as an integer larger than max,,e(0,1},re[(N—1)/4] {|ICNmsrel}-
Eval(pk, f,c1,...,ce): Work only if ¢1,...,¢; are circuits (i.e., generated by Enc).

Convert f into an arithmetic circuit f’ on Z.. (That is, each gate of f’ is
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addition, multiplication or negation on Z,..)*” Compute as follows for all wires
of f’ from wires with lower depth.
e [Input: Let w be the i-th input wire. Then ¢; is assigned to this wire.
e Addition: Let w be an output wire of an addition gate. Set
Cw = Mult(ca(w), CB(w))-
o Multiplication: Let w be an output wire of a multiplication gate. Set
Cw = CA(w) © CB(w)-
e Negation: Let w be an output wire of a negation gate. Set ¢, := Cn iny ©
CAw) where C iny is a circuit that computes an inverse on QR;{,.
Let v be the output wire. Compute ceval = ¢,(g) and output it. Note that it is
a group element and not a circuit. Therefore we cannot evaluate it again.
Dec(sk,c): Work differently depending on whether ¢ is an output of Enc or Eval. If
¢ is an output of Enc, then compute M = c(g). If M? = 1, then output 0,
and otherwise output 1. If ¢ is an output of Eval, then output 0 if ¢ = 1, and

otherwise output 1.

First, we prove the correctness of the scheme. We have e|ord(QR};) by the choice of
N. Therefore, there exists a subgroup G of order e of Q]Rj(,. We can see that for
any element h € QR}, h? is the G component of h. In the decryption, we have
M = iO(Max, Cn mire)(g) = g™ "¢, Therefore M? is the G} component of g™. We
can see that G} component of g is not 1 with overwhelming probability since e is a
A-bit prime. Therefore M? = 1 is equivalent to m = 0 and M” # 1 is equivalent to
m = 1 with overwhelming probability. Thus the correctness follows.

The security of HEgys relies on the ®-hiding assumption. Specifically, it satisfies
the following property.

Theorem 10. HEgy is NC*-homomorphic, compact and CPA secure if the ®-hiding

assumption holds with respect to RSA and 1O is an indistinguishability obfuscator for
P/poly.

Proof.

NC!-homomorphism. We show that HEg,s is NC!'-homomorphic. Here, NC! is the
class of circuits with depth O(log())). Note that if f is in NC!, then the depth of the
corresponding arithmetic circuit f’ is also O(log(\)). First, we show the correctness
of Eval. We can see that output cey, of Eval satisfies ceva = ¢" by an easy induction

where m is a corresponding message. Therefore we can prove that ceys is correctly

*7 This can be done since we have a Ab = a-bmod e and aVb=a+b—a-bmod e if a,b € {0,1}.
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decrypted similarly as the above. Next, we show that Eval is computed efficiently
if the depth of f’ is O(log(\)). We can easily see that Eval is computed efficiently
if |c,| is polynomially bounded in the security parameter. Let M; be the maximum
value of |¢,| for a wire w with depth j. M; is constant in |f’|. For j > 2, we have
M; <2M;_1 +max{|Cn muit|, |CN,inv|}. Therefore if the depth of f’is O(log A), then
|cy| is polynomially bounded by |f’| (and therefore \). Therefore Eval is efficiently
computable.

Compactness. HEg,,s is compact since output of Eval is always an element of QR}.

Security. To prove the security, we consider the following sequence of games.

Game 1: This game is the original CPA game. More formally, it is as follows.

e & Py

(N,P,Q) + RSA[p = 1 mod ¢](1*)
9 &y

b<&{0,1}

r & (N —1)/4]

¢ < 10(Max, C’N,Hm)
¥ & A(N,e,g,c)
Game 2: This is the same game as Game 1 except that N and e are set differently as
follows.
e e’ & Py
(N, P,Q) + RSA[p = 1 mod ¢](1%)

Game 3: This is the same game as Game 2 except that c is set differently as follows.

€< ZO(MaX’ CN,(b—l—re mod ord(Q]RJ](,)))

Game 4: This is the same game as Game 3 except that c is set differently as follows.
r’ & Jord(QRL)]
C < i(?(Max, C’Nﬂn/>

Let T; be the event that b’ = b in Game i. What we want to prove is | Pr[T1] —
1/2| is negligible. We prove it by the following lemmas.
Lemma 7. Pr[T}] — Pr[T5] is negligible if the ®-hiding assumption holds.

Proof. 1t is easy to see that an adversary that distinguishes Game 1 and Game
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2 is reduced to an adversary that breaks the ®-hiding assumption. O

Lemma 8. Pr[T3]—Pr[T5] is negligible if iO is an indistinguishability obfuscator
for P/poly.

Proof. C~’N7b+re and C’N7(b+re mod ord(QRL)) compute identically for all input.
Therefore the lemma follows from the property of :O. O

Lemma 9. Pr[T5] — Pr[T}] is negligible.

Proof. In Game 3, ord(QR}) is coprime to e with overwhelming probability.
Therefore the distribution of 7 mod ord(QRY;) where r ¢ [(N —1)/4] is negligi-
bly close to the uniform distribution on Z_, d(Qry,) Since (N —1)/4 is negligibly
close to ord(QRY,). O

Lemma 10. Pr[Ty] =1/2

Proof. In Game 4, A obtain no information of b, therefore the probability that
A predicts b is 1/2. O

O
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Chapter 4

Adversary-dependent Lossy Trapdoor

Function

4.1 Introduction

In this chapter, we study a cryptographic primitive called a lossy trapdoor function
(LTDF). Though there are some “factoring-based construction”of LTDFs, there is
no known construction of LTDFs whose security is rigorously reduced to the factor-
ing assumption. In this part, we first relax the definition of an LTDF to define an
adversary-dependent lossy trapdoor functions (ad-LTDF). Then we show that in many
applications of LTDFs, we can replace LTDFs with ad-LTDFs. Moreover, we give a
construction of an ad-LTDF based on the factoring assumption w.r.t. semi-smooth
RSA subgroup moduli (SS moduli), which is a special type of RSA moduli introduced
by Groth [Gro05]. As a result, we almost automatically obtain a new constructions of
collision resistant hash function, CPA/CCA secure PKE schemes and DPKE scheme
based on the same assumption. Especially, our DPKE scheme is the first scheme that
satisfies the security notion called the PRIV security for block sources proposed by
Boldyreva et al. [BFOO08]| solely based on the factoring assumption. Besides direct
applications of ad-LTDFs, we construct a CCA secure PKE scheme based on the fac-
toring assumption w.r.t. SS moduli whose ciphertext overhead is the shortest among

schemes based on the same assumption.

4.1.1 Background

In modern cryptography, constructing provably secure cryptographic primitives is an

important research topic. In this line of researches, Peikert and Waters [PWO08| pro-
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posed lossy trapdoor functions (LTDFs) and constructed a number of cryptographic
primitives such as a collision resistant hash function, a chosen plaintext (CPA) and
chosen ciphertext (CCA) secure public key encryption (PKE) schemes and an oblivi-
ous transfer scheme based on LTDF's. Following the work, it is also shown that LTDF's
can be used for constructing a deterministic encryption (DE) scheme [BFOO08|, a se-
lective opening attack (SOA) secure PKE scheme [BHY09], universally composable
commitment [NFT09] etc. As seen above, LTDFs have many applications, and there-
fore it is important to research concrete constructions of LTDFs.

As concrete constructions of LTDFs, Peikert and Waters [PWO08] constructed
schemes based on the decisional Diffie-Hellman (DDH) and learning with errors
(LWE) assumptions. After that, many constructions of LTDFs have been proposed
thus far. Among them, LTDFSs related to the factoring are based on the quadratic
residuosity (QR) [FGK™110], decisional composite residuosity (DCR) [FGK*10],
®-hiding [KOS10], or general class of subgroup decision assumptions [XLL*13], all of
which are decision assumptions. On the other hand, there is no known construction of
an LTDF based on the factoring assumption or a factoring-related search assumption.
In general, search assumptions are rather weaker than decision assumptions. Thus
it is important to research the possibility of constructing LTDFs based on a search

assumption.

4.1.2 Our Result

In this chapter, though we do not construct LTDFs based on the factoring assump-
tion, we construct an adversary dependent lossy trapdoor function (ad-LTDF), which
is a new notion we introduce, based on the factoring assumption w.r.t. semi-smooth
RSA subgroup (SS) moduli, which are RSA moduli of a special form [Gro05]. Then
we show that ad-LTDF's can replace LTDF's in many applications. As a result, we im-
mediately obtain factoring-based cryptographic primitives including a hash function,
PKE scheme and DPKE scheme. Besides direct applications of ad-LTDF's, by using
similar technique, we construct CCA secure PKE scheme with compact ciphertext
based on the factoring assumption w.r.t. SS moduli. More details are given in the

following.

Adversary-dependent lossy trapdoor function. We first reconsider the defini-
tion of LTDFs, and introduce a notion of an ad-LTDF, which is a weaker variant
of an LTDF. Intuitively, an LTDF is a computationally indistinguishable pair of an
injective and lossy functions. Here, the description of lossy functions should be fixed
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by the scheme. On the other hand, for ad-LTDFs, we allow a description of lossy
function to depend on an adversary. That is, we only require that for any efficient
adversary A there exists a lossy function that A cannot distinguish from an injective
function. We observe that this significant relaxation does not harm the security of
many LTDF-based cryptographic constructions. This is because in many LTDF-based
schemes, lossy functions are used only in security proofs and they do not appear in
the real scheme. This means that even if lossy functions depend on an adversary,
we can still prove the security of the scheme. By this observation, we can see that
ad-LTDFs can replace LTDFs in many applications.

Moreover, we construct an ad-LTDF based on the factoring assumption w.r.t. SS
moduli, which is introduced by Groth [Gro05]. As a result, we can instantiate many
LTDF-based constructions based on the factoring assumption w.r.t. SS moduli. The
intuition of the construction of the ad-LTDF is given in Sec. 4.1.3.

Applications of ad-LTDFs. As stated above, ad-LTDFs can replace LTDFs in
many applications, and we give a construction of an ad-LTDF under the factoring
assumption w.r.t. SS moduli. Thus we immediately obtain new factoring-based con-
structions of many cryptographic primitives such as a collision resistant hash function,
CPA/CCA secure PKE scheme and a DPKE scheme. Among them, the DPKE scheme
obtained by this way is the first factoring-based scheme that satisfies the PRIV secu-
rity for block-sources, which is defined in [BFOO08|, without relying on any decision

assumption.

Table 4.1. Comparison among CCA secure PKE schemes based on the factoring
assumption: fx is the bit-length of an underlying composite number
N, larac denotes the bit-length of a message authentication code, Fac-
toring SS denotes the factoring assumption w.r.t. SS moduli, and we
assume that an exponentiation with an exponent of length ¢ can be

computed by 1.5¢ multiplications.

Schemes Ciphertext Public Computational cost for Assumption
overhead key size encryption decryption
(bit) (bit) (mult) (mult)
[HK09b] 20N 30N 3¢n + 3.5\ 1.5¢n + 10.5\ Factoring
[MLLJ11] 20N 3N 18.5)\ 18X\ Factoring SS

Ours N +lyac OAN2n/logX)  O(M3 /logX) O(M3 /log))  Factoring SS
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CCA secure PKE with short ciphertext. Besides direct applications of ad-
LTDFs, we construct a CCA secure PKE scheme whose ciphertext overhead is the
shortest among schemes based on the factoring assumption w.r.t. SS moduli. Table
4.1 shows the efficiency of CCA secure PKE schemes based on the factoring assump-
tion. Among existing schemes, the scheme proposed by Hotheinz and Kiltz [HK09b]
is one of the best in regard to the ciphertext overhead, which consists of 2 elements
of Z3%. Mei et al. [MLLJ11] improved the efficiency of the Hofheinz-Kiltz scheme
[HKO09b] in regard to encryption and decryption costs by using SS moduli. However,
they did not improve the ciphertext overhead. In contrast, the ciphertext overhead
of our scheme consists of only 1 element of Z}, and a message authentication code
(MAC), whose bit-length can be much smaller than that of N. By giving a con-
crete parameter, the ciphertext overhead of our scheme is 1360-bit for 80-bit security
whereas that of [HK09b] is 2048-bit. On the other hand, the public key size of our
scheme is much larger than that of [HK09b], and an encryption and decryption are
much less efficient than those in [HK09b]. We note that the reduction from the CCA
security of our scheme to the factoring assumption w.r.t. SS moduli is quite loose,
but all known CCA secure PKE scheme based on the factoring assumption (including
[HKO09b, MLLJ11]) also require loose reductions because they require Blum-Blum-
Shub pseudo-random number generator [BBS86].

We note that there is a strong negative result for a CCA secure PKE scheme
whose ciphertext overhead is less than 2 group elements in a prime order setting
[HMS12]. Even in a composite order setting, there are only a few CCA secure PKE
schemes whose ciphetext overhead is less than 2 group elements, all of which rely on a
subgroup decision assumption [HK07, KPSY09, HK09a] or an interactive assumption
[KMO10] stronger than the factoring assumption. Ours is the first scheme to overcome
this bound based solely on the factoring assumption (though our assumption is the

factoring assumption w.r.t. SS moduli, which may not be considered standard).

4.1.3 Our Technique

Difficulty of constructiing LTDFs based on a search assumption. Before
explaining our technique, we first explain why it is difficult to construct LTDF's based
on a search assumption. Recall that an LTDF is a computationally indistinguishable
pair of injective and lossy functions. Apparently, the definition of LTDFs itself re-
quires the hardness of a decision problem. Thus for constructing LTDFs based on

a search assumption, we have to rely on some “search-to-decision” reduction. As a
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general technique for such a reduction, there is the Goldreich-Levin hardcore theo-
rem [GL89], which enables us to extract “pseudorandomness” from hardness of any
search problem. However, the Goldreich-Levin hardcore bit destroys algebraic struc-
tures of original problems. On the other hand, considering existing constructions
of LTDFs, algebraic structures of underlying problems are crucial for constructing
LTDFs. Thus, for constructing LTDFs based on search assumptions, we have to
establish another “search-to-decision” reduction technique that does not hurt under-
lying algebraic structures. In the context of lattice problems, this has been already
done. Namely, it is shown that search-LWE and decision-LWE assumptions are equiv-
alent [Reg05]. Thus LTDF's can be constructed based on the search-LWE assumption.
However, there is no known such a reduction in the context of the factoring problem.
Namely, we have no reduction from decision assumptions such as QR, DCR, or more
general subgroup decision assumptions to the factoring assumption.

New search-to-decision reduction technique. The core of this work is to give
a new search-to-decision reduction technique in the context of factoring w.r.t. SS
moduli. Namely, we introduce a new decision assumption that we call the adversary-
dependent decisional RSA subgroup (ad-DRSA) assumption, and reduce the ad-
DRSA assumption to the factoring assumption w.r.t. SS moduli. In the following, we
explain the technique in more detail.

We say that a composite number N is an SS modulus if it can be written as
N = PQ = (2pp’ + 1)(2q¢' + 1), where P and Q are primes with the same length, p
and ¢ are “smooth” numbers (i.e., products of distinct small primes) and p’ and ¢’ are
relatively large primes. Then the group of quadratic residues QR  is a cyclic group of
order pgp’q’, and has many subgroups since pq is smooth. With respect to SS moduli,
Groth [Gro05] proposed the decisional RSA subgroup (DRSA) assumption , which
claims that any PPT adversary cannot distinguish a random element of G from that
of QR where G is the unique subgroup of QR of order p'q’.

Our first observation is that if there exists an algorithm that breaks the DRSA
assumption, then one can find at least one small prime that divides ®(N). This
can be seen by the following argument: Assume that all prime factors of pg are
of £p-bit length. (Since pq is smooth, fp is relatively small. Especially, we set
/s = O(log A).) Recall that the DRSA assumption claims that any PPT algorithm
cannot distinguish a random element of G from that of QR,,. This is equivalent to
that the distributions of gP*PM and ¢ are indistinguishable where ¢ & QR and
P1,-..,pm are the all £p-bit primes (and thus M is the number of the all ¢p-bit
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primes). If there exists an algorithm A that breaks the DRSA assumption, then it
distinguishes these two distributions. Thus, by the hybrid argument, there exists
Jj € [M] such that A distinguishes the distribution of gP*~Pi-t from gP*Pi. By using
A, one can find this p; by the exhaustive search since M is polynomial in the security
parameter in our parameter setting. (See Sec. 4.3 for more detail.) For this p;, we
have p;|®(N) (with overwhelming probability) since otherwise p;-th power on QR y
is a permutation on the group and thus distributions of ¢gP*-Pi-1 and ¢gP1'Pi are
completely identical. The above argument proves that if there exists an algorithm
that breaks the DRSA assumption, then one can find at least one small prime that
divides ®(N). However, this fact states nothing about the reduction from the DRSA
assumption to the factoring assumption since even if one can find one small prime p
that divides ®(NN), we do not know how to factorize N.

Here, we relax the DRSA assumption to define the adversary-dependent decisional
RSA subgroup (ad-DRSA) assumption. Intuitively, the ad-DRSA assumption claims
that for any PPT adversary A, there exists a subgroup S4 of QR such that A
does not distinguish a random element of S4 from that of QR,. More precisely,
the ad-DRSA assumption is parametrized by an integer m < M, and m-ad-DRSA
assumption claims that for any PPT algorithm A, there exists at least one choice
of p1,...pm out of all £g-bit primes such that A cannot distinguish ¢gP*—Pm from g
where ¢ & QR,. By this definition, if there exists a PPT algorithm A that breaks
the m-ad-DRSA assumption, then A distinguishes gP'~Pm from g for all choices of
P1s---,Pm- If m is sufficiently smaller than M, then there exists “many” choices of
P1s---,Pm and thus one can find “many” primes that divides ®(/N): One can find at
least one such prime for each choice of pi,...,p,, by the similar method as in the
case of the DRSA assumption. Then the product of these primes is a large divisor
of ®(N) and thus one can factorize N by using the Coppersmith theorem [Cop96],
which claims that if one is given a “large” divisor of ®(NN), then one can factorize N

efficiently. Thus, the m-ad-DRSA assumption is reduced to the factoring assumption.

Remark 11. We remark that if m is so small that there exists a choice of p1, ..., Pm,
all of which are coprime to ®(N), then the m-ad-DRSA assumption is trivial since
in that case g and gP*Pm are distributed identically. We show that there exists
a parameter choice such that m-ad-DRSA assumption is non-trivial and it can be

reduced to the factoring assumption simultaneously.

How to use the ad-DRSA assumption. As explained above, we show a reduction
from the ad-DRSA assumption, which is a certain type of a subgroup assumption,

to the factoring assumption. However, the ad-DRSA assumption is not an ordinary
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subgroup decision assumption: Roughly speaking, it only claims that for any PPT
adversary A, there exists a subgroup S4 € QR, such that A cannot distinguish
random elements of S4 from QR,. Therefore, it cannot be used for constructions
where elements of a subgroup are used in the real descriptions of the scheme. On
the other hand, if elements of a subgroup are used only in the security proof, the
ad-DRSA assumption suffices. We give two examples of such cases.

One is ad-LTDFs. As explained in Sec. 4.1.2, ad-LTDFs is a relaxation of LTDF's
such that descriptions of lossy functions can depend on an adversary. For constructing
ad-LTDFs based on the ad-DRSA assumption, we simply imitate the construction
by Xue et al. [XLL*13], who constructed LTDFs based on the (standard) DRSA
assumption. We observe that in their construction, the descriptions of injective func-
tions consist only of elements of QR ,;, and elements of its subgroup are used only in
the descriptions of lossy functions. Therefore even if we replace the DRSA assumption
with the ad-DRSA assumption, only lossy functions depend on an adversary. This
meets the definition of the ad-LTDFs.

The other is the hash-proof system-based CCA secure public key encryption. Hofh-
eniz and Kiltz [HKO07] introduced the concept of constraind CCA (CCCA) security,
and showed efficient constructions of CCA secure public key encryption schemes based
on a hash proof system, which can be constructed from any subgroup decision as-
sumption [CS02]. Though elements of a subgroup are used in the real protocol of
their original construction, it is easy to see that even if elements of a subgroup are
replaced with those of a larger group, the scheme is still secure because they are in-
distinguishable by the assumption. Thus that scheme can be instantiated based on
the ad-DRSA assumption.

4.1.4 Discussion

Plausibility of the factoring assumption w.r.t. SS moduli. Here, we discuss
the plausibility of the assumption we used. SS moduli was first introduced by Groth
[Gro05] in 2005 and they have been used in some works [MLLJ11, XLL"13, YYN*14].
All of these works assume the factoring assumption w.r.t. SS moduli (or more stronger
assumptions). On the other hand, in 2011, Coron et.al. [CJM*11] gave a cryptanaly-
sis against the Groth’s work [Gro05]. However, they did not improve attacks against
SS moduli. Thus, we can say that SS moduli has attracted a certain amount of atten-
tion in the sense of both constructions and cryptanalysis, but no fatal attack is found
thus far. Therefore we believe that the hardness of factoring SS moduli is rather

reliable.



66 Chapter 4 Adversary-dependent Lossy Trapdoor Function

Interpretation of our result. In this chapter, we constructed a weaker variant
of LTDF (ad-LTDF) based on the factoring assumption w.r.t. SS moduli. One may
wonder how meaningful our result is since an SS modulus is not an RSA modulus
of a standard form. We believe that our result is meaningful in terms of that we
constructed an “LTDF-like primitive” (ad-LTDF), which can replace LTDFs in many
applications, based on a search assumption (factoring w.r.t. SS moduli) rather than
a decision assumption. Although the application given in this chapter is limited to
the case of SS moduli, we hope that our new search-to-decision reduction technique

can be extended to other general settings.

Limitation of ad-LTDFs. Though ad-LTDF's can replace LTDFs in many cases,
there exist some LTDF-based primitives that cannot be obtained from ad-LTDFs. A
typical example is the oblivious transfer protocol proposed by Peikert and Waters
[PWO08]. The reason why we cannot construct the scheme based on ad-LTDFs is
that in the scheme, a lossy function is explicitly required. Specifically, a receiver
sends a pair of injective and lossy functions to a sender. Since we cannot specify a

lossy function before fixing an adversary, we cannot instantiate this scheme based on
ad-LTDF's.

4.15 Related Work

Factoring based CCA secure PKE schemes. In 2009, Hofheinz and Kiltz
[HK09b| proposed the first practical CCA secure PKE scheme under the factoring
assumption in the standard model. After that, many variants of the scheme are pro-
posed thus far [MLLJ11, LLML12, LLL13, YYN'14]. However, none of them improve
the ciphertext overhead of the scheme. On the other hand, the ciphretext overhead

of our proposed scheme is shorter than those of them.

4.2 Preliminaries

4.2.1 Known Lemmas

Here, we review known lemmas used in this chapter. First, we review a simple variant
of the Hoeffding inequality [Hoe63].

Lemma 11. (Hoeffding inequality) Let D1 and Do be probability distributions over
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{0,1}. Let X4,..., Xk be K independent random variables with the distribution D,
and Y1,...,Yr be K independent random variables with the distribution Do. If we
define e .= |Pr[X =1: X & Dy —Pr[Y =1:Y & Dy]|, then Pr[|w —
€| > 6] < 4e=5K/2 polds.

The following is the generalized leftover hash lemma [DORS0S|.

Lemma 12. (Generalized leftover hash lemma) Let X € {0,1}"* and Y be random
variables. Let H be a family of pairwise independent hash function from {0,1}™ to
{0,1}"2. Then we have A((H(X),H,Y),(U, H,Y)) < § where H & H as long as
Hoo(X|Y) > ng + 2log(1/9).

The following is the “crooked version” of the above lemma proven by Boldyreva et
al. [BFOO08|.

Lemma 13. (Generalized crooked leftover hash lemma [BFO08, Lemma7.1]) Let X €
{0,1}"™ and Y be random variables. Let H be a family of pairwise independent hash
function from {0,1}" to R and f be a function from R to S. Then for H < H, we have
A((f(H(X),H,Y),(f(U),H,Y)) <8 as long as Hoo(X|Y) > log |S|+21og(1/6) —2.

Finally, we review the Coppersmith theorem about bivariate integer equations. The

following lemma is a special case of [Cop96, Theorem 3|.

Lemma 14. Let p(z,y) = a + bx + cy be a polynomial over Z. For positive integers
X,Y and W = max{a,bX,cY}, if XY < 278.W holds, then one can find all solutions
(x0,y0) such that p(xo,yo) = 0, |zo| < X and |yo| <Y in time polynomial in logs W.

4.3 Semi-smooth RSA subgroup modulus

Here, we define a semi-smooth RSA subgroup modulus (SS modulus) and state its
properties. For integers {p, t, and t,, We say that N = PQ = (2pp’ + 1)(2¢q' + 1)
is an (¢, tp, ty)-semi-smooth RSA subgroup ((¢p,tp,t,)-SS) modulus if the following
conditions hold.

e P and @ are distinct prime numbers with the same length that satisfy ged(P —
LQ—-1) =2

e p' and ¢’ are distinct primes larger than 2¢5.

e p and ¢ are products of ¢, and ¢, distinct ¢p-bit primes. Here, an ¢p-bit
prime means a prime number between 227! and 2¢2. We note that we have
ged(p, ) = 1 since we have ged(P —1,Q — 1) = 2.
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We define ¢ := t,+t,. Let Py, be the set of all £-bit primes, and My, := |P;,|. We
define the group of quadratic residues as QRy := {u? : u € Z%}. This is a subgroup
of Z%, and a cyclic group of order pgp’q’. Then there exists unique subgroups of
order p’q’ and pq, and we denote them by G and G respectively. Then we have
QRy = G x G*. That is, for any element ¢ € QR,, we can uniquely represent
g = g(G)g(G*) by using g(G) € G and g(G*) € G*+. Moreover, if the factorization
of N is given, then we can compute g(G) and g(G*) from g efficiently.

When N is an SS modulus, we cannot say that a random element g of QR is
a generator (i.e., ord(g) = pqp'q’) with overwhelming probability. However, we can

prove that g has an order larger than a certain value with overwhelming probability.

Lemma 15. (/Gro05, LemmaZ2]) Let N be an (¢, tp,ty)-SS modulus. For any integer

. 1—£pyd+1 . . _ _ .
d<tif (1—(3142(d+1)! is negligible, then Prlord(g) > p'q/20=DEs=1) . g & QRy] is
overwhelming. Especially, Prlord(g(GL)) > 2(=Ds=1) . g & QRy] is overwhelm-

mg.

When /g is small, ord(G*) is smooth, and therefore the discrete logarithm on the
group can be solved efficiently by the Pohlig-Hellman algorithm [PH7S].

Lemma 16. ([Gro05]) If {g = O(log \), then the discrete logarithm problem on G+
can be solved efficiently. More precisely, there exists a PPT algorithm that, given an
(U, tp,tg)-SS modulus N, g € G+ and g*, outputs x mod ord(g).

By combining the above lemmas, we obtain the following lemma.

Lemma 17. Let N be an ({p,t,,t,)-SS modulus and we assume £ = O(log(\)).
If (1_(21:2;?;;)! is negligible and x < 2=4DE=1 pholds, then there exists a PPT
algorithm PLog that, given P,Q, g, g*, outputs x with overwhelming probability where

Q&QRN-

Hardness assumptions. Here, we give definitions of two hardness assumptions.

Let IGen be an algorithm that is given the security parameter 1* and outputs an

(¢B,tp, tq)-SS modulus with its factorization. We first define the factoring assumption.

Definition 12. We say that the factoring assumption holds with respect to 1Gen if
for any PPT algorithm A, Pr[A(N) € {P,Q} : (N, P,Q) < 1Gen(1*)] is negligible.

Next, we define the decisional RSA subgroup (DRSA) assumption proposed by
Groth [Gro05]. This assumption claims that any PPT algorithm cannot distinguish
a random element of G from that of QR,. We note that actually we do not use

this assumption in this dissertation. We include this only for the information of the
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reader.

Definition 13. We say that the decisional RSA subgroup (DRSA) assumption holds
with respect to 1Gen if for any PPT algorithm A, |Pr[l < A(N,g) : (N,P,Q) <«
IGen(11); g <& QR | — Pr[1 <~ A(N, g) : (N, P,Q) < 1Gen(1*); g <& G]| is negligible.

Attacks. We review factoring attacks against SS moduli as discussed in [Gro05].
As shown in [Gro05], by using Pollard’s p-method [Pol75], we can factorize an SS
modulus in time O(min(v/7’,/¢’)). As another method, by using Naccache et al.’s
algorithm [NS98], if a divisor of P — 1 or @ — 1 larger than N'/* is given, then N
can be factorized efficiently. Thus 5 should be large enough so that it is difficult
to guess a significant portion of factors of p or ¢. In 2011, Coron et al. [CIJMT11]
proposed a new factoring algorithm for a certain class of RSA moduli that includes SS
moduli. For the case of SS moduli, their algorithm work in time O(min(v/7/, V7)),
which matches the time complexity of Pollard’s p-method. As observed in [Gro05],
other methods such as the baby-step giant-step algorithm [Sha71], Pollard’s A-method
[Pol78] or Pollard’s p — 1 method [Pol74] require O(min(p’, ¢’)) time.

The above attacks use the structure of SS moduli. On the other hand, there are
algorithms such as the elliptic curve method [Len87] or the general number field
sieve [CP05], which can be applied to general RSA moduli. Among these algorithms,
general number field sieve is asymptotically the most efficient and its heuristic running
time is exp((1.92 4 o(1)) In(N)'/3 InIn(N)?/3).

Parameter settings. Here, we discuss parameter settings of SS moduli. We have
to set parameters to avoid the above attacks. We first give an asymptotic parameter
setting. We set £,y = £, = O()\), {p = |4logA| and t, = t, = O(A3/log\) (then
we have {n =~ £, + Ly + tlp = O(A\?)). In this setting, we have M, = O(A*/log\)
by the prime number theorem and thus there exists exponentially many choices of p
and ¢. If we set d := |t/4], then (1—(131:25(;;&)! is negligible*!. We use the fact that
in this parameter setting, given N, g € QRy and p1,...,p, for m < M,,, gPrPm

can be computed in polynomial time in A. This is because we have m < M,, =
O(X*/log()\)) and py...p, < 28Mes = 20(A4), and thus pi...p,-th power can
be computed by O(\*) multiplications. We use this asymptotic parameter setting
throughout the chapter. As a concrete parameter, Groth [Gro05] proposed to set
6, = ¢, = 160, {p = 15, t, = t;, = 32 and d = 7 for 80-bit security (then we
have ¢y = 160 -2+ 15-2-32 = 1280). We use this parameter for the construction

*1 In fact, d can be set as d := |ct| for any small enough constant c.
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of CCA secure PKE scheme with compact ciphertext (Section 4.8). However, this
parameter does not give us enough lossiness in the construction of ad-LTDFs. Thus
we propose to set £}, = £, = 160, {p = 15, t, = t, = 70 and d = 8 (then we have
lny =160-2415-2-70 = 2420) for 80-bit security for other applications (Sec. 4.5 to
4.7). We note that the number of {5 = 15-bit primes is 1612. Therefore the possible
choice of t = 64 or 140 primes out of them is much larger than 2% and thus it is hard

to guess the significant portion of their factors.

4.4  Adversary-dependent Decisional RSA Subgroup

Assumption

In this section, we generalize the DRSA assumption. Specifically, we define the m-
adversary-dependent decisional RSA subgroup (m-ad-DRSA) assumption for any in-
teger m < My, with respect to ({p,tp,t,)-SS moduli. Intuitively, this assumption
claims that for any PPT algorithm A, there exist distinct £p-bit primes pi,...,pm
such that A does not distinguish g from gP*-Pm where g is a random element of QR ;.
We prove that under a certain condition, the m-ad-DRSA assumption holds under
the factoring assumption.

First we give the precise definition of the m-ad-DRSA assumption.

Definition 14. Let 1Gen be a PPT algorithm that generates an ({p,t,,t,)-SS RSA
modulus. We say that for any integer m < My, , the m-adversary-dependent deci-
sional RSA subgroup (m-ad-DRSA) assumption holds with respect to |Gen if for any
noticeable function € and PPT algorithm A, there exists a PPT algorithm Sa e that
is given ({p,tp,t,)-SS RSA modulus N and outputs distinct {-bit primes p1, ..., Pm,
such that the following is satisfied. If we let

Py:=Pr |1+ A(N,g):

(N, P,Q) < 1Gen(1*)
g & QRN
(N, P,Q) + 1Gen(1*)
Py :=Pr |1+ A(N,gPrPm): g < QRy
i {p1, - P} < Sae(N)
then we have |Py — Py| < e(X) for sufficiently large A.

Remark 12. One may think that the assumption defined above cannot be used for
proving security of any cryptographic scheme since € is noticeable. However, an im-

portant remark here is that € can be an arbitrary noticeable function. Thus, in security
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proofs, we can set € depending on an adversary A’s advantage against the scheme that
we want to prove secure, such that € is smaller than the advantage of A (for infinitely
many security parameters). This can be done if A breaks the security of the scheme
since in these cases, the advantage of A should be non-negligible. See security proofs

i Sec. 4.7 and 4.8 to see this argument indeed works.

Remark 13. In the above definition, if m is so small that there exists a choice of
P1s- -y Pm, all of which are coprime to ®(N), then gP*Pm is distributed uniformly on
QRy . In this case, m-ad-DRSA assumption is trivial. This occurs if and only if we
have My, —m > t. In this chapter, we set m to be relatively large so that m-ad-DRSA

assumption is non-trivial. (See Remark 14.)

The following theorem claims that the m-ad-DRSA assumption holds under the

factoring assumption if m is small enough.

Theorem 11. Let 1Gen be a PPT algorithm that generates an ({p,t,,t,)-SS RSA
modulus where {g = O(log \). If the factoring assumption holds with respect to 1Gen
and there exists a constant ¢ such that (My, — m+ 1)({g — 1) > (1/2 + ¢)fN holds,
then the m-ad-DRSA assumption holds with respect to 1Gen.

Remark 14. If we set m := [My, + 1 — (1/2 + ¢)fn/({p — 1)] for sufficiently
small ¢, then by the above theorem, the m-ad-DRSA assumption holds under the
factoring assumption. Moreover, by setting the parameter as given in 4.3, we have
My, —m~(1/2+c)ln/(Up—1) = (1/2+c)(ly + Ly +tlp)/lp <t for sufficiently
large X if ¢ < 1/2 since t = O(A\3/log\) and by = Ly = O(N). Thus the m-ad-DRSA
assumption is non-trivial.

Before proving the theorem, we prepare a lemma related to the Coppersmith attack.
Though a heuristic proof appeared in [NS98], to the best of our knowledge, this has

not been proven rigorously in the literature.

Lemma 18. Let P and @ be primes with the same length and N = PQ. Let e be
a divisor of ®(N) = (P — 1)(Q — 1). If there ezists a positive constant ¢ such that
e > NY/2%¢ holds, then there exists a polynomial time algorithm that is given N and

e, and factorizes N.

Proof. We define e; and ey such that e = ejes, e1|P — 1 and e3|@Q — 1. (Note that
we cannot always compute e; and es from e.) Then we can write P = e1k; + 1 and
Q@ = exks+ 1 by using integers k1 and ky. Then we have N = PQ = (e1k1 +1)(eaks +
1) = ekiky + e1k1 + exks + 1. Therefore if we define p(x,y) = N + ex + y, then
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p(z,y) = 0 has a solution (zg,yo) = (—kiks, —(e1ky + egky + 1)). Let X := N1/27¢,
Y := 3N'Y2 and W := max(N,eX,Y). One can see that |zg| < X, |yo] < Y and
XY =3N17¢<278. N <278 hold (for sufficiently large N). Therefore one can
compute the solution (zg,y0) = (—k1k2, —(e1k1 + e2ks + 1)) in polynomial time in
log N by Lemma 14. Then one can compute P+ Q) = e1k; + eaks +2 = —yo+ 1 and
factorize N. O

Intuition for the proof of Theorem 11. Here, we give an intuition for the proof
of Theorem 11. We remark that the following argument is not a rigorous one. What
we have to do is to construct a PPT algorithm S4 . that is given N and outputs
{p1,...,pm} such that A’s advantage to distinguish g from g¢P*~Pm is smaller than
¢ where g & QRy. Let list L := Piy, which is the set of all £p-bit primes. First,
S, randomly chooses m distinct primes {p1,...,pn} from L and test whether A’s
advantage to distinguish ¢g from g¢P'Pm is smaller than ¢ or not. More precisely,
S approximates A’s advantage by iterating the execution of A(g) and A(gP*Pm)
for independently random g ¢~ QR a number of times and counting the number
that each of them outputs 1. We denote the approximated advantage by ¢’. Due to
the Hoeffding inequality [Hoe63|, the approximation error can be made smaller than
€/4 by polynomial times iterations since € is noticeable. If ¢ < ¢/2, then A’s real
advantage is smaller than 3¢/4 < e and thus S4 . outputs {p1,...,pn} and halts.
Otherwise, A’s advantage to distinguish g from gP*~Pm is larger than €/4. Then
there exists p; such that A’s advantage to distinguish gP*--Pi-t from gP'-Ps is larger
than €/(4m) by the hybrid argument. S4 . can find this p; in polynomial time since
€/(4m) is noticeable. We remark that we have p;|®(N). This is because, otherwise
A’s advantage to distinguish gP*Pi—1 from ¢gP*~Pi is 0 since their distributions are
completely identical and thus € should be smaller than €/2. Then S4 . removes p;
from L. Then it randomly chooses m distinct primes {p1,...,pm} from L again, and
do the same as the above. Then it outputs {pi,...,pmn} and halts if approximated
A’s advantage to distinguish g from gP*Pm is smaller than €/2, or otherwise removes
some p;/|®(N) from L. S4 . repeat this procedure many times. Assume that Sa .
does not halts by the time it cannot choose m distinct primes from L. By that time,
My, —m + 1 distinct £p-bit primes that divide ®(N) are removed from L. Let e be
the product of them. Then we have e|®(N) and e > 2= D(Mep—m+1) > N1/2+c
Therefore if e is given, then we can factorize N efficiently by Lemma 18. Thus under
the factoring assumption, S4 . must output some {pi,...,pn,} before |L| becomes
smaller than m with overwhelming probability, and A’s advantage to distinguish g

from gP*--Pm is smaller than 3e/4 < e.
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Now we give the full proof of Theorem 11
Proof. (of Theorem 11) First, we prove the following two claims.

Claim 1. For any PPT algorithm A and a noticeable function 6, there exists a PPT
algorithm Approx 4 5 that satisfies the following. Let Dy and Do be descriptions of
distributions that are samplable in polynomial time in X\, and € := |Pr[l + A(X) :
X & D] — Pr[l - A(X) : X <= Ds]|. Then Approx 4 5(1*, D1, Ds) outputs € such
that |¢' — e| < 0(X\) with overwhelming probability. (We say that Approx 4 5 succeeds
if it outputs such €'.)

Proof. The construction of Approx 4 4 is as follows.

Approx 4 5(1*,D1, D) : For i = 1 to K where K := A/§(\)?, choose X; and Y;
according to Dy and Da, respectively, and run A(X;) and A(Y;) for each i. Let
k1 be the number of the event that A(X;) outputs 1 and ky be the number of
the event that A(Y;) outputs 1. Output |k; — ko| /K.

Since 4 is noticeable, K is polynomial in A and therefore Approx 4 5 is a PPT algo-
rithm. It can be seen by Lemma 11 that Approx 4 5 satisfies the desired property. [

Claim 2. For any PPT algorithm A and a noticeable function e, there exists a PPT
algorithm Find 4 . that satisfies the following. For any ({p,t,,ty)-SS RSA modulus
N and a set I = {p1,...,pm} of distinct £5-bit primes, if |Pr[l < A(N,g) : g &
QRy] — Pr[1 <= A(N, gPr-Pm) : g & QRy]| > €(\) holds, then Find 4 (N, I) outputs
pj € I that divides ®(N) with overwhelming probability. (We say that Find 4 . succeeds

if it outputs such p; or the inequality assumed is false.)

Proof. The construction of Find 4 ¢ is as follows.

Findac(N,I ={p1,...,pm}): Define distributions Dy := {(N,g) : g & QRy} and
D; = {(N,gP*Pi): g & QRy} (j = 1,...,m). For j := 1 to m, repeat the
following.

Compute € <« ApproxA,e/(Qm)(lA, D;_1,D;j).
If € > €/(2m), then output p; and halt.
If it does not halt by the time the above loop is finished, then output L.

First, we show Find 4 . is a PPT algorithm. Since m < Mj, is polynomial in A and
thus €/(2m) is noticeable, Approx 4 ., (am) is a PPT algorithm. Therefore Find 4,
is a PPT algorithm. We prove that Find4 . satisfies the desired property. First,
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we assume that all executions of Approxy /(2m) called by Find4 . succeed. The
probability that this assumption is satisfied is overwhelming since the number of
executions of Approxy ./(a,,) is polynomial in A and each execution succeeds with
overwhelming probability. First, we prove that Find 4 . outputs any prime p; € I if we
have |Pr[l «+— A(N,g) : g & QRy] — Pr[l < A(N, gP*Pm) : g & QRy]| > €. By the
hybrid argument, there exists j € [m] such that | Pr[l + A(X) : X & D;_;]—Pr[l «
A(X) : X & Dj]| > ¢/m holds. For such j, if we let ¢ := APDToX 4 . /(2m)(Dj-1,Dj),
then we have € > ¢/m — €/(2m) = €/(2m) and thus p; is output. Then we prove
that if p; is output by Find 4, then p;|®(/V) holds. If p; does not divide ®(NV),
then p; is coprime to ord(QRy), and especially p;-th power is a permutation on the
group {gP*Pi-* : g € QRy}. Therefore D;_; and D; are completely the identical
distributions. Therefore we have | Pr[l + A(X): X & D, 4] — Pr[l + A(X): X &
D;]| = 0. Thus if we let € := Approx 4 /(2m)(Dj-1,D;), then we have € < €/(2m),
and thus such p; cannot be output. Il

Then we go back to the proof of Theorem 11. For any PPT algorithm A and a
noticeable function €, we construct a PPT algorithm S 4 . such that Pr[1 <— A(N,g) :
(N, P,Q) < 1Gen(1*); g & QR ] —Pr[l < A(N, gPrPm) : (N, P,Q) + 1Gen(1*); g &
QRN {p1,---,Pm} ¢ Sa.(N)] < €(N) holds for sufficiently large A\. The construction

of S4,c is as follows.

Sa.e(N) : Let L:=7P;,. (Recall that Py, is the set of all £5-bit primes.)
While |L| > m, repeat the following.
Choose distinct £p-bit primes p1,...,p, from L randomly, and let [ :=
(91,92 Pmb> Do = {(N,9) : g & QRy} and Dy, = {(N, g7 -
g & QRy}. Compute ¢ < ApproxA’€/4(1)‘,Do,Dm). If ¢ < €/2, then
output I and halts. Otherwise run p < Find 4 c/4(N,I). If p € L then
remove p from L, otherwise remove a random element from L.

If it does not halt by the time the above loop finishes, then it outputs L.

First, we prove that S4,(N) is a PPT algorithm. Since € is noticeable, Approx 4 /4
and Find 4 /4 are PPT algorithms. Moreover the number of repeat is at most My, —
m + 1 < M,,, which is polynomial in A. Therefore S (N) is a PPT algorithm.
Then we prove that S () satisfies the desired property. In the following, we
assume that all executions of Approx 4 /4 and Find 4 /4 called by Sa.(N) succeed.
The probability that the above assumption holds is overwhelming since the number of
executions is polynomial and each execution succeeds with overwhelming probability.
If Sa. outputs some I = {p1,...,pm}, then we have Pr[l <~ A(N,g) : g & QRy] —
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Pr[l « A(N,gP*Pm) : g & QRy]| < € +€/4 < ¢/2 + ¢/4 = 3¢/4. Next, we prove
that for overwhelming fraction of N generated by IGen, the probability that S4 (V)
outputs L is negligible. First, we prove that in each repeat, p that is removed from
L divides ®(N). We let € < Approx, ./4(1*, Do, D). If € > €/2, then we have
|Pr[l + A(N,g) : g & QRy] — Pr[l « A(N,gPrPm) 1 g & QRy]| > ¢ — /4 >
€/2 — €/4 = €/4. Therefore Find 4 c/4(N,I) outputs p; € I that divides ®(IV) since
it succeeds. Thus if S4(N) outputs L, then one ¢p-bit prime factor of ®(N) is
removed from L in each repeat, and the repeat is done My, —m + 1 times. Therefore
throughout the execution of Sa (N), My, —m + 1 distinct ¢p-bit prime factors of
®(N) are removed from L. If we let e be the product of these primes, then we have e >
(2tB—1)Mep—mtl > 9(1/24e)ln » N1/2+¢ and e|®(N). By Lemma 18, we can factorize
N efficiently by using e. Therefore for overwhelming fraction of N generated by 1Gen,
the probability that S4 (V) outputs L is negligible under the factoring assumption.
Therefore for overwhelming fraction of N generated by |Gen, we have Pr[1 < A(N,g) :
g & QRy] — Prl « A(N,g?#n) : {p1,...,pm} « Sac(N);g & QRy]| < 3¢/4
with overwhelming probability over the randomness of S4 .. Since € is noticeable, by
the averaging argument, Pr[1 <~ A(N,g) : (N, P,Q) + 1Gen(1*); g & QR y] — Pr[l +
AN, gPr=Pm) 2 (N, P,Q) + 1Gen(1");9 & QRy;{p1,--,pm} = Sac(N)] < e(N)
holds for sufficiently large . O

4.5 Adversary-dependent Lossy Trapdoor Function

In this section, we define ad-LTDFs. Then we give a construction of an ad-LTDF
based on the m-ad-DRSA assumption, which can be reduced to the factoring as-

sumption by Theorem 11.

4.5.1 Definition

Here we define ad-LTDFs. Intuitively, ad-LTDF's are defined by weakening LTDF's so
that descriptions of lossy functions that cannot be distinguished from those of injective
functions may depend on a specific distinguisher. Namely, the algorithm that gener-
ates lossy functions takes a “lossy function index” I as well as a public parameter as in-
put, and we require that for any PPT algorithm A, there exists at least one I such that
A does not distinguish lossy functions generated with index I from injective functions.
Moreover, we require that such I can be efficiently computed given A. The precise def-

inition is as follows. For integers n and k such that 0 < k < n, an (n, k)-ad LTDF con-
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sists of 5 algorithms (ParamsGen, Samplelnj, SampleLossy, Evaluation, Inversion) with a
family {Z(A)}ren of lossy function index sets.

ParamsGen(1*) — (PP, SP) : Tt takes a security parameter 1* as input, and outputs
a public parameter PP and a secret parameter SP.

Samplelnj(PP) — o : It takes a public parameter PP as input, and outputs a func-
tion description o, which specifies an injective function f, over the domain
{0,1}"™.

SampleLossy(PP,I) — o: It takes a public parameter PP and a lossy function index
I € Z(\) as input, and outputs a function index o, which specifies a “lossy”
function f, over the domain {0, 1}".

Evaluation(PP,0,z) — f,(x): It takes a public parameter PP, function description
o and x € {0,1}" as input, and outputs f,(x)

Inversion(SP,0,y) — f-'(y): It takes a secret parameter SP, a function description

o and y and outputs £, (y).

We require ad-LTDFs to satisfy the following three properties.
Correctness: For all z € {0,1}", we have Inversion(SP, o, Evaluation(PP,0,x)) = z
with overwhelming probability where (PP,SP) < ParamsGen(1*) and o <
Samplelnj(PP).

Lossiness: For all A € N, (PP,SP) « ParamsGen(1*), I € Z()\) and
o + SampleLossy(PP, I), the image of f, has size at most 2"~F.

Indistinguishability between injective and lossy functions. Intuitively, we
require that for any PPT adversary A, there exists at least one lossy function index
I € Z()\) such that A cannot distinguish an injective function from a lossy function
with the lossy function index I.

The more precise definition is as follows. For any PPT adversary A and noticeable
function €(A), there exists a PPT algorithm S4 . that takes a public parameter PP
as input and outputs I € Z(\) such that the following is satisfied. If we let
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Pyj:=Pr |1+ A(PP,o):

(PP, SP) + ParamsGen(1*) ]
o < Samplelnj(PP)

(PP, SP) + ParamsGen(1*)
Plossy = Pr |1 A(PP,0) : [ < 84.(PP)
o < SampleLossy(PP, I)

then we have |Ppnj — Possy| < €()) for sufficiently large A.

As mentioned in Remark 12, though ¢ must be noticeable in the above definition,
ad-LTDF's can be used for many cryptographic applications. This is because € can be

set depending on the advantage of an adversary in security reductions.

Remark 15. Besides what is explained above, there is a minor difference between the
definition of ad-LTDF's and that of LTDFs. In the definition of ad-LTDFs, ParamsGen
is explicitly separated from Samplelnj or SampleLossy, whereas there is no separation
between them in the definition of LTDFs [PWO08]. This is only for simplifying the

presentation, and there is no significant difference here.

4.5.2 Construction

We construct an ad-LTDF based on the m-ad-DRSA assumption. Let IGen be an
algorithm that generates an /xy-bit (¢p,t,,%,)-SS RSA modulus with the parameter
given in Sec. 4.3 and n := (t — d)({p — 1).

Definition of Z(\): Z(\) is defined as the set of all m-tuple of distinct primes of length
¢p. That is, we define Z(\) := {{p1,...,Pm} : P1,- .., Pm are distinct
¢p bit primes}.

ParamsGen(1*) — (PP, SP): Generate (N, P,Q) «+ 1Gen(1?), set PP := N and
SP :=(P,Q), and output (PP, SP).

Samplelnj(PP = N) — o: Choose g &~ QR and output o := g.

SampleLossy(PP = N,I = {py,...,pm}) = 0 Choose g & QR and output o :=
gPrPm

Evaluation(PP = N,o0 = g,z € {0,1}") — f,(z): Interpret z as an element of [2"]
and output ¢”.

Inversion(SP = (P,Q),0 = g,y) — f, (y): Compute x = PLog(P,Q,g,y) and out-
put & where PlLog is the algorithm given in Lemma 17.
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Theorem 12. If the m-ad-DRSA assumption holds with respect to 1Gen, then the
above scheme is an (n,n — (L + Ly + (My, —m)lp))-ad-LTDF.

Then the following corollary follows by combining the above theorem and Theorem
11.

Corollary 1. If the factoring assumption holds with respect to 1Gen for the parameter
setting given in Sec. 4.3, then there exists an ad-LTDEF.

Proof. (of Corollary 1.) Recall that we set ¢, = ¢y = O(N), {p = |4log)]|, t, =
ty = O(A3/log ) (then we have Iy ~ £, + Ly +tlg = O(N?)) and d := t/4. We let

= My, +1—(1/2+¢ )(é j for a constant ¢ < 1/4. Then we have (M,, —
m+1)lp—1) > (1/2+c)ln and therefore the m-ad-DRSA assumption holds under
the factoring assumption by Theorem 11. Then we prove that the above ad-LTDF
for this m is non-trivial, i.e., we have n— Ly +Ly + (Mg, —m)lp) > 0. Since
we have m ~ My, — (1/2 4+ ¢) 2= (z 4y, we have n — by + Ly + (Mg, — m)lp) =
(t = d)lp — by + Ly + (1/2 + ) 255) = (1/4 = )tlp — (3/2 + ¢)(by + Ly) > 0
for sufficiently large A since t/g = O(A3®) and £, + £, = O(X). Thus the obtained
ad-LTDF for this m is non-trivial. O

Remark 16. If we set £,y =4y =160, {p =15, t =64, d =7 and {n = 2420 as
given in Sec. 4.3, and ¢ = 1/20 then by setting m := | My, +1— (1/2 + ¢) (E 1)J
the obtained scheme is a (1848,103)-ad-LTDF. If better lossiness is required, then one

may set t larger (as long as factorizing N is hard).

Then we prove Theorem 12.

Proof. (of Theorem 12)
Correctness. If g is generated by Samplelnj, then it is a random element of QR .
Thus Inversion((P, @), g, Evaluation(N, o, x)) = Inversion((P,Q), g,¢9") = z holds by

the correctness of PLog given in Lemma 17.

Lossiness. Next, we prove that the above construction satisfies (n,n — (¢, +
ly + (Mg, — m)lp))-lossiness. Let o be a function description generated by
SampleLossy(N, I = {p1,...,pm}). What we should prove is that the image size of
fo is at most 2% Ha+(Meg=m)ls  There exists g € QRy such that o = gP*Pm and
thus any output of f, is an element of the group S := {hP*Pm : h € QRy}. We
consider the order of S. S is a subgroup of QRy = G x G+ and p; ...p,, is coprime
to ord(G) = p'q’. Therefore there exists a subgroup S+ of G+ such that S = G x S+.
We can see that ord(S+) is the product of some distinct £-bit primes and coprime
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to p1 ...pm by the definition. Therefore that is the product of at most M,,, —m such

primes, and can be bounded by 2(M¢s =™ Therefore the order of S is at most
2£p/+€q/+(MeB—m)€B.

Indistinguishability between injective and lossy functions. This immediately
follows from the m-ad-DRSA assumption. Indeed, clearly we have P, = Fy and
Piossy = P1 where Py and P; are defined in Def. 14, and the m-ad-DRSA assumption
requires | Py — P1| < €(\) for sufficiently large A.

O

4.6 Adversary-dependent All-but-one Lossy Trapdoor

Function.

In this section, we define adversary-dependent all-but-one lossy trapdoor functions
(ad-ABO) and construct it based on ad-LTDFs. Moreover we give more efficient
construction of ad-ABO based on the ad-DRSA assumption.

4.6.1 Definition

For integers n and k such that 0 < k < n, an (n, k)-adversary-dependent all-but-
one lossy trapdoor function (ad-ABO) consists of 5 algorithms (ParamsGen, Samplelnj,
SampleABO, Evaluation, Inversion) and a family {Z(\)}xen of lossy function index sets.

ParamsGen(1*) — (PP, SP) : It takes a security parameter 1* as input, and outputs
a public parameter PP and a secret parameter SP.

Samplelnj(PP) — o : It takes a public parameter PP as input, and outputs a func-
tion description o, which specifies an injective function f, over the domain
{0,1}" x {0,1}%.

SampleABO(PP,b*,I) — o: It takes a public parameter PP, a lossy branch b €
{0,1}* and an all-but-one function index I € Z()\) as input, and outputs a
function index o, which specifies a “all-but-one” function f, over the domain
{0,1}" x {0,1}%.

Evaluation(PP,0,b,x) — f,(x,b): It takes a public parameter PP, function descrip-
tion o, a branch b and = € {0,1}" as input, and outputs f,(z,b)

Inversion(SP,o,b*,b,y) — x: It takes a secret parameter SP, a function description
o,, b* €{0,1}* U L, b and y and outputs the “inversion” .
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We require ad-LTDFs to satisfy the following three properties.

Correctness:

1. Forallz € {0,1}" and b € {0, 1}**, we have Inversion(SP, o, L, b, Evaluation(PP,
o,b,x)) = x with overwhelming probability where (PP, SP) < ParamsGen(1?)
and o < Samplelnj(PP).

2. For all x € {0,1}", b*,b € {0,1}% with b # b* and I € Z()\), we have
Inversion(SP, o, b*, b, Evaluation(PP, 0,b,x)) = x with overwhelming probabil-
ity where (PP, SP) + ParamsGen(1*) and o < SampleABO(PP,b*, ).

All-but-one lossiness: For all A € N, (PP,SP) + ParamsGen(1*), b* € B()\),
I € Z(\) and o < SampleABO(PP,b*,1I), the image of f.,(-,b*) has size at most

on—k,

Indistinguishability between injective and ABO functions. Intuitively, we

require that for any PPT adversary A, there exists at least one lossy function index
I € Z(\) such that for all b* € B()\), A cannot distinguish an injective function from
an ABO function with the lossy branch b* and the lossy function index I.

The more precise definition is as follows. For any PPT adversary A and noticeable
function €(\), there exists a PPT algorithm Sjﬁ‘e’ that takes a public parameter PP
and a lossy branch b* as input and outputs I € Z(\) such that the following is satisfied.

For all b* € B(\), if we let

_ PP,SP P G 1)\
P :=Pr |1+ A(PP,o): (PP, SP) ararT15 en(1%)
o + Samplelnj(PP)
[ (PP, SP) «+ ParamsGen(1%)
Pipop+ :=Pr |1+ A(PP,o): I Sqep-(PP)
I o < SampleLossy(PP,b*, 1)

then we have |Ppnj — Papo b+

< €(\) for sufficiently large A.

4.6.2 Generic Construction

Here, We construct an ad-ABO based on an ad-LTDF. Let (ParamsGengdf, Samplelnjg s,
SampleLossy 45, Evaluationgir, Inversiongi4f) be an (n, k)- ad-LTDF

Definition of Z(\): Z(\) is the same as that of the underlying ad-LTDF.
ParamsGengapo(1*) — (PP, SP): Run (PP,SP) < ParamsGengs(1*) and output
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(PP, SP).

Samplelnjg,,(PP) — o: Foralli € [¢y], generate 0, 0,01 < Samplelnjg,q¢(PP), and
output o := {0y ;}ic(e,],jef0,1}-

SampleABO,,,o (PP, b*,I) — o: For all i € [], generate o;px < SampleLossy ¢
(PP, I) and 01 < Samplelnjy4¢(PP), and output o := {0 ; }ic(e,),je{0,1}-

Evaluationg,po (PP, 0,b,z) = fs(x,b): For all i € [{,], compute y; := Evaluationgiqs
(PP,oip,,x), and output y := {y; }ic[e,]-

Inversiongabo (SP, 0, b*,b,y) — f- ' (y): Find i € [f] such that b # b;, compute z :=
Inversionas (S P, 0 5, yi) and output z.

Theorem 13. If the underlying scheme is an (n,n — r)-ad-LTDF, then the above
scheme is an (n,n — rlg)-ad-ABO.

The proof is almost the same as the proof of generic construction of all-but-one lossy

trapdoor function from a lossy trapdoor function in [PWO08]. Therefore we omit it.

4.6.3 Direct Construction

Here, we construct an ad-ABO based on the m-ad-DRSA assumption directly. Let
IGen be an algorithm that generates an ¢n-bit (¢p,t,,t,)-SS RSA modulus with the

parameter given in Sec. 4.3 and n := er'%)_gb.

Definition of Z(\): Z(\) is defined as the set of all m-tuple of distinct primes of length
¢p. That is, we define Z(\) := {{p1,...,Pm} : P1,. -, Pm are distinct
¢p bit primes}.

ParamsGen(1*) — (PP, SP): Generate (N, P,Q) <+ IGen(1%), set PP := N and
SP :=(P,Q), and output (PP, SP).

Samplelnj(PP = N) — o: Choose g,h & QR and output o := (g, h).

SampleABO(PP = N,b*,I = {p1,...,pm}) — 0: Choose g,9 <& QRy, set
h:= g% gPPm and output o := (g, h).

Evaluation(PP = N,o0 = (g,h),b,x € {0,1}") — f,(x): Interpret x as an element of
[27] and output (g°h)*.

Inversion(SP = (P,Q),o = (g,h),b*,by) — f,1(y): Compute xz = PLog(P,Q, g°h,y)
and output x where PLog is the algorithm given in Lemma 17.

Theorem 14. If the m-ad-DRSA assumption holds with respect to 1Gen, then the
above scheme is an (n,n — ({py + Ly + (Mp, —m)lp))-ad-ABO.

Proof.
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Correctness.

1. If 0 = (g,h) is generated by Samplelnj, then they are independently uni-
form elements of QRy. In particular, for any b € {0,1}*, g°h is a uniform
element of QRy. Thus Inversion((P,Q), (g, h), L, b, Evaluation(N,0,b,x)) =
Inversion((P, Q), g°h, (¢°h)*) = z holds by the correctness of Plog given in
Lemma 17.

2. Let (N,(P,Q)) < ParamsGen and o0 = (g,h) < SampleABO(N,b*,I =
{p1,...,pm}) for some b* € {0,1}%. Then g is a uniform element of QR y
and h = ¢ ¥ ¢PPn for ¢ & QRy. Then for any b # b*, we have
g’h = gb=t" g/PrPm By Lemma 15, ord(g) has at least ¢t — d distinct £,-bit
prime divisors. The number of these prime divisors that are not coprime
to b — b* is at most logyep—1(b — b*) < 4,/({p — 1). We write p},...,p} to
denote the all ¢,-bit divisors of ord(g) that are coprime to b — b*. Then we
have s > t —d — {,/({p — 1). For each p’, the probability that ord(g°h) is
comprime to p} is 1/p} < 275+ and they are all independent. Then one can
see that there exists more than s/2 p} such that p}|ord(g°h) by similar analysis
as in [Gro05, Lemma3]. Therefore one can recover = from (g°h)* as long as
x < 2% < (265—1)3/2_

All-but-one lossiness. Next, we prove that the above construction satisfies the
all-but-one lossiness property. Let ¢ = (g,h) be a function description generated
by SampleLossy(N,I = {pi1,...,pm}). Then there exists ¢’ € QR such that h =
g~ g’PrPm_ In particular, we have ¢ h = ¢/P**P». Then any output of f,(-,b*) is
an element of the group S := {h'P*Pm : b’/ € QR y}. We consider the order of S. S
is a subgroup of QR = G x G+ and p; ... p,, is coprime to ord(G) = p'q’. Therefore
there exists a subgroup S+ of G+ such that S = G x S*. We can see that ord(S') is
the product of some distinct £g-bit primes and coprime to p; ... p,, by the definition.
Therefore that is the product of at most My, — m such primes, and can be bounded

by 2(Mes =5 - Therefore the order of S is at most 2% T£a)(Mep—m)ls

Indistinguishability between injective and all-but-one lossy functions. This
follows from the m-ad-DRSA assumption. Actually, for any PPT adversary A’ that
tries to distinguish these functions and any b* € {0,1}*, we consider the following
adversary Aj. against the ad-DRSA assumption.

'.(N,g): Generate g & QRy, set h := g"" g, run A(N, (g, h)) and output as A
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outputs.

For any noticeable €, let Sidbrfae be the algorithm that is assumed to exist in Definition
14. If we let

Py :=Pr |1+ A(N,g):

(N, P,Q) < 1Gen(1*)
g & QRy
(N, P,Q) < 1Gen(1*)
Py :=Pr |1+ A(N,gPr=Pm): g <& QRy
{p17 s ,pm} A Sidbr*s?e(N)

then we have | Py — Pi| < €()) for sufficiently large A by the definition of the ad-DRSA
assumption.

We let S3°,. = de*'sj. In the following, we show that it works well. If g is a
1Ey b
uniform element of QR p;, then A is a uniform on QR and independent of g. Thus in
this case, Aj. simulates the environment for .4 where it is given an injective function.
On the other hand, if g is generated as g := g’P*~-Pm where {p1,...,pm} < Sid;rf:,
then A;. simulates the environment for A where it is given an all-but-one function
with lossy branch b* and index I := {p1,...,pm}-

Therefore if we let

Ppnj:=Pr |1+ A(PP,o):

(PP, SP) < ParamsGen(1%)
o < Samplelnj(PP)

(PP, SP) + ParamsGen(1%)
Pabo,b* =Pr |1 (—A(PP,O’) : I%SA@()*(PP)
o < SampleLossy(PP,b*, I)

then we have Pn; = Py and Papo .+ = Pi. Therefore we have |Pinj — Pabo, b

< ¢(A) for
sufficiently large A as required. O

4.7 Applications

Here we discuss applications of ad-LTDFs. As mentioned before, ad-LTDFs can
replace LTDFs in many applications. Informally, ad-LTDFs can replace LTDFs if a
lossy function is used only in the security proof and not used in the real protocol. In
such cases, a lossy function may depend on an adversary that tries to distinguish it

from an injective function since an adversary is firstly fixed in security proofs. As a
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result, we can immediately obtain a collision resistant hash function [PW08], a CPA
secure PKE scheme [PWO08] and a DPKE scheme [BFOO08| based on ad-LTDFs by
simply replacing LTDFs by ad-LTDFs. Among them, by using our ad-LTDF based
on the factoring assumption given in Sec. 4.5, we obtain the first DPKE scheme that
satisfies the PRIV security for block-sources defined in [BFOO08] under the factoring

assumption.

4.7.1 Collision Resistant Hash Function

Here, we give an analogue of the collision resistant hash function in [PWO08] based
on ad-LTDFs. In fact, our scheme is obtained by simply replacing LTDF's in the
scheme in [PWO08] by ad-LTDFs. The concrete construction is as follows. Let
(ParamsGen, Samplelnj, SampleLossy, Evaluation, Inversion) be an (n, k)-ad-LTDF and
H be a family of pairwise independent hash functions from {0, 1}* to {0, 1}"*" where
Kk:=2p+J, p<1/2is a constant that satisfies n — k < pn and § is some constant in

(0,1 —2p),

Gengn(1*): Run (PP, SP) < ParamsGen(1*) and o < Samplelnj(PP), and choose
H & H. Output a function description h := (H, PP, o).
Evalgh((H, PP,o),x): Compute H(Evaluation(PP,c,z)) and output it.

Theorem 15. The above hash function is collision resistant.

We omit the proof since this can be proven by modifying the proof in [PWO0§] in a

similar way as in Sec. 4.7.3.

4.7.2 CPA Secure Public Key Encryption

Here, we give an analogue of the CPA secure PKE scheme in [PWO08] based on ad-
LTDFs. In fact, our scheme is obtained by simply replacing LTDFs in the scheme in
[PWO08] by LTDFs. The concrete construction is as follows.

Let (ParamsGen, Samplelnj, SampleLossy, Evaluation, Inversion) be an (n, k)-ad-LTDF
and H be a family of pairwise independent hash functions from {0,1}" to {0,1}¢,
where ¢ < k — 2log(1/§) for some negligible §. The construction of our scheme
PKE = (Gen, Enc, Dec) is as follows.

Key generation : Gen(1*) generates (PP,SP) < ParamsGen(1*) and o ¢
Samplelnj(PP). It also chooses a hash function H < H. It outputs a public
key PK = (PP,o0,H) and a secret key SK = (SP, H).
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Encryption : Enc takes as input a public key PK = (PP, 0, H) and a message msg €
{0,1}*. Tt chooses x & {0,1}", sets Oy := Evaluation(PP,c,z) and Cy :=
msg @ H(x) and outputs C' = (C1, Cy)

Decryption : Dec takes as input a secret key SK = (SP,H) and a ciphertext
C = (C1,C3), computes = := Inversion(SP,0,C) and msg := Cy & H(x),
and outputs msg.

Theorem 16. The above scheme is CPA secure.

Proof. Assume that the scheme is not CPA secure. Then there exists a PPT adversary
A = (Ay, A2) such that Advi'?éKE()\) is non-negligible. Then there exists a polynomial
poly such that for infinitely many A, Advi'?éKE()\) > 1/poly(A) holds. We consider the

following sequence of games.

Game 1 This is the original CPA game between A and the challenger C. That
is, C generates (PP,SP) < ParamsGen(1*) and o < Samplelnj(PP),
and chooses H & H. Then C gives PK := (PP,o,H), and A; outputs
(msgo, msgy,st). Then C chooses b & {0,1} and z <& {0,1}", computes
C; < Evaluation(PP,0,z) and Co := msg, ® H(x) and gives C := (C1,C3) to
Ajy. Then Ay (C, st) outputs b'.

Game 2 This game is the same as the previous game except that o is generated by
SampleLossy(PP, I), where intuitively, [ is an index such that “it is difficult to
distinguish an injective function from a lossy function with index I for A”. To
describe this precisely, we consider the following PPT algorithm B.

B(PP,o): Choose H <& H, run (msgo, msgi, st) « A, (PP,o, H), choose b &
{0,1} and = & {0,1}", compute C; ¢ Evaluation(PP,o,z) and Cy :=
msgy ® H(z), run ' < A3((C1,C3),st). If b = b/, then output 1, and
otherwise 0.

Let Sp,1/(2poly) be the algorithm that is assumed to exist in the definition of

ad-LTDFs. (Note that B is a PPT algorithm and 1/(2poly) is noticeable.) In
this game, we let I < Sp 1/(2poly) (PP) and o < SampleLossy(PP,I).

Game 3 This game is the same as the previous game except that Cs is set as Cy +
msgy, © U where U & {0, 1}

Game 4 This game is the same as the previous game except that Cs is set as Cy &
{0,1}¢.

Let T; be the event that b = b’ holds in Game i. By the definition, we have | Pr[T}] —
1/2| = Advj'?éKE(/\). Then we prove the following lemmas.
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Lemma 19. For sufficiently large any A\, we have | Pr[Ts] — Pr[T1]| < 1/(2poly(X)).

Proof. By the definition of ad-LTDFs, if we let

PP,SP P Gen(1*
Ppnj:=Pr |1+ B(PP,o): (PP,SP) + ararlns en(1?)
o < Samplelnj(PP)

(PP, SP) < ParamsGen(1%)
Plossy =Pr |1+ B(PP7 U) : I+ 8571/(2P0|Y) (PP)
o < SampleLossy(PP, I)

then we have |Pinj — Possy| < 1/(2poly(X)) for sufficiently large A. It is clear that
P = Pr[T1] and Pgssy = Pr[T3] hold. Therefore the lemma follows. O

Lemma 20. We have | Pr[T3] — Pr[T5]| < 0.

In Lemma 12, we let X := z and Y := (PP, 0, f,(X)). Then we have Ho (X|Y) >
H.(X|PP,o) — (n— k) = k > £+ 2log(1/6) since the size of the image of f, is
at most 2"~*. Then by Lemma 12, we have A((H(X), H,Y),(U, H,Y)) < § where
U & {0,1}¢. Thus the lemma follows.

Lemma 21. We have Pr[Ty] = Pr[T3].
Proof. This is clear since U is independently random string. U
Lemma 22. We have Pr[T,] =1/2.

Proof. In Game 3, A is given any information about b. Therefore the probability that
A can correctly guess b is 1/2. O

By combining these lemmas, for all sufficiently large A, we have | Pr[T1] — 1/2| <
1/(2poly(A)) + 6. That is, we have AdviﬁéKE(A) < 1/(2poly(N)) + d. Since we as-
sumed for infinitely many A, Adv%’é‘KE(A) > 1/poly(A), for infinitely many A, we have
1/(2poly(A)) < 6. This contradicts to that ¢ is negligible. Therefore there does not

exist a PPT adversary that breaks the scheme. O

Remark 17. If we use ad-ABO, we can construct CCA secure PKE scheme similarly
as in [PW0S].
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4.7.3 Deterministic Public Key Encryption

Here, we construct a DPKE scheme based on ad-LTDFs. Construction.
The construction is a simple analogue of the scheme in [BFOO08] based on
LTDFs. Indeed, our scheme is obtained by simply replacing LTDFs by
ad-LTDFs in their scheme. The concrete construction is as follows.  Let
(ParamsGen, Samplelnj, SampleLossy, Evaluation, Inversion) be an (n,k)-ad-LTDF
and H be a family of pairwise independent permutations on {0,1}", where
u > n—k+2log(1/§) —2 holds for some negligible §. The construction of our scheme
DE = (Gen, Enc, Dec) is as follows.

Gen(1*): Generate (PP, SP) <+ ParamsGen(1*) and o < Samplelnj(PP) and choose
H & #H. Output a public key PK = (PP, o, H) and a secret key SK = (SP,0).

Enc(PK = (PP,o0,H), msg): Compute C < Evaluation(PP, o, H(msg)) and output
C.

Dec(SK,C): Compute msg’ < Inversion(SP, o,C) and msg := H~!(msg’) and out-
put msg.

Theorem 17. The above scheme is PRIV1-IND-CPA secure deterministic encryption

for (u,mn)-sources.

Proof. Assume that the above scheme is not PRIV1-IND-CPA secure. There ex-
ists (u,n)-sources My, My and a PPT adversary A such that AdviFTS/E_lND_CPA()\) is
non-negligible. Then there exist a polynomial poly such that for infinitely many A,

Advi?gE_lND_CPA(A) > 1/poly(A) holds. We consider the following sequence of games.

Game 1 : This game is the original PRIV1-IND-CPA game with respect to My, M;
and A. That is, a challenger computes (PP, SP) + ParamsGen(1*) and o +
Samplelnj(PP), chooses H + H, sets PK := (PP,o, H), chooses b & {0,1},
msg* & M, and computes C* ¢ Evaluation(PP, o, H(msg*)). A is given
(PK,C*) and outputs b'.

Game 2 : This game is the same as the previous game except that o is generated by
SampleLossy(PP, I), where intuitively, [ is an index such that “it is difficult to
distinguish an injective function from a lossy function with index I for A”. To
describe this precisely, we consider the following PPT algorithm B.

B(PP,o) : Choose H & H, b <& {0,1}, msg* & M,, set PK := (PP,0, H),
compute C* < Evaluation(PP, o, H(msg*)), run b’ + A(PK,C*) and out-
put 1 if b =¥, and otherwise 0.
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Let 85,1/(2poly) be the algorithm that is assumed to exists in the definition of
ad-LTDFs. (Note that B is a PPT algorithm and 1/(2poly) is noticeable.) In
this game, we let I < Sp 1/(2poly) (PP) and o < SampleLossy(PP,I).

Game 3 : This game is the same as the previous game except that a challenge
ciphertext is set as C* <« Evaluation(PP,o, H(U)) where U € {0,1}" is a
uniformly random string.

Let T; be the event that b = b in Game i. Clearly we have |Pr[Ty] — 1/2| =

Advil?B/E_IND_CPA()\). Then we prove the following lemmas.

Lemma 23. For sufficiently large any A\, we have | Pr[Ts] — Pr[T1]| < 1/(2poly(X)).

Proof. By the definition of an adversary-dependent lossy trapdoor function, if we let

Ppnj:=Pr |1 < B(PP,o):

(PP, SP) < ParamsGen(1*)
o < Samplelnj(PP)

(PP, SP) < ParamsGen(1%)
Possy :=Pr |1 < B(PP,0): I < Sp.1/(2poly) (PP)
o < SampleLossy(PP, I)

then we have |Pinj — Possy| < 1/(2poly) for sufficiently large A. It is clear that Py =
Pr[T1] and Possy = Pr[T5] holds. Therefore the lemma follows. O

Lemma 24. We have | Pr[T3] — Pr[T5]| < 0.

In Lemma 13, we let f := Evaluation(PP,0,+), X := msg* and Y := (PP,0). Then
by the lossiness, |S| < 2"~* holds where S is the range of f. By the definition of (u, n)-
sources, we have Hoo (X|Y) > uw and u > n — k+2log(1/6) — 2 > |S| 4+ 2log(1/48) — 2.
By Lemma 13, the statistical distance between (C*, H, (PP, o)) in Game 2 and that

in Game 3 is at most 4. Thus the lemma follows.
Lemma 25. We have Pr[T5] =1/2.

Proof. In Game 3, A is given no information about b. Therefore the probability that
A can correctly guess b is 1/2. U

By combining these lemmas, for all sufficiently large A, we have | Pr[T1] — 1/2| <
1/(2poly(A)) + 6, equivalently, Adv5 DE NP~ PA(X) < 1/(2poly(A)) + . On the other
hand, we assumed, Advi%\g_'ND_CPA()\) > 1/poly(\) for infinitely many A. Combining
these two inequalities, we have 1/(2poly(A)) < ¢ for infinitely many A, which contra-
dicts to that 0 is negligible. Therefore there does not exist a PPT adversary that

breaks the scheme. O
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Remark 18. If we use ad-ABO given in Sec. 4.6, we can construct PRIV1-IND-CCA
secure DPKE scheme similarly as in [BFOO0S].

4.8 CCA Secure PKE with Short Ciphertext

In this section, we construct a CCCA secure KEM under the m-ad-DRSA assumption.
By Theorem 11, under certain condition, this scheme is CCCA secure under the fac-
toring assumption w.r.t. SS moduli. By setting a parameter appropriately, we obtain
a PKE scheme whose ciphertext overhead is minimum among schemes that are CCA
secure under the factoring assumption by combining our KEM and an authenticated

symmetric key encryption scheme.

4.8.1 Construction

Idea of our construction. Since the m-ad-DRSA assumption is a type of subgroup
decision assumptions, we can consider an “adversary-dependent version” of hash proof
systems as in [CS02], where it is shown that a hash proof system can be constructed
based on any subgroup decision assumption. Then we construct a KEM similarly
as in [HKO07], where the authors constructed a CCCA secure KEM based on a hash
proof system. Though our construction is based on the above idea, for clarity, we
give a direct construction of our KEM rather than defining the “adversary-dependent

version” of hash proof systems.

The construction of our scheme KEMccca is as follows. Let 1Gen be a PPT algorithm
that generates ({p,1p,t,)-SS RSA modulus, X be a family of pairwise independent
hash functions from (Z%)" to {0,1}* where n := ((2121;—4:1»]’ and h: G — {0,1}* be
a target collision resistant hash function. For simplicity, we assume that the KEM
key length is equal to the security parameter .

Gen(1*) : Generate (N,P,Q) < IGen(1*). Choose H & H, g & QRy and

k
:1:513) & (N —1)/4] and set XZ-(,];-) = ng(%j) for e = 1,....\, j = 1,...,n
and £ = 0,1. Output PK := (N,h, H, {Xi(,l;)}ie[/\],je[n],ke{O,l}) and SK :=
k

({xz(',j)}ie[A],je[n],ke{o,l}>PK)-

Enc(PK) : Choose r < [(N — 1)/4], compute C := g", t := h(C) and K :=
H((Hf‘zl Xi(ftf))"’7 e (Hj\=1 Xz(tn))T) where t; denotes the i-th bit of t. Output
(C,K).



90 Chapter 4 Adversary-dependent Lossy Trapdoor Function
T gt T gt
Dec(SK,C) : Compute t := h(C) and K := H(C*i=1"i1 ...  (C%i=1"in ) where t;
denotes the i-th bit of ¢, and output K.

4.8.2 Security

Theorem 18. If m-ad-DRSA assumption holds with respect to 1Gen and ({g—1)(t,+
ty +m — M,) > X holds, then KEMccca is CCCA secure.

Corollary 2. If the factoring assumption holds with respect to 1Gen for the parameter
setting given in 4.3, then KEMccca is CCCA secure for n = O(A*/log())).

Proof. (of Corollary 2) Let m := | My, +1— (1/2+ ¢) 72 (e J for a constant ¢ < 1/4.
Then we have (My, —m +1)({p —1) > (1/2 4 ¢){n and therefore the m-ad-DRSA
assumption holds under the factoring assumption by Theorem 11. Moreover, we have
(g —1)(tp, +t; + m — My, ) = O(N\3) if we use the parameter setting given in Sec.
4.3. Thus the obtained scheme is CCCA secure under the factoring assumption.

O

Theorem 18 can be proven almost similarly as the security of the CCCA secure
KEM based on a hash proof system in [HK07]. However, for a technical reason, we
need the following variant of the leftover hash lemma unlike in [HKO07]. Specifically,
in the leftover hash lemma (Lemma 12), a random variable X should be independent
from H. On the other hand, in our proof, we need a variant in which a random variable
X may depend on H. The following lemma states that this is possible with the loss of
the number of possible random variables X. We note that this idea is already used in
some existing works [TV00, RSV13]. This lemma is necessary because in our proof,
we set X to be a decryption query, which is chosen by an adversary after seeing a
public key which includes a pairwise independent hash function H.

Lemma 26. Let X be a set of random wariables X on {0,1}™ such that
Hoo(X) > ngo +2log(1/9), and H be a family of pairwise independent hash functions
from {0,1}™ to {0,1}™2. Then for any computationally unbounded algorithm F,
which is given H € H and outputs a description of a distribution X € X, we have
A((H(X),H),(U, H)) < |X|§ where H <~ H and X « F(H).
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Proof. We have

o (X H). (U H)
= Haffgi?{[zx)(e—}X}{)(f{()()7l])]
<E,, [ AWHX).U)

Xex
= D> B, [AMHX),U)]
Xex
= > As (H(X),H),(U,H)) < |X]6

where the last inequality follows from Lemma 12.

Then we give the proof of Theorem 18.
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Proof. (of Theorem 18) Assume that there exists a valid PPT adversary A that breaks
the CCCA security of the above scheme. Then there exists a polynomial poly such
that Adv%ﬁé‘M ccea(A) > 1/poly(A) for infinitely many A. We consider the following

sequence of games.

Game 1 : This game is the original CCCA game of KEMccca for A. That is, a

challenger C generates (N, P,Q) < 1Gen(1*), chooses H <& H, g & QR and
2 & (N —1)/4] and sets X = g% for i = 1,...,A, j = 1,...,n and
k = 0,1 and sets PK := (N,h, H, {Xi(,];)}ie[A],je[n},ke{o,l})~ Then it chooses
b & {0,1} and r* & [(N — 1)/4], and computes C* := ¢" , t* := h(C*) and
K* = H((Hf‘:1 X,L-(th))r*, cees (H;\:1 Xi(’tg))r*) where t} denotes the i-th bit of
t*if b =1 and K* & {0,1}* otherwise. Then it gives (PK,C*, K*) to A. In
the game, A can query pairs of ciphertexts and predicates to an oracle Opec.
When A queries (C, pred), Opec computes K < Dec(SK, C') and returns K to
A if C # C* and pred(K) = 1, and otherwise L. Finally, A outputs a bit .

Game 2 : This game is the same as the previous game except that K* is set differ-

(t7)

(t3)
ently if b = 1. Specifically, it is set as K* := H(C’*Zi:lmivl ,...,C’*Zi:lmi’" )
if b=1.

Game 3 : This game is the same as the previous game except that C* is set differ-

ently. Specifically, it is uniformly chosen from QR .

Game 4 : This game is the same as the previous game except that g is uniformly

chosen from a subgroup S of QR ,;, which is defined as follows. First, we define
a PPT algorithm B as follows.
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B(N,g): Choose H & H, xgk;) & [(N —1)/4] and set Xi(f;) = g° =9 for

i€, jenand k=0,1and PK := (N, h, H, {X") }icpjermrefon):
choose C* & QRy and b & {0,1}, and set K* := (C’*ZZ 1 El),
C*Zl 1 (n)) where t* := h(C*) and t! is the i-th bit of t* if
b =1, and K* & {0,1}¢ otherwise. Run v/ < A%« (PK,C* K*) and
output . We note that B can simulate Ope for A since it knows
SK = ({xfg,kj)}ie[)\],je[n],ke{o,l}aPK)-
Let 85 poly/2 be the algorithm that is assumed to exist in the definition of m-ad-
DRSA assumption. Note that this algorithm actually exists since B is a PPT
algorithm and poly/2 is noticeable. Then we define the subgroup S as follows:
We run {p1,...,Pm} < SBpoly/2 and define S := {hPrPm : h € QR }.
Game 5 : This game is the same as the previous game except that the decryption
oracle Opec is replaced with an alternative decryption oracle Opes that works

as follows: Opec’, given C and pred, computes t:=h(C) and returns L if t = ¢*.

Otherwise it computes K : H(CZZ vend , - C’ZZ 1 %5 ) and outputs K if
pred(K) = 1, and otherwise L.
Game 6 : This game is the same as the previous game except that x( ) is set

differently. Specifically, it is uniformly chosen from ord(QR y) 1nstead of from
[(N—=1)/4] fori=1,...,\,7=1,...,nand k=0, 1.

Game 7 : This game is the same as the previous game except that the decryption
oracle Ope is replaced with an alternative decryption oracle Ope.r that works
as follows: Opecr, given C and pred, computes ¢ := h(C') and returns L if
t =t"or C ¢ S, where S is the group deﬁned in Game 4. Otherwise it
computes K : H(C’Zl verd) , . C’Zl 1%n )and outputs K if pred(K) = 1,
and otherwise L.

Game 8 : This game is the same as the previous game except that K* is always an

independently random string.

Let T; be the event that b = b* holds in Game i. Then clearly we have Adv%&éE ccen =

| Pr[T1]—1/2|. First, we prove that the group S defined in Game 4 is a proper subgroup
of QR 5. Moreover, we prove that ord(S)/ord(QR ) < 272 holds. By the definition of
SS moduli, ord(QRy ) has ¢, +1, distinct prime factors pj,...,py 4, of £p-bit. Since
the number of the all ¢p-bit primes is My, there exist at least t, +t, +m — M,
distinct primes contained in both {p}, ... ,pgpﬂq} and {p1,...,pm}. We denote those
primes by p7,.. p;’p ety tm— My, Those primes cannot be a factor of ord(S) since
S = {hPr-Pm : h € QRy} by the definition whereas they are a factor of ord(QR ).
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Thus ord(S)/ord(QRy) < 7r—n !

1 "‘ptp+tq+m—MéB

< 2~ (pttgtm=Mep)(ls=1) < 9=A Then we prove the following lemmas.

Lemma 27. Pr[1y| = Pr[T}] holds.

Proof. The modification between Game 1 and 2 is only conceptual. O
Lemma 28. |Pr[T3] — Pr[13]| is negligible.

Proof. This follows from the fact that the statistical distance between the uniform
distributions on [(N — 1/4)] and [ord(QR y)] are negligible. O

Lemma 29. We have | Pr[T,] — Pr[T5]| < 1/(2poly) for sufficiently large A.
Proof. This follows immediately from the definition of m-ad-DRSA assumption. [
Lemma 30. If h is collision resistant, then |Pr[Ts] — Pr[Ty]| is negligible.

Proof. From the view of A, Game 4 and 5 may differ only if .4 makes a query (C, pred)
such that h(C) = t*. If A makes such a query, then this means that it finds a collision
of h. O

Lemma 31. |Pr[Ts] — Pr[T5]| is negligible.

Proof. This follows from the fact that the statistical distance between the uniform
distributions on [(N — 1/4)] and [ord(QR y)] are negligible. O

Lemma 32. |Pr[T7] — Pr[Tg]| is negligible.

Proof. Let ¢ be an upper bound of the number of decryption queries A makes. We
consider hybrids Hy,...,H, that are defined as follows. A hybrid H, is the same as
Game 6 except that the oracle to which A accesses works similarly as Opec for the first
¢ queries, and similarly as Opec for the rest of queries. Let Tg ¢ be the event that b = v/
holds in the hybrid H,. Clearly, We have Pr[T§ o] = Pr[Ts] and Pr[Tg ¢] = Pr[T7]. Let
Fy be the event that Opec returns L for A’s ¢-th query (Cy, pred,) but Opecs does not
return L for it. That is, Fy is the event that Cy € QRy \ S, ¢t # t* and pred(K,) =1

A m(ti) A m(tz‘)

hold where K, :== H(C,;"=* """ ,...,C;7"= """ ), t := h(Cy) and t; denotes the i-th
bit of £. Unless Fy occurs, hybrids H, and Hy,_; are exactly the same from the view
of A. Therefore we have | Pr[Tg ¢] — Pr[Ts ¢—1]| < Pr[Fy]. Let view; be the view from
A before it is given the response for its ¢-th query. That is, view, consists of PK,
C*, K*, Cy and decryption queries and responses for them before the /-th query. We

prove the following claim.
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Claim 3. If C; € QRy \ S and t # t*, then Ky is distributed almost uniformly
on {0,1}* from the view of A in the hybrids H,_y and Hy. More precisely, we have
A((Kyg,viewy), (U, viewy)) < 27> where U < {0, 1}7.

Assume this claim is true. Then we prove that Pr[F}| is negligible for any ¢ €
[q]. Since A is valid, pred is non-trivial. That is, for independently uniform U,
Prlpred;(U) = 1] is negligible. By Claim 3, if Cy € QRy \ S and t # t*, then we
have A((Ky,view), (U,view)) < 27> where U <& {0,1}*. Therefore Pr[pred(K;) = 1]
is negligible and thus Pr[Fy] is negligible. Thus |Pr[T7] — Pr[Tg]| is negligible by the
hybrid argument. What is left is to prove Claim 3.

Proof. (of Claim 3) Since we assumed t # t*, there exists i € [A] such that ¢; #
t¥. We denote minimum such i by i*. Since C € QRy \ S and S is a proper
subgroup of QRy;, there exists an ¢p-bit prime p that divides ord(C') but does
not divide ord(S). Here, we claim that the decryption oracle before ¢-th query
can be simulated by using {:L*Ekj) mod ord(S) }ie(r),jen,ke{o,13 and PK. This can
be seen by that the oracle immediately returns L for a query (C,pred) such that
C ¢ S. If we define view} := (PK,C* K*,Cy, {z}") mod ord(S)}iep,jefmkefo.1})
where PK denotes a public key except H, then we have A((Ky,viewy), (U, viewy)) <
A((Ky, H,viewy), (U, H,view})). Thus it suffices to show that conditioned on any
fixed value of view,, A((K;, H),(Uy, H)) < 27> holds. One can see that view,
(tix)

does not depend on (z;.';

(x (1) mod p) since g € S by the modification from Game 3 to 4. (C*, K*) does

i*.j
not depend on (z Elj) (1.)

used for generating K*. {z EJ) mod ord(S) }ie(r],jen],ke{o,1} does not depend on
( (1 )

mod p) at all for j € [n]: PK does not depend on

mod p) since we assumed ¢;» # tI. and thus x, is not

mod p) since ord(S) is coprime to p. Thus conditioned on any value of

3
view), (:L'EE;) mod p) is distributed uniformly for all j € [n]. Therefore we have

Y (t;) A (t )

Hy(C, =181 o, O “im |view)) > nlogp > n(lg — 1) > A+ 20y Here, we
use Lemma 26: We set X = {XC}C’GQRN\ s where X denotes a random variable that
is distributed as (CZZ L7 ,...,C’Z?ﬂ‘r%)) conditioned on view), ¢ := 27* and
F as an algorithm that simulates the game between A and the challenger and out-
puts X¢, where Cy is A’s (-th decryption query. Then we have A((Ky, H), (U, H)) <
QR \ S|27A < 272 where U & {0, 1}, conditioned on any fixed value of view).
Thus the proof of Claim 3 is completed. U

This concludes the proof of Lemma 32.
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Lemma 33. |Pr[Tg] — Pr[T%]| is negligible.

Proof. Since we have Pr[C* € S : C* & QRy] < 27*, in the following, we assume
C* ¢ S. Then there exists p that divides ord(C*) but does not divide ord(S). Let
view be the view from A in Game 8 except K*, and view' := {PK, C*,{:z:gi-)
mod ord(S) }ie(n),jen],kef0,1} }- By a similar argument as in the proof of
Claim 3, we have A((K*,view), (U,view)) < A((K*, H,view'), (U, H,view’)) and
Ao Zimmd | oSl view!) > nlogp > n(ly — 1) > (20 + DA
If we let X := (C*Z?ﬂwgﬁ),...,C’*Z?ﬂ‘rgf;)), Y = view and § := 27
in Lemma 12, then we have A((K*, H,view'), (U, H,view')) < 27/~ where
K* = H(C*“”*yl, ce C’*m"H*y”) and U <& {0,1}*. Thus the lemma follows. O

By the above lemmas, we have Advj‘fﬁéMCCCA (A\) = |Pr[Th] — Pr[T3]| < negl(N\) +
1/(2poly(X)) for sufficiently large A\ where negl is some negligible function. On the
other hand, we assumed that there are infinitely many A such that Adv%ﬁéM ceea (M)
> 1/poly(A). Therefore for infinitely many A, we have 1/(2poly(\)) < negl()\), which
contradicts to that negl(\) is negligible. Thus there does not exist a valid PPT

adversary that breaks the CCCA security of the scheme. |

Discussion. Here, we discuss the efficiency of the CCA secure PKE scheme that
is obtained by combining the above KEM and an authenticated symmetric key en-
cryption scheme. Table 4.1 shows the efficiency and hardness assumption of CCA
secure PKE schemes based on the factoring in the standard model. Among existing
schemes, the scheme proposed by Hofheinz and Kiltz [HK09b] is one of the best in
regard to the ciphertext overhead, which consists of 2 elements of Z%;. In contrast, the
ciphertext overhead of our scheme consists of only 1 element of Z}; plus a MAC. By
giving a concrete parameter (¢, = ¢, = 160, {p = 15, t, = t, = 32 and {y = 1280),
the ciphertext overhead of our scheme is 1360-bit for 80-bit security whereas that of
[HK09b] is 2048-bit. On the other hand, the public key size of our scheme is much
larger than that of [HK09b|, and an encryption and decryption are much less efficient
than those in [HK09b].
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Chapter 5

Concluding Remarks and Open

Problems

In the first part of this dissertation, we define a self-bilinear map with auxiliary
information (AI-SBM) and construct it based on the factoring assumption and the
existence of indistinguishability obfuscation (i0). There are following open problems
regarding to this part.

e The first and most important open problem is to remove iO from our construc-
tion. Though we rely on the existence of iO, there is no known construction
of iO based on the factoring assumption. Moreover, known constructions of
iO are too inefficient and far from practical. It is necessary to remove iO for
obtaining practical and solely factoring-based construction of AI-SBMs.

e The second problem is about constructing AI-SBMs with more useful proper-
ties. Though we show that an AI-SBM is useful in many applications, there
are still some limitations. The most significant drawback is that the size ex-
pansion of auxiliary information. That is, given two auxiliary information 7,
and 7, which correspond to g* and g¥ respectively, if we compute 7,4, which
corresponds to ¢**¥, then the size of 7,4, expands to be polynomial in the
sizes of 7, and 7,. This unable us to apply group operations recursively more
than constant times. It is an interesting open problem to construct an AI-SBM
where there is no size expansion of auxiliary information, that would be much
more useful than our scheme.

e The third problem is to construct an AI-SBM on a different group from QR},.
It seems that the only property we use in the proof is that it is computation-

ally hard to compute c-th root on an underlying group G where ¢ is coprime
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to ord(G). It would be interesting future work to prove the above intuition

formally and find new instantiations.

In the second part of this dissertation, we define an adversary dependent lossy
trapdoor function (ad-LTDF) and construct it based on the factoring assumption
w.r.t. semi-smooth subgroup RSA moduli (SS moduli). There are following open

problems regarding to this part.

e The first problem is to extend our technique to more general RSA moduli. In
our result, we focus only on SS moduli, which have a special structure. We do
not know if it is possible to obtain a similar result w.r.t. another type of RSA
moduli. Since SS moduli is not a very standard form of RSA moduli, it would
be better if we could construct an ad-LTDF based on the factoring assumption
w.r.t. more general type of RSA moduli.

e The second problem is to analyze the hardness of factorizing an SS modulus.
Though SS moduli have been considered for more than 10 years, study of
efficient algorithm to factorize this type of RSA moduli is still not enough.
Since we show the usefulness of the factoring assumption w.r.t. SS moduli, it

would be important to analyze if factorizing SS moduli is really hard or not.
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