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Abstract:

Cache attack is a kind of side-channel attack method that can extract target devices’
cache memory data. Using those leaked data, attacker can recover secret key used in en-
cryption algorithm or sign algorithm. Cache attack is a serious threat to devices using
cache memory. At CHES 2016, Bruinderink presented a cache attack algorithm[?] that
recover signature secret key from Bimodal lattice signature scheme(BLISS). In the recovery
algorithm, attacker uses LLL algorithm as short vector oracle. Attacker can test each row
vector of unimodular matrix until find the signature secret key. In this paper, we simulate
the cache attack process by program and do an analysis on this cache attack algorithm. We
also give an improvement to this cache attack method by using 52.57% signatures (com-
pared to original attack method) to recover the secret key, at the cost of more searching
time.
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