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Abstract

Cryptographic-based access control is a palpable solution for supporting flexible and secure data access
control in data outsourcing environment. However, dealing with both access control enforcement and
complexity of cryptographic keys is non-trivial. Among the models employed, Ciphertext Policy-
Attribute-based Encryption (CP-ABE) is regarded as a suitable solution and mostly adopted since it
reduces key management overhead compared to symmetric and public key encryption. In addition, CP-
ABE provides the owners with the full control over their own policies. Nevertheless, there are no works
that apply CP-ABE and show the practicality in implementing it in the complex and collaborative data
sharing scenario where multiple users in different domains can access the data shared by multiple owners.
Furthermore, the major drawbacks of CP-ABE related to the inability to express and enforce write
privilege, the high communication and computation costs of key distribution, revocation, and policy
updates are still re-current problems that have not been solved in an integrated manner by any previous

works.

In this thesis, we propose an expressive, scalable, and efficiently revocable access control solution
supporting collaborative data sharing in multi-authority cloud storage systems. Furthermore, all
drawbacks of CP-ABE mentioned above are resolved in this thesis based on the following four key

technical contributions.

First, we propose the access control scheme called Collaborative Ciphertext-Policy Attribute Role
Based Encryption (C-CP-ARBE) based on the combination of Role-based Access Control (RBAC) and a
Ciphertext-Policy Attribute-based Encryption (CP-ABE). We adopt a RBAC model to enhance the
expressiveness of CP-ABE policy. At a conceptual level, the access control policy is designed to
accommodate the privilege information that comprehensively expresses read and write access of each
user. In addition, we propose a write access enforcement mechanism to enable write-permitted users to

update data and retrieve the policy to re-encrypt it securely and efficiently.

Second, we propose the zero key broadcast encryption technique based on our proposed user decryption
key graph and public key encryption for supporting efficient key management and minimizing key
distribution cost. The proposed technique enables all generated keys to be securely stored in a cloud
server and dynamically invoked upon the user’s request. Compared to the CP-ABE, our scheme provides

more scalable and practical in supporting a large number of users.

Third, within the cryptographic process of C-CP-ARBE, we propose a two-layer encryption (2LE)

scheme to enable a more efficient user revocation with the computation cost reduction for user key re-



generation and file re-encryption. With our 2LE method, a data is encrypted with the CP-ABE and then
the ciphertext is encrypted with the AES symmetric encryption. Our proposed scheme minimizes the cost
of user revocation in a manner where there is no file re-encryption and key re-generation if there is a user
revocation. Our strategy is to update symmetric key based on the re-computation of the public role
parameter. Hence, only the symmetric encryption layer is changed while the inner CP-ABE encryption
layer is not affected. In addition to the user revocation level, we also investigate the problems of
attribute revocation which is a finer level in CP-ABE. Revoking an attribute (s) introduces unavoidable
overheads including expensive overheads for key re-generation, data re-encryption, and key re-
distribution. To this end, we embed our newly proposed scheme called Very Lightweight Proxy Re-
Encryption (VL-PRE) scheme into the C-CP-ARBE. In VL-PRE, size of the re-encryption key is small
and key updates method is used instead of key generation. These properties of VL-PRE significantly

reduce the computation cost for computing the re-encryption key in all revocation cases.

Another core focus in this thesis is the proposal of an optimized and scalable policy update
management scheme. In CP-ABE, the data owner needs to re-encrypt files and send them back to the
cloud when the policy is updated. This incurs overheads including computation, communication, and
maintenance cost at data owner side. To this end, we develop policy updating algorithms to handle the
policy change and employ VL-PRE to optimize the cost of file re-encryption when there is an update of
policy. The security proof and policy update validation criteria are given to guarantee the security,

correctness, and accountability of the proposed scheme.

To evaluate all the proposed features of C-CP-ARBE, we conducted the experiments by setting the
simulations to evaluate the encryption, decryption, and revocation performance. Specifically, we did
experiments to compare the performance of our C-CP-ARBE and related works regarding the user
revocation, attribute revocation, and policy update performance. The experimental results confirm that

our proposed C-CP-ARBE is practical and efficient in practice.



Acknowledgement

There are many great people who contribute to the success of this thesis. Without their support

and help, this thesis would not be achieved.

First of all, I would like to express my utmost gratitude to my supervisor, Prof. Hiroyuki Sato,
who guided me in both academic and life settings related to Japanese matters throughout my
three year of PhD study. I remembered he provided a very warm welcoming and helped me
regarding the settle-up in Tokyo since the first day I came to Japan for the study. It has been my
long-lasting impression. He gave me the opportunity to choose the research topic regarding the
cloud security I loved to do. I do appreciate insightful suggestions and technical guidance he
always provided and put on my research production including this thesis and research papers
throughout my PhD time. My deep appreciation also goes for his time spending in reviewing and
providing constructive comments with his technical merit that greatly contribute to the
completion of this thesis. I also thank for his tremendous support that gave me opportunities to
travel to many countries for presenting my research papers. Thank you for time he was always
available whenever I had problems and needed his helps. This thesis would not have been

possible without his time and effort.

I want to thank Prof. Pierangela Samarati who initially guided me the topic about cloud
security that is one of the promising areas in information security research. I also thank for her
technical review in giving useful and practical comments on my initial research paper. That

would be a fortunate starting point of this thesis.

I am grateful to Prof. Hitoshi Aida, Prof. Tomohiro Kudoh, Prof. Hiroyuki Morikawa, Prof.
Masaya Nakayama, and Prof. Motonori Nakamura for serving as my dissertation examining
committee and for their constructive comments on my research. Their suggestions and comments

are greatly valuable to this thesis.

I would also like to thank Ajarn Koong, Dr. Jarernsri Mitrpanont, who was my former M.Sc.
advisor at Mahidol University, for her constant support and encouragement for pursuing up my
dream in obtaining a PhD. She was the first teacher who taught me how the scientific research is
formally conducted and how good technical paper writing is. Her hard working and passion in

doing research and teaching are impressive and would be a role model I would like to follow.



I want to thank all the staffs at Department of Electrical Engineering and Information System:s,
all network lab members at ITC, UTokyo for providing the resources and good research
environment. Also, I thank for their help about any Japanese procedures I had to deal with

throughout my study time in Japan.

I thank my current employer, Thai Digital ID Co., Ltd. for giving me an excellent and

challenging job for several years, and the time to pursue a PhD and finish this thesis.

My sincere thank further goes to the Otsuka Scholarship Foundation that provided me the
scholarship during the AY 2014-2016. The scholarship was a great contribution to this

achievement enabling me to live and study in Tokyo in a doable manner.

Finally, I would like to thank my family, my mother, my father, and my sister for their love,
constant support, encouragement, and understanding. Their power of cherish makes my PhD

path is warm and determined.



Contents
Chapter 1: Introduction

1.1 Background of Cloud Computing and Its Security Challenges
1.2 Current Data Access Control Solutions

1.3 Access Control for Collaborative Data Sharing in the Cloud
1.4 Motivation

1.5 Problem Statements

1.6 Contributions of This Dissertation

1.7 Organization of This Dissertation

Chapter 2: Literature Review
2.1 Access Control Enforcement of Data outsourced in Cloud
2.1.1 Solutions Based on Non-Attribute Based Access Control
2.2.2 Solutions Based on Attribute Based Encryption
2.2 User and Attribute Revocation Management
2.3 Secure Policy Update Management
Chapter 3: Our proposed Access Control Model: C-CP-ARBE
3.1 Technical Preliminaries
3.1.1 Ciphertext-Policy - Attribute-Based Encryption (CP-ABE)
3.1.2 Role-Based Access Control (RBAC)
3.2 Our proposed C-CP-ARBE Model
3.2.1 Extended Access Tree
3.2.2 System Model
3.3 Security Analysis of C-CP-ARBE
3.3.1 Security Properties of C-CP-ARBE
3.3.2 Security Analysis of User Revocation
3.3.3 Security Analysis of Attribute Revocation

3.4 Write Access Enforcement

o o0 N b

13

14

14
14
17
24
26
29
29
29
32
33
33
36
50
50
51
51

51



3.5 Function Analysis of C-CP-ARBE
3.6 Implementation and Evaluation
3.6.1 Prototype System Development
3.6.2 Performance Evaluation
Chapter 4: Attribute Revocation Management
4.1 Problem Statements
4.2 Our proposed VL-PRE
4.2.1 System Model
4.2.2 VL-PRE Process
4.3 Security Analysis of Attribute Revocation
4.4 Experiments and Evaluation
4.4.1 Comparative Analysis of Existing PRE Schemes
4.4.2 Performance Evaluation
Chapter 5: Policy Update Management
5.1 Problem Statements
5.2 Policy update method
5.2.1 Update Policy Structure
5.2.2 Execute Proxy Re-encryption Function
5.3 An Analysis of Our Proposed Policy Update Scheme
5.4 Experiments and Evaluation
5.4.1 Evaluation of Policy Update Cost
5.4.2 Performance Evaluation
Chapter 6: Conclusion and Future Work

6.1 Conclusion

53

56

56

59

63

63

66

66

67

73

75

75

71

82

82

84

85

88

89

90

90

91

93

93



6.2 Future Work 94

6.2.1 Secrecy and Privacy of access control policy 94
6.2.2 Secure and Efficient Search over Encrypted Data 95
6.2.3 Privacy-Preserving Public Auditing for Outsourced Data 95

with the Capability of Anomalies Detection
Bibliography 96

Author’s Publications 103



List of Figures

1.1 A Healthcare Data Sharing Scenario in Cloud Computing
3.1 Example of CP-ABE Access Tree

3.2 Hierarchical RBAC

3.3 Access Tree Structure — OPD treatment File

3.4 System Model Describing C-CP-ARBE Cryptographic Process
3.5 UDK Graph (UDKG)

3.6 Policy Encryption (PE)

3.7 User Access Control Management

3.8 Administrative Functions: User Management

3.9 Policy Update Screen

3.10 Encryption Time

3.11 Decryption Time

3.12 Comparison of User Revocation Time

4.1 Attribute Revocation Causing a Policy Update

4.2 A System model of Access Control Model with PRE for Outsourced Data

4.3 VL-PRE process

4.4 The comparative performance result showing the processing time of entire PRE process

4.5 PRE Performance for Multiple Ciphertexts

4.6 Server Throughput for Simultaneous Re-Encryption Requests
5.1 Access control Policy of Disease Diagnosis File

5.2 Policy Update Process

5.3 Policy Syntax Validation

5.4 Comparison of Policy Update Cost

30

32

35

36

39

52

57

58

58

60

60

61

64

66

69

79

80

81

&3

&5

88

92



List of Tables

2.1 Comparison of Access Control Schemes Related to Our Work
3.1 Notations and Its Description Used in Our Proposed Algorithms
3.2 Encryption Functions Used in C-CP-ARBE

3.3 Decryption Functions Used in C-CP-ARBE

3.4 Encryption Time (in seconds)

3.5 Decryption Time (in seconds)

3.6 Comparison of User Revocation Time (in seconds)

4.1 Notations Used in VL-PRE

4.2 Comparison of PRE Schemes

4.3 VL-PRE Algorithm Performance

5.1 Comparison of Policy Update Features and Computation Cost

23

40

42

44

59

60

61

68

76

71

90



Chapter 1: Introduction

This chapter first provides the definition, background, and security challenges of cloud
computing. Then, existing access control solutions and an example of a collaborative data
sharing scenario are presented. Furthermore, the motivations, problem statements as well as the
contributions of this thesis are depicted. The outline of the overall content of this thesis is also

given in the final part of this chapter.
1.1 Background of Cloud Computing and Its Security Challenges

The US National Institute of Standards and Technology (NIST) gives a formal definition of the

cloud computing in [50] as follows:

“Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to
a shared pool of configurable computing resources (e.g., networks, servers, storage, applications,
and services) that can be rapidly provisioned and released with minimal management effort or

service provider interaction.”

Cloud computing has emerged as a successful paradigm to deliver flexible and convenient data
processing and sharing. Many businesses firms and several public enterprises such as hospitals,
governmental units etc. have adopted cloud computing solution for their IT operations and
project implementations. However, there are still much more enterprises that are considering to
employ cloud solution for their strategic data storage and processing. Some of the major
concerns for cloud adoption include security and privacy. Accordingly, the provision of security

and privacy is a key requirement for the widespread use of the cloud.

According to [50], the following five major characteristics of cloud computing model are

discussed with their security challenges:

e On-demand self-service. Cloud users are allowed to access and use the cloud resources as
needed without any human intervention. Therefore, the availability of cloud service is
normally guaranteed in the service level agreement (SLA). However, high availability

exposes the high chance of unauthorized accesses.



Broad network access. Cloud providers usually provide flexible accessibility for users to
use the services over the network by accessing through various standard client platforms
(e.g., mobile phones, tablets, laptops, and workstations). Due to heterogeneous access
capabilities over the public networks, service vulnerabilities and promising attacks such
as man-in-the-middle attack can be taken place anytime.

Resource pooling. As a multi-tenant model, computing resources provided by a cloud
provider are pooled and shared to the multiple users. The sharing of portion of available
resources is dynamically assigned to users based on their requirements. In this sense,
users are unable to control the physical location of the resources provided. Lack of
physical control and resources shared among multiple users increases the privacy and
security risk of data outsourced in the cloud. This is a major factor for businesses having
sensitive data to decide not to adopt the cloud technology.

Rapid elasticity. Resources management can be done flexibly and automatically by the
provider. Users can also scale up the resources based on their computational demand in
any quantity at any time. This characteristic highly benefits the users in terms of
scalability and availability of resource provisioning. Even though enlightening the
elasticity and flexibility for scaling up the resources offers great potential for cloud
consumer, several security challenges remain. Scaling up computational resources
increases a higher chance of the vulnerability of resource control and points of security
compromise. Consequently, additional access control and the applicable security policy
should be properly adapted and defined to harness the use of data and/or applications
run on the cloud. The cost of security management is therefore increased upon the
elasticity feature.

Measured service. In a cloud operation, resource usage can be monitored, controlled, and
reported. To provide transparency for both the provider and cloud users, trust and
appropriate monitoring tools need to be available. Also, the applicable SLA is normally
used to warrant the service quality compared to the quality agreed. With this
characteristic, the challenges on authentication and accountability will arise. To this end,
secure and efficient access control to audit logs and reports as well as the integrity of

these data are essential.



Against the above security challenges, strong authentication technologies such as PKI
authentication and access control are commonly used techniques to address the security problems.
However, only authentication and general access control mechanism alone are not sufficient for
effective access control for data outsourced in the cloud. This is because cloud storage server is
considered as an “honest but curious” [1] or semi-trusted servers that the data owner cannot fully
trust. In addition, the users and cloud service providers are not in the same security domain and
sensitive data is in risk of being hacked, modified, and exposed. In many organizations, sensitive
data to be outsourced may be very valuable and a compromise on the data will cause severe

impact to the data owners or other relying parties.

Various security challenges have been addressed by research solutions in different focuses such
as access control [e.g., 1,2,5-7,10, 13-15,22,49], data integrity in cloud [e.g., 51,52, 57], secure
query and search over cloud [e.g., 55, 56], and cloud auditing [e.g., 53, 54, 58, 74]. Essentially,

strong access control is typically considered as one of the top concerns of the cloud security.

In February 2016, Cloud Security Alliance (CSA) announced the Treacherous Twelve’ Cloud
Computing Top Threats in 2016 [65]. The CSA working group has identified and ranked the top
12 most salient cloud security concerns based on the survey result. The result of security
concerns rated by approximately 270 respondents in the survey indicates the ranking of security

issues in cloud computing as follows:

—

Data Breaches

Weak Identity, Credential and Access Management
Insecure APIs

System and Application Vulnerabilities

Account Hijacking

Malicious Insiders

Advanced Persistent Threats (APTs)

Data Loss

A S A U el

Insufficient Due Diligence
10. Abuse and Nefarious Use of Cloud Services
11. Denial of Service

12. Shared Technology Issues



Among the criteria in the List [65], the top two security concerns are on the data breaches and
access management. Therefore, the provision of data confidentiality preservation as well as
availability of strong access control mechanism is crucially required to alleviate the concern and

to increase the confidence in cloud adoption.

By nature of access control requirement to be performed outside the security and resource
ownership together with the requirement of encryption feature, a simple access control list
(ACL), the traditional access control models such as discretionary access control (DAC),
mandatory access control (MAC), and Role-based access control (RBAC) are not applicable for
supporting access control in outsourcing environment such as cloud computing. In cloud
computing environment, users, data owners, and service providers are generally not in the same
security domain. Besides, users are normally identified by their attributes and not by predefined
identities. Therefore, the identity-based access control models such as DAC or MAC cannot be
applied in the open cloud environment. RBAC is more suitable to be used in cloud system as its
scalability and the access is subject to the roles of users rather than the fixed identity. RBAC can
be also employed to implement several important security principles such as least privilege,
separation of duties, and data abstraction [75]. RBAC can be effectively used when users can be
clearly separated according to their job functions. However, in data outsourcing environment that
supports the collaborative use of data, the enforcement of the organization’s access policy is not
restricted to be enforced to its organization’s user only. The RBAC is not practical for such
environment since it is possible that there are unknown users from different organizations
allowed to access the shared data. For example, users from different organizations may have the
same role but they may be granted different permissions for data access. Furthermore,
implementing RBAC in a cloud needs additional cryptography mechanism to deliver the
confidentiality and privacy of the outsourced data. Such a requirement introduces expensive

costs for managing both access control and cryptographic keys.
1.2 Current Data Access Control Solutions

Ensuring data protection in the cloud needs the guarantee of their confidentiality, integrity, and
availability [37,38,39 ]. Cryptography or encryption is one of principal solutions that can be used
to address confidentiality, integrity, and availability problems. Several previous research works

have either applied traditional cryptographic scheme such as symmetric encryption and public



key encryption [1,2,5,6,22,49] or another public key encryption primitive called attribute-based
encryption (ABE) [7, 9,10,13-15, 19, 21, 22] to be incorporated into their access control solution
for the cloud. However, the traditional cryptography methods based on symmetric encryption or
public key encryption introduce high key management cost and high maintenance cost in
handling multiple copies of ciphertext when they are used to support secure data sharing in cloud
environment. In the symmetric key encryption, cost of key change-over and key distribution is
very expensive when there are frequent revocations of users and are a high number of users in
the system. Also, it is highly vulnerable that the same key is shared among multiple users. For
the public key encryption, data is typically encrypted with the public key of the user who is
authorized to gain access to the data. Thus, if there are multiple users authorized to access the
same data, a number of cihphertexts will be produced with respect to the number of those
authorized users. The maintenance of multiple copies of ciphertext and data update makes this

approach impractical.

Regarding the ABE solution, even though it offers the lightweight encryption and supports fine-
grained access control for data outsourcing scenario, the lack of capability for write access
enforcement and expensive overheads for key distribution and revocation limit its scalability and
efficiency in large-scale environment. In addition, the access control solution dedicated to
collaborative and cross-domain data sharing in multi-authority cloud has not been addressed by
any work. In the collaborative data sharing scenario supporting multiple users, each user must
have a key(s) to decrypt the encrypted files. In this scenario, users from different organizations
may be allowed to collaboratively access the data shared by another organization. To this end,
the access control mechanism should manage cross authentication and the access control policy
needs to accommodate the user’s attributes issued by multi-attribute authority and can enforce
the access control dynamically. A concrete scenario of the collaborative data sharing is

1llustrated in the next section.

In this dissertation, we emphasize on a collaborative access control solution based on the
attribute-based encryption scheme in which the scalable, fine-grained and expressive access

control are the core focus.



1.3 Access Control for Collaborative Data Sharing in the Cloud

In a dynamic and large scale data sharing, an efficient support of collaborative data usage among
multiple relying parties is crucially required. Multiple data owners can share their data
deliberately to any business users from different organizations as long as the shared data is used
by the legitimate users. Therefore, providing security and access control that supports
collaborative use of outsourced data is a real challenge that will be a primary focus of this

research.

Several web-based groupwares are available to support collaboration among users and even to
allow users to share data connected to their own database based on the available features of the
applications. However, groupware applications usually do not support encryption feature. In
practice, outsourced data is generally encrypted and the collaborative users must have a key(s) to
decrypt with respect to a given access control policy. This is to guarantee the confidentiality and

privacy of outsourced data shared among multiple groups of users.

To illustrate the collaborative access control for data sharing in multi-authority cloud scenario
that this thesis will entail, we use healthcare data sharing as a running example throughout this

thesis. Figure 1.1 presents a sample scenario of collaborative healthcare data sharing.

gt

Health
Insurance
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Treatment

. Hospital B

Treatment Department

(OPD+IPD) Accounting and Finance
Patient Registration - Doctor Department
Department -Nurse - Director

- Physician - Manager

- Pharmacist _Clerk

- Staff

Figure 1.1: A Healthcare Data Sharing Scenario in Cloud Computing



To outsource medical or healthcare data to the cloud, departments (data owners) in the hospital
encrypt data and uploaded them to the cloud. In the collaborative use of data shared in the cloud,
the data are not only shared among the users in their departments, but they can be also shared to
other users who work in different departments of the hospital or those who are from the relying
parties such as partner hospital B, and health insurance company. The enforcement of
appropriate access permissions (read or write) is also essential for the real-world data sharing.
For example, the patient registration records generated by the patient registration department can
be shared with write access to the nurse for recording the appointment in the registration file.
Also, the record of patient registration may be shared with read only to the insurance company

for verifying the visit histories of patients who claim for the payment from the insurance.

Accordingly, access control mechanism used in such scenario must be fine-grained in enforcing
least privileges to individual users, scalable in supporting a large number of users, and flexible in
managing the policies to any changes of access control elements. Furthermore, a cryptography
feature is required for the access control mechanism for data outsourcing environment. However,
implementing key management in cloud is not simple since a large number of keys may need to
be generated and distributed to users for decrypting the data residing in the cloud. The
computation and communication overheads in managing keys in the cloud environment are
usually expensive. Therefore, practical and cost-optimized approach for managing cryptography
operations such as key management (key issuance, key distribution, key revocation) is a crucial
issue that naturally extends the challenge of access control in the collaborative use of data

outsourced in cloud computing.

Among the cryptography-based approaches, attribute-based encryption (ABE) is considered as a
suitable solution to be used as the access control model for outsourced data. In [18], Sahai and
Waters introduced the original ABE scheme called a Threshold ABE system. In this scheme,
ciphertexts are labeled with a set of attributes S and a user’s private key is associated with
threshold parameter & and another set of attributes S’. The user is able to decrypt the ciphertext if
at least k attributes must overlap between the ciphertext and his private key. However, this
technique has the limitation for designing more general system because of inexpensive threshold
semantics. Hereafter, Goyal et al. proposed a more general ABE model called Key Policy ~ABE
(KP-ABE). In KP-ABE, a ciphertext is associated with a set of attributes and user key is



associated with the access structure. User can decrypt the ciphertext if the attributes associated in
the ciphertext match the access structure of a user’s key. Hence, KP-ABE encryption is subject
to the key generator. In 2007, Bethencourt et al. [16 ] introduced Cipheretext Policy-ABE (CP-
ABE to allow the data owner to define the access structure and use it to encrypt the data. A
user’s key is constructed by a set of attributes. The user can decrypt the ciphertext if their key
satisfies the access structure associated to the ciphertext. To this end, CP-ABE has been more
adopted by several works for supporting secure access control in data outsourcing environment
as it possess the access control with encryption feature and delivers the encryption based on the

discretion of data owner.

1.4 Motivation
As a strong requirement for access control solution for the collaborative use of outsourced data,
we come up with the following motivating questions to highlight the requirements for enhancing

ABE-based access control to support secure data sharing in multi-authority cloud scenario.

1) How can the shared data (e.g OPD file, financial record of treatment) be properly accessed
by authorized groups of users (even the different roles, department, organization) with least
privilege (read or write) of each individual or groups of user?

2) How can keys be efficiently managed and dynamically assigned to users whom may belong
to multiple organizations with different roles (e.g., a doctor James may either belong to
Hospital A as a medical doctor or belong to a university as a professor)?

3) How does the attribute or user revocation give minimal impact to the remaining users in the
hospital and how the forward security (a newly joined user can use her key to decrypt the
previously available ciphertext if she has sufficient attribute satisfying the access policy)
and backward security (a revoked user cannot decrypt any new ciphertext requiring the
revoked attribute to decrypt) are supported?

4) How can the data owners manage (add, update, delete) the access control policies used to
enforce the authorization over the outsourced data with the minimal impact to the users
while maintaining the confidentiality of the policies.

To the best of our knowledge, our research is the first attempt in examining the access control
solution for collaborative and cross-domain data sharing in the multi-owner and multi-authority

cloud system. We propose an integrated access control solution that accommodates the



collaboration feature of groupware application with a fine-grained ABE access control

management in multi-owner and multi-authority cloud systems.

1.5 Problem Statements

Existing access control solutions in cloud storage systems generally concentrate on minimizing
key management cost, reducing computing cost of interaction between data owner and
outsourced data storage, and improving the scalability. Ciphtertext-Policy Attribute-based
Encryption (CP-ABE) [16] is recognized as one of the most applicable techniques for
cryptography-based access control for cloud computing since it reduces key management
overhead compared to symmetric and public key encryption. In addition, CP-ABE provides the
owners with the full control over their own policies. However, in the data sharing scenario, users
may obtain their attributes from multiple authorities to gain access to resources shared by
multiple data owners. To solve this kind of problems in this scenario, multi-authority attribute-

based encryption (MA-ABE) schemes [7, 9,10,13-15, 21] have been proposed.

Even though CP-ABE provides flexible and secure access control for data outsourcing scenario,
there are drawbacks of CP-ABE related to the inability to express and enforce write privilege,
expensive overheads for key distribution, and high cost for user and attribute revocation, and
policy update. Actually, these problems impede the efficiency of access control and they have

not yet been solved in the comprehensive way.

First, CP-ABE is generally designed to support secure data sharing with read access only.
Actually, this scheme has no mechanism for write access enforcement. We discuss this problem

into two sub-problems.

(1) Policy expressiveness. The CP-ABE policies do not contain the permission of users;
only a set of attributes and logical operators is specified. In CP-ABE, data is
encrypted with the policy specified by the data owner and only the owner can modify
data while all other users can only read them. With the read-only assumption, it is not
practical in several scenarios where a data owner may also want to authorize some
users to write and update the outsourced data. This limits the expressiveness and
manageability of access policies. Hence, Policy accommodating a comprehensive

privilege (read and write) specification with efficient enforcement is truly desirable.
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(2) Data re-encryption cost. If the users are allowed to write or update the data, they need
to be given the policies to re-encrypt the data and upload them back to the cloud.
Securely sharing policies among users with write permission in parallel to optimizing
data re-encryption cost is the real challenges for implementing write access control

in CP-ABE setting.

Second, all user keys generated by the attribute authority (AA) will be delivered to all users in
the way that all of them are encrypted before they are distributed to an individual user. This
renders the administrative and communication overheads to the AAs or data owners. The cost is
proportional to the number of users in the system. The key generation and key distribution cost
are incurred whenever user or attribute is revoked. Managing multiple keys and minimizing key
distribution cost in CP-ABE setting are also paramount importance for the practical deployment

of CP-ABE based access control.

Third, In CP-ABE, the attributes issued by AA can be shared by multiple users. If there is any
case of user or attribute revocation, non-revoked users whose keys contain the revoked attribute
need to update their keys. Also, if the revoked attribute appears in the access policy, the files
need to be re-encrypted under the new policy. Re-encryption is also required to prevent the
unauthorized decryption of the keys containing the revoked attributes. Hence, the revocation cost
of CP-ABE includes the costs for key re-generation, key re-distribution, and file re-encryption.
Also, the communication for retrieving file for re-encryption and loading file back to the cloud is
another burden for data owners. Nevertheless, existing works have not provided the solution for
solving the revocation in both user and attribute level. Therefore, designing and developing a
revocation scheme delivering the optimized computation cost and communication cost for both
user and attribute revocation is truly required and it is the first attempt in resolving the

revocable CP-ABE in an effective and comprehensive manner.

Finally, policy updating in the CP-ABE introduces the cost of file re-encryption similar to a
revocation case. If the policy is updated, a data owner needs to download all files encrypted with
the before-updated policy from the cloud and then re-encrypts them with the updated policy, and
loads new cihertexts back to the cloud. This introduces both computation and communication
overhead to data owners. Also, access policies are locally maintained at data owners side.

Therefore, data owner must accommodate the request for policy retrieval for data encryption by
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write-permitted users. This limits the flexibility and availability of data encryption service.
Devising the protocols that optimize policy update cost and guarantee the correct update of the

policy content is strongly required for the practical access control function.

In this thesis, we aim to compliment the above shortfalls of CP-ABE and extend our research
vision to deliver the expressive, flexible, scalable, and fine-grained access control for supporting

collaborative use of outsourced data in multi-authority cloud environment.

1.6 Contributions of This Dissertation

Our proposed scheme is the first attempt in solving the major drawbacks of CP-ABE as
integrated solution and dealing with collaborative access control for cross-domain data
sharing in cloud scenario where there is multi-owner and multi-authority. Therefore, the

technical innovation is reflected in the following contributions.

1. Expressive, flexible, scalable, and fine-grained access control
Our proposed access control model is based on the integration of role-based access control
(RBAC) into the CP-ABE scheme in order to gain the benefits of these two schemes. Here, the
CP-ABE based access policy is empowered with the RBAC policy expression where a set of
attributes is grouped and assigned under the specific roles and the privilege information is also
included. The access policy is modeled in a tree-based structure and it allows attributes issued
by different authorities to be modeled in the same access policy. Furthermore, we accommodate
RBAC constraints as the additional access control features supporting a more expressiveness of
CP-ABE. Therefore, our tree-based access structure is highly expressive, flexible, and scalable
for fine-grained access control enforcement over multi-authority and multi-users federations. Our
scheme also supports users having write privilege can update the data and can request for file re-

encryption to the proxy without the intervention of data owners.

2. Key Complexity Reduction
In the collaborative access control settings where multiple (authorized) users deliberately access
the data shared by multiple data owners, key management operations including key generation,
key distribution, and key usage (encryption and decryption) are so heavy tasks that needs to be
well designed. Less complicated and highly secure key management is desired. The key

management must be also scalable in the number of users. In CP-ABE scheme, when the
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attribute authority generates the keys for users, the generated keys will be encrypted and
distributed to users. Hence, key broadcast or key distribution is another major overhead that the
authority has to be responsible for key management. This overhead becomes even more tiresome
if there are a huge number of users in the system. To this end, we propose the zero key broadcast
encryption to fill up this gap of the CP-ABE. Our key management strategy is based on user
decryption key graph (UDKG) and public key encryption. Basically, after user decryption keys
are generated, they are all encrypted with the individual user’s public key and they are then
structurally stored in the UDKG in the cloud. These keys will be dynamically invoked upon the

user's request.

3. Efficient user and attribute revocation management
Our proposed access control model provides an efficient user and attribute revocation
mechanism that is capable to avoid successive revocation impacts to remaining users. The
impacts usually are caused by key re-generation and file re-encryption. These subsequent costs
of revocation are the common problem of the original CP-ABE scheme. The revocation model
should also support backward security that the revoked users should no longer use their keys or
attributes to collude with other active users to access the file in the cloud server. We propose a
two-layer encryption model and very lightweight proxy re-encryption (VL-PRE) to deliver the

optimal cost of user and attribute revocation respectively.
4. Dynamic, secure, and optimized policy update management

In the access control, access policy is considered as a critical part of authorization system.
During the deployment of access control policies, the changes of policy content or rules may
frequent occur. If the policy is updated, data owner is required to re-encrypt the data to reflect
the new policy. To reduce the burden regarding the computation and communication cost at data
owner side, we introduce a policy updating mechanism based on our proposed VL-PRE to
support file re-encryption. The criteria of correctness, completeness, and security are used to

control the efficiency and integrity of our algorithms.
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1.7 Organization of This Dissertation
The rest of this dissertation is organized as follows.
Chapter 2 provides the literature review of major three research issues: (1) access control
solutions for outsourced data, (2) attribute revocation management, (3) access policy update

management.

Chapter 3 presents our proposed access control scheme called Collaborative - Ciphertext
Policy- Attribute Role Based Encryption (C-CP-ARBE). Theoretical backgrounds of CP-
ABE and RBAC are reviewed in details. Then, we give the definition of our proposed access
control model based on the integration of CP-ABE and RBAC, present write access
enforcement method, and explain the system model. At a core of the chapter, the formal
construction of our C-CP-ARBE algorithms, its security proof are then introduced. Finally,

the analysis of C-CP-ARBE and the evaluation and experiment part are given.

Chapter 4 presents the attribute revocation method based on our newly proposed Very
Lightweight — Proxy Re-Encryption (VL-PRE). We describe VL-PRE protocol and its
security proof. Finally, the comparative performance evaluation is conducted to show the

substantial improvement of VL-PRE against the previous works.

Chapter 5 proposes the comprehensive policy updating algorithm and how the VL-PRE is
used to support secure and efficient policy update of our C-CP-ARBE. Finally, the
performance evaluation of policy update is performed to substantiate the efficiency of our

proposed solution.
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Chapter 2: Literature Review

This chapter discusses the related works in the area of access control of outsourced data. The
chapter begins with a review of the concept of cryptographic approaches used to support a secure
access control for outsourced data. Non-attribute-based encryption and attribute-based
encryption (ABE) solution are first discussed. Then, approaches related to user and attribute

revocation, and policy updates in cloud systems are presented.
2.1 Access Control Enforcement of Data Outsourced in Cloud

In this research, we classify the cryptographic-based access control solutions into two categories:

a non-attribute based access control and an attribute-based access control.

2.1.1 Solutions Based on Non-Attribute Based Access Control

Traditional access control models can be generally divided into three types: discretionary,
mandatory, and role-based [17]. For the discretionary access control (DAC) model, the access
control policy is specified based on the data owner’s decision. In DAC model, users usually are
grouped and member in the same group may have the common permission with others have. Due
to the limitation of scalability, DAC is not practical for the environment where there are multi-
user and multi-application. The mandatory access control (MAC) model is more suitable for the
distributed systems as the model defines the mapping between user and resource, MAC model
usually specifies the multi-level security policy for a subject and object e.g., highest security,
medium security, low security, and unclassified. For the role-based access control (RBAC)
model, there is a clear relationship specified between user, role, permission, and resource. It is
widely regarded it is an effective model for general organizational access control since it can
significantly reduce the overhead maintenance of the policy and it is flexible in assinging a
number of users into specific roles and mapping roles to resources. Thus, RBAC is more scalable

than DAC and MAC model.

In cloud computing environment, resources are resorted outside the security domain of the data
owner and the access control elements such as users and their job functions can not be fixed in

the policy in the open cloud environment. Therefore, the traditional access control like DAC and
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MAC are truly not applicable. Even though RBAC seems more suitable to be used as an access
control model in the cloud, it lacks the embedded encryption capability which is required for

regulating the encryption enforcement over the outsourced data.

For years, there are research works [1,2,4-6,8, 49] that applied encryption and key

management techniques to construct an access control model for cloud storage systems.

For example, S. De Capitani di Vimercati et al. [1] proposed an access control in cloud
scenario by allowing multiple users to selectively access to the outsourced data. The approach
integrates encryption and authorization to support the dynamic changes of access control policies
based on their proposed selective encryption. The goal is to translate an authorization policy to
be enforced in an equivalent encryption policy based on the hierarchical organization of keys.
Here, two-layer encryption is imposed on data. Technically, the inner layer is done by the owner
as of the initial encryption while the outer layer is used to enforce the changes of access control
policy. Any update to the control rules entails a change in the tree. Access revocation requires re-
encryption of the affected files. The authors extended their work to support write access
proposed in [6] by designing a key derivation techniques for read and write authorization and
introduced together with the HMAC and signature-based approach applied for integrity

confirmation.

This paper is the first attempt focusing on addressing the problem of evolution of
authorization policy by translating the authorization policy to be enforced in an equivalent
encryption policy. The authors introduce the encryption policy for resource encryption and key
distribution. Here, a key derivation method adopted from [12] was exploited based on the
definition and computation of public tokens. Initially, users are given a single key according their
access policy and if there are any updates on the resources or permissions, the resources and

policy will be re-encrypted. Users will be assigned a new key with the key derivation method.

The authors defined key and token graph to represent the relationship between users, keys and
resources. However, the proposed technique introduces a complexity when there is a creation of
new files and user grant/revocation. In addition, users need to hold his individual key and a
shared group key associated to the access control lists that they have a privilege to access. In

addition, the computation cost for translating the changed policy is high when the environment
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composes of several users and frequent update on the policy or privilege of users regularly takes
place. This makes the solution unscalable in practice. Lastly, the approach does not support the

control of multiple accesses in multi-owner data outsourcing scenario.

Raykova et al. [2] employed selective encryption to enforce read and write privileges on
outsourced data. The authors introduce a two-level access control model that combines fine-
grained access control, which supports the precise granularity for access rules, and coarse-
grained access control, which allows the storage provider to manage access requests with only
limited information from its inputs. Outsourced resources are arranged into units called access
blocks and the access control is enforced in the cloud only at the granularity of blocks. Here, the
read and write access are specified in the data block level. The asymmetric encryption is used to
specify the enforcement in the way that the private key is used to enforce the read privilege and
the public key is used to enforce the write privilege. However, the paper does not demonstrate
the performance of a high volume transaction of the read and write access control in their model.
In addition, the integrity of the access blocks and ability to update a policy are not addressed.
The solution also provides inflexible enforcement of policy where resources with the same read

access control policy can be modified by two different sets of users.

In [5], CloudSeal system was proposed and implemented to demonstrate the privacy of
content delivery in public cloud. The authors integrate symmetric encryption, proxy-based re-
encryption, k-out-of-n secret sharing, and broadcast revocation mechanisms. CloudSeal
maintains cache of the major part of a stored cipher content object in the delivery network for
content distribution. This optimizes the cost of content delivery and key management. For
forward security, a user cannot access content if he/she is not a group member. This is achieved
by the encryption key that is only distributed to the authorized users. For backward security, a
user cannot access content after he/she leaves or is revoked from the group. This is achieved by
the re-encryption process. If user is revoked from the system, a new re-encryption key will be
issued to the affected group of user and the content accessed by the group is re-encrypted. Even
though this papers fully supports a flexible access control and confidentiality of the content
published in the cloud storage, the key generation cost and key update performance expose the
efficiency problem. The proxy re-encryption can alleviate the re-encryption cost but the content

provider always needs to monitor and stays online to support re-key generation if there are any



17

new users joining the group or leaving the group. In addition, the solution does not support
multi-privilege access control. Users in the same group may have different privileges in
accessing the content, thus the assignment of the same key to all users in the group cannot be

done in this scenario.

In [49], Kaaniche et al. proposed CloudaSec as an access control framework for securely sharing
outsourced data in the public cloud. The proposed approach is based on the content hash keying
system using the Elliptic Curve Cryptography (ECC). This approach exploits dual encryption.
The authors apply symmetric cryptography for data encryption and employ asymmetric
encryption for key encryption. CloudaSec delivers flexible access to encrypted contents, by
dynamically sharing a group secret key within the group. If any member of the group is revoked,
the group secret key is re-generated. However, the approach does not support write access
enforcement. Furthermore, the examination of re-computing cost and key re-distribution cost of a
new group key is not provided especially when there are frequent user revocation cases. With

this scheme, only user revocation level is supported.

In summary, the proposed cryptographic based solutions where users are given different keys
encounter a scalability and key management problem. This is because the number of keys grows
linearly to the number of users and the overhead in managing keys significantly high especially
when there are a large number of users. Even though key distribution and key updates solution

are addressed, the complexity of cryptographic operations still exists.
2.1.2 Solutions Based on Attribute-based Encryption

Cryptographic-based access control is a common approach for supporting security and
privacy of the data outsourced in third party environment such as cloud storage systems. Existing
approaches [1,2,5,6,22,49] based on symmetric key and public key encryption either introduce
key management problem or key derivation complexity, or produces multiple copies of
ciphertext. This becomes even more impractical for the cloud environment consisting of a large
number of users since the overhead for both communication and computation will be

tremendously high.

Attribute-based encryption (ABE) turns out to be a suitable and preferred solution [76] for

satisfying scalable, flexible, and fine-grained access control solution. The key construction of



18

ABE is based on bilinear maps or bilinear pairings. In 2006, Goyal et al. proposed key-policy
attribute-based encryption (KP-ABE) [11] to serve a more general and richer encrypted access
control. In this scheme, the ciphertext is associated with a set of attributes for each of which a
public key component is defined. User secret key is constructed to associate with the access
structure. However, the KP-ABE scheme does not give the data owner a full control over the

access policy. Thus, works based on KP-ABE scheme [3,9] suffer from this limitation.

To address this drawback, the Ciphertext Policy Attribute Based Encryption (CP-ABE) was
proposed in [16]. In CP-ABE, each user is assigned a set of attributes which are embedded into
the user’s secret key and a public key is defined for each user attribute. The ciphertext is
associated with the access policy structure in which the encryptor can define the access policy by
her own control. Users are able to decrypt a ciphertext if their attributes satisfy the ciphertext
access structure. The encryption performance of CP-ABE is generally subject to the size of
policy and file size while the decryption performance is dependent on the no. of attribute

containing in the user decryption key [69].

Existing works employing CP-ABE model usually concentrate on minimizing key
distribution, reducing computing cost of interaction between data owner and outsourced data
storage, improving scalability, efficient enforcement of a policy, and addressing the revocation

problem.

In [19], Zhou et al. proposed a role-based encryption (RBE) scheme for cloud storage systems.
The proposed RBE uses ABE for cryptographic access control and use identity broadcast
encryption for key distribution. For the access control, role-based access control (RBAC) policy
is enforced through a public parameter of role and a group public to encrypt the data. To decrypt
the data, user decryption key containing the public attributes set and public role parameters are
used. However, in this system data is encrypted by the data owner to the specific role, several

copies of the encrypted data are required for authorized users who belong to different roles.

In 2013, the authors proposed a new RBE scheme [21] to enhance their previous work by
enabling the encryption of a particular file can be done by a group of roles. Also, their new
scheme eliminates the cost of file re-encryption if there is any user revocation operation.

However, the computation cost for storing tuples of ciphertext and cost for computing symmetric
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key K for every request is impractical for a large number of users having frequent data access

over the remote cloud.

In [8], Nabeel and Bertino proposed two-layer of encryption for protecting confidentiality of
data in the cloud. They proposed a policy decomposition method for encrypting the data. With
this approach, an access control policy (ACP) is decomposed into two pieces: one for course
grained access control performed by data owner, and the other piece for fine-grained access
control enforced by the cloud. With this scheme, the cloud server supports two services: the
storage service, which stores encrypted data, and the access control service, which performs the
fine grained encryption. This reduces the computation and communication overhead at data
owner in dealing with the re-encrypting file if there is any change of user or policy. However,
this scheme reveals a policy content to the cloud. Furthermore, this approach does not support

write access enforcement.

To support a more complex environment of cloud computing where there is multi-owner and
multi-authority, a multi-authority attribute based encryption (MA-ABE) was recently proposed
by several works [7, 9,10,13-15, 21, 68, 72]. In fact, the MA-ABE scheme highlights the
practical solution for solving the management of attributes issued by multiple authorities and the
scheme is truly essential for today advanced data sharing scenarios where there are multiple
owners sharing their resources to multiple users coming from both inside and outside the

organization.

In [13,14],Chase et al. proposed multi-authority scheme where each user is given an ID and
the attributes can be obtained from different authorities using different pseudonyms. The
proposed MA ABE scheme requires a central authority to generate an aggregated secret key by
integrating the secret keys from different attribute authorities. This enables the central authority
to be able to decrypt all the ciphertexts. Therefore the central authority becomes the bottleneck
and causes of performance problem. In [14] Chase et al. proposed an improvement to their
previous work by removing the central authority but their scheme still limit the expressiveness

of access control policy by supporting only AND formulae.

In [15], Lewko et al. introduced the decentralized multi-authority in the CP-ABE. Instead of

the monotone access tree structure, they use a linear secret sharing scheme (LSSS) matrix as an
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access structure where the AND, OR gates are converted to the LSSS matrix to represent the
policy conditions. However, their method is based on the composite order bilinear groups and

does not support attribute revocation.

More recent MA-ABE approaches have paid attention on a more practical problem which is

the solution for improving the key management and revocation.

In [9] the authors proposed a fine-grained and scalable data access control for personal health
records (PHRs) by using attribute-based encryption. The paper addresses the access control in
the multi-owners and multi-authority setting. To do so, the users in the PHR system are divided
into multiple security domains namely public domains (PUDs) and personal domains (PSDs) to
reduce the key management complexity and for a better user management. The PUDs consist of
users who have the professional roles such as doctors, nurses, and medical researchers, while the
PSDs personally relate to the data owner such as family members, friends who are granted the
access by the owner. Two ABE systems are applied: for each PSD, the YWRL’s revocable KP-
ABE scheme [3] is used; for each PUD, the revocable MA-ABE scheme is used. In this scheme,
the immediate revocation is supported since if any attribute is revoked, the affected attribute
public keys are recomputed. For the MA-ABE applied in public domain, the PHRs are
encrypted with the conjunctive normal form (CNF) among different AAs, i.e., P:=P; *..."Py,
where Py corresponds to arbitrary monotonic access structure. The secret key of user u, A}
should contain at least one attribute obtained from AAx. The access control policy is enforced in

user’s secret key.

Even though the proposed KP-ABE scheme is designed to allow the data owner to specify the
access policy but it needs to be predefined and agreed with the users. This is not a direct control
over an access policy and it is very inflexible if there is any update to the policy. This scheme
supports the write access in the way that the requestors who have an authorized to write the data
are granted a time-related signature. The signature is coupled with the time period to limit the
write privilege for that time window. However, the data owner has to be available to deliver the

signatures to the requestors during the possible time period known by the users.

In [7], the authors proposed hierarchical attribute-set-based encryption (HASBE) by
extending ciphertext-policy attribute-set-based encryption (ASBE) with a hierarchical structure
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of users. In this scheme, a trusted authority is responsible for generating and distributing system
parameters and root master keys as well as authorizing the top-level domain authorities.
However, the vulnerability of trusted authority of the hierarchical domains would be at risk to all
users. Besides, to serve the revocation and re-encryption process, the data owner needs to be

online during the period agreed with users.

Kan Yang et al. [10, 22] proposed DAC-MACS (Data Access Control for Multi-Authority
Cloud Storage model. The authors apply CP-ABE technique to construct an access control model
where there are several multi-authority issuing the attributes. The proposed scheme improves the
decryption process and solves revocation problem in ABE by designing the decryption token and
key update and ciphertext update algorithms. For the immediate revocation, their scheme reduces
cost of data re-encryption since only the ciphertext getting an effect is updated. With the
ciphertext update technique, the data owner needs to compute ciphertext components for new
attributes. The entire computation cost is subject to the number of attributes appearing in the
ciphertext and the type of update operations (i.e. OR, AND) over the access structure.
Furthoermoe, this approach does not support write access and its policy is not applicable for

collaborative data sharing.

In [40], Fangming et al. combined Attribute-Based Signature (ABS) and CP-ABE to enforce
read and write access privileges, respectively. This approach is effective but it requires the
presence of a trusted party for managing policy enforcement. Besides, there is no scenario or the
evaluation to demonstrate how their approach is deployed in the distributed and large-scale data

sharing environment.

Even though, CP-ABE scheme provides a fine-grained access control with cryptographic-
based feature, the major drawbacks of CP-ABE related to the inability to express and enforce
write privilege, high cost for key distribution and revocation, and lack of flexible and optimized
policy update management are still re-current problems that have been not resolved as an

integrated solution by any works.

Regarding to the write access enforcement, CP-ABE specification cannot be used to express
the write privilege in the policy and this limits the expressiveness of the policy specification.

Access control over data encrypted with CP-ABE technique is typically enforced by read access.
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Most existing CP-ABE based approaches have not taken this issue into their solutions. However,
in a collaborative data sharing, in addition to the data owner, some groups of users may have a
privilege to update the data and load the updated files back to the cloud. Therefore, write

privilege enforcement is crucially required for supporting the practical data sharing.

Key distribution based on key broadcast is a common operation for delivering user decryption
keys to legitimate users in CP-ABE. However, the key distribution cost is proportional to the
number of users. If there is any revocation occurred, the non-revoked users who share the
attribute revoked needs to get the updated keys redistributed by the AA or owners. This overhead

limits the scalability and efficiency of the system.

User and attribute revocation in CP-ABE scheme imposes the cost of file re-encryption and
key re-generation. When there is a revocation in CP-ABE setting where the attributes are shared
among the users and appeared in the access policy used to encrypt the data files, a file must be
re-encrypted, and all non-revoked user keys requires either updated or re-distributed. The
computation and communication costs resulting from the revocation is thus non-trivial and it will
limit the efficiency and scalability in high user volume environment, such as data sharing in

cloud system.

For the policy updating issue, there are very few works that take this issue into their access
control solution. In fact, access policy management is one of the crucial features of any typical
access control system. In CP-ABE, a number of policies are coupled with the ciphertexts stored
in the cloud server. If there any changes on policies, the corresponding ciphertexts needs to be
re-encrypted. Hence, the local policy management and cost of policy updates are also the

problem that can introduce both communication and computation overheads.

Table 2.1 compares supporting access control features of four related approaches. As of Table
2.1, no works can satisfy all requirements of the desired features. Especially, the capability to
support collaborative data sharing and flexibility in managing the policy in cloud storage have
not been supported by any MA-ABE works. These requirements become necessary in real-world

collaborative data sharing settings.
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Zhiguo Wan et al.[7] Ming Lietal | Kan Yang et L. Zhou et al.
[9] al.[10] [19]
Cryptographic Access CP-ABE KP-ABE CP-ABE CP-ABE and Role-
Control Model based Encryption
Support Multi- Yes Yes Yes No
Authority
Support Multi-Owner Yes Yes Yes No
Multiple decryption key | No No Yes No
management on cloud
Collaborative /cross No No No No
domain data sharing
Support Write Access No Yes No No
Revocation Support User Level Attribute and Attribute Level | Attribute Level
User Level
Support secure policy No No No No

update in cloud

In our research, we share the common research problems of existing works by enhancing the

efficiency of secure data access control, key and user management, revocation management, and

policy updates in cloud data sharing scenario. Therefore the gaps of research issues that have not

yet addressed by the above approaches will be fulfilled by this thesis. In addition, we also extend

the scope of our research to entail a more advanced collaborative access control in multi-owner

and multi-authority cloud storage systems. To the best of our knowledge, our research is the first

attempt that proposes the collaborative access control solution for supporting data sharing in

multi-authority cloud environment where data owners share their data to multiple users that may

come from different organizations.
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2.2 User and Attribute Revocation Management

For the revocation problem in CP-ABE, there are several research works proposing solutions
to handle and minimize cost of user revocation [7,10,11,23]. For instance, the works proposed in
[7,11] introduce an “expiry time” attribute to a decryption key. Hence the key is effective only
for a given period of time. The limitation of this method is that it does not support immediate or
real-time user revocation. In [62], Ostrovsky et al. use negative constrains in an access policy to
enable the revocation of certain attributes relates to negating the attributes. The system proposed
encounters the scalability problem in handling the revocation of individual users, because the
revocation requires the encryption of information of all revoked users and each of which is
treated as a distinctive attribute. In [64], the authors propose the attribute-based revocation
scheme based on the broadcast encryption revocation mechanism [63]. The scheme requires the

generation of the public system key of which the size is proportional to the total number of users.

Nevertheless, such approaches focus only the user revocation level while the attribute
revocation has not been examined. In [22], Hur and Nor proposed an access control mechanism
based on CP-ABE with efficient attribute and user revocation capability. They exploited dual
encryption method combining the attribute-based encryption and selective group key distribution
in managing attribute group. Nevertheless, this scheme requires a trusted authority to manage all
the attributes, issue secret keys to users, and revoke users’ attributes. Thus, it has a vulnerability
in security point of view and performance problem [73]. In addition, the revocation of user both

user and attribute introduces the costs as CP-ABE does.

Recently, Kan Yang et al. [10] proposed DAC-MACS (Data Access Control for Multi-
Authority Cloud Storage model. The authors apply CP-ABE technique to construct an access
control model where there are several multi-authority issuing the attributes. For the immediate
attribute revocation, their scheme reduces cost of data re-encryption since only the ciphertext
getting an effect is updated. However, the revocation cost for ciphertext and key update could be

problematic if there are a large number of users as well as frequent and several attributes revoked.

Another solution commonly employed to support revocation management is using proxy re-
encryption (PRE) [3, 26-33]. PRE was initially introduced by Mambo and Okamoto [26]. They
proposed a technique that uses a concept of delegator to perform re-encryption of the ciphertext

sent by the originator. In this scheme, the delegator learns neither the decryption keys nor
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original plaintext. Generally, the PRE scheme can be classified into two major solutions:
traditional PRE and outsourcing PRE.

First, The traditional PRE schemes [6,7,8] were adopted by several both identity based
encryption (IBE) and attribute-based encryption (ABE) in supporting the revocation. However,
the traditional PRE focuses only on delegating the re-encryption task to the proxy. The data
owner or client needs to bear the computation cost for re-encryption key generation and new user
key re-distribution. In [3], Yu et al. proposed KP-ABE based access control for data outsourced
in the cloud and employed PRE to support attribute revocation. With this scheme, the
computation costs including file re-encryption and key update are outsourced to the proxy in
cloud server. However, this scheme is based on KP-ABE of which the data owner has no control
over the policy. In 2010, the authors extended their scheme [32] to integrate the PRE with CP-
ABE. The extended scheme lets the proxy perform both file re-encryption and user key update.
However, the proxy deployed is assumed to be honest in their scenario. Hence, it may be risky
for real deployment as the proxy is physically located at the cloud.

Second, recent IBE [30] and ABE [29-31] approaches considered that the cost at client in
computing the re-encryption key should be optimized by offloading it to the proxy as well so that
the client can save the communication and computation cost. This solution is classified as an
outsourcing PRE approach. For example, K. Liang et al. [30] introduced re-encryption key
update process to be done at a cloud. To do so, the public key generator publishes a constant-size
public string at the beginning of each time period. If there is any user revoked, the proxy re-
encrypts the ciphertext to the next time period. Hence, revoked users can not decrypt with their
existing keys. However, this approach does not support attribute revocation, which is a finer
revocation level.

In [27, 31], the techniques for outsourcing the re-encryption key generation for supporting
revocation have been proposed. In [27], Tysowski et al. designed a protocol based ABE and PRE
for supporting secure data sharing in mobile cloud computing. The PRE is used to reduce the
computation workload on the data owner side. Key generation is divided between mobile data
owner and trusted authorities. In addition, the authors introduced versioning array and key
sharing technique to dynamically support when there is a change on member of mobile users.
However, this paper tackles only the user revocation level and the re-encryption key generation

is partially outsourced.
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In [31], Jason et al. proposed the outsourcing conditional PRE (OC-PRE) scheme with a focus
on reducing overhead at client sides in dealing with the initial setup stage and at the decryption
of each message from the client to the cloud. In this scheme, the originator computes the
conditional value and re-encryption keys and sends to the proxy in cloud to perform re-
encryption process. If there is a change (e.g., revoke user) on membership, the originators or
clients just re-compute the conditional value changing key (CCK) and the CCK will transform
the ciphertext with a new conditional value. This reduces the re-encryption key generation
significantly. However, the paper only focuses on the change of user level such as user
revocation while an attribute revocation level requires more practical justification and it has not
been discussed.

Actually, the existing revocable PRE approaches have not segregated the revocation level
between user and attributes. They only consider the re-encryption is a major cost for the
revocation. In addition, user decryption key update is also another overhead to be concerned for
attribute revocation but this issue is generally overlooked. Besides, the existing works have not
provided the practical implementation to show how much the PRE improves the revocation
performance. We therefore propose a very lightweight PRE (VL-PRE) to incorporate into our C-
CP-ARBE in order to optimize the computational costs caused by attribute revocation and policy

update. The detailed solution of VL-PRE is presented in chapter 4.

2.3 Secure Policy Update Management

In the CP-ABE based access control environment, the evolution of access control elements
such as change of users or access policy can be generally occurred anytime. Specifically, if there
is an update of a policy, the data owner needs to download the encrypted files encrypted with the
before-updated policy and re-encrypt them with a new policy. Then, they are uploaded back to
the cloud. This introduces the communication and computation cost at data owner. Unfortunately,
policy updates in CP-ABE scheme has got less attention by existing research works. Most
research works assume that if there is any change of policy, the straightforward update can be
applied. However, the overheads causing from policy update will be more substantial high and
will degrade the quality of service if there are frequent changes. There are a few approaches so

far that propose the specific solution for coping the policy update in CP-ABE.
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In [59], the authors introduced a ciphertext delegation method to update the policy of

ciphertext in attribute-based access control. Their method can be applied to handle user
revocation and policy update based on a re-encryption delegation technique. If there is any
change of policies, the re-encryption algorithm is performed to re-encrypt the data with the new
policy. Nevertheless, the performance on updating the ciphertext over the complex access policy
was not examined by the authors. Recently, Kan Yang et al. [34, 60] proposed a method to
outsource a policy update to the cloud server. They proposed policy updating algorithms for
adding and removing attributes in the AND, OR, and threshold gate of LSSS policy. They
proposed a scheme that is able to update ciphertext instead of re-encrypting the file. However,
cost for ciphertext update is linear to the number of attributes updated over the access structure.
Besides, the authors have not discussed how updated polices are maintained.
Since the method that deals with the update of ciphertext tightly works on the CP-ABE
encryption itself, the complexity and cost of the update are linear to the number of attributes and
update operations. Therefore, this method is not applicable well for the unpredicted and frequent
policy updates. Another solution is to use a delegated proxy to perform re-encryption. Therefore,
in addition to support the revocation problem, PRE concept has been employed to support policy
update as well.

For example, in [28], the authors introduced adaptable CP-ABE scheme to handle policy
changes in CP-ABE encryption for data outsourced in cloud computing. In this scheme, a
trapdoor is generated from the central authority and it is used to transform a ciphertext under one
access policy into ciphertexts under any other access policies. This scheme allows the data owner
to outsource ciphertext re-encryption task to the proxy, while the proxy cannot learn the content
from the plaintext encrypted. However, the trapdoor generation is still the computation burden
that the authority has to compute every time whenever the policy is updated.

In [29], Yukata Kawai proposed a flexible CP-ABE proxy re-encryption scheme by
combining key randomized and encrypted methodology and adaptive CP-ABE. The proposed
scheme focuses on reducing the computation cost at client side by outsourcing the re-encryption
key generation to cloud server. The universal re-encryption key (urk) is proposed to be used
together with the decryption key (Sks) for generating the re-encryption key. The decryption key
is protected by randomized parameters and sent to the cloud for computing the re-encryption key.

Importantly, Kawai’s approach is the first attempt dealing with the outsourcing concept of re-
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encryption key generation in PRE setting. However, the author did not perform the performance
evaluation to substantiate the efficiency of the proposed scheme. Furthermore, the complexity of
the scheme is still problematic for a big size of policy.

However, the proposed schemes [28, 29] only provide the security function while the
implementation result and performance have not been discussed. Therefore, the efficiency and
practicality of the proposed CP-ABE proxy re-encryption in handling the policy changes cannot
be justified. In addition, their approaches have not provided the criteria to validate a newly
updated policy before it is used to re-encrypt the data.

In [35], we proposed PRE scheme that fully outsources re-encryption key generation to the
proxy; the computation cost at data owner is minimized. However, if there are frequent
revocations or policy updates, re-encryption key needs to be re-generated in all change events
and data owners require to prepare and submit data package to the proxy for computing the re-
encryption key.

In essence, PRE allows for a third party to do the computational work to re-encode encrypted
files after a policy change. While desirable from a client perspective, it is still non-ideal to have a
high proxy-side cost to handling policy updates, particularly if policy updates are frequent.

To the best of our knowledge, existing normal PRE schemes are not practical to support
policy updates in large-scale data outsourcing environment where the access control elements
may be changed frequently. This is because cost for re-encryption key generation is
unpredictable at the data owner side. However, offloading too much computation cost to a proxy
may introduce the delay for re-encryption task and thus cause efficiency problem. Besides, this
strategy is also not advisable for the cloud model that the cloud provider charges the fee based on
CPU usage. Thus optimizing both setup cost at data owner side and re-encryption cost a cloud
side is a real challenge. Unfortunately, this computation optimization aspect has not been
addressed by the existing PRE schemes. We therefore propose a policy update algorithms and
employ VL-PRE proposed in chapter 4 for optimizing the computational costs in both data
owner side and cloud side caused by policy updates. The details of the proposed method are

discussed in chapter 5.
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Chapter 3: Our proposed Access Control Model: C-CP-ARBE

This chapter is organized in two major parts: the theoretical background and our proposed access
control model. In the first part, CP-ABE and RBAC which are the key theories used to construct
our model are presented. For the second part, we give definitions of our access control model,
key management, and the construction of our cryptographic algorithms. This chapter is the

extension of our previous paper [43-45].
3.1 Technical Preliminaries

In this section, we present the theoretical background of CP-ABE and RBAC which are the core

constructs of our proposed access control model.
3.1.1 Ciphertext Policy-Attribute-Based Encryption (CP-ABE)

Bethencourt et al. [16] proposed the ciphertext policy attribute-based encryption as an extension
of attribute-based encryption (ABE) for the access control. Basically, the concept of
cryptographic construction for both ABE and CP-ABE is based on the bilinear maps.

The following describes the formal definition of bilinear maps.
Bilinear Maps
Let G and G, be two multiplicative cyclic groups of prime order p and e be a bilinear map,

e : G XG) —G,. Let g be a generator of G,. Let H: {0,1}* — G, be a hash function that the

security model is in random oracle.

The bilinear map e has the following properties:

1. Bilinearity: for all u, v € G and Z, e(u’, V") = e(u, v)
2. Non-degeneracy: e(g, g) #1.

Definition 1: Let a set {P,,P,,....P,} be given. A collection A c 2{PrP2..Pn } is monotone if

VB,C:if BEAand B ¢ C— CeA.
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An access structure is a monotone collection A of non-empty subsets of {Py,P,,...,P,},i.e. A C
2{P1,P2,...rPn}\Q)‘

In the context of CP-ABE, we consider a collection of the set of attributes. Thus, an access structure
A consists of sets of attributes.

Access Tree T [16]. Given an access structure A, we define an access tree on A. Each non-leaf
node represents a threshold gate associated by its children and a threshold value. Furthermore,
each leaf node is associated with an attribute. We denote that an attribute can be either regular

name, number, or a mix of both types by using comparison operators (=, >, >=, <, <=).

Definition 2: A threshold gate is a tree node whose associated value is defined as follows. Let
num, be the number of children of a node x and k, be its threshold value (0 < k, < num,). When
k, = 1, the threshold gate represents an OR gate and when k, = num,, it represents an AND gate.

The k-outof-n threshold gate is also allowed in 7' A, in this case k, = k and num, = n.

Each leaf node x of the tree is associated with an attribute and its value.

7 \
> 4 N
P .

Ph.D. Student Enrolled Year >= 2015
Professor

Researcher / Professional
IT Manager Level >5

Figure 3.1: Example of CP-ABE Access Tree
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Figure 3.1 shows an example of access tree constructed from a set of attributes built from
{Ph.D. Student, Enrolled Year, Professor, Researcher, IT Manager, Professional level}. The
nodes of OR, AND, OR, and “2 of 3” are threshold gates. The access tree above contains as
nodes Ph.D. Student, Enrolled Year >=2015, Professor, Researcher, IT Manager, Professional

level >5, and the threshold gates mentioned before.

In CP-ABE, a message is encrypted by using a policy which is an access tree constructed from a
set of attributes. A user is able to decrypt a ciphertext only if she has a secret key that is

constructed from a set of attributes S that satisfies the policy.
CP-ABE[16] is composed of four fundamental algorithms as follows:

Setup. This algorithm takes initial parameters as input. It generates the public parameter PK and

a master key MK.

Encrypt(PK, M, T) . This algorithm takes as input the public parameter PK, message M, and
access tree 7. The message M will be encrypted with public parameter PK and the access tree T.

It outputs a ciphertext CT.

KeyGeneration(MK, S) This algorithm takes the master key MK and a set of attribute S
describing the key to be produced. Then, it produces the decryption key (private key or secret
key) SK which is used in decryption.

Decrypt(PK, CT, SK). This algorithm takes as input the public parameters PK, a ciphertext C7,
and a user’s private key SK. If CT is produced by using an access tree 7, it will be decrypted if
the set of attributes S in the private key SK satisfies the access tree 7.

Because CP-ABE possesses the encryption feature with the flexible use of attributes for the
access authorization decision, it is thus adopted by several works [3,7, 9, 10 ] that develop the

access control solution for data outsourced in cloud storage systems.

In CP-ABE, the encryption performance is subject to the policy size and size of data to be
encrypted, while the decryption efficiency is subject to the size of a key which grows linearly in

the number of attributes.
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3.1.2 Role-Based Access Control Model (RBAC)

RBAC is an access control model that provides the relationships of user’s role, permission, and objects or

resources.

Definition 3: RBAC is a tuple of (U, R, P, UA, PA, RH) where:

(1) U, R, P are given sets that represent a set of users, roles, and permission, respectively.
(2) UA €U x R, a many-to-many user-to-role assignment relations;
(3) PA < P x R, amany-to-many permission-to-role assignment relation;

(4) RH S R x R is a partial order on R representing a role hierarchy.

ROLE

RH
HIERARCHY
‘a s 7
UA PA
USER PERMISSION
U . ASSIGNMENT R . ASSIGNMENT P

\ | PERMISS- )
\USIiRS/ Q()I,Iis I()NS/

Figure 3.2: Hierarchical RBAC [24]

Figure 3.2 shows the hierarchical RBAC [24] which is generally used to refer to RBAC. The
model supports role hierarchy where the role can be structured in hierarchy according to the
position of the users in their organization. The top role is on the top of hierarchy while the less-
powerful rule lays on the bottom. Usually, the permission of lower roles is inherited to the roles
above them. Besides, the constraints are allowed to be modelled and are enforced to the access
session in RBAC. In the typical RBAC model, the role and privilege can be flexibly specified
and enforced based on the organization’s access control policy. Generally, RBAC delivers
expressive and fine-grained access control specification as it specifies what user can perform
what action over the given resource. Also, it increases the scalable management of a number of
users in the organization since a group of user is assigned to a specific role; it thus far more
flexible in defining the policy onto the role rather than onto individual user. However, applying
RBAC directly to cloud environment may not be practical since users accessing resources may
be unknown and may come from different organizations and the access control model needs to

be cryptographic-embedded.
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3.2 Our Proposed C-CP-ARBE Model

In this section, we first give the definitions of the system model, access control policy, and user
decryption key. Then, we describe the cryptographic protocol in overall, and provide details of

algorithms, and discuss security analysis. Finally, the analysis of the C-CP-ARBE is given.
3.2.1 Extension of Access Tree

To integrate the RBAC model into CP-ABE to enhance the expressiveness and scalability, we

define attribute-role based (A-RBAC) access control model as follows:
Definition4: A-RBAC is a tuple of (U, R, P, UA, RH, D, APA, Attr, C) where:

- U R, P, UA, RH are as in the RBAC model,
- D € R x Awtr is a many-to-many permission-to-role assignment relation.

- APA € Attr x P

We define PA S R x Pasforr e R, p € P, PA(r,p) iff there exists an attribute a such that D(r,a)
and APA(a,p). Hence, A-RBAC is an extension of RBAC.

In cloud computing environment, a user u (€ U) is an entity to whom assigned a specific role 7,
(eR) and she requests to access the resource with a permission p (€ P ) i.e. read or write.
Attributes Attr are a set of attributes used to characterize a role r;,. A set of attributes is issued by

attribute authority AA.

- Ci1s RBAC constraint. Definitions 5 , 6, and 7 give examples of the constraints employed

in our access control model.

Definition 5: Separation of Duty Constraint over Role (SoD-R Constraint). SoD-R is the
constraint over a role set R which specifies that the exclusive roles cannot be assigned to the

same user at the same time.

Let U, R be a user set, and role set respectively. Let r; and 7, be two roles € R such that r; #15.
We also define predicate UserRoleAssign(u,7) that means to u e U'is assigned r € R. (11,13) €
SoD-R if the following condition holds:

UserRoleAssign (u,r;)—> — UserRoleAssign (u,13)
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Example 1: Let U= {Alice, Bob}, R = {doctor, nurse}. SoD-R(doctor, nurse) is satisfied only if
UserRoleAssign (Alice, doctor) = -UserRoleAssign (Alice, nurse).

UserRoleAssign (Alice, nurse) 2 -UserRoleAssign (Alice, doctor).

UserRoleAssign (Bob, doctor) = -UserRoleAssign (Bob, nurse).

UserRoleAssign (Bob, doctor) = -UserRoleAssign (Bob, nurse).

In our model, the SoD-R constraint helps prevent the occurrence of conflicting roles; that is the
conflicting roles cannot be assigned to the same user of the same authority at the same time.

Definition 6: Spatial Constraint. A Spatial Constraint SC is a combination of one or more sets
of locations (L).

Location L can be either logical location such as IP address, or organization name, or address of
the place specified as an attribute.

Example 2: Any doctors from Hospital A (HosA), Hospital B (HosB), or Hospital C (HosC) can
login to the system S.

Constraint expression: V u (UserRole (i, doctor) A
Workedin(u,HosA U HosB U HosC)-> Login(u,S).

Definition 7: Temporal Constraint. A Temporal Constraint T'C specifies the durations in which
a role can be enabled or disabled. TC is a tuple of two elements (/, E ), where I = (¢,,,t,) denotes

an interval and £ denotes an event that is enabled in the interval /.

Example 3: From 8.00 am to 5.00 pm. is a working time of DayDoctor.
Constraint expression: ((8.00 am, 5.00 pm), enable DayDoctor)

Our constraint modeling is expressive and able to support general RBAC constraints in SoD,
spatial, and temporal constraint in attribute-based access control model used in the cloud. In our
scheme, constraints are deployed in a cloud server as separate execution files and they are signed

by the data owner.
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Definition 8: Extended Access Tree

We extend the definition of Access Tree so that each non-leaf node has an attribute and threshold

gate. The threshold gate rule is the same as an access tree of CP-ABE.

Example 4: Let a set of roles {nurse, MD} be given. Figure 3.3 illustrates collaborative data
access control for a hospital information system where professional roles: nurse and medical
doctor (MD) are allowed to access the outpatient department (OPD) treatment file stored at a
cloud storage. It is assumed that the OPD file is created and shared by Hospital A. Only the

users allowed by the Hospital A can access the file.

Role : MD
. Role : MD
Role : Data owner Role,: Nurse

\ Specialty : General Level: Senior

orkplace: Hospital B
Level >5 Dept.: OPD

Level : Senior
oid  Owner’s DS

Permission: Write Permission: Write
Permission: Read Permission: Write

ermission: Write

Figure 3.3: Access Tree Structure — OPD treatment File

As of the example policy, the OPD file is shared to the users whose roles are data owner
having his ID (oid) and digital signature (Owner’s DS), nurse having level greater than 5 and
belonging to the OPD department, and medical doctor (MD) whose specialty is General or level
is Senior. Also, the file is allowed to be accessed by a senior MD from another partner hospital,
According to this access tree, only data owner and role MD are allowed to update (write) the

OPD treatment file, while the role nurse can read the file. In our model, role data owner is
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assigned as a default role that is included in all ACPs generated by the data owner oid. For the
attribute Owner’s DS, it is produced from using data owner’s private key to sign his attribute oid.
As the write access requires data to be re-encrypted, we will describe our mechanism in

supporting write access in the Section 3.4 of this chapter.

3.2.2 System Model
3.2.2.1 Overview

In this section, we describe our system model based on our proposed cryptographic process of C-
CP-ARBE scheme. C-CP-ARBE is characterized as Multi-Authority CP-ABE. We use attribute
authority identifier (aid) to identify the authority who issues the attributes to users. Each user uid

who is issued the attributes by the attribute authority aid is identified with uid.aid.

Figure 3.4 shows the protocol diagram of our proposed system model. It describes the typical
cryptographic processes among the trusted entities and our proposed C-CP-ARBE system. In
overall, the system environment consists of the following entities. More details of each

cryptographic process will be explained in Section 3.2.2.3.

- | . =]

Generate Key pairs to Certaai, | Cerasidciomue
Trusted Entities

Cellovner catignarme

Cerluig casiznanes

{S[att anicatt haie. .. -.at aaic]} ;
@ Issue attributes Register User (Ui, Certys caiznane) |@
: R S b A

l Generate User Decrygtion Key(SKuid)

ll Encrypt SKuid by Pubkuid

Store UDK (PubKuid , EJKuid)

Add user to role (Uid_ PupKuid,)

Encrypt Data (M) Enc (PKaid, M, ACP
@ o (M) (PKaid, < - Encrypt M by ACPid and PKaid

Encrypt CT by SSACPid

Upload 5CTto cloud serve

@ Decrypt Data (Pubkuid | |

Refurn ESSuid . EDKuid 8CT

i

Request Key and CiptherText

¥ Decrypt ESSuid . EDKuig by PrivKuid

* Decrypt 5CT and CT b‘[ 55uid and SKuid

I* Get Data M

Figure 3.4: System Model Describing C-CP-ARBE Cryptographic Process
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Certificate Authority (CA) is the trusted party who signs and issues the public key
certificate (X.509 certificate) to all entities including users, AAs, data owners, system
agents. We assume that CA is operated by a trusted PKI system. Here, data owners, AA,
and users generate key pairs and submit public key to CA for signing and issuing the
certificate. The key pairs and certificate are used to sign transactions, encrypt secret key,
and authenticate the individual or systems. In our framework, entities e.g. users are
allowed to use certificates from different CAs as long as they are in the trusted list agreed

by the collaborative data owners.

Attribute Authority (AA) is an entity that issues, revokes, and updates users’ attributes
corresponding to their roles of the particular domain. Multiple AAs are allowed. AA is
responsible for generating public attribute keys for all attributes belonging to the AA and
for issuing the decryption key to users. Typically, user’s belonging organization works as
an AA. For example, Hospital A and Hospital B may be the AA that issues the attributes
to their users (doctors, nurses, staffs, etc.). In collaborative cloud storage systems with
multiple AAs, the resources or data can be shared over the cloud among users in different
domains. For instance, a doctor from Hospital B may need to access the diagnosis records
shared by Hospital A for supporting his treatment plan for the patient having records in
Hospital A.

Data owner creates files and initially uploads its data in the encrypted form to the cloud
server. He also specifies their access control policy to regulate how users access the
particular resource and what privilege they have over the resource. Data owner is usually
departments or functional units in an organization such as the accounting department in

Hospital A.

User is an entity that requests to access (read or write) data outsourced in the cloud. To
each user, a set of attributes is issued by AAs and their attributes are assigned with

respect to his/her role and registered to data owners.

C-CP-ARBE is our proposed cryptographic-based access control system stored in the
cloud. It is exploited to support user authentication, data encryption/decryption, user and
attribute revocation, and policy update management. The details C-CP-ARBE model are

described in subsequent sections.
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6. Cloud Server is a cloud storage where data files and user decryption keys are stored in the

encrypted format.

3.2.2.2 Key Management

In our system, there are three major groups of user key: PKI key pair, user decryption key,
and symmetric key. First, PKI key pair is a pair of public key and private key issued by the
certification authority (CA). AAs, data owners, and users need to register X.509 certificate from
the CAs for authentication, key encryption, and digital signing. To a given user, one’s X.509
certificate is issued. We also use each user public key to encrypt the corresponding user
decryption key. Then, the encrypted key is stored in the cloud. User’s private key is used to sign

the transaction such as data and policy update.

Second key type is user decryption key (UDK) which is generated by attribute authorities (as
of CP-ABE scheme) and it is delivered to a user when she makes a request to access the resource.
UDK is constructed from a set of user attributes and it is used to decrypt the ciphertext (CT) that
is encrypted by the C-CP-ARBE method. The detail of C-CP-ARBE encryption is depicted in
Section 3.2.2.3.

Last key type is symmetric encryption key called secret seal (SS). SS is used with AES
algorithm to encrypt the ciphertext to produce the seal ciphertext (SCT) in an additional layer of
encryption. Basically, each UDK and SS are encrypted by user’s public key. Then, the encrypted
UDK (EDK) and encrypted secret seal (ESS) are obtained and stored in the cloud. Hence, users
only keep their private key used to decrypt EDK and ESS in the system and do not need to hold
multiple UDKs or SSs if they have several ones.

To reduce key distribution cost in CP-ABE, we introduce user decryption key graph
(UDKG). A UDKG stores ESS and EDK of each user. A user uses her private key to decrypt
ESS and EDK to obtain the SS and UDK respectively. UDKG is used to manage the decryption
keys so that a user can use the latest version of ESS and EDK for decrypting each corresponding
ciphertext. UDKG also supports the dynamic key retrieval for accessing to multiple files of
which they are encrypted by different UDK or SS keys. Each file (ciphertext) has a reference no.
bound to the keys used to decrypt it. C-CP-ARBE will dynamically return the keys matching the
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files for each access to individual user. Because a UDKG is managed by C-CP-ARBE, user
decryption keys are not needed to be distributed to users and this provides zero key distribution

cost.

Figure 3.5 presents UDKG that consists of four vertices: user, EDK, ESS, and corresponding
ciphertext.

Fileno.RO01
SCT € ENCpgs(SSp5,CT)

CT€ ENCecranse(PKios
ACP, M)

[Fileno.R00Z |
SCT€ ENCpgelSSp02,CT)
CT € ENCecranse(PKios
ACP, M)

(' User uid
N~ \

Fileno.R003

' \4 CT€ ENCecrnrse(PKioa
A ACP, M)

C-CP-ARBE System : Cloud Storage

Figure 3.5: UDK Graph (UDKG)

3.2.2.3 Construction of C-CP-ARBE

Our proposed cryptographic process of C-CP-ARBE scheme is based on CP-ABE where the
bilinear map is a major construct of the key generation protocols. In our scheme, users who
obtain the user decryption key from an AA can access the encrypted data with their permission
(read or write) specified in the access policy. In the collaborative access control enforcement,
the access control policies are allowed to specify the access rules that contain some attributes

issued by different authorities, if necessary.



40

C-CP-ARBE is constructed from five major phases: System Setup, Key Generation, Encryption,

Decryption, and Revocation. Table 3.1 present notations that we use in our algorithms.

Table 3.1 Notations and Its Description Used in Our Proposed Algorithms.

Notation Description

Suidk Set of all attributes issued to user uid and managed by authority .

SKj A secret key which belongs to authority 4.

PK; Public key which belongs to authority £.

PK, Public attribute key issued by authority .

GSK ia A global secret key of a user uid. GSK is a private key issued by the certification
authority CA.

Certyiq A public key certificate containing user’s public key issued by a certification
authority CA.

(PubKj, A PKI Key pair consisting of public key and private key issued by CA. This key

PrivKy) pair is issued to the attribute authority £.

Riy A role (identified with id ) available in the system.

UL A database that contains a set of user list of each role (ULg, ,)

UDK iax User Decryption key issued by authority &

EDK ;q EDK is an encrypted form of a UDK which is encrypted by a user public key.

GRP Group role parameter is list of user lists for all roles.

SS Secret seal is a symmetric key created from the AES algorithm together with the
GRP.

ACP An extended access tree (referred to as an access control policy) used to encrypt
the data files.

SCT A sealed ciphertext which is a ciphertext encrypted with the SS

Let G be a bilinear group of prime order p, and let g be a generator of G;.Also, let e: G| x G| 2>

G, denote the bilinear map. In addition, we define that the lagrange coefficient A; g for i € Z,and
a set S of elements in Zj, : A; s(x) =[]; ES,jii% . Furthermore a hash function H:{0,1}* 2> G,
is employed as model in random oracle. The function att(x) is defined only x is a leaf node and
denotes the attribute associated with the leaf node x in the tree.

Phase 1: System Setup

This phase consists of five algorithms. In our system, the authority run CreateAttributeAuthority

algorithm while other algorithms in this phase are run by a data owner.
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CreateAttributeAuthority(k)> PK;, SK;, PK. . This algorithm takes an attribute authority
ID(k) as input. It outputs the authority public key (public parameter) PK;, SecretKey (SKy),
and public attribute keys (PK, ) for all attributes issued by the 4.

The public key and secret key of each AA A; are computed as follows.
Let S,, be a set of all attributes issued and managed by the authority Ay.

The algorithm takes a generator g; of G, and two random numbers @y, B € Zy, . Then the AA’s

Public Key (PKj}) is computed as

PKi= (G,g h = gﬁ; e (Grr gi)™ ).

The corresponding AA’s Secret Key SK; is (Bk, gx“*).

2.

CreatRole(SK;, Ri;) = ULgys. The CreateRole algorithm takes as inputs attribute
authority’s secret key (SKy) , Role (R;y), It returns user list (ULg;y) of users who qualify to the
role R;; and stored in the database UL.

UserRegister(uid, Cert,is). The UserRegister algorithm takes as input userID (uid) and user’s
certificate (Cert,;y), then it updates UL so that if uid has a role R;;, then uid is contained in
ULRid-

CreateGrouproleParameterGRP()=> GRP. The Create GroupRole parameter algorithm
first collects all user list ULg;; and concatenates them.

CreateUDKG(uid)>UDKG. The algorithm takes uid authorized to use the resource in the
authority domain. It outputs the UDKG for uid. UDKG initially consists of empty EDK and
empty ESS.

Phase 2: Key Generation

This phase is run by an AA and it consists of two algorithms as follows:

6.

UserKeyGen(S,;;x ,uid, SK;, Cert,;;)=> EDK,iqx. The UserKeyGen algorithm consists of
two sub-modules:
(1) UDKGen. It takes as input a set of attributes (S,q4x) that describes the uid’s user
decryption key, uid, attribute authority’s secret key (SK), and Cert,;; of user uid issued
by a CA, then it returns the set of user decryption key (UDKs).
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For each user uid, the AA Ay chooses a random r and r; € Z,, for each attribute j €Sy, .

Then the user decryption key (UDK,;,,) is computed as:

UDK i = (D = gk(ak+r)/ﬁk' (Dh = ngH(]'l)Tj ),.--, (Djn = ngH(]'n)Tj ), (D’h =
k') sy D' = gi'7)).
(2) EDKGen. The algorithm takes a UDK,;;4 as an input to be encrypted with Cert,;; and

outputs the set of encrypted decryption key EDK,;zx. The encryption function is expressed as:

EDKGen( UDK;ax) 2 ENCrsa(Certyia, UDK,iar) = EDKyax
Phase 3: Encryption

The encryption function is either performed by data owners or users who have the write access
permission. This phase performs two-layer encryption including inner encryption based on CP-
ABE and outer encryption based on symmetric encryption. Table 3.2 defines the encryption

function used in our system as follows:

Table 3.2: Encryption Functions Used in C-CP-ARBE

Encryption function | Meaning

ENCc.cp.ARBE An encryption function which uses CP-ABE method to

encrypt data or message M. This is the inner layer.

ENCrgsa A public key encryption function which uses RSA algorithm
to encrypt the UDK,;44, and SS

ENCags A symmetric encryption function which uses AES algorithm
to encrypt the ciphertext. This is the outer layer.

7. ENC(PK;, SS, M, ACP, Cert,;7)>SCT. The encryption algorithm performs two consecutive
steps as follows:

(1) Encrypt Message M

MHENCC_CP_ARBE(PKk, ACP, M) =CT
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The algorithm takes as inputs authority public key (PKj), access control policy (ACP), and
message (M). Then it returns a ciphertext CT. First, it chooses a random s € Z, . The
algorithm initially calculates a polynomial g, of degree d,, = k, — 1, the threshold, for each
node x of ACP. This calculation starts from the root node R7. We choose random polynomial
of degree dg but require qg,(0) =s. Let a polynomial g, be calculated. For node x for a

child y of x , it chooses a random polynomial of degree d, but

4x(0) = Gparent(x) (index(x)),where index(x) returns number associated with the node x.
By using the fact that a polynomial of degree d is determined by d+1 values, the requirement
on the children determines the polynomial of the parent. We call this calculation the

polynomial interpolation.
Let Y be a set of leaf nodes in ACP; Y={yj,..., y»}. The ciphertext is then computed as follows:

ay,(0) ay, (0)

, Cy, =

CT = (ACP, C =M e(gk'gk)aks'c = hs' C)’1 =gk Y1

o Gy = G,
H(att(y,) 1 ©@,..., 'y, = H(att(y,)) ).

(2) Encrypt CT

The algorithm used to encrypt the ciphertext is defined as:

CT » ENCps(SS,CT) = SCT

The cipthertext is sealed (encrypted) by the symmetric encryption algorithm by using secret
seal (59). SS is calculated from the hash value of GRP.

Using SS for encryption enables the revocation of user to be done with less cost since when
there is a user revoked from the system; only GRP is re-calculated resulting a new generation of

SS. The data file is not required to be re-encrypted.

As the final encryption step, SS is encrypted with Cert,;; and the encrypted secret seal (ESS) is

produced as follows:

SSHENCgsa (Certyia, SS) = ESS
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Phase 4: Decryption

The decryption phase is done by users who want to access an encrypted file. The users who need
to decrypt the message are required to be authenticated by using their certificate. If their
certificate is valid and not appeared in the CRLs, they will be given EDK,;zx and ESS for the
decryption. The decryption functions used in our C-CP-ARBE is shown in Table 3.3.

Table 3.3: Decryption Functions Used in C-CP-ARBE

Decryption function | Meaning

DECc.cp.ARBE A decryption function based on CP-ABE model to decrypt
the cipertext CT.

DECkgsa A decryption function that uses a RSA private key to
decrypt the EDK,q.r and ESS encrypted by the

corresponding uid’s public key.

DEC ags A decryption function which uses AES symmetric key to
decrypt the seal ciphertext SCT.

8. DEC(SCT, ESS, GSK 4, EDK i0.t) 2 M.
The decryption algorithm performs two consecutive steps as follows:

(1) Decrypt SS and SCT
SS = DECRSA (GSKm'd, ESS)
CT = DECgs (SS, SCT)

The algorithm takes user’s global secret key GSK,,is and it returns the session key SS. Then,
the algorithm takes SS to decrypt SCT and gets the CT.

(2) Decrypt CT

The user of uid takes EDK,,;4 4.4 for decrypting data in a cloud. The decryption step is

conducted as follows:

UDK,iqx = DECrsa(GSKia, EDK i 1)
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To decrypt CT, we define DECc.cp.arse = DECNode(CT,UDKiak,x) as a recursive algorithm
that takes as input a ciphertext CT = (ACP, ¢,C, ¢y ,C 'y), a user decryption key UDK,;;x which

is associated with a set of attributes Sy, , and a node x from ACP.

If x is a leaf node and i (€ SAk) is the attribute associated with x then DECNode(CT,UDK ;4 ,X)

qy,(0) qy.(0)

= DECNode(4CP, € ,C,Cy, = g, s Cyp = G ,C'y, = H(att(y,):1 @, ..,

'y, = H(att(y,)n @), D=g@t/Be (D, = g, "HG)" ..., D, = g"H(Gn)'7),
(D,jl = gkrjl) )a"'a (D,]n = gkrjn) )> X).

Since H is a hash that applies into G;, we define H(i) = g% for some unknown a, and g is a

generator of G.

e(D;,Cx)

DECN d CT,UDKuz aid» =
ode( d.aid>X) e(D1,Cly)

_e(ggpH ()i,ggx )
e(g,LH (1)x ()

_ e(gpgk?* ©)-e(H ()Ti,gx 9 @)
e(gyLH (i)x ()

_ e(gk g% @)-e( g i, gz 9x (0)
e(gyl, gx®9x ()

 e(grgr)"I* -e(gr.gr) i 9x ()
- e(gr,gy)Ti%9x (©)

=e(Gk gk)rqx(o)-

If € S, , then DECNode(CT,UDKa1,X) = L

We then consider the recursive case when x is a non leaf node. The algorithm
DECNode(CT,UDK ,ia1,x; ) Will proceed as follows. For all nodes z that are children of x, it calls
DECNode(CT, UDK,iax z) and generates the output as F,. Let Sybe an arbitrary k,-sized set of
child nodes z such that F,. # 1. If no such set exists, the function returns L. Otherwise, F, can be

computed as follows:
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= 1—[ FZAi'S"‘(O) ,Where i = index (x) and S',, = {index(z)|z € S,}.

ZESy

- 1_[ (e(Grr gi)" W (@) Aisrx(©)

ZESy

= n(e(gk’ gk)r-Qparent (2) (index (Z))))Ai,SIx(O) by construction

ZESy

- 1—[ (e( g, gi)T9xDAisrx(0)

ZESy
=(e(gk, gx)" > by polynomial interpolation

The algorithm takes the function on the root node Ry of the ACP. If the tree is satisfied by a set
of attributes Sy, , then we set W = DECNode(CT, UDKyiar. ) = €(gr gi)" R = e(gr, gi)™.

The decryption algorithm is shown as:

C/(e(C,D)/W) = M e(gy, gi)™*/(e(h®, g /Fk) | e(gi, gi)"*) = M.
Phase 5: Revocation

This phase includes revoke process (done by AA) and re-encryption (done by a data owner).
Our scheme supports the revocation of both user and attribute level. The details of each

revocation method is described as follows:
e User Revocation

When a user is revoked from the system, he will be removed from the user list and his
credentials including keys used for decryption (UDK, SS) and PKI key pairs will be also revoked.

Hence he can no longer use existing keys to decrypt the files.
To revoke the users, the algorithmic procedure includes:

9. RevokeUser(uid, SK; , UL) = update UL, update GRP, and update UDKG. The RevokeUser
algorithm takes uid and AA’s secret key (SK}), and user list (UL) as inputs. The secret key of
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attribute authority is used to sign the revocation request and the revoked user is removed

from the corresponding ULg ., which is contained in a UL. Once the UL is updated, the

CreateGrouproleParameterGRP is run again. Also, a graph structure related to the user uid

is deleted from the UDKG. It is assumed that when any user is revoked from the system, the

public certificate Cert,;; of the revoked user uid will appear in the Certificate Revocation

Lists (CRLs).

As of the user revocation, there are three algorithms to be executed as follows:

(1) UpdateSS(GRP') > SS'. The algorithm takes updated GRP' into the hash function and
and it returns an updated SS (SS").

(2) ReENCCT(CT, SS") = SCT'. The algorithm takes as input ciphertext C7, and the
updated S, then it returns an updated seal ciphertext (SCT").

CT ~ ENCps(SS',CT) = SCT'

(3) ReENCSS(Cert,;q, SS) = ESS'. The algorithm takes user’s public key (Cert,;;) of the
active users who can access the ciphertext that the revoked users ever accessed and the

updated SS (SS"), then it returns an updated version of encrypted SS (ESS").
SS'—)ENCRSA (Certuid, SS’) = ESS’
e Attribute Revocation

Attribute revocation is a finer revocation level in CP-ABE. In CP-ABE, when an attribute is
revoked, the ciphertext ever encrypted with the ACP where the revoked attribute is contained
needs to be re-encrypted. Here, data owner must download the affected ciphertext from the
cloud storage and decrypt it. Then, the data will be re-encrypted with the updated ACP and
sent back to the cloud. This introduces both computation cost at client side and

communication cost for downloading and uploading the ciphertext.

Most attribute-based primitives attempt to tackle the revocation problem by either avoiding
re-encryption or outsourcing re-encryption to the outsourcing server such as proxy-based re-
encryption (PRE). Among the solutions employed, PRE is considered as an effective method
to alleviate the re-encryption cost for data access control in cloud computing. The concept of

PRE is to delegate the re-encryption function to a semi-trusted proxy and let the proxy
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perform this tedious and time-consuming task. Even though re-encryption is a major cost for
the revocation and policy update, re-encryption key generation is also expensive overhead
that data owners must account for. Furthermore, most works have tried to offload costly
overhead of ciphertext re-encryption to the proxy as much as possible. This is advisable for
the fixed cost the owner pay to cloud provider. However, the cloud provider may charge the
service usage based on CPU time in some cases. Thus, avoiding too much overload in terms
of the frequency of re-encryption operation performed by a proxy is desirable. This

computation optimization aspect is mostly overlooked by the existing PRE schemes.

In this thesis, we propose an optimized PRE scheme called Very Lightweight Proxy Re-
Encryption (VL-PRE) as an efficient attribute revocation mechanism where the re-encryption
key generation and ciphertext re-encryption are outsourced to a semi-trusted proxy. The
proxy is responsible for taking the parameters sent from the data owner to compute the re-
encryption key which contains the secret key that can be used to decrypt the ciphertext. Then,
the generated re-encryption key is used to re-encrypt the ciphertext. With the introduced
proxy, the overheads mentioned at the client side are significantly reduced. The details of our

proposed VL-PRE is presented in Chapter 4.
To revoke an attribute, the following algorithms are executed.

10. RevokeAtt(SKy , Suiax Attrev)=> S'uiax- The algorithm takes as input AA’s secret key (SKy), a
set of all attributes issued to user uid and managed by authority & (S,4x), and attribute
revoked (Att.y), it then returns the updated S,z (S'uiax) for each target user uid. The S,iax

for each target user is updated as follows:

Set uid[] = get uid where Att,., is contained in S, x

foreach (uid in a uid[])
Set S"iax- = Delete Att,, from Sy;q4,

end foreach

11. ReGenUserKey(SKy , S'yiar , Certyia)> EDK'iqx, UDKG',ia. The algorithm takes as inputs
the AA’s secret key (SK), updated set of attributes (S',izx) of a user uid, and a public key
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certificate of user uid (Cert,iy). Then, it outputs a new user decryption key UDK",;4xto target
users and updated UDKG sy (UDKG',ux). The procedure for updating the encrypted
UDK;ax (EDK',;41) and a UDKG",;4 for each target user uid is conducted as follows:

Set uid[] = get uid where S,q44 1s updated

foreach (uid in a uid[])
Set EDK',ix = UserKeyGen(S'yizx , SKi Certyia)
Set UDKG'iqx = update( UDKG g 9EDKm'd,k , EDK ,uid,k)

end foreach

12. UpdateACP(ACP, Att,.,) > ACP' The algorithm takes as input access control policy ACP
and attribute revoked, Att,.,, then it returns the updated ACP".

As one of the typical problem of CP-ABE, the most straightforward implementation of

CP-ABE involves owner' data being re-encrypted by data owners when a policy update must

be effected. In this thesis, we develop a secure policy updating algorithm and employ VL-

PRE to enable the policy update to be done in the cloud in an efficient and computationally

cost effective manner. The details of policy update management are discussed in Chapter 5.

13. ReENC(PK} , rk, CT)> CT" This algorithm is performed by a proxy. It takes re-encryption
key rk, an original CT as inputs. Actually, 7k consists of a key used to decrypt the ciphertext
and it will be used with an encryption algorithm to re-encrypt the data which outputs a re-

encrypted ciphertext CT". Ciphetext re-encryption is thus computed as:

We define ENC,;.cr as a ciphertext re-encryption function that makes use the decryption
capability of the »k (where the data owner’s secret key is resided) and then the ENCc._cp.arBe
method is applied to re-encrypt the ciphertext. The re-encryption function is defined as follows:

CT>ENC,.cf(PKy vk, CT)= CT'
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The details of the protocol on how the re-encryption key is constructed and used in proxy re-

encryption process are explained in Chapter 4.

To decrypt a new CT (CT") encrypted by a proxy, users whose keys are regenerated can decrypt
the CT" by using their new UDK",;4.i . The citphertext decryption is computed as:

M= DEC (SCT, ESS, GSK.ia, EDK"i4.1)

3.3 Security Analysis of C-CP-ARBE
In this section, we analyze the security of C-CP-ARBE model and the security of user revocation.

3.3.1 Security Properties of C-CP-ARBE

For the security proof of our C-CP-ARBE scheme, we refer to the proof of the inner encryption
layer which is based on the CP-ABE scheme. There are two possible major attacks:

cryptographic key attack and collusion attack in CP-ABE setting.

Property 1: C-CP-ARBE is resistant against decryption by unauthorized users.

For the cryptographic key attack, the attacker needs to break the cryptographic construct of CP-
ABE in a polynomial time. In the random oracle model, it is assumed that the attacker need to try
to compute a from g¢, The discrete logarithm problem is well known to be difficult. It is not
known whether there is polynomial time algorithm to solve the problem. Thus attacking the

cryptographic key of CP-ABE is computationally infeasible [16 ].

Property 2: Our C-CP-ARBE is also collusion resistant and secure in the standard oracle model.
Regarding the collusion attack, attackers may collude and collect attributes from several users in
order to satisfy the access control policy. Because each attribute has its own pubic attribute key
and different random number is assigned to each attribute which is not known to a user (the
information on how the key is constructed is described in UserKeyGen algorithm), it is infeasible

for attackers to perform collusion attack [16].
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3.3.2 Security Analysis of User Revocation

Here, we first revisit the 2-layer encryption scheme to gain the understanding of the key
credentials used to access the plain data. The encryption scheme is done by the following

procedures:
1. Encrypt message with C-CP-ARBE encryption
M—ENCc.cparpe(PKy, ACP, M) = CT
2. Encrypt CT with the secret seal (symmetric encryption)

CT = ENCags(SS,CT) = SCT

It requires secret seal SS and UDK,q to decrypt the SCT and CT respectively. Because SS and
UDK ;4 are encrypted with the individual’s user public key Cert,;,;, only the authorized users
having the corresponding private key can decrypt these credentials and gain access to the plain
data. Generally, when a user is revoked from the system, she cannot use her credentials to access
the plaintext. In our scheme, when a user is revoked from the system, her public key is now in
the CRLs. Furthermore, a corresponding SS is changed. Hence, the revoked users will be no
longer valid in the system and they are not given the valid key (SS) to decrypt the sealed

ciphertext. This supports backward security concept.

3.3.3 Security Analysis of Attribute Revocation

The security of attribute revocation is discussed in Chapter 4.

3.4 Write Access Enforcement

Our solution for enforcing write authorizations focuses on efficiency, availability, and
flexibility, as it avoids expensive communication cost for returning the file to be re-encrypted by
the data owners and the encrypted files will be loaded back to the cloud server. Especially, when
there are several requests for data re-encryption, the practicality and efficiency for data owner in
serving this task would be degraded. In our model, users having write privilege can update the
files, re-encrypt the updated file, and save it back to the cloud storage. It is assumed that data
owners encrypt their ACPs with a simple CP-ABE policy where data owners’ ID and a set of

user IDs having write permission are included.
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To this end, we make use of a simple CP-ABE tree policy to encrypt the access policy. The
policy is encrypted by a set of identity attributes of the data owners and authorized users. Let
ACPpg be the policy constructed from a set of user identity attributes. The function used to

encrypt ACPs is described as follows:

ENCCP_ABE(PKk, ACPPE ,ACP) = ENCCP_ABE(ACP)
The function returns encrypted policies E(ACP).
Figure 5 shows a sample of policy encryption (PE) model.

(wd:00l  4id:1010  wid:1101  wid 2101 )

Figure 3.6: Policy Encryption (PE)

As can be seen in Figure 3.6, PE is constructed by accommodating identify attribute (uid) of
the data owner and users who are allowed to access the policy (read only). Then, the above
policy will be used to encrypt the access control policy. Hence, only data owners and authorized
users listed in the PE are allowed to access the policy. Since the PE contains only role attributes
and their user identity attributes, the policy encryption and decryption cost are very small. The
proposed PE technique does not require additional keys for data owners or users because they
can use existing decryption keys (which already contain their identity attributes, uid). The
decryption function is defined as:

DECcp.ae(UDK gk, ENCcp.ape(ACP),x) = ACP
With our proposed policy encryption technique, it supports secure policy retrieval property that

guarantees the policy access by only legitimate users.

Therefore, the permitted users with write privilege can retrieve the policy by using their current
user decryption key (UDK) for re-encrypting the data. However, this method allows the
authorized users (i.e. write-permitted uses) to learn the policy content. Data owner must ensure

that only authorized users are allowed to access the policy. After the file is updated, it will be signed
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with an updater’s signing key. To re-encrypt the data, write-permitted users call ENC algorithm to

encrypt the updated data M’ as follows:
ENC(PK;, SS, M’ , ACP, Cert,is)>SCT”

Then, the updated SCT” is sent to the cloud storage. SCT” can be only decrypted by data

owner’s and authorized users having privilege to access the file encrypted.

This proposed write access enforcement mechanism is based on secure policy retrieval where its

security is described by the following Theorem.

Theorem 1: Secure policy retrieval. All access policies must be accessible only by authorized

write-permitted users.

Proof: With our write enforcement mechanism, all ACPs are encrypted with the CP-ABE policy
where a set of identity attributes of all authorized users (such as data owners, write-permitted
users) is associated. Thus, a user having write privilege (whose key contain her identity

attributes) can access the policy and use it for data encryption.

3.5 Function Analysis of C-CP-ARBE

We analyze our C-CP-ARBE in terms of the access control functions and access control

efficiency as described below.
e Expressive, flexible, scalable, and fine-grained access control

We adopt RBAC model in the design of traditional CP-ABE policy enforcement scheme. This
is to support larger number of users and better attribute management by assigning a group of
attributes that belong to the specific role. In our policy tree structure, the operations AND, OR,
and K out of N are supported to logically express the natural evaluation for roles and attributes as
the access control rules. The policy also accommodates the privilege of user for each role
distinctively. Our model supports both read and write access which reflect the practicality in a
complex data sharing scenario. In our model, user attributes from multiple domains can be
specified under the respective policy of any data owner. In addition, the update of the policy can
be flexibly done over the access tree structure. All in all, RBAC improves CP-ABE model in the

following ways.
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e It provides a more expressive access policy where the attributes are grouped under the
attribute "role" and privilege information (read, write) is also included.

e Existing RBAC policies implemented by the organisations can be seamlessly integrated with
CP-ABE in a flexible and comprehensive manner.

o With the RBAC model, users are bound to the specific role. Hence, managing user in a role is

more scalable.

As of the motivating question 1, our access control policy (e.g., a policy shown in Figure 1.1)

allows the access tree to include multiple roles from multi-authority with the privilege of each
role for accessing the particular file. Here, any users who belong to role (such as nurse and
doctor) specified in the policy can access the shared data (e.g., OPD file, financial record of

treatment).

As the integration of RBAC into CP-ABE, our C-CP-ARBE addresses the drawback of CP-ABE
regarding the policy expressiveness. The proposed model renders the policy to be more
expressive with the well-designed of role-attribute based structure and the inclusion of privilege

(read or write) specification.
o Key Complexity Reduction

Our C-CP-ARBE cryptographic model provides no key distribution cost and dynamically
manages multiple user decryption keys to be stored in a structured key decryption graph
(UDKG) structure. User keys will be dynamically invoked upon the user’s request for access.
This provides cost for key distribution which is the cumbersome for data responsible authority

and enables efficient multiple keys assignment and retrieval.

Hence, a user does not need to hold multiple keys even she has several access rights to
access multiple resources authorized by several parties. As of the motivating question 2, user
decryption keys of users are maintained securely in the cloud. Our scheme will invoke the key to
user dynamically and user does not need to hold many keys to access several files. For example,
Dr.John belongs to Hospital B but he is allowed to access out patient data (OPD) file owned by
Hospital A. The system will invoke the key upon his access to OPD file. We also demonstrate the
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performance of user key update when there is a revocation of attribute between our scheme and

CP-ABE.

Using our C-CP-ARBE, a fundamental problem for managing multiple keys in CP-ABE is
solved. Our key management scheme outperforms the existing CP-ABE in terms of no key

distribution cost.

e Efficient User Revocation

We propose two-layer encryption to support strong encryption and enable the
optimization for key management and user revocation cost. Based on our proposed scheme, a
ciphertext produced from the data encryption layer is encrypted by the secret seal (SS)
computed from shared role parameter. Since the SS is a kind of symmetric key, its generation
process is very fast. For the user revocation, if there is any user revocation request, only the SS
needs to be updated and it will be used to re-encrypt the ciphertext. Since symmetric encryption
delivers fast encryption, the cost for re-encrypting the ciphertext is trivial. To this end, a
revoked user cannot use their existing secret seals (SS) to decrypt the cipertext as their keys and
certificates are no longer valid the PKI system. This satisfies backward security. As of
motivating question 3, if there is any user is revoked, the system will just update SS parameter
and other non-revoked users in the hospital do not get any effects of keys change. For attribute
revocation, all operations are transparent to users and they need to do nothing as all the
processes are done in the cloud. The approach for addressing attribute revocation is presented in

Chapter 4.

Our C-CP-ARBE provides less revocation cost and yields zero impact to non-revoked users
while existing CP-ABE based schemes require re-key generation, file re-encryption, or

ciphertext update.
o Secure and Optimized Write Access

We propose write access enforcement mechanism to enable write-permitted users securely
update data with the optimized cost of data re-encryption. In our proposed model, the access
tree (access policies) are encrypted and shared among the users having write permissions.

Therefore, only authorized users can retrieve the access policies for re-encrypting the data
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before they are loaded back to the cloud. This reduces the overheads in sending the updated file

back to the data owner for data re-encryption.

In this thesis, we also propose the policy update management scheme that allows the data
owner to efficiently manage their policies in a secure and cost-effective manner. With our
proposed policy encryption and policy update method, the motivating question 4 is therefore
satisfied. In addition, with our proposed write access enforcement mechanism which is a part of
C-CP-ARBE, the problem on the dependability of data owner in serving the data re-encryption

as well as the costs in doing so are eliminated.
3.6 Implementation and Evaluation

For the evaluation of our proposed scheme, we develop the prototype system called CLOUD-
CAT to facilitate a flexible, secure, and efficient management of multiple user accesses and
multiple access control policies in multi-owner cloud computing environment. Then, we conduct
the performance evaluation and perform comparative analysis of the revocation cost between our

scheme and the original CP-ABE.
3.6.1 Prototype System Development

Regarding the tool supporting access control in cloud environment, existing cloud applications
services such as Google Drive, Dropbox, OneDrive, iCloud can serve functional data
outsourcing in general. However, rigorous requirements for strong authentication, fine-grained
access control with encryption feature, and flexibly authorization for collaborative data sharing
are not comprehensively provided by these cloud services. Amazon’s EC2 [36] is one of the most
popular IaaS services. However, the advanced access models such as RBAC or Attribute-based
Access Control (ABAC) are not supported by EC2. It simply restricts the access control by using

operating system (OS) image and access control list.

We implemented CLOUD-CAT using Java and PHP. CLOUD-CAT is a web-based tool to
help users and data owners can use the tool flexibly and conveniently. The tool is run on the
Apache Sever. For the key management server, we use Open SSL as a core PKI service to

generate key pairs to users and system entities. The service is run on Intel Xeon, E562 processor

2.40 GHz. Memory 4 GB., with Ubuntu Linux.
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As a proof of concept, we developed access control policies for a hospital information system.
50 test polices were set up to validate functional policy modeling and enforcement of the tool.
Over 25 roles from both internal organization and other partner organizations such as partner

hospitals and insurance firm are included in the policies.

In overall, the tool can dynamically and correctly enforce access control policies to users as
well as support administrative functions for data owners/administrators in an efficient manner
(comprehensive, correct, and easy-to-use). Figure 3.7— 3.9 show major features of the prototype

system that are designed for users and data owners/administrators.

Menu

List of files
My Profile (5]

OPD.docx.cpabe (3]

Sign out ©
OPD Version2.doc.cpabe ©

Menu: Decrypt file & Show user decrypt key graph

Private key:

Figure 3.7: User Access Control Management

e Data Access Management for collaborative users

Figure 3.7 shows the screen shot of our web-based access control tool for collaborative users.
From this screen, authorized users can access a list of data files shared by multiple owners with
respect to their roles and privileges specified in the respective policy. To access the encrypted
files via the tool, users need to be authenticated with the validity of public certificate (verify with
certificate revocation lists CRLs). If the user authentication step is successful, users can login to
the system and can download the encrypted files they authorized to access and use their private

key to decrypt the file. The system will also check that the user can only download the files their
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decryption key is qualified based on the UDKG profile. Since our system supports multi-owner
data sharing, a user may have several decryption keys, the tool allows the user to view the

decryption key graph to realize which key is matched to the target file.

* Authority Forms

Menu

Add User
My Profile ©

UserlD
Role Management (>)

Policy Managemert )
| MD
" | Registrar
Upload Exle © a\A:muﬂtmg
| Nurse
List of files ©
Sign out (5] Manage User
UserlD: John ®
Menu: Edit User Attribute ®

Edit User Atinibute

|Revoke User

Cancel “

Figure 3.8: Administrative Functions: User Management

» Authority Forms

Menu
Policy Update
My Profile [>]
Role Management [5) Select Policy: Policy1 [
User Management [>]
_ -
Upload File [5]
AND AND
List of files [>]
Sign out © R:Nurse & OR RMD @& AND
Policy editer tool
Aclevel>5 & A:Dept.. & OR A:Hospi... &
A; e AND
R: ® i @ Read AArea.. & AiArea.. &
Read Write
Read KofN
Read,Write
Read Read
Connector @ ReadWrite @ ReadWrite

Figure 3.9: Policy update screen
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e Administrative Access Control and Policy Management for Data
Owners/Administrators
Figure 3.8 displays the screen shot for data owners and administrators. Here, administrative
features are available to support user-role and role-attribute management (add, update, revoke),
data upload, and policy management. For the policy updating, data owners or administrators can
manipulate (add, update, delete) policy rule and/or content. Figure 3.9 displays the policy
management screen where data owners or administrator can flexibly update the policy rule
and/or content via the graphical interface. Administrator can efficiently update policy elements
including roles, attributes, privilege, and logical operators without coding effort or naive policy

writing.

3.6.2 Performance Evaluation

For the performance measurements, we aim to evaluate the effectiveness of our
cryptographic algorithms and proposed key management model to substantiate the reduction of
key management cost. We conduct the experiment to evaluate the computation cost for
encryption and decryption which are the major operations used in the access control. The C-CP-
ARBE cryptographic service is run is run on Intel Xeon, E5620 processor 2.40 GHz. Memory 4
GB., with Ubuntu Linux. The performance evaluations for encryption and decryption are run on

the same server.

e Encryption and Decryption Performance
We evaluate the computation time of encryption and decryption of our scheme based on the
number of users and number of attributes in policy and user keys. Table 3.4 and 3.5 reveal the

encryption and decryption time of our C-CP-ARBE.

Table 3.4: Encryption Time (in seconds)

Size of data
No. of Leaf
Nodes 1MB 2MB 4MB SMB 16MB
20 1.08 1.25 1.64 2.43 4.1
40 2.14 2.32 2.73 3.58 5.23
60 3.2 3.48 3.84 4.68 6.27
80 4.34 4.53 4.92 5.91 7.35
100 5.46 5.72 6 6.86 8.45
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Table 3.5: Decryption Time (in seconds)

Size of data
No. of Attributes
containing in the key 1.04MB 2.06MB 4.1MB 8.2MB 16.4MB
5 0.56 0.68 1.07 1.8 2.7
10 0.8 0.92 1.3 2.01 2.95
15 0.96 1.14 1.53 2.2 3.09
20 1.15 1.34 1.71 2.42 3.29
25 1.38 1.54 1.98 2.66 3.43

Figure 3.10 and Figure 3.11 show the corresponding encryption time and decryption time in

graphical format that our C-CP-ARBE spends in the simulated cloud server respectively.
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0
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No. of Attributes contained in the Key
Figure 3.10: Encryption Time Figure 3.11: Decryption Time

For evaluating the encryption time, we use the different file sizes to be evaluated with the
different number of leaf nodes containing in the ACP. As of Figure 3.9, our encryption algorithm
provides competitive and acceptable time for large files. This offers practical performance
because our model uses symmetric encryption and organizes the group of attributes to be under
the specific role for a CP-ABE tree. Increasing the number of leaf nodes in a policy also
increases the encryption time in a small constant growth. However, we notice the increase in the

number of leaf nodes provides more impact to the performance.

In our experiment, the decryption time is measured from the time used to decrypt files with
the different number of attributes contained in the user decryption key. Even though the
ciphertext sizes and numbers of attributes in the key are large, our decryption algorithm yields
efficient and comparable time for the tested files especially for the ciphertexts that are smaller

than 4MB. This indicates the efficiency of our decryption algorithm and the proposed key user
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decryption key graph. The entire process of the encryption and the decryption is done through

the multi-thread programming.

e Performance of User Revocation

To demonstrate the efficiency of our user revocation mechanism, we measure the
performance of user revocation processing time taken by our approach and the CP-ABE scheme.
We use the policy that contains 5 roles and 20 attribute-leaf nodes to encrypt a 1 MB file. We
compare the revocation cost of our C-CP-ARBE and CP-ABE encrypted with the diffident no. of
users accessing files. Table 3.6 displays the performance of user revocation time between the
original CP-ABE and our C-CP-ARBE. Then, Figure 3.12 shows corresponding graphs of the

processing time of entire revocation cost used by two approaches.

Table 3.6: Comparison of User revocation Time (in seconds)

No. of Users | C-CP-ARBE | CP-ABE
10 3.8 14.55
50 8.25 25.21
100 15.55 48.87
200 27.23 90.05
400 43.24 148.92
800 72.66 265.59
300
250 =
2 200 -
(]
£
E,, 150 _ mC-CP-ARBE
2 CP-ABE
S 100 -
[- %
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o ol ___-___-_L
10 50 100 200 400 800
No. of Users

Figure 3.12: Comparison of User Revocation Time
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As seen from Figure 3.12, our scheme delivers less processing time of user revocation (in
(regenerating key and re-encrypting ciphertext) than the original CP-ABE scheme because our
C-CP-ARBE is not linear to the number of revoked users. The scheme only needs to regenerate
public role parameter to construct a new SS and uses it to re-encrypt the ciphertext. Hence, there
is no cost for key re-generation. In contrast, CP-ABE needs to deal with file re-encryption which
is the most expensive overhead for the revocation that data owner or the authority has to handle.
As a consequence, we can infer that our user revocation scheme is more efficient and scalable

than the original CP-ABE.
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Chapter 4: Attribute Revocation Management

The chapter begins with the preliminary section describing the significance of the problem and
limitations of existing attribute revocation solutions. This chapter devotes to our newly proposed
revocation management scheme called Very Lightweight Proxy Re-encryption (VL-PRE)
technique based on the extension of our previous works [35, 46, 81] deployed in CP-ABE based
access control. The formal VL-PRE scheme is illustrated. Hereafter, the computation complexity

and security analysis of VL-PRE is given. Finally, experiments and evaluation are provided.

4.1 Problem Statements

Revocation management is one of the major drawbacks of CP-ABE. With this scheme, users
may hold a secret key consisting of attributes shared by other users. When an attribute is
revoked, there are two subsequent processes of the attribute revocation. First, non-revoked users
who share the attributes revoked are required to update their decryption keys. Second, files
encrypted by policies containing attributes revoked must be re-encrypted with an updated policy.
In the latter process, if the attribute revoked does not appear in the policy, file re-encryption is
not needed. Key update and file re-encryption are always cumbersome, resulting in degrading the
efficiency of attribute-based access control implementation.

Considered the example in Chapter 3, if the hospital issues a new attribute “professional level”
to replace existing attribute “level”, the attribute “level” thus needs to be revoked. If the attribute
revoked appears in the ACP, the ACP needs to be updated.

Figure 4.1 presents the example of attribute revocation.
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Figure 4.1: Attribute Revocation Causing a Policy Update

As of the example cases, users whose roles are doctor or nurse need to update their keys. In
addition, files encrypted with the policy containing a revoked attribute “level” need to be re-
encrypted. These costs for keys update and file re-encryption do not only affect the existing non-
revoked users, data owner is still required to take action for re-encryption every time when the
revocation occurs. These problems become more serious when there are a large number of users
in the system. To conclude, the revocation problem in the CP-ABE is not so simple that it
exposes sub-sequence costs (communication and computation cost) to existing users, and data
owners.

Therefore, designing very lightweight components and processing of PRE, as well as secure
PRE protocol will enable practical operation and more accessibility for implementing access
control in mobile cloud environment. Especially, mobile cloud computing (MCC) applications
have been emerged to supported flexible mobile data access. Therefore, enabling all dynamic
decision making processes in the MCC environment is needed to be achieved with lightweight
components [42].

In our previous work, we proposed L-PRE scheme [35] to resolve two expensive aspects of

ciphertext policy - attribute based encryption: the reencryption of files that were encrypted with
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revoked attributes, and the update of keys containing revoked attributes. L-PRE fully outsources
re-encryption task to a delegated proxy in the cloud. The pseudorandom is used to generate

numbers for encrypting the re-encryption key components.

However, if there are frequent revocation cases, the re-encryption key needs to be re-generated
every time. To do so, data owners have to prepare and submit data package to the proxy for

computing the re-encryption key.

In this thesis, we entail a more practical PRE scheme by introducing a very lightweight PRE
(VL-PRE) as an enhancement of the L-PRE to support a more flexible and scalable attribute
revocation and policy update. Compared to existing lightweight PRE schemes [27, 29-31, 35],
VL-PRE is proposed to improve the computation and communication performance with a more
lightweight PRE protocol. Existing lightweight PRE schemes focus only the optimization of the
PRE cost at a client side, while VL-PRE possesses two major aspects enabling the computation

and communication cost at both data owner and cloud side are substantially reduced.

First, the size of the root decryption key (RDK) is significantly reduced. RDK is used to
decrypt the existing ciphertext and it is a part of components sent to a proxy for computing re-
encryption key. The RDK used in VL-PRE contains only two attributes: owner id and digital
signature, while RDK used in L-PRE is consisted of all qualified attributes belong to the data

owner.

Second, VL-PRE retains the re-encryption key generated each time in its period of validity.
Accordingly, our new method relies on re-encryption key update instead of repeating re-
encryption key generation every time when there is attribute revocation or policy update. Data
owners only submit an updated access policy (ACP) to the proxy. Then, the proxy only updates
the ACP of the existing re-encryption key before re-encrypting the ciphertext.

With a very light packet for re-encryption key generation, it requires little memory and low
computation for data pre-processing. Hence, data owners are able to support secure attribute
revocation in a more flexible and efficient and cost-optimized manner.

To evaluate the efficiency of the proposed VL-PRE, we will measure the initialization (set-up)

cost and the re-encryption cost that must be substantially smaller than the conventional method.
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The simulation for testing with mobile devices in dealing with the revocation will be performed
to confirm the efficiency of our proposed scheme.

4.2 Our Proposed VL-PRE
4.2.1 System Model

Figure 4.2 presents our proposed access control system with proxy re-encryption for data

outsourcing scenario.

Data Owners

Users

Figure 4.2: A System model of Access Control Model with PRE for Outsourced Data

In the data outsourcing environment, data owners initially upload encrypted data files to a
cloud storage server. For the access control, we deploy C-CP-ARBE system accommodating
access control functions to support authentication and authorization in multi-user and multi-
owner cloud setting. In the original PRE, a proxy is given a re-encryption key (rk) for re-
encrypting the ciphertext.

A re-encryption key normally contains functions and key generation components such
decryption key and access control policy used for ciphertext decryption and data re-encryption
respectively.

In our approach, we introduce a PRE function to a semi-trusted proxy server as an attribute
revocation mechanism of the C-CP-ARBE system. A proxy server is located in the cloud
environment where it can be considered as honest but curious. That is, the proxy exactly
performs the functions assigned with no deviations or severe attacks, but it may try to learn as
much as possible about the input or output from the view of PRE protocol it runs. To provide the

trust of the proxy for performing file re-encryption, X.509 certificate and PKI key pair are issued
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to the proxy and users for the authentication purpose. In addition, it cannot access to the
plaintext as the decryption key is not given. A proxy is generally responsible for two tasks
assigned. First, it is required to compute or update the re-encryption key initiated by data owners
when there is attribute revocation and the revoked attribute appear in the access policy. Second,
it has to re-encrypt the ciphertext by using the generated re-encryption key. In our model, there
is a repository to store the re-encryption keys (rk) where the freshest version of the key is used

by the proxy for re-encryption process.

The proxy has no privilege in accessing the content of file as it has no knowledge of keys
necessary for decryption. In a PRE in cloud environment, data owners have full privilege in
holding the root key for decrypting any files and managing the policies used for encryption.
Users typically request for accessing resources via C-CP-ARBE system. Any related-PRE

processes are also transparent to users.

4.2.2 VL-PRE Process

We design the execution of VL-PRE into three phases: Re-encryption key Generation, Re-

encryption key Update, and Re-encryption key Renewal. Basically, the proxy transforms
ciphertext CT to CT" with a re-encryption key rk generated by a proxy server. The three phases of
VL-PRE operation are designed to support the practical life cycle of access control
implementation where the revocation and policy update can be changed any time. Phase 2 and
phase 3 are added to reduce the computation costs at data owner side in preparing the re-
encryption key generation package to the proxy.
In addition, we keep re-encryption key in the proxy and make it updated upon the policy change
decrease the workload of proxy. To secure the re-encryption key components such as RDK and
ACP, we employ a cryptographically secure random number generator (CSPRNG) [77] for
encrypting these key components.

Table 4.1 depicts the notations used in VL-PRE
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Notations Meaning

rk A re-encryption key used to transform the
ciphertext CT to CT".

RDK ;i1 A root decryption key of data owner oid issued
by attribute authority &. RDK contains identity
attribute oid and digital signature of oid.

Cert,iq A public key certificate containing data
owner’s public key issued by a certification
authority CA.

DS,iq Digital signature of data owner oid.

GSKroxy A proxy’s private key

Certyony A proxy’s public key

IPpoyy IP address of the proxy dedicated to perform
re-encryption task.

R Random number used to encrypt RDK,;zx and

the ACP which are the components of re-

encryption key rk.

VL-PRE process consists of three major phases: Generate Re-encryption key, Update Re-

encryption key, and Renew Re-encryption key. Figure 4.3 illustrates the overall process of our

newly proposed VL-PRE.
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Figure 4.3: VL-PRE process
Phase 0: The proxy is issued a private key and certificate (GSKproxy, Certproxy)

Phase 1: Re-encryption key Generation and Ciphertext Re-encryption:

In Phase 1, the initial re-encryption key, system and all related-PRE parameters are initially
generated. Some of them such as re-encryption key generated, random number can be used in a
specified period of time. This phase consists of Pre-process, ReKeyGen and ReEnc algorithms
which are described as follows.

1. Pre-process: This process is a setup phase where the basic parameters and Root
decryption key are constructed. These components are used to produce re-encryption key
(rk). First, AA issues root decryption key (RDK,;sx) to the data owner oid by running the
algorithm RDKGen as follows:

(1) RDKGen(SK;}, oid, DS,;))> RDK,;4;-

RDKGen takes input attribute authority’s secret key SK;, identity attribute of data owner oid, and
data owner’s digital signature (DS,;4), then it produces the root decryption key RDK,y; for further
use in re-encryption key generation process. In the design of our extended access tree, all ACPs
developed by the data owner oid are added with a pair of (oid, DS,s). Thus, RDK,;;; can be
used to decrypt all files which belong to their owner oid.

Data owner initially runs the following algorithms.
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(2) GenPREConfig(/Ppox,, Cert,iq)>PREConF

The algorithm takes the input as the network address of proxy server, IPpyy, and owner’s
public key certificate, Cert,;; which is used to authenticate with the proxy before executing
the ReKeyGen algorithm. It then outputs the PRE configuration file (PREConF). In general,
the PREConF is generated once and can be used until there is a change of its input parameter.
The file will be included in the param which is a part of Re-KeyGen algorithm.

(3) GenR({ry,12,...1,})> R

The algorithm randomly chooses a set of random seeds s, as input and generates
random number R. The size of R is 256 bits.

(4) EncR(R, RDK iz, ACP)> ENCas(R, RDKoiax), ENCaps(R, ACP'(Y))

We use ENCags with R as the encryption key to encrypt the root decryption key RDK,;; and
Y a set of leaf nodes. Then, ENCags(R, RDK,ix) and ENCags(R, ACP'(Y)) are computed.
Since Y consists of a set of attributes whose data type come in two forms: non-numerical and
numerical, non—numerical attributes are specified as any string of letters(attr), and numerical
attributes are specified as “attr = N” where N is a non-negative integer, it can also contain
comparison operators(‘<’, >’, ‘<=", >="_and ‘="). We take ENCygs to encrypt individual
attribute x (x € Y). For the implementation in Java, the encryption procedure is conducted as
follows:

foreach ( Yasx)

ENCags(x.getBytes());
end foreach

Then, a data owner takes the proxy’s public key to encrypt the SS and R to produce ERSS.

R,SS—ENCys (Certyyony, R, SS) = ERSS
Then, data owner submits PREConF, ERSS, ENCags(R, RDK ,;4x) and ENCags(R, ACP'(Y)),

as parts of re-encryption key to the cloud proxy.

2. ReKeyGen (PREConF, ERSS, ENCaps(R, RDK yiqx), ENCaps(R, ACP'(Y))> rk

This algorithm is run by a proxy. It verifies PREConF, and takes input encrypted secret seal
SS (ESS), ENCags(R, RDK,iqx) and ENCags(R, ACP'(Y))). The proxy then uses two
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elements: ENCags(R, RDK,iqx) and ENCags(R, ACP'(Y)) to formulate a re-encryption key rk.
In our model, we associate the Expire_time to specify the validity of 7k&. Then, it outputs a
re-encryption key rk that can be used to transform a ciphertext C7 to another ciphertext C7".
Therefore, rk is structured as follows:

rk = (ENCags(R, RDK iy), ENCags(R, ACP'(Y)), Expire_time)

3. ReENC(PK} , rk, CT)> CT" This algorithm is performed by a proxy. It takes input a
AA’s public key (PKj}), re-encryption key rk, an original CT7. It outputs a re-encrypted
ciphertext CT".
There are four steps for re-encryption including:
(1) Decrypt ERSS
(2) Decrypt CT with RDK ;4 «
(3) Encrypt CT with a new ACP’
(4) Encrypt CT' with §S

Details of each step are described as follows:

3.1 Decrypt ERSS

To re-encrypt the CT, R is obtained from decrypting ERSS by using the following function.

R, §§ = DECrsa (GSKproxy, ERSS)

Then, the proxy runs the functions called CMR(CallMatchRemove) which is a local function
used to trigger the decryption functions: ENCags(R, RDK iz x)and ENCags(R, ACP'(Y)).
The decryption step is conducted as follows:
We use DECjags as a decryption function to decrypt ENCags(R, RDK,;zx) and ENCags(R,
ACP'(Y)). The CMR procedure is shown below.
Set RDK yiqr = DECags(R, ENCags(R, RDK 4 1)

Set ACP" = DECags(R, ENCags(R, ACP'(Y))
For each encrypted leaf node (Y"), it is decrypted as the following procedure.

foreach (Y’ as x)

DECags(x)
end foreach

When leaf node (Y) is decrypted, the ACP is obtained.
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3.2 Decrypt CT with RDK ;4 1
In this step, the ciphetext decryption is conducted as follows:
(1) Decrypt SCT
CT = DEC s (SS, SCT)
(2) Decrypt CT

RDK 4 1s automatically used to decrypt the current ciphertext as follows:

DECc.cp-arge (CT, RDKiq, X) = M

where x € Y.

3.3 Encrypt M with a new ACP’
In this step, the algorithm instantly applies 7k to re-encrypt the data.
We define ENC,.cr as a ciphertext re-encryption function that makes use the decryption
capability from the k. ENCc.cp.arse is applied to re-encrypt the ciphertext.

ENCrk.CT (PKk ,I’k, M) = ENCC_CP_ARBE(PKk, CMR(I’k), M)

In the re-encryption step, new policy is computed as CMR(rk) and is used in the re-encryption.

The re-encryption function is defined as follows:

CT>ENC,.cr(PKi vk, CT) = CT'

3.4 Encrypt CT' with SS

Finally, the proxy takes SS to encrypt a new Ciphertext (CT").
CT' = ENCags(SS, CT") = SCT

Then, SCT is sent back to be stored in the cloud server.
Since rk is independent to the original message M, the re-encryption does not harm any privacy
of the message.
Phase 2: Re-encryption key Update:
In this phase, it is assumed that the existing 7k is still valid but there is a policy update. Thus, the

existing 7k needs to be updated. First, data owner applies a current random number R to encrypt

the updated ACP and a new ENCgs (R, ACP'(Y)) is produced.
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Then, a new ENCags(R, ACP'(Y)) is used to update the rk with respect to the following
procedure.

Set rk' =update(rk=> (ENCags(R, RDKiq1), ENCags (R, ACP'(Y), Expire_time))

The new rk'is used to re-encrypt the existing ciphertext.

Technically, the algorithms help to reduce both computation and communication overhead at
both data owner side and proxy since the RDK,;;; needs not to be encrypted every time and the
information (only the updated ACP) sent out to the proxy is small, while the proxy does not need
to fully compute a new re-encryption key upon every revocation cases, it only updates the key
instead. With the key update strategy, it provides less computation cost for re-encryption key

generation compared to the existing PRE schemes.

Phase 3: Re-encryption key Renewal

In this phase, if the current re-encryption key rk expires, the GenR, EncR, ReKeyGen and
ReEnc algorithms in phase 1 will be run. Then, re-encryption key generation and ciphertext re-
encryption are performed by the proxy. In the renewal phase, PREConF file and CMR function
are not required to be re-generated.

Thus, the renewal phase usually consumes less computation time than the initialization phase. In
addition, re-encryption key renewal is not required to perform instantly when the key expires, it

will be executed when there is the next policy update or attribute revocation.

4.3 Security Analysis of Attribute Revocation

This subsection analyzes the security of attribute revocation mechanism in C-CP-ARBE. In our
scheme, we identify two major requirements: backward security and confidentiality of re-

encryption key for guaranteeing the security of our attribute revocation mechanism as follows:

(1) Backward security: In our scheme, an attribute revocation deals with two possible cases.
Revoking attribute of individual user. In this case, the user (whose attributes are revoked) cannot
decrypt ciphertexts that require the revoked attributes for decryption. In our scheme, when an
attribute is revoked, a user whose decryption key (UDK,;) contains the revoked attributes

needs to be issued with an updated key if he/she is still an active user. Technically, the UDK i«
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which contains the revoked attributes is automatically invalid in the system and a new UDK,;q«
will be generated and encrypted with the user's public key before it is sent to update the UDKG
in the cloud. The system will also check that the user can only download the files their
decryption key is qualified based on the UDKG profile. Decryption key re-generation can
prevent the user whose attributes are revoked from decrypting any existing or new ciphertexts
which are encrypted by the policies contained revoked attribute. With this case, the re-

encryption process is not required.

Revoking attribute from the access control policy. In this case, users whose decryption key
contains the revoked attribute cannot use their keys to decrypt existing and new ciphertext
(re)encrypted with an updated policy as their keys are no longer valid in the system.

Their keys need to get updated (or re-generated) with a valid set of attributes before it is
considered as a valid decryption key. In addition to the re-generated decryption key that can
prevent the use of invalid key (key containing revoked attribute), an updated ACP is encrypted
with the AES key before it is used to re-encrypt the ciphertexts. Therefore, the users or attackers
cannot compromise (add, modify, delete) the policy content in order to make use the decryption

key that contains revoked attribute or may be generated from a corrupted AA.

(2) Confidentiality of re-encryption key (k)

We assume that ACP which is used to encrypt the message is maintained by the data owner and
not disclosed to any parties. Because the re-encryption key generation components generated and
sent from the data owner to a proxy through the network, it is possible that the attack such as
network eavesdropping or network sniffing may occur to steal or modify the re-encryption key
components. In our model, the communication between a data owner and a proxy is secure with
the SSL. Therefore, the communication is secure based on SSL encryption. To protect the rk
components, a random number is generated to encrypt the rk with AES encryption. With the
brute force attack for the decryption key, we define the following theorem and prove that VL-

PRE is secure against this attack.

Theorem 2: An attacker cannot recover a plaintext by using the given re-encryption key

components.
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Proof: Since the proxy is a semi-trusted server located in the cloud, it is assumed that it performs
the functions as it is delegated and it will not harm any security to the systems such as collusion
attack with the attackers. For the security attack in this case, if the attacker can get the re-
encryption key components by anyways, he needs to try decrypting both SS encrypted by AES
algorithm, and RDK,;;; encrypted with AES encryption where its key is constructed from R, a
cryptographic pseudo random number generator (CPRNG) which is proven for achieving the

recovering security and preserving security [82].

U
4.4 Experiments and Evaluation

We evaluate the efficiency of our VL-PRE by focusing on the revocation case that causes the
re-encryption of data outsourced in the cloud. We perform a comparative analysis of our
proposed VL-PRE and the recent optimized PRE schemes proposed in [27] and [30]. We also
conduct the experimental scenarios to measure the performance and throughput between these

three schemes.
4.4.1 Comparative Analysis of Existing PRE Schemes

In this section, we discuss the comparative analysis of the attribute-based access control
revocation schemes including Tysowki and Hasan scheme [27], Liang et al. scheme [30], and
VL-PRE. Here, [27] and [30] are chosen to compare with our scheme since they share a similar

goal in optimizing the PRE cost but using different methods.

From Table 4.2, we can see that both [27] and [30] still need a client to have a computation task
for computing the re-encryption key generation or key update in the PRE process. VL-PRE fully
offloads re-encryption key generation to the proxy. Thus, it eliminates the computation cost at
client side. Besides, the size of re-encryption key of both [27] and [30] is subject to the number
of attributes contained in the ciphertext they use to compute or update the re-encryption key,
while VL-PRE contains only fixed two attributes accommodated in the RDK. Therefore, VL-

PRE delivers less decryption cost compared to those two schemes.
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Table 4.2: Comparison of PRE Schemes

Characteristics Tysowki and Hasan Scheme Liang et al. scheme | VL-PRE
[27] [30]
Offloading Re- Partially support Partially support Fully support

encryption key
generation to cloud

Re-encryption key No. of attributes contained in No. of identity Fixed 2
Size two ciphertexts attributes used to identity
reencrypt ciphertext | attributes
Cryptographic Attribute-based encryption Identity-based Symmetric
Operations for encryption encryption

constructing re-
encryption key

Computation Fully update Fully update Partially
workload in updating update
re-encryption key

We can see that both [27] and [30] still need a client to have a computation task for computing
the re-encryption key generation or key update in the PRE process. To complete re-encryption
key generation used for ciphertext re-encryption, [27] suffers from high computation cost that
needs two computation steps from both client in computing secret group key (GSK) and proxy in
computing re-encryption key RKox. Also, the GSK will be delivered to all active users which
introduce communication cost. In [30], the PRE scheme is based IBE where a set of identity
attributes are used to construct the re-encryption key for re-encryption the ciphertext. In our
scheme, the data owner needs to prepare re-encryption key (rk) components and send them to the
proxy for computing rk. Some parameter such as RDK is pre-computed. Thus, the computation
cost at client side in fully computing the rk is delegated to a proxy. Besides, the size of re-
encryption key of both [27] and [30] is subject to the number of attributes or identity attributes
contained in the ciphertext they use to compute or update the re-encryption key, while ours
contains only fixed two attributes accommodated in the RDK. Therefore, our scheme delivers

less communication and decryption cost compared to those two schemes.

In our scheme, the computation cost of re-encryption key is based on symmetric encryption
which provides less computation cost than the ABE and IBE cryptography which are a kind of
pairing-based operation. Furthermore, both [27] and [30] require workload for computing the key

whenever the user or attribution is revoked or the policy is updated. In contrast, our scheme uses



77

key update strategy instead of key re-generation. The re-encryption key will be re-generated
periodically based on the key changeover policy specified by the data owners. Therefore, it

provides less computation cost compared to those schemes using naive PRE key generation.

4.4.2 Performance Evaluation

We conduct the implementation by setting up the simulation to proof the efficiency of our
VL-PRE by measuring the processing time of individual cost of three VL-PRE phases and
measure the entire proxy re-encryption process that occurs at client and the delegated proxy.
Also, we perform the throughput test to demonstrate the scalability of our proposed model.
Hence, our evaluation criteria are the less processing time and more scalability of VL-PRE

compared to existing lightweight PRE schemes.

e Performance of individual VL- PRE process

We first measure the processing time of three phases of VL-PRE including re-encryption key
generation, re-encryption key update, and re-encryption key renewal. In the experiment, we use
ACP containing 20 attributes and random number generator library [17], which are parts of a re-
encryption key. Table 4.3 presents the processing time used to generate, update, and renew re-

encryption key in VL-PRE. This processing time excludes the ciphertext re-encryption process.

Table 4.3: VL-PRE Algorithm Performance

VL-PRE Operations Processing Time
(ms.)

Generate Re-encryption key 95

Update Re-encryption key 52

Renew Re-encryption key 75

From Table 4.3, we can see that key update algorithm takes least time in updating the re-
encryption key and it significantly reduces the computation and communication cost if there is an
update of policy that requires the re-generation of re-encryption key. The re-encryption key
renewal enjoys the less computation cost compared to the initial re-encryption key generation.
This is because it avoids computing some system parameters as the re-encryption key generation
does. Therefore, the latter two algorithms are proven to optimize the PRE cost when there is an

update of policy or frequent attribute revocations.
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e Performance of entire PRE cost occurring at a client side and a proxy side.

In this section, we perform the comparison of performance evaluation of our scheme and [27]
and [30].We developed a custom program and implemented the algorithms of both schemes by
using Java pairing-based cryptography (jJPBC) [78] to measure the performance of re-encryption
task. We measure the processing time for the client setup and re-encryption process of all
schemes. In our simulation, we also measure the PRE setup cost by using mobile phone. We use
Android 6.0 SDK and employ secureRandom Java class in [77] to build a custom simulation
program of cryptographic secure random number generator in Android OS. Samsung Galaxy
Note II smartphone with a quad-core 1.6 GHz ARM with 2 GB RAM is used to test the

performance of PRE setup cost initiated by the client (data owner).

In our simulation, the ciphertext size is 100 KB and the policy size contains 20 attributes. The
group secret key (GSK) used in [27] and a user secret key (skiz) used in [30] contain 15 attributes.
The following graph shows the average processing time (ms.) of entire PRE cost obtained from
the implementation in both client and proxy. From Figure 4.4, all schemes require client (data
owner or manager) to deal with re-encryption key generation for the setup cost. In VL-PRE, the
time used at both the client and the proxy is less than [27] and [30]. As for the setup cost, VL-
PRE requires the client to prepare the key construction parameters and then fully offload re-
encryption key generation task to the proxy. In our simulation, all parameters are initialized by
the data owners and the time used for computing the parameters is counted. The proxy is
generally responsible for constructing the re-encryption key and using the re-encryption key to

re-encrypt the ciphertext.
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Figure 4.4: The Comparative Performance Result Showing the Processing Time of Entire PRE
Process

From Figure 4.4, in [27] and [30], the re-encryption key is partially computed at client before
it is sent to the proxy for ciphertext re-encryption. The scheme proposed in [27] takes more
processing time than [30] as it requires two computation tasks in computing group secret key and
re-encryption key. To demonstrate the efficiency of VL-PRE in supporting the revocation
through client mobile device, a mobile phone is used to run the setup algorithm of PRE. The time
used by mobile phone is a bit greater than other schemes run in the Mac book. As around 92 ms
for the set up time run by the mobile phone, it demonstrates that our VL-PRE is proven to be
feasible and efficient in supporting mobile revocation management through less-constraint

mobile device.

Regarding the ciphertext re-encryption cost performed by the proxy, our VL-PRE uses a
smaller key size. Hence, it provides better performance for ciphertext re-encryption than [27] and
[30]. With a single ciphertext to be re-encryption, [30] takes a bit less PRE processing time than
[27] as the decryption based on the identity-based encryption using fewer identity attributes is

faster than attribute-based encryption.

For the 2nd round of attribute revocation, it is assumed that the same PRE cost will occur for

both [27] and [30], while ours offers substantial improvement of PRE cost as there is no re-
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encryption key generation cost in this round. Here, the valid re-encryption key can be used to re-

encrypt the ciphertext.

e Performance of PRE cost with varying number of re-encrypted ciphertexts

We also compare the PRE performance of three schemes to evaluate the performance impact
when there are multiple ciphertexts to be re-encrypted. For the simulation, the average size of all
ciphertexts used in the test is 20 KB. Figure 4.6 shows the results of PRE processing time (ms.)

when there is an increased number of ciphertexts to be re-encrypted.
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Figure 4.5: PRE Performance for Multiple Ciphertexts

As seen from Figure 4.5, both [27] and [30] suffer from the high computation cost of re-
encryption key when there is an increased number of ciphertexts to be re-encrypted. This is
because the computation of re-encryption keys is subject to the number of ciphertexts to be re-
encrypted. In [27], the computation of re-encryption key is equal to the number of chiphertexts to
be re-encryped, while [30] requires all re-encryption keys are computed once in each revocation.
Hence, [27] delivers more rounds of computation than [30]. In contrast, our VL-PRE applies
only one re-encryption key for all affected ciphertexts since the RDK contains two major

attributes (owner id and owner’s digital signature) that are sufficient to decrypt all ciphertext



81

stored in the cloud. Therefore, VL-PRE outperforms those methods as it takes least processing

time when it processes a high number of re-encrypted ciphertexts.

o Measuring Server Throughput

In addition to the evaluation of re-encryption time of the experimental schemes, we also
evaluate the scalability of the proxy in terms of the throughput of the proxy server in serving
multiple re-encryption requests in a simulated period of time. The policy used for the test
contains 20 attributes and it is used for encrypting 1 MB file. Figure 4.6 presents the comparison

of the PRE throughput of the two schemes.
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Figure 4.6: Server Throughput for Simultaneous Re-Encryption Requests

The graph shows that VL-PRE yields higher throughput in transaction per second (tps) of PRE
operation than [11] and [13]. According to the result, the maximum throughput of VL-PRE was
about 465 tps with 10,000 request threads, while [11] and [13] can best support approximately
5,000 and 7,500 request threads respectively. VL-PRE can tolerate around upto 12,000 requests
before it declines. The result confirms that our new scheme provides a more scalability in

processing concurrent workloads at the cloud side compared to recent PRE schemes.
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Chapter 5: Policy Update Management

This chapter presents our proposed secure and flexible policy update in data outsourcing
environment. Our proposed policy update solution which is a part of this chapter is appeared in
[61]. The chapter begins with the introduction of policy update problem in the CP-ABE based
access control. Then, section 5.2 presents our proposed policy update method. Hereafter, section
5.3 discusses the evaluation of our policy update scheme based on the pre-defined policy update
requirements. Section 5.4 gives the details of our evaluation and implementation. Finally, the

summary of our proposed solution is provided in section 5.5.
5.1 Problem Statements

In the CP-ABE based access control environment, handling evolution of access control elements
such as change of users or access policy is paramount of importance. The most straightforward
implementation of CP-ABE involves clients' data being re-encrypted by clients when a policy
update must be affected. The problem is that the policy is tightly coupled with the encryption
itself. Specifically, if there are any changes and they cause the update of policy, the data owner
must deal with the operational costs including downloading the encrypted files encrypted with
the before-updated policy and re-encrypting them with a new policy. Then, the updated
ciphertext files are uploaded back to the cloud. These communication and computation

overheads are the burdens at data owner occurring throughout the lifecycle of access control.

Unfortunately, policy updates in CP-ABE scheme has got less attention by existing research
works. Most research works assume that if there is any change of policy, the straightforward
update can be applied. However, the overheads caused by the policy update will be more
substantial high and will degrade the quality of service if there are frequent changes. Figure 5.1
presents the access control policy specifying the access rules for accessing analyzed healthcare

data.
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Figure 5.1: Access Control Policy of Disease Diagnosis File

As seen from the above figure, the policy allows data owner, hospital staffs, hospital
executives, and a specific group of medical doctor from another hospital to access the disease
diagnostic data file. Therefore, users who belong to these roles and satisfy the conditions in the

policy can user their key to decrypt the file.

Typically, the policy is administered by the host hospital and it is able to be updated by
authorized administrator or data owner only. Generally, such a policy can be changed anytime.
For example, the senior nurse may be allowed to access the diagnosis file for preparing the
summarized report. In this case, the data owner (host hospital or a responsible department) has to
add role “nurse” and its attributes with the logical rules specifying the authorized access to the
diagnosis file. In addition to updating the policy, the related disease diagnosis files encrypted by
the before-updated policy are required to be re-encrypted with a new policy. Then, it will be
uploaded back to the cloud. Thus, the effect of policy update is non-trivial and it needs an
efficient management to guarantee the flexibility and security of policy update process with the

optimization of subsequent communication and computation costs.
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For the operational point of view, the issues including correctness, security, and
accountability of the subsequent update of policy are the requirements to be provided by CP-

ABE policy updating scheme. These requirements are described as follows.

e Correctness: An updated policy must be syntactically correct and the policy updating
must support any types of CP-ABE policy boolean. In addition, users who hold the keys
containing a set of attributes satisfying the policy are able to decrypt the data encrypted
by an updated policy.

e Security: A policy must be updated by the data owner or authorised administrator only
in the secure manner and a new policy should not introduce problems for the existing
access control.

e Accountability: All policy update events must be traceable for auditing.

In our research, we aim to enable the policy updating to be done in the cloud in an efficient
and computationally effective manner, in order to solve the problems, including the limits of CP-
ABE efficiency and the computation, communication, and maintenance cost at data owner side
in the process of policy update. To this end, we propose the policy updating algorithm and
employ VL-PRE technique to be efficiently support policy update in C-CP-ARBE system. Our
method guarantees the requirements above and VL-PRE is applied to optimize the cost at both

the data owner and the proxy.
5.2 Policy update method

To complete the policy updating process, two major tasks: updating policy structure and
executing PRE process are required. To this end, we propose the policy updating algorithm and
employ our proposed VL-PRE to efficiently support the required tasks respectively. Figure 5.2

presents the overall process of policy update.
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Figure 5.2: Policy Update Process

The first task of the process is to update the policy structure with respect to the policy updating
algorithm and policy syntax validation algorithm. The data owner updates the access policy
elements by adding/deleting attributes, logical operators AND, OR, K out of N, privilege
information with respect to a new policy specification. Then, the PRE process is initiated by the
data owner in the way that the data owner prepares system parameters for re-encryption key
generation. Then, the parameters and re-encryption key generation components are sent to the
proxy. The proxy then computes re-encryption key and performs ciphertext re-encryption with
the policy updated. Finally, the updated ciphertext is uploaded to the cloud server.

5.2.1 Update Policy Structure

To update an ACP structure, we define the operators used to update threshold access trees, where the non-
leaf nodes are AND, OR, and KofN gates, and the leaf nodes correspond to attributes.

There are 6 operations for updating the policy structure: AddAttr20R, AddAttr2AND, DelAttr from OR,
DelAttr from_ AND, AddAtt2KofN,DelAtt from KofN.

1) Add an attribute to an OR gate (AddAttr20OR): This operation updates an existing attribute x;(j €
[1,n] ) to an OR gate (x; V xp,41) by adding a new attribute x,, . With this operation, a new
attribute x, 1, plays the same role as existing attribute x; in the new policy. The procedure is shown

as follows:

IF Add an attribute(x,+;) to an OR gate

newpolicy4 CP'(associated to OR gate)=x1 ton V X na1

END IF
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2) Add an attribute to an AND gate. This operation updates an existing attribute x;(j € [1,n] ) to an
AND gate (xj A x,41) by adding a new attribute x,,,;. With this operation, the combination of a new
attribute x,,,;and the attribute x; in the new access control policy plays the same role as the attribute

x; in the previous policy. The procedure is shown as follows:

IF Add an attribute(x,-1) to an AND gate

newpolicy4 CP'(associated to AND gate)=xq o n A Xn41

END IF

3) Delete an attribute from OR gate (DelAttr_from_OR): To delete an attribute x; from an OR gate, a
dummyAttr, a null-value attribute generated by the system, is introduced in place of the attribute
deleted. In this case, the data owner needs to decide to remove the OR gate associated to
dummyAttr,if the OR gate is associated with only single attribute member and a dummyAttr. The data
owner needs to decide where the left attribute is relocated. After the deletion, if the number of

attributes associated to OR gate is equal or greater than 2, the dummyAttr should be deleted. The

procedure is shown as follows:

IF Delete an attribute(x;) from an OR gate

IF (n>=3 in ORgate of x; ,,), x; = null(where j € [1,n] )>newpolicyd CP'(associated to
OR gate) = null V x; (o n-1= X1t0n-1

ELSE x; = dummyAttr - newpolicyd CP'(associated to OR gate) =dummyAttr V xy o n-1
END IF

END IF

4) Delete an attribute from AND gate (DelAttr_from_AND): To delete an attribute x; from an AND
gate, dummyAttr is introduced in place of the attribute deleted. In this case, the data owner can
decide to remove the AND gate associated to dummyAttr, if the AND gate is associated with only
single attribute member and a dummyAttr. The data owner needs to decide where the left attribute is
relocated. After the deletion, if the number of attributes associated to AND gate is equal or greater

than 2, the dummyAttr should be deleted. The procedure is shown as follows:
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IF Delete an attribute(x;) from an AND gate

IF (n>=3 in ANDgate of x;, ), x; = null(where j € [1,n] )>newpolicy4CP'(associated to
AND gate) = null A X1ton-1"X1ton-1

ELSEx; = dummyAttr - newpolicyACP'(associated to AND gate) =dummyAttr A Xy 1 n-1
END IF

END IF

5) Add an attribute to a KofN gate(AddAtt2KofN).This operation updates an existing attribute x;(j €
[1,n] ) by adding a new attribute x,,,,to a KofNgate. With this operation, a KofNvalue is updated

to Kof(N+1) while a new attribute x,,,, plays the same role as existing attribute x; in the new policy.

IF Add an attribute(x,+) to a KofN gate
newpolicyA CP'(associated to KofN gate)=x1 o n+1
Update KofN= Kof(N+1)

END IF

6) Delete an attribute from a KofN gate(DelAtt_from_KofN): To delete an attribute x; from an
KofNgate, dummyAttr is introduced in place of the attribute deleted. Then, the data owner needs to

adjust KofN value as shown in the procedure below.

IF Delete an attributex;from a KofN gate
IF N-1>=K in KofN gate
x; =null(where j € [1,n] )>newpolicyd CP'(associated to KofN gate) = X1 to n—1
Update KofN =Kof(N-1)
ELSE

x; = dummyAttr = newpolicy4 CP'(associated to KofN gate)=x1 ;o , (When
dummyAttr € [1,n])

KofNvalue = KofN
END IF

END IF
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In addition to the procedures used to update the structure of ACP, there is a procedure to check
syntax of the policy update. For the syntax checking, the algorithm checks the possible operands
taken on the attribute type and attribute value. This guarantees that the updated policy is
syntactically correct. In our scheme, after the policy updating is complete, the proxy will

automatically re-encrypt all files with the updated policy.

// veridatePolicySyntax
Import java.lang.*;
Input (String) ACP

if (ACP.contain(comparison between an attribute name and a negative integer OR non-integer) )
Output false

else if (ACP.contain(attribute name is threshold gate) ) Output false
else if (ACP.contain(comparison between an attribute name and an attribute name) ) Output false
else if (ACP.contain(attribute name start with integer) ) Output false

else if ( ACP.contain(threshold gate operator as ‘K of (P1,P2,... PN) * AND ( K is negative integer
OR K is non-integer OR N > K ) ) Output false

else Output true

Figure 5.3: Policy Syntax Validation
5.2.2 Execute Proxy Re-encryption Function

After the policy structure is updated and validated, the PRE function is then executed to
complete the policy update process. In this process, we employ three-phases VL-PRE described
in previous chapter for supporting file re-encryption task when there is a policy update. The
overall process of VL-PRE consists of three phases: Generate re-encryption key, Update re-
encryption key, and Renew re-encryption key. Basically, the VL-PRE process is triggered when
there is a case of attribute revocation or policy update and the delegated proxy will perform the
re-encryption task. Basically, the proxy transforms ciphertext with a re-encryption key k& which

is generated by a proxy server.
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Since the VL-PRE is based on the key updates strategy instead of key re-generation, it
outperforms existing PRE schemes in supporting policy evolution with an optimization of

computation and communication cost in CP-ABE setting.
5.3 An Analysis of Our Proposed Policy Update Scheme

We analyse and evaluate our policy update scheme based on the correctness, accountability, and

security requirement.

Correctness: An updated policy must be syntactically correct and users who hold the keys
containing a set of attributes satisfying the policy are able to decrypt the data encrypted by an

updated policy.

Proof: The syntax of the updating is validated through the access tree structure. Hence, attribute
updated to AND, OR, KoutofN is done at the policy structure. The policy checking for the update
is controlled by our policy updating algorithm. The algorithm verifies the syntax of the threshold
gates to ensure the correctness of the access tree. Also, if the policy is updated with valid
attributes (issued trusted AA) the users who hold sufficient attributes satisfying a new policy are

able to decrypt the file encrypted by a new policy.

Security: A policy must be updated by the data owner or authorized administrator only in the

secure manner and a new policy should not introduce problems for the existing access control.

Proof: To enable the policies to be securely managed in the re-encryption process, data owners
encrypt all ACPs with AES algorithm before they are sent to the proxy for re-encryption process.
Hence, only data owners or authorized administrators are allowed to access the policy and update
the policy structure. It is assumed that the policy updating mechanism requires the presence of
digital signature of the data owner or the administrator after the policy is updated. With the

restrict policy update capability, any new access rules are thus reflected from the data owners.
Accountability: All policy updating events must be traceable.

Proof: When the policy is updated, event log keeps the details of update including login users,
update time, and update operations. In addition, the system requires digital signing of the data

owner or the administrator to commit the update.
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5.4 Experiments and Evaluation

In this section, we present our evaluation and experiments to demonstrate the efficiency of
our proposed policy updating algorithm and VL-PRE. We choose Kan Yang et al. [60] scheme
based on the ciphertext update method and J. Lai et al. [28] scheme based on the recent PRE
method to be compared with our proposed VL-PRE. For the evaluation, Yang scheme [14] and
Lai scheme [20] are chosen to compare with our approach because they represent the ciphertext
update method and PRE method that share similar goal to our work in addressing the policy
update in CP-ABE based access control. We first analyze the cost of policy update of two
related works. Then, the comparative performance evaluation is performed to measure the policy

update cost of our scheme and the mentioned schemes.

5.4.1 Evaluation of Policy Update Cost

We compare features and computation cost of policy update of the three schemes based on four
major aspects including the party performing key generation, the availability of policy
outsourcing, policy update method, and the computation cost (computational complexity). Let z.

be a total number of attributes contained in the ciphertext.

Table 5.1: Comparison of Policy Update Features and Computation Cost

Operation K. Yangetal. [60] | J. Lai et al. [28] Our C-CP-ARBE
Update Key | At owner side At owner/authority side At Cloud Server
Generation

Policy No No Yes
Encryption
Policy Update | Ciphtertext update | PRE VL-PRE
Method
Computation | O(z.) (#Suid(U)) + ENCcp-ape ENCcp-aBE
Cost

From Table 5.1, In Yang scheme, data owner has to update key generation and to update the
ciphertext to complete the policy updating process. For the ciphertext update, the data owner
needs to compute ciphertext components for new attributes. The entire computation cost is
subject to the number of attributes O(#.) in the ciphertext and the type of update operations (i.e.

OR, AND) over the access structure. In Lai scheme, PRE concept is used to convert the existing
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ciphertext according to the updated policy. In each policy update, this scheme requires the
computation cost of trapdoor generation of which all attributes (#S,:,(U)) in the systems are used,
and data re-encryption cost of CP-ABE encryption (ENCcp.45r). However, the trapdoor needs to
be generated at the authority or data owner side. This limits the operation with the availability of
the authority or data owner. In contrast, in our model, we delegate the major cost of re-

encryption key generation and file re-encryption to a proxy in the cloud.

The cost of policy update of our scheme is not dependent on the update operations and number
of attributes contained in the policy. The computation cost is totally computed by the proxy for
ciphertext re-encryption based on CP-ABE encryption (ENCcp.agg). In addition, all updated
policies must be done by the data owners and they are encrypted with AES before they are sent
to the proxy for executing the PRE process. This guarantees security and privacy of access

control policy used to enforce the access control in multi-authority cloud systems.
5.4.2 Performance Evaluation

In our experiments, we implement the application service using PHP and Java language
which are run on the Apache Sever. The service is run on Intel Xeon, E562 processor 2.40
GHz., Memory 4 GB. with Ubuntu Linux. We use the Pairing-Based Cryptography library
version 0.5.12 to simulate the cryptographic constructs of those two compared schemes. Our core
cryptographic library is extended and developed from the CP-ABE programming library
provided in [18]. For the client’s (data owner) environment, we use MacBook Pro Intel Core 15

Dual-core, 2.7GHz, memory LPDDR3 1866MHz, 8 GB.

In the experiment setting, we simulate KeyUpdate and CiphertextUpdate algorithms for Yang
scheme, while Trapdoor generation and policy update based on PRE are simulated for Lai
scheme. For our C-CP-ARBE scheme, policy updating algorithm and VL-PRE are used to

measure the cost of policy update.

To demonstrate the performance improvement, we compare total time used for policy update
and re-encryption between these three approaches. We simulate the policy update protocols of
Yang scheme by simulating the key update generation and ciphertext update while Lai scheme
and our C-CP-ARBE use the PRE strategy. To measure the performance, we vary the number of

attributes updated (added) in the given access policy. The access policy contains up to 160
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attributes with the mix of an “OR” and an “AND” gate. The policy is used to encrypt 2-MB file.
Then, we measure the total time for the policy update and file re-encryption or ciphertext update

used by these three schemes.
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Figure 5.4: Comparison of policy update cost

As of the Figure 5.4, compared with Yang scheme, and Lai scheme, our C-CP-ARBE fully
outsources the PRE process to the proxy. Thus, the computation at data owner side is
significantly reduced. With our scheme, the data owner only updates a policy at her own machine,
while the policy and the subsequent costs (re-encryption key generation and ciphertext re-
encryption) are fully outsourced to the delegated proxy. With a small re-encryption key size and
key update strategy of VL-PRE, the processing workload performed by the proxy at cloud is also
substantially reduced. In Lai scheme, even though the authors exploit PRE to transform the
ciphertext in the cloud server, the data owner still has to compute the trapdoor and update the
policy before the proxy does the re-encryption process. Noticeably, the performance of our
scheme and Lai scheme are not subject to the number of attributes changed in the policy or the
operations used in the policy. In contrast, with the ciphertext update strategy of Yang scheme, it
is very practical to support a small number of updated attributes. However, when the number of
updated attributes increases, the processing time sharply increases. Furthermore, in Yang scheme,
the type of operations where the attributes are added (especially AND gate) also introduces more

cost for ciphertext update.
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Chapter 6: Conclusion and Future Work

6.1 Conclusion

In this dissertation, we propose the access control scheme called Collaborative Ciphertext-
Policy Attribute Role Based Encryption (C-CP-ARBE) providing expressive, scalable, and
effective access control solution for collaborative data sharing in multi-owner and multi-
authority cloud computing. C-CP-ARBE encompasses four major technical contributions
including a core access control supporting read and write access enforcement, reduction of key
management cost, efficient user and attribute revocation, and dynamic and secure policy update

management. The details of these contributions are summarized as follows.

In Chapter 3, we introduced the core construction of the proposed access control scheme, C-
CP-ARBE based on the integration of RBAC model and CP-ABE. Accordingly, an attribute-
based encryption feature concerting with benefits of RBAC that simplifies user management,
enables fine-grained privileges (read, write) is achieved. We also introduce the user decryption

key graph model and two-layer encryption to minimize key complexity and revocation process.

Significantly, the proposed key management and 2LE method eliminate the key distribution
cost and offer drastic reduction of user revocation cost enabling C-CP-ARBE is practical and
efficient in multi-user access control. Furthermore, we presented a write access enforcement
scheme to enable the flexible and secure data update to the users having write privilege. This
does not only address the limitation of the original CP-ABE scheme that lacks the write access
enforcement, but it also reduces the computation and administrative burdens in supporting
encryption service and local policy maintenance at data owner side. Finally, the experiments and
performance evaluation is conducted to demonstrate the efficiency of our cryptographic

algorithms (encryption and decryption) and our user revocation scheme.

In Chapter 4, we investigated the problem of attribute revocation in CP-ABE
implementations. We introduced a new attribute-based proxy re-encryption scheme called VL-
PRE (Very Lightweight Proxy Re-encryption) as an optimized PRE scheme. VL-PRE aims to
reduce communication cost as well as computation cost at both client and cloud side. VL-PRE
scheme advance the naive PRE with new two processes based on key update strategy. Instead of

re-generating re-encryption key for every revocation cases, the valid re-encryption key is
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updated with minimal cost. In addition, VL-PRE requires a smaller key size compared to the
traditional PRE for re-encryption key computation. To evaluate the efficiency of PRE, we did the
comparative analysis of computation cost between VL-PRE and related works and conducted the
simulations to assess the performance of VL-PRE. The results confirm that VL-PRE delivers
more performance and scalability for supporting attribute revocation than the existing PRE

schemes.

In Chapter 5, we described and evaluated new algorithms for the updating of access policies
in C-CP-ARBE system. Technically, we employ VL-PRE to support the optimization of data re-
encryption cost. With the policy updating algorithms developed and VL-PRE, the update of
attribute-based access policies and the execution of data re-encryption process are done with
efficient and cost-optimized way. This also reduces the client-side overhead of communication,
computation, and overall bookkeeping. The policy update feature advances the CP-ABE based
access control with the criteria including correctness, security, and accountability. The

performance evaluation is also given to substantiate the optimization of our proposed method.

6.2 Future Work

For future work, we identify challenges on extending the research for enhancing the security

and usability of outsourced data as follows.
6.2.1 Secrecy and Privacy of Access Control Policy

Our access control scheme supports write privilege enforcement in the way that users having
write privilege can access the policy shared on the cloud in the encrypted format. However, the
policy content can be accessed by these users. In addition, in CP-ABE, access policy is usually
applied to encrypt the plain data and is carried with the ciphertext. In a real-world system,
policies may contain sensitive information that must be hidden from untrusted parties or even the
users of the system. Therefore, access control policy privacy becomes more crucial for the
attribute-based encryption model including our C-CP-ARBE. When the hidden policy is applied,
the efficiency of encryption and decryption should also not be degraded. Therefore, the
cryptographic techniques for supporting both policy privacy preservation and encryption and

decryption efficiency are worth to be explored.
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6.2.2 Secure and Efficient Search over Encrypted Data

Due to the popularity and the increased adoption of cloud computing, the capability for
serving data management including search and query is essential. However, the data stored at the
cloud server are usually encrypted; search capability over ciphertext is thus limited. Existing
searchable encryption based on keyword search are not suitable for outsourced data since some
keywords may expose the privacy and security problem. In addition, the performance for
searching the data outsourced to support realtime query is another important factor usually
demanded by the applications or users. Therefore, applying searchable symmetric or asymmetric
encryption techniques that are both resistant to keywords attack and efficient in terms of search

performance is another open issue in the cloud security research.

6.2.3 Privacy-Preserving Public Auditing for Outsourced Data with the Capability of

Anomalies Detection

In addition to the secure and efficient access control, the integrity auditing of outsourced data
is also very challenging and important. Enabling public auditability for cloud data storage is
crucial since it guarantees data privacy and availability of healthy data. Furthermore, batch and
online auditing of outsourced data is currently required by many organizations for their
international security standard compliance. Trusted-third auditing party can be delegated to
check the integrity of outsourced data when needed. Any errors (such as data duplication, false
data injection) or incidents related to data integrity violation should be automatically detected
and the data owners or users are notified for the errors. However, the auditing process must not
generate overheads to degrade the data access operations. The auditor is also not allowed to
breach the privacy of data while its integrity is checked. To do so, lightweight cryptographic
protocols such as proxy signature, homomorphic encryption, or any advanced integrity checking

techniques in data mining and intrusion detection system (IDS) are possible to be applied.
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