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Abstract

Nowadays, there is an increasing concern about the protection of anonymity and pri-

vacy in the online world. Tor is the most popular anonymous communication tool in

the world. Its anonymity, however, has not been thoroughly evaluated. For example,

it is possible for an adversary to restrict access to the Tor network by blocking all the

publicly listed relays. In response, Tor utilizes bridges, which are unlisted relays, as

alternative entry points. Effective attacks to block or attack the bridge mechanism are

being found in existing works, and also have been conducted in the wild. However, the

vulnerabilities of the current bridge mechanism have not been thoroughly investigated

yet.

In this paper, we first introduce the background knowledge of anonymous com-

munication systems, Tor, and metrics that evaluate the anonymity of Tor in related

works. Then, we exhaustively summarize possible adversarial models. Next, we thor-

oughly investigate the vulnerabilities of the current design under these adversarial

models. After that, we propose two alternative designs of bridge mechanism, and

compare them with the current design through simulation. We conclude that one of

our proposals is effective against malicious bridge model and bridge set fingerprinting

model. We also show it does not negatively affect the performance.

However, it cannot mitigate the enumeration attack of bridges, which is a serious

threat to the bridge mechanism, because bridges are effective against censors only

as long as an adversary cannot easily enumerate their IP addresses. To counteract

this situation, we continue to evaluate two anti-enumeration defenses for Tor bridges.

We show one of them is effective through simulation, and do further analyses and

discussions on its concrete design to encourage future research on this aspect.

Finally, we conclude this research and future work.
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Chapter 1 Introduction

1.1 Anonymous Communication System

1.1.1 Terminology

Pfitzmann and Kohntopp [27] define anonymity as follows:

Anonymity is the state of being not identifiable within a set of subjects, the

anonymity set.

In a system where senders send messages to recipients using a communication network

like Figure 1.1, anonymity is the stronger, the larger the respective anonymity set is

and the more evenly distributed the sending or receiving, respectively, of the subjects

within that set is.

In such a system, sender anonymity, recipient anonymity and relationship

anonymity are respectively defined as follows:

• Sender anonymity: a particular message is not linkable to any sender

and that to a particular sender.

• Recipient anonymity: a particular message cannot be linked to any

recipient an that to a particular recipient.

• Relationship anonymity: it is untraceable who communicates with

whom. In other words, sender and recipient are unlinkable.

Anonymous communication is a privacy enhancing technology which is designed for

the unlinkability of communication parties. In other words, most anonymous commu-

nication systems only ensure the relationship anonymity, which is considered sufficient

in most practical cases.

1.1.2 Motivation of Anonymity Communication System

The Internet brings us convenience, but also hurts our privacy. In today’s expanding

online world, there is an increasing concern about the protection of anonymity and

privacy in electronic services. With some tools, it is not difficult to eavesdrop other

Internet users. Encryption solves parts of but not all of the problem. It can hide

the communication contents such as data payloads, but it cannot hide data packet
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Chapter 1 Introduction

Figure 1.1: A communication network

headers, which leaks the identity of communication parties. Anonymous communica-

tion systems provide foundation for users to share information over public networks

without having their privacy compromised.

Individuals use anonymous communication tools to keep websites from tracking

them and their family members, or to connect to news sites, instant messaging services,

or the like when these are blocked by their local Internet providers. Individuals also use

anonymous communication tools for socially sensitive communication, e.g. chat rooms

and web forums for people with illnesses. Journalists use anonymous communication

tools to communicate more safely with whistle-blowers and dissidents. Activists use

anonymous communication tools as a mechanism for maintaining civil liberties online.

Moreover, big organizations such as embassies use anonymous communication sys-

tems to exchange information with their home country. Non-governmental organi-

zations (NGOs) use them to allow their workers to connect to their home website

while they are in a foreign country, without notifying everybody nearby that they

are working with that organization. Corporations use them as a safe way to conduct

competitive analysis, and to protect sensitive procurement patterns from eavesdrop-

pers. They also use it to replace traditional VPNs, which reveal the exact amount and

timing of communication.
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Chapter 1 Introduction

Figure 1.2: An overview of onion routing

1.2 Background on Tor

Nowadays, Tor[7], which is an implementation of onion routing, is the most popular

anonymous system. It is a low-latency anonymity, privacy and censorship resistance

network whose relays are run by volunteers around the world. Tor is used by private

citizens, corporations, and governments to protect their online communications, as

well as users trying to circumvent censorship.

1.2.1 Onion Routing

The first published, as well as the first deployed distribution system for low-latency

anonymous Internet communication was onion routing. Onion routing is a technique

for anonymous communication over the Internet. It was developed by Goldschlag et

al.[12], and patented by the United States Navy in US Patent No.6266704[29]. Tor is

the predominant technology that employs onion routing.

First, the Tor client exchanges a session key with the entry guard, middle relay

and exit relay respectively by an authenticated Diffie-Hellman exchange. Then the

three relays utilize their shared session keys with the client for encrypting all their

correspondence in symmetric encryption, which is significantly more efficient than

using asymmetric encryption. Next, messages are repeatedly encrypted by the Tor

client and then sent through the three onion routers. Like someone peeling an onion,

each onion router decrypts a layer of encryption to uncover routing instructions, and

sends the message to the next router according to the instruction (like Figure 1.2).
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Chapter 1 Introduction

In this way, every router only knows its previous and next communication party and

none of the three relays knows the relation between the sender and the recipient. The

advantage of onion routing is that it is not necessary to trust each cooperating router;

if one router on the path is malicious or compromised, anonymous communication can

still be achieved.

Loose Source Routing. Since the earliest versions of Onion Routing[12], the

protocol has provided the feature: “loose source routing”. The “strict source routing”

and “loose source routing” are defined in RFC0791[28]. In strict source routing, the

source of a message chooses every node on the message’s path. But in loose source

routing, the message traverses the selected nodes, but may also traverse other nodes as

well. In other words, the client selects nodes Na, Nb, and Nc, but the message may in

fact traverse any sequence of nodes N1...Nj, as long as N1=Na, Nx=Nb, and Ny=Nc,

for 1 < x < y. Tor has retained this feature, but has not yet used it.

1.2.2 Design of Tor

The Tor network, the implementation of the second generation of the Onion Rout-

ing, aims to prevent users from being linked with their communication partners; i.e.

someone monitoring a client should be unable to discover which server he is accessing,

and the server (or someone monitoring the server) should be unable to discover the

identity of the client using Tor to access it.

The Tor network is a TCP overlay network whose infrastructure is run entirely

by volunteers. Tor users download and install the Tor client software, which acts as

a SOCKS proxy interfacing their client software with the Tor network. The client

first connects to one of the directory authorities, which monitor relays’ availability

and bandwidth capacity, and then periodically generates a list of status for these

known Tor relays. From these authorities the client downloads the list, which is called

consensus file. The client then selects three of these relays, and builds an encrypted

channel, which secured by a session key established through an authenticated Diffie-

Hellman exchange, to the first relay (called the entry guard). Over this encrypted

channel, the Tor client builds an encrypted channel to the middle relay, and then via

this channel, connects to the third relay (called the exit relay). In this way, the client

has a connection to the exit relay, but the exit relay is not aware of whom the entry

guard or client is; similarly the entry guard does not know which exit relay the client

has selected. Figure 1.3 shows the structure of the Tor network.
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Figure 1.3: The structure of the Tor network

1.2.3 Relays

The relays in a Tor path, and their capabilities and limitations, are of fundamental

interest.

The entry position is occupied by a type of relay called entry guard. Entry guards

were first proposed by Wright et al.[44]. Only relays considered fast and stable can

receive Guard flag. Details are explained in Section 1.2.4.

Exit relays are special in that they connect directly to a server (e.g. web server)

and thus may have exit policies restricting the types of traffic exiting from them. If

traffic requires a certain port, the client will have to pick an exit relay which supports

the service they require.

According to the Tor Path Specification[39], there are four kinds of relays to select

in forming paths: guard relays, exit relays, guard + exit relays (suitable for either the

guard or the exit position), and non-flagged (i.e. middle) relays.

It, however, should be noted that all four kinds of relays can occupy the middle

position. Allowing such an occurrence seems a wasteful of scarce resources, but it does

permit more randomness in path construction. However, Tor does impose a penalty

in the form of weights. Depending on the position and scarcity of types of relays, they

will be weighted by an additional factor during path selection. This algorithm will be

explained in details in Section 1.2.7.

1.2.4 Entry Guard Relays

Entry guards were first proposed by Wright et al.[44]. Instead of choosing a new guard

every time, every Tor client maintains a list, which is called guard list, of several (by

default, three) pre-selected guards. Each client ensures that the number of guards
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Chapter 1 Introduction

(both online and offline) in its guard list is at least the default number at all the time.

If a guard becomes offline, either temporarily or permanently, and there are fewer than

two online guards in the list, a new entry guard will be selected, but each previous

guard will be retried periodically. When the Tor client constructs this list, it selects

an expiry time for each of the guards in the list from the range of 30-60 days uniformly

at random. Since Tor 0.2.4, the range has been extended to 60-90 days. After that

period of time, the expired guards will be dropped and repopulated, which is called

guard rotation. When a path is constructed by the Tor client, the entry relay to be

used is selected uniformly at random from the client’s guard list.

Since all Tor relays are run by volunteers, it is hard to know which ones can be

trusted. An adversary can also donate some routers and participate in paths. The

problem occurs when the adversary can watch the traffic passing both the entry guard

and exit relay. Tor does not intentionally delay traffic or insert dummy packets, which

results an almost unchanged traffic pattern through the path. It was demonstrated

that by observing both ends of a path, timing patterns are enough to link senders with

recipients[14]. Although the probability of correlating any single path is very low, if

clients choose relays randomly every time, the adversary will see some paths from each

client with a probability of 1 over time.

The entry guard mechanism turns the attack from a deterministic one to a prob-

abilistic one. The client has a nonzero chance of remaining safe during the period of

guard rotation. While the rotation lets these ‘unlucky’ clients to regain some privacy.

It is controversial whether it is better to be compromised with some probability all

the time until next guard rotation or either to be completely safe. Øverlier and Syver-

son[25] proved that the latter is better and hence the guard mechanism was introduced

to Tor.

This entry guard design protects users in the following three ways according to the

Tor Project’s official blog[15].

First, entry guards can mitigate the predecessor attack[45]. Without entry guards,

the client has to select a new relay for every path, eventually an attacker who runs

a few relays would be the first and last relay of the path. Since Tor selects relays

weighted according to bandwidth, an attacker with sufficient resource can increase the

possibility and the rate that he compromises paths. With entry guards, the risk of

end-to-end correlation for any given path is the same, but the cumulative risk for all

the paths of the user over time is controlled.

Second, entry guards help to mitigate the “denial of service as denial of anonymity”

attack [2]. During such an attack, the attacker fails any path in which he is a part of

but does not occupy the both ends to force the client to generate more paths and thus

increasing the overall opportunity of compromising paths. Entry guards decrease the
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risk because the client never chooses the first relay outside of those pre-selected ones

in the guard list.

Third, entry guards increase the initiative cost for an adversary who runs malicious

relays for the purpose of de-anonymize users. Without entry guards, the attacker can

donate several relays and immediately start having opportunities to observe the traffic

at the entry position. However, with the mechanism of entry guards, new malicious

relays will not have the Guard flag so they will not be chosen as the first relay of

any path for quite a long time. Even once these malicious relays earn the Guard flag,

clients who have already selected guards will not select new guards until next guard

rotation. Details of the life cycle of a new relay are explained by a Tor Blog[35].

1.2.5 Bridges

Tor users can send email and instant messages, surf websites, and post content online

without anyone knowing who or where they are. Consequently, it is widely acknowl-

edged as an important tool for freedom of expression and censorship resistance. That

is clearly a worry for authoritarian regimes that want to control and limit their citizens’

access to the Tor network. As a list of Tor relays is publicly available from directory

authorities, it is trivial for an ISP to block all connections to Tor by blocking access

to IP addresses of all Tor relays[42, 43].

To counteract this situation, designers of Tor introduced a new method of accessing

the Tor network: bridges[6], which are designed to help censored users. Bridges are Tor

relays that are not listed in the main Tor directory authorities and are alternatives for

publicly listed entry guards as entries into the Tor network. Since there is no complete

public list of bridges, even if the ISP is filtering connections to all the known Tor

relays, they probably will not be able to block all the bridges.

A bridge can be operated on a server or a personal computer by a Tor user who

is willing to help censored users to reach the Tor network. A standard Tor client can

be easily configured to operate as a bridge. Bridges can be strictly unlisted (in which

case information of this bridge is spread within a group of people by word of mouth),

or their descriptors can be distributed online by the Tor Project. The bridge authority

keeps track of valid bridges, and the bridge database[37] distributes bridge information

through the web and e-mail, which makes it easy for any client to find a few bridges.

On the other hand, the distributing mechanism attempts to make it difficult for an

attacker to enumerate bridges in a short time, which is realized by restricting the

distribution of bridge descriptors to one set per 24-bit IP address prefix in a week.

Censored users can get several bridges by visiting the BridgeDB site[3] or send an

email to bridges@bridges.torproject.org with the line “get bridges” in the body of the
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mail.

1.2.6 Bandwidth

The bandwidth available is very important to the Tor network. More bandwidth means

better efficiency and a greater number of users, and may contribute to a reduction in

latency. However, a single relay with very high bandwidth will cause bias in path

selection, because the current algorithm selects relays from a distribution that favors

higher-bandwidth relays but also allows low-bandwidth relays to be utilized to some

extent. As a result, there is an upper bound of bandwidth which is currently 10MBps.

The purpose is to avoid a certain high-bandwidth relay attracts too much traffic.

Bandwidth is one major factor in the path selection algorithm in Tor. Initially, it

was self-reported; however, recognizing that malicious relays can lie, it was changed

to a consensus bandwidth.

1.2.7 Path Selection Algorithm

The path selection algorithm first selects an exit relay, then the guard relay (from

the list of guards that the client pre-selected), finally the middle relay. There are

additional constraints on the path, such as avoiding using more than one relay from

a given /16 network or the same relay family. Details are available in the Tor Path

Specification[39].

When the design paper[7] was written, Tor used Uniform Selection, in which relay

is selected from a set of relays with uniform probability. But this approach creates

terrible bandwidth bottlenecks: a relay that would allow 10 times as many bytes

per second as another would still get the same number of paths constructed through

it. The algorithm Tor employs now is Adjusted Bandwidth-Weighted Random Se-

lection, where weights specified in the Tor Directory Protocol[38] are applied to the

bandwidths, and relays are selected with probability proportional to those weighted

bandwidths.

The weighting factors are multiplied by the bandwidths of relays. The purpose of

the weighting factors is to discourage the use of scarce resources in other position in

times of shortage, i.e. if the Tor network lacks exit relays, the weighting factors make

it more likely an exit relay will be used at the exit position rather than middle.

The weights are in the form of Wxy where x is the position (guard (g), middle (m),

exit (e)) of the relay, and y is the type of relay (guard relays are denoted by g, exit

relays by e, guard + exit relays by d, and non-flagged relays by m). G denotes the

total bandwidth of guard relays; M denotes the total bandwidth of non-flagged relays;
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E denotes the total bandwidth of exit relays; D denotes the total bandwidth of guard

+ exit relays. Details are in the Tor Directory Protocol[38].

The weights are supposed to satisfy several balancing constraints. For example, if

neither guard nor exit is scarce, the weighting factors will be

Wgd = 1/3;

Wed = 1/3;

Wmd = 1/3;

Wee = ( E + G + M ) / ( 3 * E );

Wme = 1 - Wee;

Wmg = ( 2 * G - E - M ) / ( 3 * G );

Wgg = 1 - Wmg.

1.3 Metrics for Evaluating Anonymity of Tor

The general consensus from the literature is that the further a path selection algorithm

deviates from uniform selection, the lower anonymity it provides. It means that Tor

sacrificed its anonymity to some extent for a better performance to achieve its low-

latency feature. Following this intuition, existing works adopt the following metrics

for evaluating the anonymity of Tor.

1.3.1 Shannon Entropy

One simple metric for anonymity system security is the size of the anonymity set, but

this does not capture the non-uniformity. For this reason, Danezis and Serjantov[30]

proposed entropy of the anonymity set as the effective size, and Diaz et al.[5] proposed

normalised entropy as the system’s degree of anonymity. Their proposals have been

used extensively in the study of high-latency remailers, although over users rather

than the paths.

Bauer et al.[1] adopt normalised Shannon entropy as their definition of anonymity

of Tor’s path selection. i.e. if the probability of selecting relay xi is qi, for 1 ≤ i ≤ n,

the entropy is

H =
n∑

i=1

qi log2 qi (1.1)
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H is maximal at log2 n when the selection probability is uniform over all relays,

hence entropy can be normalised, giving a quantity 0 ≤ S ≤ 1 representing how skewed

the probability distribution is:

S =
H

log2 n
(1.2)

1.3.2 Gini Coefficient

Snader and Borisov[33] adopted a different metric, the Gini coefficient, but it also

measures the deviation from uniform path selection. It is a measure of inequality, uti-

lized frequently in the field of economics. The Gini coefficient G equals the normalised

area between the CDF of the probability distribution being measured, and the uniform

CDF. For a population’s income inequality, taking yi (i = 1 to n), which is indexed in

non-decreasing order, to mean the income of a person, the Gini coefficient is:

G =
1

n

(
n+ 1− 2

(∑n
i=1(n+ 1− i)yi∑n

i=1 yi

))
(1.3)

A low Gini coefficient indicates a more equal distribution, with 0 corresponding to

complete equality, while a higher Gini coefficient indicates more unequal distribution,

with 1 corresponding to complete inequality. When used as a measure of income

inequality, the most unequal society will be one in which a single person receives 100%

of the total income and the remaining people receive none (G = 1); and the most equal

society will be one in which every person receives the same income (G = 0).

In Tor’s path selection, G=0 represents uniform distribution over all candidate

relays and G=1 indicates that the same single relay will always be chosen.

1.3.3 Fraction of Possible Snooping

Tor does not delay messages or introduce dummy traffic intentionally, which result in

the almost unchanged traffic patterns. It was demonstrated that by observing both

ends of a circuit like Figure 1.4, timing patterns are enough to link senders with

receivers, which is called end-to-end correlation attack. This attack has also been

shown to work even if a small proportion of packets (e.g. 1 in 2000) can be observed

[24].

As a result, fraction of possible snooping is another metric that has been widely

researched into. Bauer et al.[1] and Murdoch et al.[23] studied the probability of an

adversary, who can control several malicious nodes, observing the both ends, by using
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Figure 1.4: The end-to-end correlation attack.

Figure 1.5: In this case, AS2 can observe both ends of the circuit to de-anonymize the

client.
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the number of malicious nodes and capacity as parameters. Others like Feamster et

al.[11] and Edman et al.[10] studied the probability of an AS observing both ends of

a circuit, like Figure 1.5.

1.4 Motivation

In today’s expanding online world, there is an increasing concern about the protection

of anonymity and privacy in electronic services. Anonymity is an important issue

in electronic payments, electronic voting, electronic auctions, and also for email and

web-browsing. Anonymous communication is a privacy enhancing technology which

is designed for the unlinkability of communication parties. The Tor[7] network is

the most popular anonymous communication system. It is a low-latency anonymity,

privacy and censorship resistance network whose relays are run by volunteers around

the world. Tor is used by private citizens, corporations, and governments to protect

their online communications, as well as users trying to circumvent censorship. Its

security is therefore essential for the safety and commercial concerns of its users.

While a common use of Tor is to protect the privacy, a growing set of Tor users

use it as a tool for censorship resistance. Since the destination of a Tor’s client is hard

to control or determine, Tor can be effective tool for accessing sites that some regimes

may wish to block or censor. However, because the list of all Tor relays are publicly

available from directory servers, blocking access to Tor is as simple as downloading

the list and blocking connections to the tuples of IP/port it contains.

To counteract this situation, designers of Tor introduced a new method of accessing

the Tor network: bridges [6], which are designed to help censored users. Bridges are Tor

relays that are not listed in the main Tor directory authorities and are alternatives for

publicly listed entry relays as entries into the Tor network. Since there is no complete

public list of bridges, even if an ISP is filtering connections to all the known Tor relays,

it probably will not be able to block all the bridges.

Effective attacks[19, 42, 43] to block or attack the bridge mechanism are being

found and also have been conducted in the wild. The vulnerabilities of the current

bridge mechanism, however, have not been thoroughly investigated yet.

Winter and Lindskog[43] have investigated how the Great Firewall of China is

blocking Tor, in which they investigated how and how long Tor bridges are blocked.

However, they have not quantitatively investigated how much bridges will be blocked

if there are certain number of bridge users within the adversary’s network bounds.

Ling et al.[19] have analyzed the effectiveness of bridge-discovery approaches and dis-

covered 2369 bridges by only one Tor middle relay in 14 days. Their work conducted

experiments on the real Tor network, which could harm real Tor users’ anonymity. We
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consider it a better choice to do simulation experiments with Tor’s historical data. A

Tor blog[18] indicates that entry guards’ fingerprinting problem may also related to

bridges, but no further works have been done.

These motivate us to quantitatively investigate the vulnerabilities of Tor’s bridge

mechanism through simulation, and propose stronger bridge mechanisms against those

attacks.

1.5 Contributions

Our first contribution is having developed a Tor path simulator, which accepts Tor’s

historical data as input and precisely simulate Tor clients, Tor bridge clients and Tor

paths. It is the technological base for this research. Furthermore, because of this

simulator’s extensibility, it can also be utilized in other researches. We have used it

to conduct a research on attacks against the Tor network (Publication <1>), and a

research on Tor’s entry guard mechanism (Publication <2>). It can also be utilized

to simulate other Tor-related phenomena that do not involve actual network traffic.

Examples include analysis of client path diversity, research on Tor’s path selection

algorithm, and assessing whole-network effects of heterogeneous client configurations.

The second contribution of this work is that we thoroughly summarize four known

attacks against Tor bridges, and quantitatively investigate the vulnerabilities of the

current Tor bridge mechanism under these four adversarial models.

Then we propose two bridge mechanisms as alternatives for the current round-

robin method. Through simulations, the top one method is proved to be effective in

mitigating two of these adversarial models. This is our third contribution.

However, the top one method cannot mitigate the adversarial model of enumeration

of bridges by malicious middle relays, so we continue to evaluate two anti-enumeration

defenses for Tor bridges. The evaluation results prove that letting bridge has guards

can effectively mitigate the enumeration attack, which is the fourth contribution of

this work. We also do some further discussions in hoping to encourage further research

on this aspect.

1.6 Organization

In the following chapters, we summarize four adversarial models in Chapter 2. Then

we investigate the vulnerabilities of the current Tor bridge mechanism. The experi-

ment setup and results are described and discussed in Chapter 3. In Chapter 4 we

propose two alternative designs and compare them with the current design. After
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that, we evaluate and discuss two anti-enumeration defenses in Chapter 5. We finally

summarize our conclusions in Chapter 6.

17



Chapter 2 Adversarial Models

Effective attacks to block or attack the bridge mechanism [19, 42, 43] are being found

in existing works and also conducted in the wild. Those adversaries may have different

purposes and motivations. Some of them try to enumerate bridges and block the usage

of Tor, while others may want to profile or locate the bridge users. As a result, they also

conduct attacks in different means - passively or actively. In order to propose stronger

bridge mechanism, we first exhaustively summarize possible adversarial models. Only

with these adversarial models can the vulnerabilities of the current bridge mechanism

be thoroughly investigated.

2.1 Censorship

We first consider an active adversary with full control of the local network, who is capa-

ble of monitoring, injecting, replaying, shaping and dropping packets but only within

his network bounds. An example is the Great Firewall as described by Wilde[42].

When a Tor user within the adversary’s network bounds establishes a connection to

a bridge, deep packet inspection (DPI) boxes identify the Tor protocol. Shortly after

the Tor connection is detected, active scanning is initiated. The scanner pretends to

be a normal Tor user and tries to establish a Tor connection to the suspected bridges.

If it succeeds, the bridge will be blocked. The attack procedure is illustrated by Fig-

ure 2.1. The details of how the Great Firewall blocks are described by Winter and

Lindskog[43]. Iran has also used this strategy to block Tor twice[16].

2.2 Enumeration of Bridges by Malicious Middle

Relays

Next, we consider an adversary who runs malicious Tor relays to discover bridges. This

attack has been floating around in the wild, and was documented by Ling et al.[19].

Normal clients use entry guards for the first node of their paths to protect them from

long-term profiling attacks, but bridge users use their bridge as a replacement for the

first node. As a result, if an adversary runs a relay that doesn’t have the Guard flag

and rejects to be an exit relay, the only position it will end up is the middle one.

Then nodes that build paths to connect to this relay are normal relays and bridges.
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Figure 2.1: The procedure of how censors block a Tor bridge.
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Figure 2.2: The procedure of how malicious middle relays enumerate Tor bridges.

The adversary can easily identify whether the node, which connected to his malicious

middle relay, is bridge or not, by referring to the public consensus files which contains

all IP address of relays. The attack procedure is illustrated by Figure 2.2. This attack

can also be conducted by operating a relay and actively scan the port of each client

that connects to it, to confirm which ones are running services of Tor protocol[21, 40].

2.3 Malicious Bridges

Bridge relays are donated by volunteers who are willing to help censored users. On the

other hand, it is hard to trust all of them, because some of them may be operated by an

attacker. In this adversarial model, we consider a passive adversary who runs malicious
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Figure 2.3: The illustration of malicious bridge compromising a Tor bridge user.

Tor bridges. His goal is to do traffic observation when his malicious bridges are used

as the first node into the Tor network. Then the adversary may perform statistical

profiling attack or fingerprinting attack[13, 26, 31] on the user. The illustration of this

attack is shown by Figure 2.3. However, the concrete procedures of these attacks are

out of the scope of this research. What we will investigate is the relationship between

the number of malicious bridges and the number of clients compromised.

2.4 Bridge Set Fingerprinting

It has been discussed in the Tor community that the sets of entry guards might be

the fingerprint for a user[8, 18]. When a user connects to Tor from multiple locations

where the network is monitored by the same adversary (e.g. a malicious network

provider), his persistent use of the same set of entry guards uniquely identifies the

user and shows the adversary that connections are all coming from the same user.

This could also allow malicious exit nodes - in connection with other attacks - to link

clients across destinations. This fingerprinting problem is also related to Tor bridge,

and it is even worse because there is guard rotation for normal Tor clients, while there

is no rotation of bridges. The illustration of this attack is shown by Figure 2.3.
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Figure 2.4: The illustration of how an attacker links a Tor bridge user across destina-

tions.
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Chapter 3 Vulnerabilities of the Current

Bridge Mechanism

To investigate how vulnerable the current bridge design is under these aforementioned

adversarial models, and the chance that an adversary blocks or compromises Tor

bridges, we conduct simulation experiments with a Tor path simulator developed by

ourselves, which accepts publicly available data provided by the CollecTor[4] as inputs.

3.1 Experiment Design

We have developed a Tor bridge path simulator for bridge users by using Stem[34]

which is a Python controller library for Tor. The simulator is based on informa-

tion from Tor Path Specification[39], Tor Directory Protocol[38], Tor Bridge Specifica-

tion[36] and the Tor source code. The simulator accepts the existing bridge descriptors

and bridge network statuses as input. Unlike publicly available historical relay descrip-

tors, bridge descriptors are sanitized by the Tor Project by removing or replacing all

potentially identifying information, because making bridge data available would defeat

the purpose of making bridges hard to enumerate for censors. For example, the bridge

identity is replaced with its SHA1 value. Details are described in CollecTor[4]. How-

ever, the sanitizing does not affect our simulation results because we could identify a

bridge by its unique SHA1 value in our simulator.

Our simulator implements only Tor’s relay selection logic and does not simulate

the actual construction of paths, the data transmission, or network effects such as

congestion. To simulate Tor’s path selection precisely, the simulator generates paths

with specified constraints, such as only using relays with the Exit flag for the exit

position, and avoiding using more than one relay from a given /16 network. Regarding

the exit policies of exit relays, we assume bridge users do web browsing which mainly

utilizes port 80 and 443. When simulating a path, our simulator adopts the Adjusted

Bandwidth-Weighted Random Selection, which is the algorithm utilized by Tor now.

Weighting factors are multiplied by the bandwidths of relays, and relays are selected

with probability proportional to those weighted bandwidths. Details are introduced

in Section 1.2.7.

It is worth mentioning that, in our simulator, clients use the measured bandwidth

in consensus files when choosing relays, while evaluates the performance that users
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experience with bridges’ or relays’ advertised bandwidth recorded in descriptors, which

is the same way as what the current Tor clients do. As mentioned in the Tor source

code, when weighting bridges, they enforce 20KB/s as lower and 100KB/s as upper

bound of believable bandwidth, because there is no way for them to verify a bridge’s

bandwidth currently.

Our simulator not only simulates paths but also bridge users’ clients, in all of which

there are N configured bridges chosen from all the bridge network statuses of February

2014. The number N varies under different scenarios. In the following experiments, we

use the bridge network status and relay consensus of the Tor network on 28th February

2014 as input, to simulate the bridge users and adversary on that day.

All the historical data used in our experiment are downloaded from CollecTor[4].

We run the simulator on a 8-core 3.20GHz Intel Core i7 machine with 23.5GB of

memory on Ubuntu 12.04 with the 3.2.0 Linux kernel.

3.2 Censorship

We first conduct the simulation of censorship events to investigate how vulnerable

the current bridge mechanism is to censorship events. Suppose there is an active

adversary with full control of the local network within his network bounds. When a

Tor user within the adversary’s network bounds establishes a connection to a bridge,

deep packet inspection (DPI) boxes identify the Tor protocol. Shortly after the Tor

connection is detected, active scanning is initiated. The scanner pretends to be a

normal Tor user and tries to establish a Tor connection to the suspected bridges. If

the connection is built, the censor can be sure it is a bridge and thus block it.

We assume there are 200 Tor bridge users within the adversary’s network bounds.

In all the clients, there are 4 to 12 bridges configured (the number of bridges is chosen

uniformly at random). The adversary could block N% of the online bridges used by

the 200 users. We run all the experiments for three rounds, and the average values of

the results are shown in Table 3.1.

For not all the bridges recorded in February’s bridge network statuses are online

on 28th February, some clients may have no access to the Tor network even if there

is no censorship event. As shown by Table 3.1, there are 17.9% clients that have no

online bridges. Then the adversary starts the active blocking of clients’ online bridges.

We assume he can block N% of all clients’ online bridges. The results are shown in

Table 3.1. After 75% are blocked, only fewer than 35% clients have access to the Tor

network. Blocking 75% may seem like a difficult task, but it is possible if the adversary

is of the scale of the Great Firewall.
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Table 3.1: Simulation results of censorship events.

Percentage of Percentage of

Bridges Blocked Clients with No Increment

Online Bridge

0% 17.9% 0.0%

25% 28.3% 56.7%

50% 41.2% 147.9%

75% 65.8% 256.2%

3.3 Enumeration of Bridges

Since bridges are not publicly listed, adversaries who want to block usage of Tor would

like to enumerate bridges. Next, we conduct simulations of an adversary who tries

to enumerate bridges. This passive adversary runs malicious Tor relays to discover

bridges. If the adversary runs a relay that doesn’t have the Guard flag and rejects

to be an exit relay, the only position it will end up is the middle one. Thus nodes

that build paths to connect to malicious middle relays are normal relays and bridges,

because normal clients use entry guards for the first node of their paths, while bridge

users use their bridge as a replacement for the first node. The adversary can easily

identify whether these nodes are bridges or not, by referring to the public consensus

files which contains all IP address of relays.

We simulate 20,000 Tor bridge clients and 5 Tor paths for every clients. In all the

clients, there are 4 to 12 bridges configured (the number of bridges is chosen uniformly

at random). The adversary runs X malicious middle relays. By changing the number

of malicious relays controlled by an adversary, we investigate the number of bridges

enumerated by the adversary. We run the experiments for three rounds, and values

shown in Table 3.2 are average values of the results of the three rounds.

On 28th February, there are 3014 bridges online. As shown by Table 3.2, when

the adversary controls 200 malicious relays, over 80% unique bridges running on that

day will be enumerated. This attack can be conducted with comparatively low cost

because the adversary can rent IPs on Amazon EC2.

3.4 Malicious Bridges

It is hard to trust every bridge, because they are donated by volunteers, and thus

some of them may be operated by an attacker. In this adversarial model, we consider
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Table 3.2: Simulation results of enumeration of bridges by malicious middle relays.

Number of Malicious Number of Percentage of

Middle Relays Enumerated Bridges Enumerated Bridges

50 559 18.55%

100 814 27.01%

150 1286 42.67%

200 1617 53.65%

a passive adversary who runs malicious Tor bridges. His goal is to do traffic observation

when his malicious bridges are used as the first node of a Tor path. Then the adversary

may perform statistical profiling attack or fingerprinting attack[13, 26, 31] on the user.

We simulate 20,000 Tor bridge clients and 5 Tor paths for every clients. In all

the clients, there are 4 to 12 bridges configured By changing the number of malicious

bridges controlled by an adversary, we investigate the number of clients compromised

by the adversary. If one or more paths of the five paths is started with a malicious

bridge, the client is defined as compromised. The results are shown in Table 3.3. This

attack could also be performed by renting IPs on Amazon EC2 with comparatively

low cost.

Table 3.3: Simulation results of clients compromised by malicious bridge.

Number of Number of Percentage of

Malicious Compromised Compromised

Bridges Clients Clients

0 0 0.00%

50 548 2.74%

100 1112 5.56%

150 1611 8.06%

200 2094 10.47%

3.5 Bridge Set Fingerprinting

It has been discussed in the Tor community that the sets of entry guards might be

the fingerprint for a user[8, 18]. When a user connects to Tor from multiple locations

where the network is monitored by the same adversary, his set of entry guards uniquely
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identifies the user and shows the adversary that connections are all coming from the

same user. This fingerprinting problem is also related to bridge, and it is even worse

because there is guard rotation for normal Tor clients, while there is no rotation of

bridges.

We simulate 20,000 Tor bridge clients and 5 Tor paths for every clients. In all the

clients, there are 4 to 12 bridges configured (the number of bridges is chosen uniformly

at random). We run the experiments for four rounds, and the average number of

distinct bridge sets is 12,633. Thus, the number of expected users per set is 1.58,

which means every user’s guard set is distinct with high probability.

It is obvious that the more bridges one knows, the less likely his client has no

online bridge. On the other hand, the more bridges one knows, the more likely the

bridge set is unique to him/her. In the following experiments, we assume every client

is configured with the same number of bridges, to investigate the relationship between

the number of bridges, the number of unique bridge set, and the number of clients that

have no online bridge. We simulate 100,000 Tor bridge clients for every experiment.

The results are shown in Table 3.4. It is clear from these results that there is trade-off

between availability and privacy in terms of the possibility of being fingerprinted. We

consider 7 is the optimal number, because when 7 bridges are configured, over 80%

clients have access to the Tor network and the number of expected users is 2.09 which

ensures most clients will not have a unique bridge set. However, the assumption that

every bridge client in the Tor network knows the same number of bridges, is not the real

case, because every client knows different number of bridges. What we suggest is that,

if a bridge user knows over 7 bridges, just configure 7 in the client, and periodically

change the set of bridges.
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Table 3.4: Simulation results of clients with different number of bridges.

Percentage of

Number of Number of Clients Number of Clients that Number of Expected

Bridges that have no Bridge Sets can Access the Users per Set

Online Bridges Tor Network

3 49416 14295 50.6% 7.00

4 39430 22371 60.6% 4.47

5 30936 31133 69.1% 3.21

6 24669 39453 75.3% 2.53

7 19486 47780 80.5% 2.09

8 15367 55263 84.6% 1.81

9 12229 61733 87.8% 1.62

10 9655 68103 90.3% 1.47

11 7683 73065 92.3% 1.37

12 5965 77888 94.0% 1.28
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In Chapter 3, we investigate the vulnerabilities of the current bridge mechanism under

four different adversarial models. In this Chapter, we propose two alternative methods

of round-robin over all bridges, and investigate whether these two proposals make the

bridge mechanism more robust against the aforementioned attacks compared to the

current round-robin method.

4.1 Alternative Methods

Currently, if ten bridges are configured, the client round-robins over all of them. In-

stead of the round-robin method, we propose two alternative methods.

• Top one method: The first method we propose is sticking to the first bridge

configured in the client, and only moving to other bridges if the current one

becomes offline. The client will try to find an usable bridge sequentially from

the top of the list, The client will return to use the ones that precede in the list,

when one of them becomes online again.

• Top three method: The second method is randomly choosing one of the first

three bridges configured in the client, when a path is being constructed. When

there are fewer than three bridges configured, the client randomly chooses the

first or first two bridges. This method imitates the current entry guard mecha-

nism.

4.2 Comparison

We conduct simulation experiments to compare the current round-robin method with

the two alternatives under these adversarial models except the censorship model. It is

because our proposals can not mitigate the censorship model in which the adversary

identifies Tor protocol. It is the weakness of Tor but not weakness of Tor’s bridge

mechanism. Since one of our major research goals is to propose stronger bridge mech-

anism, despite the fact that the censorship model is a serious threat, it is out of the

scope of this research. Related researches have been done on how to make Tor’s traffic

undetectable [9, 22, 32, 41].
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First, we assume there is an adversary who runs 100 malicious bridges and simulate

20,000 clients and 5 paths for every client respectively to investigate how much clients

he can compromise under three different methods. Let’s recall that if at least one path

is started with a malicious bridge, the client is defined as compromised. Table 4.1 shows

when the round-robin method is used, clients are most likely to be compromised. And

sticking to the first one is the safest method under this adversarial model. It is easy

to understand that sticking to the first one can decrease the possibility of a client

exposed to malicious bridges.

Table 4.1: Comparison of three methods under malicious bridge model.

Number of Percentage of

Compromised Compromised

Clients Clients

Round-robin 1019 5.10%

Top one 523 2.62%

Top three 934 4.67%

Then we change the number of malicious bridges under three methods respectively,

and find the linear approximation of the relation between the number of malicious

bridges and percentage of compromised clients in Figure 4.1. Figure 4.1 shows that

results are almost linear, and it also shows that under the adversarial model of mali-

cious bridges, sticking to the first one bridge is the safest method, while the current

round-robin method is most vulnerable one.

Next, we compare the three methods under bridge set fingerprinting model. We

simulate 20,000 clients and 5 paths for every client respectively. The results in Table

4.2 show that when using the top one method, by average 6.66 users share the same

bridge set, and hence the adversary can not link a bridge set to a particular user.

In contrast, when using the round-robin method or the top three method, over half

of the clients have their unique bridge set, which could be the fingerprint of these

clients. These results show that sticking to the first bridge can significantly mitigate

this problem, while using the top three bridges does little help compared to the original

round-robin method. This is also easy to understand, because when sticking to the

first one, the bridge set that a client has will be its first bridge, so many clients share

the same bridge set. In contrast, in the round-robin method, the bridge set of a client

is its bridge list, the probability of different clients having the same bridge set is much

lower. When a client has its unique bridge set, it may be fingerprinted by an adversary.

We plot the cumulative distribution functions of the size of expected anonymity set,
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Table 4.2: Comparison of three methods under bridge set fingerprinting model.

Number of Number of Number of

Distinct Expected Users Clients with

Bridge Sets per Set a Unique

Bridge Set

Round-robin 12655 1.58 10775

Top one 3004 6.66 86

Top three 12642 1.58 10765

that is the number of expected users per bridge set, for the three methods respectively,

in order to analyze the probability of being fingerprinted. As Figure 4.2 shows, when

there are 20,000 bridge users, sticking to the first one can ensure the median user an

anonymity set of 6 users. On the other hand, in the round-robin or top three bridge

methods, over 85% bridge sets only has one user and over 53.8% clients have their own

unique bridge set. As a result, this could allow malicious exit nodes - in connection

with other attacks - to link clients across destinations, and malicious network providers

to link mobile clients across locations.

Then we compare the three methods under the enumeration of bridges by malicious

middle relays model. We assume there is an adversary who runs 100 malicious middle

relays, and simulate 20,000 clients and 5 paths for every client for three rounds. Table

4.3 shows the number of bridges enumerated by malicious relays, when using the

default round-robin method and our two proposals. It shows that in the three rounds of

simulation, sometimes the adversary can enumerate more bridges using our proposals,

which means our proposals can not mitigate this attack. We evaluate and discuss

defenses for this attack in Chapter 5.

Table 4.3: Comparison of three methods under enumeration of bridges by malicious

middle relays model.

Number of Number of Number of

Bridges Bridges Bridges

Enumerated Enumerated Enumerated

(Round 1) (Round 2) (Round 3)

Round-robin 826 848 577

Top one 692 965 1782

Top three 525 408 1423
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Finally, we investigate whether our proposals will negatively affect the performance.

When a fast bridge is selected, as long as the middle and exit relays are not slow,

the client can experience fast service. As mentioned in Section 3.1, the simulator

weights bridges by enforcing lower and upper bound of their bandwidth in the network

status file, but evaluates the performance by their advertised bandwidth from bridge

descriptor files. We use average bandwidth of all online bridges configured in a client

as the metric for evaluating performance for the round-robin method, the bandwidth

of the first bridge for the top one bridge method, and the average bandwidth of the

first three bridges for the top three method. We simulate 20,000 clients and 5 paths for

every client respectively for three rounds. Table 4.4 shows that the top one method

does not negatively affect the performance, while top three method causes a slight

degradation in performance. The reason of this slight degradation is still unknown,

and we consider it as a future task.

Table 4.4: Comparison of the performance of three methods.

Average Average Average

Bandwidth Bandwidth Bandwidth

(B/s) (B/s) (B/s)

(Round 1) (Round 2) (Round 3)

Round-robin 50747 50781 50696

Top one 50251 50903 50785

Top three 49042 49109 49289

4.3 Discussions

Utilizing the top one method does not mean that the client will use the same bridge

forever. Rotation should be introduced if the top one method is adopted in Tor. The

rotation of bridge can imitate that of entry guard.

In the current version of the Tor protocol, instead of choosing a new guard every

time, every Tor client maintains a guard list, of several (by default, three) pre-selected

guards, When the Tor client constructs this list, it selects an expiry time for each

of the guards in the list from the range of 30-60 days uniformly at random. Since

Tor 0.2.4, the range has been extended to 60-90 days. After that period of time, the

expired guards will be dropped and repopulated, which is called guard rotation. This

has been described in Section 1.2.4.

The guard rotation serves several purposes. First, as described in Section 1.2.4,
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if a client chooses a malicious guard unluckily, guard rotation enables this user to

regain some privacy. Second, if clients never rotate their guards, then guards would

accumulate more clients the longer they participated in the Tor network, which leads

to poor load-balancing. However, recent works[8, 17] have suggested that the current

parameters for guard rotation, including the period of rotation time, may exposure

users to more privacy loss. Dingledine et al.[8] suggest extending the period of guard

rotation to 9 months.

Although bridges and guards are similar in that they all serve as the entries into

the Tor network, they are not the same. We thus consider the best period of bridge

rotation may not be set the same value as that of guard rotation without research, so

we regard it as another future task.
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(b) Top one bridge.
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(c) Top three bridges.

Figure 4.1: Linear approximation of the relation between the number of malicious

bridges and percentage of compromised clients under three different methods.
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(c) Top three bridges.

Figure 4.2: Cumulative distribution of anonymity set size under three different meth-

ods.
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Chapter 5 Evaluation of

Anti-enumeration Defenses for

Tor Bridges

In Chapter 4, we investigate the current Tor network’s bridge mechanism’s vulnera-

bilities to four known attacks against Tor bridges. Two alternative mechanisms are

proposed. However, the results suggest that our proposals can not mitigate the adver-

sarial model of enumeration of bridges by malicious middle relays.

The enumeration attack is a serious threat against the bridge mechanism, because

bridges are effective against censors only as long as an adversary cannot easily list

up their IP addresses, or the adversary could block connections to bridges just as he

blocks normal Tor relays. As a countermeasure, the Tor community has discussed

the idea of bridge guards[20], but the effectiveness of bridge guards has not yet been

thoroughly verified and evaluated. What’s more, the concrete design of bridge guards

has not yet been proposed. This motivates us to evaluate two possible designs and

discuss concrete design in this chapter.

5.1 Defenses

5.1.1 Bridge Guard

To counteract the enumeration attack of Tor bridges, bridge guard has been discussed

in the Tor community[20]. The idea is to let bridges use guard nodes, which means to

route requests from bridge clients through an additional layer of guard nodes. Then

only a bridge’s guard nodes can tell that it is a bridge, and the attacker needs to run

or observe many more nodes in order to enumerate a large number of bridges.

Similar to the idea of entry guard introduced in Section 1.2.4, letting bridges use

guards turns the attack of enumeration of bridges by malicious relays from a determin-

istic one to a probabilistic one. As long as there is no malicious guards in the guard

list, the bridge can stay safe during the period of guard rotation.

Further more, if the adversary runs malicious relays by himself to conduct this

attack, to make his malicious relays be used at the entry position, Guard flags will

be needed. This is not as easy as to be used at the middle position. The directory

authorities monitor the availability and bandwidth capacity of all relays in the Tor
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network, and they assign Guard flags to relays. The current algorithm for assigning

Guard flag has three requirements[38]:

1. The relay needs to have appeared longer than 12.5% of all the relays, or 8 days

ago, whichever is shorter.

2. The relay needs to advertise at least the median bandwidth in the network, or

250Kb/s, whichever is smaller.

3. The relay needs to have at least median weighted-fractional-uptime (WFU) of

relays in the Tor network, or 98% WFU, whichever is smaller. The WFU mea-

sures the fraction of uptime of a relay in the past. WFU values are discounted

by factor 0.95 every 12 hours.

These requirements only allow routers that have been running for a long time and

provide high bandwidth to have Guard flags, so letting bridges use guards can also

increase the initiative attack cost for the adversary.

5.1.2 Designs

There are two designs that have been discussed.

• Client chooses guards. If the loose source routing is not adopted, we could

have the client choose three guards as its possible next hop after the bridge,

which adopts strict source routing. When a path is being constructed, the client

chooses one of the guards from its guard list uniformly at random. Then it

chooses one bridge from its bridge list by using the current round-robin method.

• Bridge has guards. If the loose source routing is adopted, we could let bridge

itself choose guards that all paths it handles will use. Specifically, when a bridge

receives an extend cell from a client to extend a path, it should first extend to its

guard, and then relay that extend cell through the guard to the next hop. The

bridge should add an additional layer of encryption to outgoing cells on that path

corresponding to the encryption that the guard will remove, and remove a layer

of encryption on incoming cells on that path corresponding to the encryption

that the guard will add.

Figure 1.2 shows the multi-encryption of onion-routing of normal Tor paths, while

Figure 5.1a and Figure 5.1b show the illustrations of multi-encryption of these two

different designs. Figure 5.1a shows that strict source routing just conducts the en-

cryption for four times instead of three times. In contrast, when loose source routing
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(a) Client chooses guards (strict source routing).

(b) Bridge has guards (loose source routing).

Figure 5.1: The illustration of two different designs of anti-enumeration defenses.

is adopted, the bridge shares a symmetric key with its bridge, so this additional layer

seems transparent to the client.

We evaluate and discuss these two designs in the following sections.

5.1.3 Evaluation through Simulation

The experiment setup has been described in Section 3.1. What is different is that in the

following experiments, all the guards configured in the clients’ or bridges’ guard lists

are chosen from all the consensus files of September 2014. In the following experiments,

we use the bridge network status and relay consensus of the Tor network on 30th

September 2014 as input, to simulate the bridge users and adversary on that day. As

described in Section 1.2.4, each client ensures that the number of guards in its guard

list is at least the default number at all the time. If a guard becomes offline, either

temporarily or permanently, and there are fewer than two online guards in the list, a
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new entry guard will be selected. Our simulator first randomly chooses three guards

for every client or bridge, and then checks whether these three guards are online on

30th September 2014. If there are less than two online guards, new guards will be

selected.

We first compare the two designs in terms of security. We simulate 20,000 Tor

bridge clients and 5 Tor paths for every clients in all the following simulations. Since

a Tor client changes its path every 10 minutes, it could be considered that the ad-

versary performs the attack for 50 minutes in this scenario. In all the clients, there

are 4 to 12 bridges configured (the number of bridges is chosen uniformly at random).

The adversary runs X malicious guard relays. By changing the number of malicious

guards controlled by an adversary, we investigate the number and percentage of bridges

enumerated by the adversary.

Table 5.1: Simulation results of enumeration of bridges by malicious guards.

Number of Number of Percentage of

Malicious Enumerated Enumerated

Guards Bridges Bridges

50 324 8.96%

Client 100 727 20.11%

Chooses 150 1044 28.87%

Guards 200 1315 36.37%

50 56 1.55%

Bridge 100 129 3.57%

Has 150 164 4.54%

Guards 200 191 5.28%

It is obvious from Table 5.1 that letting a client choose guards increasingly exposes

the bridges configured in the client to malicious guards. In contrast, letting bridge

having guards can effectively mitigate this attack. This is because in this way every

bridge exposes to fewer guards , and is thus less likely to encounter malicious ones. We

run simulations to investigate the exposure by simulating 20,000 Tor bridge clients and

5 Tor paths for every clients under these two different designs. The average number

of guards that a bridge exposes to is 14.94 when client chooses guards. In contrast,

when bridge has guards, a bridge only exposes to 2.20 guards by average. We plot

the probability density functions of how many guards that every bridge exposes to

under the two designs respectively in Figure 5.2, which show the significant difference

between these two designs in terms of exposure to guards.
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(a) Client chooses guards.
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(b) Bridge has guards.

Figure 5.2: The probability density functions of how many guards that every bridge

exposes to.
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Figure 5.3: Number of guards remaining as the threshold increases.

All these results and analyses suggest that if bridge guard mechanism is adopted

into Tor as countermeasure against enumeration of bridges, adopting the loose source

routing to let bridge have guards is a good solution. We further discuss the concrete

design of letting bridge have guards in following section.

5.2 Further Discussions

5.2.1 Fast Guards

Although the results suggest the idea that adopting the loose source routing feature

of onion routing to implement bridge guards can mitigate the adversarial model of

enumeration of bridges. The disadvantage is also obvious. It forces bridge clients

construct four-hop paths, while normal Tor clients use three-hop paths. Bridge clients

thus have to suffer worse performance.

One solution is to only use guards with high bandwidth. There are 1403 running

guards on 30th September 2014. Figure 5.3 shows the number of guards remaining as

the threshold increases. Figure 5.4 shows the fraction of remaining guard bandwidth

if the threshold increases and the number of guards decreases. It can be seen if we

only use the top 70% fast guards, the total guard bandwidth only reduces by 9.1%,

so we assume it practical to increase the bandwidth threshold of guards. All the

bandwidth here is advertised bandwidth, because Tor’s directory servers assign Guard

flag according to relays’ advertised bandwidth.

To verify our assumption, we conduct simulations. Dingledine et al.[8] utilize the

bottleneck bandwidth as their metric for performance. The bottleneck bandwidth is the

minimum bandwidth of the guard, middle and exit relays. We adopt the percentage
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Figure 5.4: Fraction of remaining guard bandwidth as the number of guards decreases

with higher bandwidth threshold.

Table 5.2: Simulation results of guards with higher bandwidth threshold.

Minimum of Number of Average Bandwidth Percentage Entropy over

Guard Bandwidth Remaining at Guard of Guard Guard

Rank Guards Position (KB/s) Bottleneck Position

0% 1403 7767 55.87% 10.23

10% 1263 8792 52.15% 10.07

20% 1122 9384 49.90% 9.89

30% 982 10434 45.65% 9.64

of guard bottleneck as our performance metric, which is defined as the percentage of

paths whose bandwidth bottleneck is at guard position.

Results in Table 5.2 suggest that while only using the top 70% fast guards will

decrease the number of guards to under 1000, the average bandwidth at guard position

increase by 34.3%, which could be considered worthwhile. It also shows if we use the

top 80% fast or faster guards, the percentage of the guard position being performance

bottleneck reduces to under 50%.

Another concern when increasing bandwidth threshold for guards is the diversity

of paths will decrease. We use Shannon entropy as the diversity metric. Bauer et

al.[1] adopt Shannon entropy as their definition of anonymity and diversity of Tor’s

path selection. There is obviously a trade-off between better diversity of guard posi-

tion and higher threshold for guards. Table 5.2 shows that cutting the slowest 30%

guards results in a 5.77% reduce in entropy over guard position, which we consider is

acceptable considering the 34.3% increasement in bandwidth.
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Figure 5.5: The two states of bridges: surfing and serving.

However, we do not conclude that bridge guards should be the top 70% fast guards.

Our point is that through this analysis, we consider the current entry guard selection,

evaluation and rotation mechanisms may not be suitable for bridge guards. Bridge

guards need to be more sophisticated, which is considered as a future avenue for

research.

5.2.2 Separating Bridge-guards and Client-guards

Since bridges are donated by volunteers, they may also use Tor to surf the Internet

as a client. We distinguish two states of a bridge node in the same way as described

by McLachlan and Hopper[21]. A bridge is surfing whenever it is relaying streams

over Tor that originate from its own operator. A bridge is serving whenever it accepts

connections from third party bridge clients and relays those connections over Tor.

Figure 5.5 shows the two states of bridges: surfing and serving. When a bridge node is

surfing, it chooses its first hop from its guard list. The problem comes if we let bridges

using bridge guards.

In Section 5.1.2, it is not specified whether bridges should use the same list of guard

relays for extending paths for client when they serve, as they use as entry guards for

their own paths when they surf.

One of the advantages of keep separate guard lists is to prevent the bridge client

of the bridge from being able to enumerate the guards that the bridge uses to protect

its own traffic, by extending a path through bridge to a relay it controls. Having sep-

arate guard lists can also prevent the attack proposed by McLachlan and Hopper[21].

However, having separate guard lists would probably make the two kinds of circuits
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more easily distinguishable.

It is not clear whether separating bridge-guards and client-guards is a good idea

or not. We hope our discussions could encourage future research on this aspect.
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Tor is the most popular anonymous communication system in the world. Nowadays,

there is an increasing set of Tor users use it as a tool for Internet censorship resistance.

Its bridge mechanism is designed to help censored users to access the Tor network.

Meanwhile, serious threats against Tor bridge mechanism exist. In this research,

we have proposed stronger bridge mechanisms, discussed their concrete designs and

analyzed their influences.

We first investigate the vulnerabilities of the current bridge mechanism under four

different adversarial models. Existing works indicate these attacks are threats to Tor’s

bridge mechanism. However, as stated in Section 1.4, some of them just conduct

research under one of the adversarial models, and do experiments on the real Tor

network, which may harm the anonymity and privacy of real Tor users. Others just

mention there might be a threat against Tor bridge mechanism but without further

works. This work is the first one, which thoroughly summarizes and quantitatively re-

searches into all these aforementioned adversarial models. We do experiments through

simulation, which does not harm the anonymity and privacy of real Tor users.

We have developed a Tor path simulator to do experiments, which is the technical

base of this research. This simulator accepts the existing historical bridge descriptors

and bridge network statuses as input. It simulates not only Tor paths, but also Tor

bridge clients. Because of this simulator’s extensibility, it can also be utilized in other

researches. We have used it to conduct a research on attacks against the Tor network

(Publication<1>), and a research on Tor’s entry guard mechanism (Publication<2>).

It can also be utilized to simulate other Tor-related phenomena that do not involve

actual network traffic. Examples include analysis of client path diversity, research on

Tor’s path selection algorithm, and assessing whole-network effects of heterogeneous

client configurations.

Then we compare the current bridge mechanism with our two proposals. Experi-

ment results show that our proposal of sticking to the first bridge (top one method)

can effectively mitigate the attacks under malicious bridge model and bridge set finger-

printing model. This proposal is easy to implement and proved not to negatively affect

the performance, so we consider it practical for the top one method to be adopted in

Tor. As described in Section 4.3, utilizing the top one method does not mean that the

client will use the same bridge forever. Rotation should be introduced if the top one

method is adopted in Tor. The rotation of bridges can imitate that of entry guards,
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but the details, including the period and how to obtain new bridges, remain as an

open research question.

Our proposals, however, cannot mitigate the enumeration attack against Tor

bridges. To counteract the enumeration attack of Tor bridges, we evaluate two anti-

enumeration defenses, which implement bridge guards in different methods. Although

the idea of bridge guard has been discussed in Tor community, its effectiveness has

not yet been quantitatively verified and evaluated. This part of our work fills the gap.

We also discusses the concrete design. We discover that letting client choose guards

may have the risk of increasingly exposing bridges, while letting bridge have guards

can effectively mitigate the enumeration attack. After that, we do further discussions

on bridge guards about using fast guards and whether to separate bridge-guards and

client-guards. As mentioned in Section 5.2, through analyses, we discover the current

entry guard selection, evaluation and rotation mechanisms may not be suitable for

bridge guards. Bridge guards need to be more sophisticated, which is considered as

a future avenue of research. What’s more, an investigation into whether to separate

bridge-guards and client-guards or not is also worth conducting.

Tor bridges are designed to help censored users all over the world, so researches

on Tor bridges can have great social significance. This work contributes to propose

stronger Tor bridge mechanism, which is expected to encourage related researches

on both anonymous communication system Tor and Internet censorship resistance

technologies.
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