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The challenge of maintaining Web application is preventing actual errors in a user 

environment. Today, users demand rich user experience of applications; hence, 

client-side asynchronous JavaScript and XML (Ajax) technologies are increasingly 

important. Developers build modern Web applications using Ajax technologies (Ajax 

Web applications) which can handle user events and asynchronously retrieve update 

data from servers. Thus, Ajax technologies make Web applications responsive, 

enhancing user experience. However, Ajax event-driven and asynchronous features 

make the contexts of running applications unpredictable. Despite concerted 

efforts by developers, the unpredictable contexts might conceal faults in 

development and testing environments but they will be exposed in a user 

environment. 

 Many researches have been conducted on state-based analysis and testing for 

finding faults in Ajax Web applications. States of the applications correspond 

to Document Object Model (DOM) representing Web pages. Since the applications 

dynamically manipulate DOMs by handling user events or server responses, some have 

succeeded in leveraging dynamic analysis techniques for extracting a finite state 



machine (FSM) based on DOM instances captured at runtime. Although existing 

DOM-based testing techniques effectively and efficiently detect executable faults, 

they do not help finding “potential faults” that are not easily produced in a 

testing environment but will be exposed in a user environment. 

 We first propose a static method for extracting an FSM from Ajax Web applications. 

Since DOMs cannot be determined in a static manner because they are dynamically 

manipulated, we focus on interactions with Ajax Web applications (e.g., mouse 

clicks and server responses) which act as triggers to change the application states. 

These interactions can be statically distinguished at event handlers in the source 

code. Hence, our proposed method extracts an interaction-based FSM representing 

all possible application behaviors. Developers can use the extracted FSM to find 

the potential faults; however, the cost may not be negligible to manually and 

carefully determine the correctness of the extracted FSM, which does not enable 

developers to exhaustively find faults in the applications.  

 Secondly, we propose a method for automatically verifying the correctness of the 

extracted FSM. Model checking techniques are useful for automated verification 

against given invariants representing correct behaviors; however, there are no 

generic behavior invariants relevant to the interactions. Therefore, we define 

interaction invariants from correct and incorrect interaction-based behaviors 

described in Ajax design patterns, which is a catalog of Ajax Web application 

development know-how. The model checker leverages the interaction invariants to 

identify faulty interaction sequences in the extracted FSM. Although the 

identified faulty interaction sequences should contain suspected faults, they 

might be spurious counterexamples in the extracted FSM. Therefore, executable 

evidences that the suspected faults cause errors in Ajax Web applications are 

required. 

 We thirdly propose a method for validating the applications by revealing actual 

errors due to the potential faults. Although testing all possible scenarios in 

every environment should reveal these errors, such a method would be unrealistic. 

Under an assumption that unexpected network latency may make potential faults 

executable, we implement mutation operators to manipulate the timing of the 

applications handling server interactions. Our mutation operators are able to 

produce subtle network delays, which can reveal errors due to delay-dependent 

potential faults. 

 From results of our case studies using real-world Ajax Web applications, our 

proposed methods could reveal errors relevant to vulnerabilities in Web 



applications, which existing analysis and testing techniques could not detect.  

Therefore, we conclude that our proposed methods can help developers find and debug 

potential faults, i.e., preventive maintenance of Ajax Web applications.
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